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Abstract

Mutation testing has been deemed an effective way to
ensure Deep Learning (DL) software quality. Due to the
requirements of generating and executing mass mutants,
mutation testing suffers low-efficiency problems. In regard to
traditional software, mutation operators that are hard to cause
program logic changes can be reduced. Thus, the number of
the mutants, as well as their executions, can be effectively
decreased. However, DL software relies on model logic to
make a decision. Decision boundaries characterize its logic. In
this paper, we propose a DL software mutation operator
reduction technique. Specifically, for each group of DL
operators, we propose and use DocEntropy to measure the
model’s decision boundary changes among mutants generated
and the original model. Then, we select the operator group
with the highest entropy value and use the involved operators
for further mutation testing. An empirical study on two DL
models verified that the proposed approach could lead to cost-
effective DL software mutation testing (i.e., 33.61% mutants
and their executions decreased on average) and archive more
accuracy mutation scores (i.e., 9.45% accuracy increased on
average).

Keywords: DL software, Mutation testing, Decision
boundary, Mutation operator reduction

1 Introduction

Recently, Deep Learning (DL) software has been widely
used in various safety-critical areas (e.g., face unlocking [1]
and autonomous driving [2]). The defects in DL software may
lead to disastrous consequences such as privacy leaks or car
accidents. Therefore, DL software should be thoroughly tested
[3]. Mutation testing is a conventional defect introducing
based test adequacy measurement method [4], and it has been
deemed an effective means to evaluate the adequacy of DL
software testing [5]. We obtain a series of mutants by using
mutation operators, and then we detect the defects in these
mutants. In regard to DL software, researchers have proposed
eight source-level mutation operators and eight model-level
mutation operators [5]. The former works on the training set
or the program, while the latter works on the trained model.
Each operator can generate plenty of mutants. For each mutant,

testers should record its executing results on all test data.
However, it costs too much time to complete a DL mutation
testing. Take the hand-written electronic dataset MNSIT [6] as
an example. It contains 10,000 test data. Assume applying one
DL mutation operator can generate ten mutants; we’ll get 160
mutants. To complete the MNSIT mutation testing, we must
conduct at least 1.6 million tests. These facts show that DL
mutation testing suffers low-efficiency problems, making it
difficult to use in practice.

Generally speaking, the evaluation indicators of mutation
testing are the cost of test overhead (the number of mutants
generated and executed) and the mutation score [7]. Mutation
operator reduction is an effective means to reduce the size of
mutants and improve the efficiency of mutation testing [8]. In
regard to traditional software, its executing result is
determined by program logic [9]. To conduct an adequate test,
the logic differences among the source and mutated programs
should be diverse. Then, testers can determine whether the test
data can detect various defects at different locations. For
example, by modifying the relational operators in each branch
statement, testers can fully evaluate the ability of test data to
detect boundary defects [10]. To speed up the mutation testing
of traditional software, mutation operators that are difficult to
cause program logic change can be reduced. Unlike traditional
software, the trained model determines the executing result of
DL software [11]. The training program fits the data features
to obtain the decision boundaries of the model. All decision
boundaries constitute the logic of the model [12]. Take a two-
classification model as an example. The decision boundary
divides two data classes into their respective decision spaces,
which completes the data classification. Therefore, to evaluate
the defect detection capabilities of DL test data, the difference
of the decision boundary among the source program and
mutants should be as diverse as possible.

In this paper, we propose a DL mutation operator
reduction method which relies on decision boundary change
measurement to select efficient mutation operators. In regard
to DL software, we first quantify the difference of the decision
boundary between the source program and each of the mutants
based on Manhattan distance [13].

Subsequently, we propose Decision Boundary Change
Entropy (DocEntropy) and use it to measure the decision
boundary change diversity of a set of generated mutants.
Finally, we select the operator group with the highest
DocEntropy values as the reduced result and use it for further

*Corresponding Author: Xing-Ya Wang; E-mail: xingyawang@outlook.com

DOI: 10.53106/160792642022052303018



602 Journal of Internet Technology Vol. 23 No. 3, May 2022

mutation testing. The main contributions of this paper are as

follows:

® We propose the first DL software mutation operator
reduction method. Specifically, we introduce
decision boundary change and propose DocEntropy
to measure the diversity of changes to select efficient
mutation operators.

® We verify the effectiveness of the proposed method
through empirical study. The experiment results on
two DL models show that the technique can reduce
13 mutation operators to 8, decreasing the average of
33.61% mutants generated and executed. Moreover,
it improves nearly 9.45 % mutation score accuracy
on two models.

The remaining structure of this paper is organized as
follows. Chapter 2 introduces the background of the DL model
and its decision boundary, as well as DL mutation. Chapter 3
details the proposed reduction method. In Chapter 4, an
empirical study is carried out. Chapter 5 introduces related
work. Finally, the last Chapter summarizes our work.

2 Background

2.1 DL Model and Its Decision Boundary
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Figure 1. General structure of DL model

As mentioned earlier, DL software relies on a trained
model to make decisions. A DL model is a three-level Neuron-
Layer-Model structure [14]. As shown in Figure 1, it contains
one input layer, one output layer, and several hidden layers.
Each layer has a series of neurons. The neurons in the adjacent
layers are connected.
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Neurons are the primary computing units of the DL model,
each of which includes one linear transformation and one
activation function. Its output, y, is a continuous variable.
Formula (1) describes the structure of a neuron. w; and b
are the weights between neurons, which are the trainable
parameters in the model. Their values are obtained from the
training process. The activation function, f(), is the key to
realize feature extraction because it can capture the nonlinear
changes in the model.

To get a trained model, we first need to collect a training
data set and write a training program. The former provides the
learned characteristic, while the latter contains the structure of
the model and artificially defined hyper-parameters. Then, we
input the data set into the program, which fits the data
parameters, and finally get the trained model.

The decision boundaries constitute the internal logic of the
machine learning model. Regarding the DL model, the output
layer describes its decision boundaries. Assume the outputs of
all neurons in the output layer are y = {y,¥,, ..., Vr}> Vi
denotes the probability of classifying the data into class 7 [15].
It satisfies Y5, y; = 1. If y; archives the highest value, the
data would be classified into class i by the decision boundaries.

Model 1 s Model 2's
Decision Boundary Decision Boundary
DB]_ DBZ

Figure 2. An example of decision boundaries in the DL
model

For example, regarding the two-classification problem,
data distributing in the decision space is divided into two
classes by the DL decision boundary. Figure 2 illustrates two
DL decision boundaries, DB; and DB,. Each of them divides
the data into two classes (i.e., C’}1 and C%, ¢4 and C5). One
data in C’}‘ and one in C% are misclassified by DB;, while
two in €4 and one in C5 are misclassified by DB,. It
indicates that the decision boundary directly influences the
classified results, and data close to the decision boundary are
intuitively easier to misclassify.

2.2 DL Mutation Testing

Mutation testing was firstly proposed to assess the quality
of the DL test set in 2018 [5]. It generates a large number of
mutants through mutation operators. If the test data can kill
more mutants, the dataset’s quality is higher. The workflow of
DL mutation testing is shown in Figure 3. It includes mutating,
training, and testing. The former chooses operators and
generates mutated models (i.e., mutants). The latter calculates
the mutation scores by original model and mutants.
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Figure 3. Workflow of DL mutation testing
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Table 1. DL mutation operators

Mutation Stage Mutation Object Mutation Operator Mutation Operator Description
Data Repetition (DR) Duplicate training data
Label Error (LE) Falsify results (e.g., labels) of data
Data-level Data Missing (DM) Remove selected data
(M0Oy)

Data Shuffle (DF)
Noise Perturb. (NP)

Source-level
( Before training )

Shuffle selected training data
Add noise to training data

Remove a layer before training
Add a layer before training

Remove activation functions before training

Layer Removal (LR)
Prog(;;rg-l)evel Layer Addition (LAs)
P Activation Function Removal (AFRs)
Gaussian Fuzzing (GF)
Weight Shuffling (WS)
Neuron-level Neuron Switch (NS)

(M0y)
Model-level
(After training )

Neuron Effect Block (NEB)

Neuron Activation Inverse (NAI)

Fuzz weight by Gaussian Distribution
Shuffle selected weights

Switch two neurons of the same layer
Block a neuron effect on following layers

Invert the activation status of a neuron

Layer Deactivation (LD)
Layer-level [ ,ver Addition (LAm)

(MOy)

Activation Function Removal (AFRm)

Deactivate the effects of a layer
Add a layer in the neuron network after training

Remove activation functions after training

Steps (1), (2), and (3) in Figure 3 are the process of mutating
and training. Testers apply data-level mutation operators to the
training set zs, generating the mutated training set mts. Testers
apply program-level mutation operators to the source program
tp, generating the mutated training set mip. Then, the mutated
model is trained by mts and tp, or ts and mip. Besides, testers
also can apply model-level mutation operators to the origin
model, trained by ts and fp in advance. After generating the
mutant set, the data is input into original and mutation models
to obtain corresponding results by steps (d) and (e). Finally,
testers calculate the mutation score, which reflects the quality
of test data.

Mutation operator plays the role of generating kinds of
mutants. Table 1 summarizes the characteristics of DL
mutation operators [5]. For each operator, its mutation stage
(column 1), mutation object (column 2), name (column 3), and
a brief description (column 4) are described. According to the
scopes, including the stage and object, mutation operators can
be divided into data-level, program-level, neuron-level, and
layer-level ones. The specific classification information is as
follows:

(1) Mutation operators at data-level (MO,). They act on
the data of the training set, including five types: Data
Repetition (DR), Label Error (LE), Data Missing
(DM), Data Shuffle (DF), and Noise Perturb (NP).
They change the characteristics of single or multiple
data of the set, the distribution of the data set.

(2) Mutation operators at program-level (MO,). They
act on the training program, including three types:
Layer Removal (LR), Layer Addition (LAg), and
Activation Function Removal (AFR;). They change
the structure settings of the model in the training
program.

(3) Mutation operators at neuron-level (M0O,,). They act
on the neurons in the trained model, including five
types: Gaussian Fuzzing (GF), Weight Shuffling
(WS), Neuron Switch (NS), Neuron Effect Block
(NEB), and Neuron Activation Inverse (NAI). They
change the corresponding parameters of neurons.

(4) Mutation operators at layer-level (MO;). They act on
the layers in the trained model, including three types:
Layer Deactivation (LD), Layer Addition (LAm),
and Activation Function Removal (AFR.). They
change the relevant information of the middle layer
of the model.

3 Reduction Method

® G
Operators Boundary Change Group
@ Combination @(L::)PQ Measurement DVSwr Selection
DVSy,
@ @ @(,?L@ (b) "W (©
® PO DVS
WN

DL Mutation
Operators

Decision

0100,

Reduced
DL Mutation
Operators

Operator DocEntropy Values
Groups Set
Figure 4. Framework of the proposed DL mutation operation
reduction method

Figure 4 presents the framework of the proposed DL
mutation operator reduction method. As previously mentioned,
its basis corresponds to maximizing the diversity among the
decision boundary changes of the original DL model and its
mutated ones. Thus, it requires a strategy of operator
combination to generate a series of candidate operator groups
and a measurement of change diversity for sets of DL models.
Therefore, our method works with the following two main
phases: (a) Operator combination. We ignore one level DL
mutation operator each time, and we get four operator groups.
(b) Decision Boundary Change Measurement. We propose
DocEntropy (i.e., Decision Boundary Change Entropy) to
measure the diversity of boundary changes w.r.t. an operator
group. Finally, we compare the DocEntropy values among all
operator groups and select the operators included in the group
that achieves the highest DocEntropy value on average as the
DL mutation operator reduced result.
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3.1 Operator Combination

Step F(a) in Figure 4 shows the specific operator subsets
generation method. We ignore one level of mutation operators
each time and combine the remaining levels of operators to
generate the operator groups, i.e., the group without data-level
operators ( MOGpy; ), the group without program-level
operators ( MOGg,,; ), the group without neuron-level
operators (MOGgy,, ), and the group without layer-level
operators (MOGg ).

There are two factors that explain this operation. First,
there is a specific contingency in single-type mutation
operators, creating the low indicator stability. For example,
there may be one good and one bad result of two mutants
generated by one operator. Keeping as many levels of
mutation operators as possible can make the quality of mutants
more stable. Second, although only one mutation operator is
used in one mutant, there is some potential relevance between
the scopes of the mutation operators. For example, the scopes
of MO, and MO, are the two interdependent objects of the
training process. The mutation scores calculated by different
levels of mutant combination are more meaningful.

Original Model and Its Decision
Boundary

& |

Mutant
Generation

(@

& e

Operator Group

Mutated Models and Their
Decision Boundaries

In this paper, we refer to the reduction strategy for
traditional mutation operators [16]. We generate operator
groups by ignoring one of four levels operators MOy, MO,
MO, , and MO,. Compared with the single-level mutation
operator group, the mutation operator group formed by the
three levels has a larger cardinality. It can effectively alleviate
the contingency caused by the number of mutation operators,
making the result of the operator group more stable. Second,
the remaining three levels of mutation operators can maintain
the potential connection, making the method more
comprehensive in the consideration of the nature of mutation
operators.

3.2 Decision Boundary Change Measurement

As shown in Figure 4 (b), the corresponding changes in the
decision boundary needs to be measured. Figure 5 illustrates
the framework of decision boundary change measurement. It
includes mutant generation, sample selection, and DocEntropy
calculation.

2
Sample DocEntropy 2
Selection Calcuhtion 2
(®) ©
2
Distance Setof DocEntropy Values

Class i of All Classes

Figure 5. Framework of decision boundary change measurement

Algorithm 1 outlines the details of three steps. For a task
of k classification, it treats the number of classes £, a training
set TR, the training program TP, the original model m, a testing
set TE, and a mutation operator group MOG as inputs. It
finally outputs a list of DocEntropy values DVS, where DVS;
denotes the diversity of decision boundary changes w.r.t. the
it class.

Step 1, mutant generation (lines 1-12). Each operator in
MOG generates the corresponding mutants, which are added
to the mutant set MUT. In this process, objects that correspond
to the operators in MOG are selected for mutating (lines 3-11).

Step 2, sample selection (lines 13-20). For the £
classification task, test data ¢ in class i (1 <i<k) is
iteratively selected for classification (line 16). If # is correctly
classified by m but not correctly classified by m', the decision
boundary of class i on m’ changes (lines 17-18). Then, using
formula (4), we calculate the boundary distance between m
and m' (line 19) and dis(t,i,m,m’) is added to the
distance set of the i;, class DS; (line 20). After the distance

calculations of all classes, DS represents the distances of all
classes’ decision boundaries on mutant set MUT. DS;
contains the distance of the decision boundary changes of class
i

The output of ¢ at the i;;, neuron on the output layer of m
is y; . For a k-classification problem, we assume the
probability of classifying a data to each class is 1/k . As
shown in formulas (2) and (3), we use the Manhattan distance
[13] to quantify the distance (i.e., d;) between the decision
boundary of m and data 7 on class 7, as well as the distance (i.e.,
d,) between the decision boundary of m’ and data ¢ on class
i. The decision boundary distance of class i between m and
m’on ¢ is defined as formula (4).

Step 3, DocEntropy calculation (lines 21-24). For the
distance set DS; (1 < i < k), we use DocEntropy to measure
the degree of change of the decision boundary.
DocEntropy(DS;, MUT)is added to DVS (line 24).
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Algorithm 1. Decision boundary change measurement

Input: k, TR, TP, m, TE, MOG
Output: DVS
1: /I Step 1: mutant generation

2: initialize the mutant set MUT = {};

3: foreach operator op in MOG:

4 if op € MO,;: // data-level

5: Mutate TR to generate mutants MUTy;
6 else if op € MO,:  // program-level

7 Mutate TP to generate mutants MUT,;
8 elseif op € MO,:  // neuron-level

9: Mutate m to generate mutants MUT5;
10: else:  //layer-level

11: Mutate m to generate mutants MUT,;
12: MUT= MUT U MUT, U MUT, U MUT; U MUT,;

13: // Step 2: sample selection
14: for i in all classes (1, k):

15: initialize the distance set of the i;, class DS;={};
16: foreach test data 7 in TE:

17: foreach mutant m’ in MUT:

18: if m(t)=i and m'(¢t)!=i:

19: calculate dis(t,i,m,m');
20: add dis(t,i,m,m') to DS;;

21: // Step 3: DocEntropy calculation

22: for i in all classes (1, k):

23: calculate DocEntropy(DS;, MUT );

24: add DocEntropy(DS;, MUT ) to DV,
25: output DVS.

1

dy = |y —3| @
dy = |yi —1] 3)
dis(t,i,mym') =d, +d, @)

DocEntropy(DS;, MUT) =

Formula (5) presents the calculation of DocEntropy.
diSgym denotes the sum of all distances in DS;, |MUT]|
denotes total number of mutants, and |DS;| denotes the
number of distances in the set DS;. Entropy is an indicator to
measure the degree of disorder [17], which has been proved to
be a better indicator to measure the variety of data than other
measurement indicators [18]. The more chaotic the object, the
greater the entropy value. The diversity of decision boundary
changes helps find test data close to the boundary. In mutation
testing, mutants whose decision boundaries close to the
original ones could misclassify fewer data. Mutants that have
similar decision boundaries could misclassify the exact data
close to the boundaries. They both have a negative
contribution to diversity. If the entropy is used to measure the
various changes of decision boundaries, the above mutants
could be found.

4 Empirical Study

We conduct an empirical study to verify the effectiveness
of the proposed method. This experiment is conducted on
Keras (ver.2.3.1) with Tensorflow (ver.1.15.2) backend,
which runs on a high-performance computer with an Ubuntu
system (ver.20.10) on 19-10900K CPU with 64 GB of RAM
and an NVIDIA RTX3080 GPU with 10G.

4.1 Experimental Design

We select MNIST [6], which is frequently used in DL
software testing research, as the experimental subject. MNIST
is a ten-classes classification number-picture dataset. The
number in it ranges from 0 to 9. MNIST contains 70,000
pictures, including 60,000 training pictures and 10,000 testing
pictures. The distribution of each class of pictures are the same.

We select model; [19] and model, [20] as the evaluation
subjects. Model;, named LeNet-5, is a classic ConvNet model
in the DL area. It performs well in solving classification
problems such as handwriting recognition [21]. Currently,
researchers have treated LeNet-5 as the benchmark model for
measuring DL testing adequacy [22]. We also selected model,
as a supplement because it is widely used in the DL mutation
testing area [5]. Table 2 summarizes the characteristics of the

% * (— lezsl“%ln %) (5) models used in the experiments. For each model, its name
sum sum (column 1), the number of trainable parameters (column 2),
the number of convolutional layers (column 3), the number of
pooling layers (column 4), and their classification accuracies
(columns 5 and 6) are described. As is shown, both models
achieve a high classification accuracy on the MINIST dataset.
Table 2. Evaluation subjects
#Trainable #Convolutional #Pooling Training Testing
Model arameters lavers lavers accuracy accuracy
p Y Y on MNIST on MNIST
model; 107,786 2 2 99.14% 98.89%
model, 694,402 4 2 98.45% 97.71%
Operator LR works on the Dense layer and  With regards to operators LD and LA, they work on the layer

BatchNormalization layer. The input shape and the output
shape should be consistent. Since both model; and model,
do not meet these requirements, LR cannot generate mutants.

that has the consistent shape of input and output. Model; and
Model, do not meet this requirement. Thus, LD and LA, also
cannot be used. We discard them in our empirical study.
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Usually, the threshold of defect detected rate on the test set is
20% [5]. Mutants that have a higher defect detected rate will
be discarded. For each of the remaining thirteen operators, we
randomly generate 30 mutants, where the detected rate of each
is equal to or lower than 20%. Note that fewer AFR,, mutants
(i.e., one for model;, two for model,) exist. To summarize,
as shown in Table 3, thirteen DL mutation operators and 723
mutants (i.e., 361 for model;, 362 for model,) are used in our
empirical study.

Table 3. Number of candidate mutants

Mutation operator reduction aims to decrease the number
of mutants. Generating, compiling, and executing a mutant
will cost a specific time. Thus, the more mutants, the more
time we’ll spend on mutation testing. Therefore, we use the
reduction ratio (i.e., |MUT,equceal/|MUT,y|) to evaluate the
effectiveness of mutation operator reduction. Mutation
operator reduction can also improve the accuracy of mutation

Operators MO, Mo, MO, MO, Total

No. of model; 150 60 150 1 361
mutants model, 150 60 150 2 362
BWMOGyn: W MOGgn ® MOGgp, MOGgpn B MOGpny ®WMOGyni B MOGqpi 7 MOGgpyn
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Figure 6. DocEntropy values of all classes
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Figure 7. Mutation scores of all classes

Table 4. Result of operators and mutants reduction

Results model, model,
Before After Reduction Before After Reduction
reduction reduction radio reduction reduction radio
No. of 13 8 38.46% 13 8 38.46%
operators
No. of mutants 361 240 33.52% 362 240 33.70%

4.2 Experimental Results and Analysis

Figure 6 depicts the DocEntropy values corresponding to
the operator groups, MOG,;, MOGyy,;, MOGy,,, and

MOGg 5. For each class of model;, the mutants generated by
MOGg,, archive the highest DocEntropy values, shown in
Figure 6 (a). For example, in class 8, the value of MOGg,, is
124.07, which is an increase of nearly 47.39% compared to the



Mutation Operator Reduction for Cost-effective Deep Learning Software Testing via Decision Boundary Change Measurement 607

second MOGg,,,, 84.18. The average value of MOGg,,; is
65.51, and the second is 47.44 of MOGgp, . It is an increase
of nearly 38.09%. This shows that the change of decision
boundaries of the mutants generated by MOGg,, is more
diverse than the change of the other three groups. Compared
with MO, , MO, , and MO, , MO, is not included
in MOGy,,, but is included in MOG,,,;, MOG,,,, and
MOGy, . The mutants generated by MO, have a negative
effect on the change of decision boundaries. Therefore, MO,
should be reduced in model; . Operators in MOG,,
composed of MOy, MO,, and MO, and should be selected
as the reduced result.

In model;, the mutation scores of mutants generated by
MOGyg,, are compared with ones generated by all mutation
operators. The result is shown in Figure 7 (a). After MO,, are
reduced, the mutation score of each class is improved. Among
them, the most considerable improvement is class 0. The
mutation score increases by nearly 34.86%, from 6.57% to
8.86%. In classes 2 and 9, the mutation score reaches the
highest value of 10%. The average mutation score of all
classes increases by nearly 9.61%. This shows that the mutants
generated by the reduced mutation operator group can be
killed by more data, which improves mutation score accuracy.

As shown in Table 4, the total number of mutation
operators is reduced from thirteen to eight after selecting
MOGg,,, and the reduction ratio is 38.46%. The total number
of mutants generated and executed was decreased from 361 to
240, and the reduction ratio was 33.52%.

For each class of Model,, we perform a similar analysis.
The difference is that the mutants generated by MOG,,,
have the highest DocEntropy values, shown in Figure 6 (b).
Take class 3 for an example. The value of MOG,,,; is 125.94,
which is an increase of nearly 50.59 % compared to the second
MOGy,,, 83.63. The average value of MOG,,,; is 84.17,
and the second is 55.97 of MOG, ;. Itis an increase of nearly
50.28%. This shows that the change of decision boundaries of
mutants generated by MOGp,,; is more diverse than the
change of other three groups. Compared with MO,, MO,,
and MO, MOy is not included in MOG,, ,;, but is included
in MOGy,,, MOGyp, , and MOGy,, . The mutants
generated by MO, have a negative effect on the change of
decision boundaries. Therefore, MO, should be reduced.
Operators in MOG,,,; composed of MO,, MO,, and MO,
and should be selected as the reduced result.

In model,, the mutation scores of mutants generated by
MOG,,, are compared with ones of all mutants. The result is
shown in Figure 7 (b). After MO, are reduced, the mutation
score of each class is improved. Among them, the most
considerable improvement is class 8. The mutation score
increased nearly 13.43%, from 8.56% to 9.71%. The average
score of all classes increased by almost 9.29%, from 8.40% to
9.18%. This shows that the method improves the mutation
score accuracy.

As is shown in Table 4, the total number of mutation
operators is reduced from 13 to 8 after selecting MOG,, ., and
the reduction ratio is 38.46%. The total number of mutants
generated and executed was decreased from 362 to 240, and
the reduction ratio was 33.70%.

It is observed that the level of mutation operators reduced
on model; and model, is different. Still, both can

effectively select the operator set corresponding to the mutants
with the most diverse decision boundary changes. The
conclusion is that the mutation operator reduction method on
model; and model, can effectively reduce the mutants,
decrease the number of mutants generated and executed, and
improve the accuracy of mutation scores.

4.3 Threats to Validity

This chapter mainly analyzes the threats from internal
validity and external validity.

The internal validity mainly includes two aspects. First,
the way the operator combination is worthy of analysis. One
level of operators is ignored to form a group of the aggregation
of multiple types of mutation operators. In the experiment, we
can always find a mutation operator group with much high
DocEntropy for all classes, proving the method has strong
stability. On model;, the mutation operators MO, and MO,,
which act on the two related objects before training, produce
higher quality mutants. With the increase of the model’s
trainable parameters, the operators M0, and MO, related to
the model are more effective on model,. The above two
aspects show that the combination of mutation operators is
effective and reduces the threat. Second, the reliability of some
artificial setting parameters in the experiment is worthy of
analysis. To avoid contingency, 30 mutants are generated for
each effective mutation operator to make the results
convincing. Moreover, the mutation rate was set to 1%, 5%,
and 10% to generate more effective mutants. After comparing
the number of non-valid mutants generated, we select 1% of
the least non-valid mutants to increase overall quality. It
effectively ensures the conduct of the experiment.

The external validity is mainly the effect of the
equivalence [23] and redundancy [24], which are the objects
that need to be considered in mutation testing. In the paper,
decision boundary change measurement takes them into full
consideration by DocEntropy calculation. Specifically,
mutants with decision boundaries similar to the original model
have fewer changed boundary distances to be measured,
negatively contributing to DocEntropy. This shows that the
reduction method proposed is sensitive to equivalences. In
addition, mutants with similar decision boundaries can reduce
the diversity of decision boundary changes. DocEntropy
would rapidly decrease in the set of low-diversity mutants.
This shows that the reduction method proposed is sensitive to
redundancies. Thus, the reduction method proposed can
reduce the mutation operators of the generated equivalences
and redundancies.

5 Related Work

5.1 DL Software Testing

With DeepXplore [25] presented in 2018, the testing of DL
software has gradually been valued by researchers. For a time,
research directions such as test input generation, test coverage
indicators, and test input selection have been developed one
after another.

Test input generation is mainly used to generate data that
the model can misjudge. The most used is the adversarial
sample generation technology. They add interference to the
data that is not visible to the human eye, causing errors in the
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model output [26]. Adversarial models are another effective
way to test input generation. DeepTest [27] synthesizes the
autopilot scene with various weather backgrounds and
generates images that make the autopilot decision model
errors. Test coverage indicators are such as neuron coverage
[28]. These methods seek to find more model defects by
increasing the coverage of the DL model. However, coverage
indicators are still difficult to interpret [29]. The test input
selection is mainly to improve the effectiveness of the test by
selecting data in the dataset. DeepGini [15] uses a statistical
method to identify data that can misclassify the model quickly.
The quality of the model is improved by training these data.
From the uncertainty of the model output, Ma et al. [30]
selected data that could be classified incorrectly by the model.
Experiments showed that this method is more efficient than
test coverage indicators.

5.2 Mutation Testing Cost Reduction

Traditional program-based mutation testing is often
divided into three steps: select mutation operators, generate
mutations, and calculate mutation scores. According to
whether a mutant is generated before reduction, mutation
reduction is divided into mutation operator reduction and
mutant reduction.

Since the reduction of mutation operators was proposed in
1991, it has been used quite a lot. Mathur. Offutt et al. [31]
presented 2-selective, 4-selective, and 6-selective mutation
strategies for the mothra mutation operator set, which ignores
2, 4, or 6 mutation operators to achieve the effect of reducing
the number of mutants. Namin et al. [32] chose to use a
statistical analysis program to identify the characteristic of
mutation operators and achieve mutation operators reduction.
Experimental results show that this method can fully predict
the mutation score using a small number of mutants. Silva et
al. [33] applied the search-based testing method to mutation
testing, selecting a more efficient mutation operator and
effectively reducing the cost of testing.

The reduction method of mutants, which is more regular,
is mainly divided into three random selections, specific kinds
of mutants selection, and multiple operators acting as one
mutant. The random selection method selects mutants from the
generated mutants according to a certain ratio, such as 10%,
20%. According to the experiment of Wong et al. [34], it can
be concluded that when the ratio exceeds 10%, the random
selection method is feasible. Zhang et al. [35] proved that
randomly selecting mutants is better than mutants selection
oriented by mutation operators. Meanwhile, this also shows
that reduction based on mutants is more valuable for research.
However, Yao et al. [36] reduced the mutants based on the
characteristic of the mutation operators. Experimental results
show that this method can effectively reduce equivalent
mutants and make mutation scores more accurate. Harman et
al. [37] found that injecting multiple mutation operators into a
program can achieve mutant reduction. Simultaneously, by
increasing the requirements for killing mutants, the set of test
cases is increased. This also reflects that the method of
multiple operators acting as one mutant is efficient.

6 Summary

In the paper, we firstly propose a mutation operator
reduction method for DL mutation testing. Specifically, we
calculate the distances of the decision boundaries between the
original model and each mutant. Then, we apply DocEntropy
to evaluate the diversity of distances, representing the decision
boundary changes. Finally, we select the operators with the
highest value as the reduction result. In the experiment, this
method successfully reduced thirteen mutation operators to
eight, decreasing nearly 33.61% mutants generated and
executed. Moreover, the accuracy of mutation scores
improves an average of 9.45%. In the future, we will try to use
high-order mutants to improve the efficiency of DL software
mutation testing.
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