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Abstract 

Quantum Key Distribution (QKD) technology is 

developing at a rapid pace, it may be the key supporting 

technology of the space ground integrated internet. 

To conduct a long distance QKD experiment is really 

difficult, it needs not only a lot of manpower, material 

resources, heavy workload, but also big and continuous 

financial support. However, there is not any simulation 

method for the quantum and classical integrated networks. 

In this paper, we propose a simulation method for the 

physical subsystem of quantum communication network. 

In this method, we establish mathematical models for 

physical devices and quantum channels, so that we can 

calculate the loss and efficiency of different modules 

according to the parameters of the actual equipment, and 

finally get the simulation data close to the output of the 

real physical equipment. Therefore, the simulation 

method is applicable to different quantum communication 

networks. Unlike previous theoretical based studies, we 

can get simulated output, and our simulated results can be 

used as the raw key. 

Keywords:  QKD, Space-ground integrated internet, 

Simulation method, Physical components 

1 Introduction 

Classical cryptography is under tremendous threats 

with the development of the quantum computer. The 

security of the widely used encryption algorithm RSA 

is based on the computing complexity of factoring a 

large integer [1]. However, Shor [2] has proposed a 

polynomial algorithm in 1994, allowing fast 

factorization of integers with a quantum computer. 

Therefore, if quantum computer is successfully 

generated, the RSA encryption algorithm can be easily 

cracked. 

One Time Pad (OTP), whose unconditional security 

has been rigorously proved by Shannon in 1949 [1], is 

the sole information-theoretically secure encryption 

algorithm known so far. QKD [1] is a technology 

which exploits the fundamental laws of quantum 

mechanics [3], it can generate secret shared key for 

two separated legal parties called Alice and Bob. Any 

intruder trying to eavesdrop the key exchange could be 

detected. Therefore, QKD and OTP together can 

provide an unconditional secure communication 

solution, which is called quantum communication. 

In recent years, countries around the world are 

conducting quantum communication networks and 

quantum communication satellites [4]. Such as China’s 

Micius quantum satellite [5], Tokyo quantum 

communication network [6], the European SECOQC 

quantum communication network [7] and the United 

States DARPA quantum communication network [8]. 

The communication distance of the QKD system has 

been enlarged to 404km [9], and the record of final key 

generation rate has been refreshed to 300kbit/s [10]. 

QKD is practical in the field of secure mobile 

communication [11-13]. Liu et al. integrated QKD and 

VoIP steganography to build a Qphone [14]. Rima et al. 

proposed an enhanced scheme for deriving a secure 

encryption key for WLAN using QKD [15]. Morio et 

al. proposed a simple polarization tracking method 

enables free-space quantum cryptography between 

mobile terminals [16]. Michael et al. have evaluated 

the status of QKD reagrding its practical applicability 

for securing mobile communication networks [17]. 

To conduct a long distance QKD experiment is 

really difficult. However, we could assess the 

communication distance, the transmission speed, the 

security and other key performance indicators by 

modeling and simulation of the quantum communication 

network. 

There are some related researches, Ryan et al. have 

proposed a framework based on OMNeT++ to model 

quantum optical components [18], Mailloux et al. have 

modeled a decoy state enabled QKD system to study 

the impact of practical limitations [19], Morris et al. 

use discrete event system to model QKD system 

components [20]. However, existing studies on 

modeling QKD systems are based on theoretical 

analyses.  

The heterogeneity of quantum communication 

networks is a major challenge in building a universal 

simulation method and tools. Therefore, to propose a 

universal simulation modeling method and simulation 
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tool is faced with a great challenge. 

In this paper, we propose a simulation method for 

the physical subsystem of quantum communication 

network. Our contribution is, we propose a simulation 

method for the physical subsystem of quantum 

communication network. 

Rest of the paper is structured as follows. In Section 

2, we give the brief background information about 

decoy BB84 protocol. In Section 3, we give the 

mathematical model of single photon source and single 

photon detector, and then we survey two different 

kinds of scenes of QKD link. In Section 4, we propose 

a universal simulation method and the experimental 

results are presented in Section 5. Conclusions are 

drawn in Section 6. 

2 Preliminaries 

2.1 BB84 Protocol 

Bennett and Brassard proposed the first QKD 

protocol in 1984, known as BB84 [1]. The protocol 

uses four polarization states: horizontal, vertical, 

diagonal and anti-diagonal which can constitute two 

bases, rectilinear or diagonal. 

Firstly, Alice randomly chooses individual 

polarization states among the four states mentioned 

above and then sends them to Bob through the 

quantum channel. Secondly, Bob randomly chooses the 

base to measure the received polarization states. Bob 

finally gets a bit string with error bits according to 

Alice, this is called the raw key. Then, Bob tells Alice 

the base sequence upon every state through the public 

channel. Alice then sends Bob whether the base is right 

or not. They discard the bits matching the incompatible 

bases. At this point, they get the sifted key. In the ideal 

communication case, there are no remaining error bits 

in the sifted key. However, error bits may be caused by 

the disturbance of the quantum channel, the 

imperfection of the components, and also attacks. Then, 

they conduct the information reconciliation algorithm 

to correct the remaining error bits. 

The architecture of a typical QKD system is 

depicted in Figure 1. A QKD systems usually involve 

two phases: the quantum state transmission-reception 

phase and the classical post-processing phase [1].  

2.2 Photon Number Splitting Attack 

The weak coherent light source is used 

approximately as single photon source in experimental 

implementations. Therefore, several photons may be 

emitted in the same pulse. The distribution probability 

for the number of photons of the source follows a 

Poisson distribution. The probability of a pulse 

containing n  photons is: 

 

Figure 1. Architecture of the typical QKD system 
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where µ  is the mean photon number in one pulse. 

This provides the chance for the attacker to conduct 

Photon Number Splitting (PNS) attacks [21]. 

2.3 The Decoy State Protocol 

Hwang has proposed the decoy state protocol in 

2003 [22].  

In the first step, signal and decoy states are 

randomly selected and sent through quantum channel 

to Bob. Second, Bob measures the states by randomly 

selected bases. In the third step, Alice and Bob perform 

key sifting. Bob announces the bases used to measure 

each qubit, and Alice returns back the matched bases. 

For the signal and decoy states mismatching bases are 

removed from both of their key buffer. In the fourth 

step, they count decoy state errors by publically 

announcing and comparing the prepared and measured 

bit results. In the fifth step, they conduct error 

reconciliation to correct the remained error bits. In the 

sixth step, some calculations are made such as the 

signal gain, the decoy gain, the signal Quantum Bit 

Error Rate (QBER), the decoy QBER and the dark 

count yield. In the seventh step, they conduct statistical 

analysis of the decoy state protocol security condition 

to ensure there is no unauthorized interference on the 

quantum channel. 

2.4 Key Parameters in QKD System 

Supposing the overall transmission and detection 

efficiency of the QKD system is η , then [23] 

 
d t Bob

η η η η= ⋅ ⋅  (2) 

where 
d

η  is the efficiency of the single photon detector 

which defines the detector’s probability of detecting a 

single photon. 
t

η  is the transmission efficiency of the 

quantum channel, there are two kinds of quantum 

channel, optical fiber and free space, which will be 

described in detail later. 
Bob

η  is the internal 

transmission efficiency of Bob’s devices, which is 

given by: 

 1010

Bob
L

Bob
η

−

=  (3) 
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where 
Bob

L  (dB) is the internal loss of Bob. 

Let’s denote µ  as the mean photon number. Then 

the probability the detector click when a signal photon 

arrived is [24]: 

 1signalp e
μη−

= −  (4) 

Let 
dark
p  denotes the probability the detector click 

when no photon arrive, then 
dark
p  is [25]: 

 
dark w
p DCR t= ⋅  (5) 

where DCR  is the total dark count rate of Bob’s 

detectors, and 
w
t  is the time window of the 

measurement of the system. 

Therefore, the probability that detector gives a click 

is [24]: 

 click signal darkp p p≈ +  (6) 

Letting 
s
e  and 

arkd
e denote the error rate in the 

channel and the probability of a photon been 

erroneously detected respectively, then: 

 
1

2
s

v

e

−

=  (7) 

where v  is the visibility of interference fringes [26], 

and the quantum bit error rate (QBER) is [27]: 

 
s signal dark dark

click

e p e p
QBER

p

⋅ + ⋅

=  (8) 

3 Model of Physical Components in QKD 

System 

3.1 Architecture of Physical Subsystem in 

QKD 

The architecture of physical subsystem in QKD is 

depicted in Figure 2. 

 

Figure 2. Architecture of physical subsystem in QKD 

The quantum random number generator module is 

used to generate true random numbers, the 

synchronization module is used to realize the time 

synchronization between Alice and Bob, the control 

module is used to control the single photon source and 

the single photon detector and the optical module is 

used to modulate and transmit the quantum photons. 

 As a sender, Alice has laser module. As a receiver, 

Bob has single photon detectors. Alice and Bob are 

connected via quantum channel. 

Mathematical model of single photon source. Laser 

is the most common used single photon source at the 

moment. The weak coherent light source has been 

choosed in most QKD systems to be the single photon 

source. The output is approximately to be coherent 

state α , 
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where 
2

μ α=  is the mean photon number. Suppose 

that the photon emitted from Alice has been 

randomized in terms of phase, so the quantum state 

will be transformed into the mixture of the classical 

photon number: 
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Mathematical model of single photon detector. 

Avalanche Photon Diode (APD) is wildly used in 

experimental demonstrations. There are three main 

characteristics: 
d

η , 
dark
p  and 

dead
t . 

d
η  is the detector 

efficiency which defines the detector’s probability of 

detecting a weak coherent pulse. 
dark
p  is dark-count 

rate, which gives the detection events due to 

background including dark counts and stray light from 

timing pulses.
dead
t  is the interval time for the detector 

to restart after a detection event.  

3.2 Mathematical Model of Quantum Channels 

There are mainly two kinds of channel, optical fiber 

and free space. 

Model of point-to-point fiber link. The structure of 

point-to-point fiber QKD link is depicted in Figure 3, 

which contains laser source, splitter, phase modulator 

(PM), phase randomizer (PR), attenuator, optical fiber, 

photon beam splitter (PBS) and single photon detector. 

 

Figure 3. The structure of point-to-point fiber QKD 

link 
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Optical fiber loss is mainly described by two 

parameters: the loss coefficient α  and the optical fiber 

transmission distance l : 

 L lα=  (12) 

The transmission efficiency of the optical fiber is: 

 1010

L

t
η

−

=  (13) 

In the standard single-mode fiber, the lowest loss 

factor of the wavelength is 1550 nm, which is the most 

commonly used fiber network communication 

wavelength, whose loss cofficient is 0.2dB/km. This 

part of work has been presented in [28]. 

In the Tokyo QKD Network [6], the key 

management agent can relay a secure key shared with 

one node to a second node by OTP-encrypting the key, 

using another key shared with the second node. 

Therefore, a secure key can be shared between nodes 

that are not directly connected to each other by a 

quantum channel. 

In this model, the length of the secure key shared 

between two indirectly connected nodes is the 

minimum length among all the secure key generated by 

each QKD link: 

 ( ) ( ) ( ) ( ){ }1 2
min , , ,relayed nlen k len k len k len k= � . 

Therefore, the fiber loss coefficient between two 

indirectly connected nodes is the maximum of that 

among all the QKD link. 

 
max

1010

l

t

α

η
−

=  (14) 

where 
max

α  means the maximum fiber loss coefficient 

among all the QKD link. 

In general, QKD network actually is the 

accumulation of several point to point QKD link. 

Model of the free space link. There are two kinds of 

space links: vertical link and horizontal link. Several 

factors could influence the transmission quality of free 

space channel: diameter of the lens, temperature, 

background light, atmospheric turbulence and bad 

weathers.  

The transmission efficiency of the free space is 

given by [26]: 

 

2
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l

r

t

t

d

d D l

α

η
−⎛ ⎞

= ⎜ ⎟
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where 
t

d  is the diameter of the active area of the 

transmitter, 
r

d  is the diameter of the receiving surface 

of the receiver, l  is the channel length, D  is the 

opening angle of the beam field of view, α  is the 

atmospheric attenuation. The first term of the equation 

in the right is the estimation of the geometric losses, 

and the second is the losses caused by scattering. 

4 A Universal Simulation Method towards 

QKD System 

We propose a Simulation System of Physical 

Components (SSPC) of QKD, which quantitatively 

analyzes the imperfections caused by the non-ideal 

physical components in different types of links. 

The structure of the simulation system is depicted in 

Figure 4. It consists of two parts, Alice and Bob. The 

Data Generation Modules at both sides are responsible 

for the generation of random numbers and code words. 

The Data Transmission Modules at both sides are 

responsible for sending and receiving data 

encapsulated by the network protocol stack. 

 

Figure 4. Structure of SSPC 

At Alice’s side, the integrated physical components 

simulation module consists of single photon source 

simulation sub-module and quantum states production 

sub-module, which is designed to simulate the 

preparation of single photon stream.  

At Bob’s side, we simulated the single photon 

detector and quantum channel in the integrated 

physical components simulation module. 

4.1 Procedures of the Simulation System 

The flowchart of Alice’s side is shown in Figure 5. 

The Alice’s side mainly includes four phases:  

 

Figure 5. The flowchart of Alice’s side in SSPC 
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Configuration phase. Before the simulation start, 

Alice’s side set the parameters by loading the 

configuration file.  

Photon generation simulation phase. First, Alice 

calculates the probability distribution of the signal 

photons and decoy photons according to the parameters 

of the physical components. Next, Alice randomly 

selects the base and the key of each photon according 

to the probability distribution.  

Code word generation phase. Alice generates the 

code word for each photon according the format 

specified. The format will be described later. 

Data transmission phase. Alice waits for Bob’s 

connection. After the connection is established, Alice 

sends all the code words to Bob. 

The flowchart of Bob’s side is shown in Figure 6. 

The Bob’s side mainly includes seven phases:  

 

Figure 6. The flowchart of Bob’s side in SSPC 

Connection phase. Bob tries to establish a network 

link with Alice.  

Data reception phase. Bob receives the code words 

from Alice and records them into the storage.  

Pre-sifting phase. Bob divides the signal photons from 

the vacuum photons and the decoy photons. 

Base sifting phase. Bob randomly chooses each base 

used to measure each photon and discards the code 

word whose base is different to Alice. 

Parameter estimation phase. Bob calculates the 

QBER and the probability distribution of the 

measurement result using the parameters received from 

Alice. 

Post-sifting phase. Bob discards the code word whose 

measurement result is invalid according to the 

probability distribution. 

Photon detection simulation phase. For each photon, 

Bob checks the base of the code word from Alice, the 

probability of right measurement is ( )1-
click
p QBER ， 

in this case, Bob’s detection result is the same as the 

key of Alice in the code word; The probability of false 

measurement is 
click
p QBER⋅ , in this case, Bob’s 

detection result is different from that of Alice. 

The procedure of photon detection simulation is 

given in Algorithm 1.  

 

 

Algorithm 1. Photon Detection Simulation Algorithm 

Input:  the code word number N, the Quantum bit error rate 

of the sifted key QBER, the random number x , 

Alice key KAlice ; 

Output: Bob’s Detection result KBob 

1:    for i = 0; i < N; i++ do 

2:           if x  in [0, 1-QBER] 

3:              KBob[i] = KAlice[i] 

4:           else 

5:              KBob[i] = 01 XOR KAlice[i] 

6:           end if 

7:    end for 

 

 

The space complexity of Photon Detection 

Simulation Algorithm is ( )o n  and the time complexity 

is ( )o n . 

Code word generation phase. Bob generates the code 

word for each photon according the format specified. 

The format will be described later. 

4.2 The Representation of the Photon 

We use the code word to express the information 

carried by the photon.  

As shown in Figure 7 and Figure 8, in the code word 

of Alice, the eighth bit means the base used to 

generated the photons, which has two types, 0 or 1; 

The seventh bit means the key carried by the photon, 

which has two values, 0 or 1; The sixth bit and the fifth 

bit means the type of state of the photon, which has 

three value, 00, 01 and 10, standing for vacuum state, 

signal state and decoy state respectively; The fourth bit 

to the first bit are paddings. 

 

Figure 7. Code word of Alice 
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Figure 8. Code word of Bob 

In the code word of Bob, the eighth bit to the fourth 

bit are paddings; The third bit and the second bit means 

the measurement results, which has three values, 11, 00, 

01, standing for invalid, key zero and key one; The 

first bit stands for the base used to measure the photon, 

which has two types, 0 or 1. 

5 Simulation and Results 

We use the parameter in Shibata14 [25], Shuang12 

[24], Takesue07 [29] and Wang13 [30] to test our 

simulation system. 

5.1 Simulation Platform Setup 

The parameters of our simulation platform are 

presented in Table 1. The throughput of our simulation 

system is 96786.4pulses/s. 

Table 1. Parameters of the simulation platform 

Parameter Value 

Operation System Windows 7 

CPU version 

CPU frequency 

Intel Core i7-4710MQ 

2.5GHz 

Core numbers 4 

Memory size 8G 

 

5.2 Simulation Results 

The key parameters of Shibata14 [25] is shown in 

Table 2. They used a differential phase shift QKD 

scheme with a 1GHz system clock rate using a weak 

coherent light. 

Table 2. Parameters in Shibata14 [25] 

Parameter Value 

l  local 306km 336km 

d
η  6.7% 6.7% 4.4% 

L (dB) 52.7 66.0 72.0 

Bob
L (dB) 2.0 2.0 2.0 

signalµ  0.2 0.2 0.2 

DCR (Hz) 0.04 0.04 0.01 

w
t (ps) 100 100 100 

s
e  1.0% 1.0% 1.0% 

dark
e  0.5 0.5 0.5 

 

 

 

 

The values of simulated (Sim) QBER and the 

experimental (Exp) QBER in Shibata14 are listed in 

Table 3. When long distance optical fiber is used, there 

are some kinds of disturbances which cannot be 

quantified, which lead to the deviation of the QBER. 

Table 3. Experimental and simulated results of 

shibata14 [25] 

QBER 
Type 

Local 306km 336km 

Exp 1.02% 2.25%~3.27% 1.75%~3.65% 

Sim 1.01% 1.18% 1.28% 

 

The key parameters of Shuang12 [24] is shown in 

Table 4. They used differential phase shift QKD 

protocol and implemented with a 2GHz system clock 

rate. 

Table 4. Parameters in Shuang12 [24] 

Parameter Value 

l  205km 260km 

d
η  2.5% 2.5% 

L (dB) 41.6 52.9 

Bob
L (dB) 1.5 1.5 

signalµ  0.2 0.2 

DCR (Hz) 1.0 1.0 

w
t (ps) 200 200 

s
e  1.8% 1.8% 

dark
e  0.5 0.5 

 

Figure 9 presents the comparison between the 

experimental results and the simulated results in 

Shuang12 [24], we can see that the simulated results is 

very close to the experimental results.  

The key parameters of Takesue07 [29] is shown in 

Table 5. They used the differential phase shift QKD 

protocol, and implemented with a 10GHz clock 

frequency. 

 

Figure 9. Comparison between the experimental 

results and the simulated results in Shuang12 
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Table 5. Parameters in Takesue07 [29] 

Parameter Value 

l  105km 200km 

d
η  1.4% 1.4% 

L (dB) 21.7 42.1 

Bob
L (dB) 2.5 2.5 

signalµ  0.2 0.2 

DCR (Hz) 50 50 

w
t (ps) 50 50 

s
e  2.3% 2.3% 

dark
e  0.5 0.5 

 

The values of simulated (Sim) QBER and the 

experimental (Exp) QBER in Takesue07 [29] are listed 

in Table 6. 

Table 6. Experimental and simulated results of 

Takesue07 [29] 

QBER 
Type 

105km 200km 

Exp 2.41% 4.74% 

Sim 2.32% 4.64% 

 

In the experiment, there are some additional 

disturbance that we cannot calculate in the simulation, 

such as the disturbance caused by the bad weather and 

the shake of the fiber, therefore, the loss of the channel 

in the experiment will be higher than the simulated 

results, so the experimental QBER is a little bit higher 

than the simulated QBER.  

The key parameters of the free space link QKD 

experiment setup in Wang13 [30] is shown in Table 7. 

We set v  as 0.985. 

Our simulated QBER is 3.93%, which is very close 

to the experimental results 4.04%. Our simulated result 

is a little smaller than the experimental result because 

the paper do not provide the specific value of the loss 

for us, then we take the smallest value of the loss, 

therefore, our simulated result is smaller than the 

experimental result. 

Table 7. Parameters in Wang13 [30] 

Parameter Value 

l  96km 

d
η  1.8% 

L (dB) 10.0 

Bob
L (dB) - 

Diameter of transmitter 200mm 

Diameter of receiver 600mm 

Divergence angle 80urad 

signalµ  0.6 

dark
p  4.3e-7 

dark
e  0.5 

6 Conclusion 

In this paper, we present a universal QKD 

simulation method towards future internet, which could 

simulate the procedure of the production, 

transformation and detection of photons and provide a 

method to model different kinds of QKD systems. 

Parameters of the physical components are 

configurable in our system, therefore, solutions can be 

deployed in different QKD physical systems. Our 

contribution is, we propose a simulation method for the 

physical subsystem of quantum communication 

network. 
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