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Abstract

The burgeoning online gaming market, driven by
the rapid advancement of internet infrastructure and
hardware performance, has increasingly become a focal
point for criminal activity. Service providers in this
industry are particularly vulnerable, suffering significant
financial losses due to malicious chargebacks. Current
countermeasures remain largely reactive, as providers
typically block compromised game accounts only after an
attack has occurred. Although prior studies have attempted
to leverage machine learning techniques to detect
fraudulent chargebacks, perpetrators often employ evasion
strategies to bypass detection, thereby exacerbating the
problem of concept drift in game records. To address this
issue, we propose enhancing the detection of malicious
behavior through behavioral analysis in online gaming.
This study applies machine learning models to detect
malicious chargebacks in online games, focusing not
only on improving detection capabilities but also on
introducing mechanisms for identifying and mitigating
concept drift. We propose an adaptive learning model
specifically designed to handle concept drift in the context
of top-up fraud in online gaming, aiming to proactively
prevent malicious chargebacks before financial losses
occur. The final experimental results demonstrate that, by
employing incremental learning methods after detecting
concept drift, the LSTM-Seq2Seq model with an attention
mechanism achieved the best MCC performance. Through
the proposed incremental learning model, online gaming
service providers can effectively enhance their detection
capabilities and further reduce operational losses.
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1 Introduction

In its 2024 Global Games Market Report, Newzoo
forecasted the global game market would expand from
$179 billion in 2020 to $213 billion by 2027, reflecting a
compound annual growth rate of 3.1%. Additionally, the
number of global paying gamers is expected to reach 1.5
billion in 2024 and will increase to 1.67 billion by 2027.
The gaming industry can be broadly categorized into
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developers, publishers (or operators), and distributors,
each occupying distinct roles within the value chain.
Developers focus on the creation and production of games,
while operators manage the acquisition of publishing
rights, marketing, daily operations, and after-sales services,
generating revenue from distribution fees and player
transactions. Distributors, such as the Apple Store and
Google Play, serve as platforms that sell these products
directly to consumers.

In Taiwan, the predominant business model within the
gaming industry emphasizes operational activities, with in-
house game development playing a supplementary role.
To comply with regulatory standards and protect consumer
rights, game companies have implemented chargeback
mechanisms that allow players to rectify erroneous
purchases. However, these systems have increasingly
become targets of abuse by individuals seeking financial
gain through fraudulent means. Several Korean game
companies have reported instances of players exploiting
these refund mechanisms, prompting the need for operators
to scrutinise payment data and game logs to identify and
block users who engage in recurrent malicious refund
activities.

Global chargeback value forecasted to rise from $33.79
billion in 2025 to $41.69 billion by 2028 [1]. In China,
there are professional chargeback firms that specialize
in arranging chargebacks for consumers. They charge
55% of chargeback amounts as their fees [2]. The Korea
Times [3] reports that many Korean gamers profit from
the loopholes in the chargeback mechanisms. A pertinent
example is the digital game platform STEAM, which
allows game developers to distribute their games to users
for purchase and in-game item transactions. According to
STEAM’s refund policy, players are entitled to a refund if
they have played for less than two hours within 14 days of
purchase, provided that the game has not been consumed,
modified, or transferred. However, this system has been
subject to misuse, with malicious chargeback tutorials
circulating online that instruct users on how to circumvent
system checks and play online games without paying. This
analysis illustrates that while developers are responsible
for game production, the operational aspects—including
the distribution of in-game content and the processing
of player transactions—fall under the remit of game
operators. As a result, in cases of fraudulent chargeback
activities, operators bear the financial burden of refunding
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payments and reclaiming distributed items.

Malicious chargebacks are a frequent issue on
platforms such as Google Play and the App Store, often
arising from circumstances such as the purchase of
incorrect products, erroneous top-ups of gaming credits,
or accidental transactions made by children. Beyond
these common occurrences, unauthorized chargebacks
are particularly prevalent on Google Play, where users
exploit the chargeback system to counteract payment
reversals initiated by family members or friends, either
mistakenly or deliberately. Unfortunately, online gaming
service providers are largely powerless in influencing the
chargeback process, rendering them unable to prevent
ongoing financial losses. Although the chargeback
system was originally designed to be a consumer-
friendly safeguard, it has become a target for fraudulent
exploitation. Criminals now offer charge tutorials that
guide gamers through the process of making a chargeback,
taking commissions of 20-50% of the chargeback amount.
This emergent grey market poses a serious threat to gaming
service providers, as the systematic abuse of chargebacks
leads to significant financial harm. The aforementioned
user behaviors have affected the online gaming ecosystem
and caused significant impacts on the business operations
of online gaming companies. To combat fraudsters, online
gaming service providers establish risk management
systems in accordance with guidelines established by
experts. Unfortunately, these rules cannot detect new
fraudulent activities in real time, which leads to many
loopholes in the risk management systems [4]. For now,
the majority of gaming companies can only passively react
to malicious chargeback behaviors, i.e., blocking the users’
accounts after malicious chargebacks have been made.
Malicious chargebacks continue to cause huge losses to
online gaming service providers.

To address this issue, this study will employ machine
learning techniques to detect fraudulent chargeback
activities in online games, utilising real game logs
provided by the gaming provider for research purposes.
However, this data presents two primary challenges: data
imbalance, as normal transactions significantly outnumber
abnormal ones in real-world scenarios, and concept
drift, which occurs as user behavior, including deposits
and spending patterns, evolves over time, resulting in
shifts in the underlying data distribution. In light of these
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challenges, the research will focus on developing sampling
techniques to manage imbalanced datasets and constructing
incremental learning models to accommodate concept
drift. The aim is to mitigate the degradation of model
performance caused by dynamic transaction data. The
study will train models using two distinct types of game
data, with the objective of enhancing the general detection
mechanism for evaluating malicious refund behaviors.
Ultimately, the goal is to improve the identification of
players engaging in fraudulent chargeback activities and
minimise the financial losses of game developers.

2 Related Work

2.1 Concept Drift in Online Games

Concept drift refers to the phenomenon where the
statistical properties of the target variable, which a model
seeks to predict, shift over time in unpredictable ways
[5]. In the context of online games, large volumes of in-
game logs are generated based on gamer actions and
purchases. In fraud detection, concept drift refers to the
phenomenon where, as the system continuously imports
data and conducts detection over an extended period, the
behaviors of both legitimate users and fraudsters evolve
over time [6]. For instance, in the case of credit card
transactions, concept drift in fraud detection occurs as a
cardholder’s transaction behavior changes due to external
factors. Changes in the cardholder’s consumption patterns,
income levels, and lifestyle can lead to adjustments in the
transaction amount and frequency.

As illustrated, when concept drift occurs, relying
on older data to retrain the detection model can be
problematic. With the continuous influx of new data, the
model may be misled by outdated information, resulting
in erroneous predictions [7]. Concept drift is also referred
to by alternative terms such as concept shift [5, 8-9] or
dataset shift [10]. Concept drift can be classified into four
categories: sudden drift, gradual drift, incremental drift,
and recurring concepts, as depicted in Figure 1. Sudden
drift occurs when a new concept emerges unexpectedly.
Gradual drift occurs when a new concept replaces the
old one progressively over time. Incremental drift occurs
when an old concept gradually transitions to a new concept
over a period of time. Recurring concepts refer to the
reappearance of an old concept after some time.
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Figure 1. The types of concept drift can be classified as sudden drift, gradual drift, incremental drift, and recurring concepts
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2.2 Concept Drift Detection

In [11], the author provides a comprehensive
framework for studying concept drift, categorizing prior
research into three main areas: concept drift detection,
understanding, and adaptation. Concept drift detection can
be achieved through various methods, including error rate-
based detection, data distribution-based detection, and
multiple hypothesis validation. Error rate-based detection
triggers drift detection when a significant increase or
decrease in the classification error rate is observed. Data
distribution-based detection involves measuring differences
in data distributions to detect drift, which can account
for both temporal drift and conceptual differences within
a dataset. Typically, two sliding windows are employed
to track these changes over time. Multiple hypothesis
validation detection methods are further divided into
parallel and hierarchical approaches. However, this study
focuses solely on error rate-based detection methods.

The most well-known error rate-based detection
method is the Drift Detection Method (DDM) [12], which
is based on the probably approximately correct learning
model. DDM assumes that the classifier’s error rate
should either decrease or remain stable as the number of
instances increases; any significant deviation from this
trend indicates drift. Early Drift Detection Method (EDDM)
[13], is particularly effective for detecting both gradual
and abrupt changes. EDDM tracks the distance between
classification errors rather than just the number of errors.
It assumes that drift may occur when this distance starts to
shrink, signaling potential changes in the underlying data.
Hoeffding Drift Detection Method (HDDM) [14], which
utilises Hoeffding’s inequality, is divided into two variants
of tests. One of the methods for comparing moving
averages to detect abrupt drifts is another that employs
the Exponentially Weighted Moving Average (EWMA)
forgetting mechanism, which gives more weight to
recent data, thereby enhancing its ability to detect drift in
gradually changing environments. Hoeffding’s inequality
is applied to set an upper bound on the difference between
the means, thus providing a threshold for drift detection.

In addition to these methods, sub-window and main-
window approaches are also used for detecting changes in
error rates. ADaptive WINdowing (ADWIN) [15] operates
by using a window to adjust its size dynamically based on
changes in the data distribution, which is divided into two
sub-windows, and statistical comparisons between them
are used to detect drift. When changes are identified, the
main window shrinks; when no drift is detected, it expands.
Furthermore, ADWIN uses Hoeffding Bound to manage
the detection of these changes. Kolmogorov-Smirnov
WINdowing (KSWIN) [16], similar to ADWIN, uses the
Kolmogorov-Smirnov (KS) test to detect data distribution
changes without assuming any specific underlying
distribution. KSWIN maintains a fixed window size and
compares the cumulative distributions of the current and
previous windows. If the KS test rejects the null hypothesis
that both windows have the same distribution, it signals the
presence of drift.

2.3 Concept Drift Adaption

Gama et al. [17] conceptualised the ability to adapt
to concept drift as an extension of incremental learning
systems, allowing them to accommodate evolving data
over time. The authors suggested that predictive models
should detect concept drift swiftly and adjust accordingly,
distinguish between drift and random noise, demonstrate
adaptability to changing data while maintaining robustness
against noise, process incoming data in a timeframe shorter
than the interval between new data arrivals, and retain a
fixed number of memories. Several strategies for managing
concept drift in incremental learning environments have
been proposed, including instance selection or window-
based methods, weight-based methods, and classifier
ensembles. Sliding window methods are commonly
employed in online learning scenarios, where they preserve
a subset of the most recent data and update the model with
this retained data alongside newly arrived instances. Other
approaches integrate concept drift detection directly into
the learning algorithm. In cases where drift is not detected,
the model continues to learn from new data; however, if
drift is detected, the current model—whether it consists
of a single learner or an ensemble—is discarded, and a
new model is trained from scratch without retaining the
knowledge from the previous model [18-19]. In [20], a TS-
DM has been proposed, which is a concept drift adaptation
method designed for data stream learning. It focuses on
handling non-stationary environments where the data
distribution changes over time. The core idea of TS-DM is
to divide incoming data streams into time-based segments.

The comparison of concept drift detection and concept
drift adaptation methods is presented in Table 1.

Table 1. The comparison of conception drift detection and
adaptation method

Method  Category Basic Idea Limitations
DDM Detection  Error Rate- Less effective
[12] based for gradual drift;
sensitive to noise
EDDM Detection  Error Rate- Higher memory
[13] based use; slower reaction
to sudden drift
HDDM  Detection  Error Rate- Requires careful
[14] based parameter tuning;
complexity
increases
ADWIN  Detection ~ Window-based, Computationally
[15] Distribution heavier; may over-
shrink with noise
KSWIN  Detection  Window-based, A fixed window
[16] Distribution size may miss long-
term drift
DTEL Adaptation Incremental Computationally
[18] learning / costly
Transfer
learning
TS-DM  Adaptation Time-based Segment Size
[20] segments Sensitivity;
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In this study, we will first examine the foundational
principles of incremental learning and then explore methods
that prioritise the preservation of historical models,
leveraging them for incremental learning. The subsequent
sections will discuss relevant literature addressing these
approaches.

3 Research Methodology

3.1 Concept Drift Adaption Framework

In this paper, we propose a concept drift adaptation
learning model designed to detect chargeback fraud
in online games as shown in Figure 2. The model is
structured into three primary stages: pre-processing, basic
classifier construction, and the incremental learning stage.
The architecture of the proposed model is illustrated in the
as follows:

1. Pre-processing Stage: In this initial phase, the
key tasks include feature construction, feature
selection, and the handling of imbalanced datasets.
This ensures that the data is prepared for effective
model training by addressing issues like irrelevant
features and skewed class distributions.

2. Basic Classifier Construction Stage: During
this stage, machine learning and deep learning
models are built. The trained models are evaluated
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through cross-validation to ensure robustness, and
the test set is employed for the final performance
verification. This stage focuses on building an
initial model that can detect chargeback fraud
under normal conditions.

3. Incremental Learning Stage: This stage is
responsible for detecting and adapting to concept
drift. Based on the results of the drift detection
process, three possible outcomes are identified: no
drift, warning zone, or drift occurred.

The objective of this study is to predict whether a
top-up transaction will result in a malicious chargeback
by analyzing the top-up behaviors of game users. The
framework proposed in this study aims to predict the
likelihood of a malicious chargeback at the time of a top-
up. This would enable game providers to be alerted early
and pay closer attention to the activities and spending
patterns of users who top up, thereby providing an
opportunity to prevent potential malicious chargeback
behavior in advance. However, perpetrators of malicious
chargebacks may become aware of the detection
mechanisms in place and deliberately disturb or alter their
behaviors to evade detection. Therefore, to prevent the
detection rate from significantly declining over time, this
study proposes a concept drift adaptation framework to
address potential behavioral changes.
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of Models Detection
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Figure 2. The framework of concept drift adaption learning model

To achieve this, the required feature values are
extracted from real-world game log files for training the
model. Since past data must be used to predict future
outcomes, the time factor must be taken into consideration,
with the goal of distinguishing feature data across different
time intervals. This study assumes that each top-up
transaction record contains n features and m time intervals,
forming a two-dimensional matrix of size n x m to serve
as the feature set for model training. To predict whether
a top-up behavior leads to a malicious chargeback, the

analysis requires the user’s past behavioral data. Therefore,
the EventCommand field in the game logs records various
user behaviors during gameplay. The feature values are
primarily sampled following the approach used in previous
research [2] and can be broadly categorized into four
types: transactions, general events, gameplay events, and
network-related features.

When no drift is detected, the system loops back to
the second stage, where the previously trained model is
used for predictions. If the concept drift status enters the
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warning zone, data collected during this period is buffered
for incremental learning. Here, small windows and small
batches are utilized for incremental learning, forming a
backup classifier that is prepared until the drift returns to
a stable state. When drift is confirmed as having occurred,
larger batches are used for incremental learning, and
the classifier constructed in the second stage is updated
to reflect the new data distribution and patterns. This
adaptive approach ensures that the model remains resilient
against changes in player behavior and fraud tactics over
time, maintaining high performance in chargeback fraud
detection despite the presence of concept drift.

3.2 Basic Machine Learning for Chargeback Detection

The two machine learning models used in the research
[21], which include k-nearest neighbor algorithm (k-NN)
and random forests (RF), are continued to be used in this
research for the subsequent comparison and evaluation of
the effectiveness of deep learning.

One such deep learning method, recurrent neural
networks (RNNs) [22], is an extension of feedforward
neural networks (FNNs) [23-24]. While FNNs compute
the output of a layer and pass it to the next layer in a
single direction, with no feedback loops, RNNs differ in
that they can return values stored in their hidden layers
to themselves. This allows them to retain information
over time, forming a recurrent structure. Two notable
forms of RNNs include the Elman network, where hidden
layer outputs are fed back to the hidden layer, and the
Jordan network, where overall outputs are returned to
the hidden layer. This structure enables RNNs to process
input sequences of variable lengths, making them
suitable for tasks involving temporal data. However, a
limitation of RNNs is their difficulty in learning long-
term dependencies due to the vanishing gradient problem.
This issue arises because, as time progresses, the impact of
earlier information in the sequence diminishes, weakening
its influence on future decision-making. To address this
problem, Hochreiter and Schmidhuber [25] developed
a long short-term memory network (LSTM), which is a
specialized type of RNN that effectively captures long-term
dependencies by incorporating a memory unit that retains
its state over time. Unlike standard RNNs, LSTMs use
memory cells in their hidden layers, which are regulated
by three gates: the input gate, which controls whether new
information enters the memory; the forget gate, which
decides whether to erase stored information; and the output
gate, which determines whether the stored information is
used in the final output [26]. This gate mechanism enables
LSTMs to retain and utilize important information from
earlier time points, mitigating the vanishing gradient
problem and enhancing the network’s ability to remember
long-term dependencies.

Although LSTMs address the long-term memory issue
inherent in RNNSs, they come with a trade-off: execution
time is relatively long due to their complex structure. To
improve computational efficiency, Bahdanau et al. [27]
introduced the gated recurrent unit (GRU) in 2014. GRUs
accelerate execution time and reduce memory usage while
maintaining the ability to manage long-term dependencies.

Structurally similar to LSTMs, GRUs differ in that they use
an update gate, which combines the functions of the input
and forget gates in LSTMs, and integrate the unit state
and hidden state into a single vector. With one less gate,
GRUs are computationally simpler than LSTMs and offer
advantages in terms of speed and resource consumption.
Both LSTMs and GRUs address the limitations of standard
RNNs; GRUs offer a more computationally efficient
solution with fewer parameters, making them an attractive
alternative for tasks requiring long-term memory retention
with faster execution.

3.3 Incremental Learning

The traditional machine learning process involves first
labelling each training dataset and inputting it into the
model for initial training, which generates a classification
model. However, when new data becomes available, the
old training dataset must be merged with the new data,
and the model must be retrained from scratch. As a result,
when the dataset continues to grow, each retraining can be
highly time-consuming. Additionally, when new categories
emerge, the model cannot automatically recognise and
update itself. Consequently, incremental learning is
gaining more attention. Incremental learning allows
for the continuous updating of the model with minimal
processing time and storage space [28]. The following are
the algorithmic definitions of incremental learning [29]:

(1) Acquiring new knowledge from new data.

(2) Training only on new data.

(3) Retaining old knowledge while learning new
knowledge.

(4) Recognising and updating categories.

3.3.1 SAM-KNN

Losing et al. [30] utilized kNN combined with SAM,
thus constructing two types of memory: STM, which
contains current concept data, and LTM, which preserves
past knowledge. Conflicting information from previous
concepts is removed, and the remaining information is
retained through compression methods. When incoming
data is stored in STM, the cleaning phase ensures
consistency between LTM and STM. Whenever the size
of STM changes, knowledge that is no longer needed
is transferred to LTM. When LTM runs out of space, it
compresses its accumulated knowledge. Ultimately, both
models are considered when making predictions.

The adaptation process of SAM-kNN consists of four
steps. First, the adaptation of STM is introduced. STM
contains a dynamic sliding window of the latest data,
which grows as new data is input, ensuring it contains the
most current concept data. Whenever a concept is updated,
the previous version is deleted, thereby reducing its size.
However, if no concept change is detected, the size is
adjusted to minimise the interleaved test-train error of the
remaining STM. The second step involves cleaning and
transferring. LTM contains all data consistent with STM’s
concepts. Therefore, when STM is reduced, LTM data
is not discarded at random, as it may contain important
information for future predictions. In the case of recurring
drifts, the retained knowledge avoids the need to relearn
previous concepts. The third step is LTM compression.
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Contrary to STM’s first-in, first-out principle, once LTM
reaches its threshold, instances do not disappear. Instead,
clustering is used to condense the available information
into sparse knowledge representations, allowing longer
retention periods. This process is repeated each time the
threshold is reached, completing the adaptive compression.
Finally, model weighting is adapted accordingly.

3.3.2 ARF Model

The incremental learning method for Random Forest
in this study employs the ARF model proposed by [31].
ARF includes a resampling method and an adaptive
approach, which can handle various types of concept
drift without requiring complex processing for different
datasets. Random Forest [32] is a learning model widely
used in batch classification and regression tasks. It grows
multiple trees while decorrelating them through bootstrap
aggregation [33] and random feature selection during node
splitting, thereby preventing overfitting.

To handle constantly changing data streams, drift
detection algorithms are typically combined with ensemble
algorithms [34-35]. In ARF, when drift is detected, the
trees are not immediately reset; instead, a more relaxed
threshold is used to detect warnings and create sub-
trees, which are trained along with the ensemble without
affecting the predictions. If a tree that issues a warning
signal detects drift, it is replaced by the corresponding sub-
tree. In ARF, the voting weights are based on the tree’s
test-then-train accuracy. Suppose the tree has observed n
instances since its last reset and has correctly classified &
instances, the weight would be &/n. Assuming that drift and
warning detection methods are accurate, this weighting
reflects the tree’s performance on the current concept. The
advantage of using this weighting mechanism is that there
is no need, as with other data streams, to define a window
or a fading factor to estimate accuracy [36-37].

3.3.3 Online RNN-AD

For the incremental learning of LSTM and GRU, we
use the Online RNN-AD method proposed by [38], which
employs multi-layer RNNs to model time series. This
model is capable of incremental training and adapting
to changes in data distribution as new data arrives. After
making predictions, the prediction error is used to update
the model and detect anomalies and change points. Large
prediction errors may indicate the occurrence of drift. The
Online RNN-AD model uses the most recent prediction
errors to calculate anomaly scores and perform incremental
model updates. The RNN can be replaced with LSTM or
GRU models as needed.

3.4 Evaluation Method

This study evaluates the model through F-Measure
and Matthews correlation coefficient (MCC). In this
research, false positive (FP) means that legitimate top-ups
of game credits are classified as malicious chargebacks.
False negative (FN) means that malicious chargebacks are
classified as legitimate top-ups of game credits.

F1 is the harmonic average of the precision and
recall rates. It also includes the precision and recall rates
of a classifier model, so this score is used as one of the
evaluation indicators. The formula of F1 is:

Fle2% precision * recall

@

precision + recall

Chicco et al. believed that when evaluating binary
models, MCC performs better than accuracy and F1 due
to can produce a better reference and more authentic
assessment than the other two [39]. The reasons being
that the other two may produce misleading results on
imbalanced datasets. MCC can only produce high scores
when the binary model correctly predicts most of the
true positives and most of the true negatives. Therefore,
this research uses MCC as the main evaluation model
indicators. It is noted that the range of MCC scores is
[-1, +1], which is negative 1 and positive 1 in cases of
complete error and perfect classification, respectively. The
formula of MCC is:

McCC
B TP+*TN - FP*FN Q?)

J(TP+ FP)*(TP+FN)*(TN + FP)*(TN + FN )

4 Experiments and Evaluation

4.1 Evaluation Environment and Data Set

As this study aims to evaluate the efficiency of model
training, this section provides an introduction to the
experimental environment and some of the packages used.
Table 2 presents the environment details and versions of
some machine learning packages used.

Table 2. The environment details and versions of some
machine learning packages

Item Specification

Workstation ~ HPE ProLiant ML350 Gen10

CPU Intel Xeon Silver 4208 CPU 2.10GHz
GPU GeForce RTX 2080 Ti*2

System OS SUSE Linux Enterprise Server 15 SP1
Anaconda 4.9.2

Python 3.7.11

Scikit-Learn ~ 0.24.1

Tensorflow 2.2.0

This study utilized data from a real-world game
provided by a Taiwanese gaming provider. The data
includes game logs, top-up records, refund records,
blacklist records, unblacklist records, and game registration
records, covering the period from 1 March 2019 to 30
April 2022. As shown in Table 3, during this time, the
game recorded over 80 million game logs, with over
157,648 registered users. However, only slightly more than
16,052 users engaged in valid top-up transactions, with
more than 165,103 valid top-up records. Thus, the data
actually used and labelled for this study includes game
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data from 16,052 valid registered users of the game and
171 blacklisted users who were “blocked from logging in”
by the game company. This data will be used in subsequent
experimental research. Since this study is a continuation
of the research by [2], detailed introductions to the game
data and the method for marking blacklisted users can be
referenced in that paper, and will not be elaborated upon
here.

Table 3. The game dataset provided by the game company

User Top-ups  Chargeback  Blacklist  Players

Total 506,264 157,648
1,563 339 ——

Valid 165,103 16,052

Blocked 3,597 1,111 235 171

In this study, 80% of the dataset was used as the
training set, and 20% as the test set. The training data
underwent feature selection and sampling methods to train
and identify an optimal combination or method. However,
each preprocessing technique was subjected to cross-
validation, using a 5-fold cross-validation process. Based
on the cross-validation results, the best preprocessing
method was selected for each model. The chosen
preprocessing method was then consistently applied to the
20% test set for evaluation.

4.2 Evaluation Results

This study will utilize SMOTE, Borderline-SMOTE,
and a combined sampling method of SMOTE and Tomek
link (hereafter referred to as combined sampling) to
conduct experiments. These methods will be applied
to the originally imbalanced dataset to sample it into a
balanced dataset. The sampling results and the selection
of methods will be explained in subsequent sections. The
training results for all sampling techniques, including cases
where no sampling methods were applied. By examining
the cross-validation results, we assess the feasibility
of the proposed method for detecting malicious refund
behavior in online games. The the cross-validation results
evaluate by F1 and MCC are shown in Table 4 and Table
5 respectively. From the results shown in Table 5, we
can see that the highest overall MCC score was achieved
by the models using only Borderline-SMOTE, and the
GRU-Seq2Seq model with an attention mechanism that
utilized both feature selection and Borderline-SMOTE,
with a score of 0.98. However, the LSTM-Seq2Seq models
with attention mechanisms also consistently scored above
0.97, achieving their best MCC score of 0.98 when using
both Borderline-SMOTE. The result also supported by
the evaluation result of Table 4. Based on the above, the
best-performing method and model is the LSTM-Seq2Seq
model with an attention mechanism, using Borderline-
SMOTE sampling method. Thus, this model will be used
for subsequent training and testing.

Table 4. F1 Scores for data after different sampling
methods

LSTM- LSTM- GRU- GRU-
Seq Seq-att Seq Seqg-att

SMOTE 0971 0965 0972 0972 0965 0974

kNN RF

Borderline-
oMOTE 0971 0963 0969 0975 095 0975
Combined o1 1959 0964 0973 0969 097
sampling

Table 5. MCC scores for data after different sampling
methods

LSTM- LSTM- GRU- GRU-
Seq  Seg-att  Seq  Seg-att

SMOTE 0971 0972 0978 0978 0972 0979

kNN RF

Borderline-
aMorE 0971 0971 0976 098 096 098
Combined 071 4967 0972 0978 0975 0976
sampling

4.3 Comparison of Basic and Incremental Learners

Subsequently, a performance comparison between
the basic models and the incremental learners was
conducted. To facilitate a more convenient comparison of
the performance of different learners, in addition to the
original game (named HS), we introduced another game
(named GHT) to compare the differences in learning
effectiveness between base learners and incremental
learners. Table 6 shows the comparison results of MCC
scores. In Figure 3, we can observe that, except for the
LSTM-Seq2Seq incremental learner in the GHT game,
which scored lower than the baseline model, all other
models outperformed their baseline counterparts. However,
in the HS game, the scores of the GRU-LSTM baseline
model and the incremental learning model were identical,
while the RF incremental learning model scored lower
than the baseline. Therefore, it can be concluded that
when concept drift occurs, incremental learners are better
able to handle different concepts. In particular, the kKNN
incremental learner with the SAM mechanism outperforms
the standard kNN in dealing with concept drift, achieving
the greatest performance improvement in terms of score.
Other baseline models beyond kNN also showed decent
adaptability when facing concept drift, but after applying
incremental learning, they became more effective at
addressing concept drift.

Table 6. MCC Scores of basic models and incremental
learners tested using Borderline-SMOTE

HS GHT
Model
Basic Incremental Basic  Incremental
kNN 0.929 0.95 0.894 0.961
RF 0.975 0.959 0.979 0.986
LSTM-Seq 0.936 0.96 0.954 0.953
LSTM-Seq-att 0.972 0.975 0.986 0.993
GRU-Seq 0.94 0.94 0.93 0.952

GRU-Seq-att 0.968 0.97 0.964 0.979
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Figure 3. Comparison of basic models and incremental
learners tested using Borderline-SMOTE

Furthermore, we provide a complete comparison of
the time required from feature selection using the genetic
algorithm to model training, testing, and prediction, with
all time units measured in seconds. The reported training,
testing, and prediction times are based on the use of the
optimal preprocessing combination, which includes feature
selection and the Borderline-SMOTE sampling method. It
can be observed that when performing feature selection,
the LSTM-Seq2Seq and GRU-Seq2Seq models with the
attention mechanism required relatively long training times
for both games. Notably, the LSTM consistently took
longer to train than the GRU. In contrast, KNN and RF
required considerably less time than the other four models;
in particular, kNN required only about two minutes on
average to complete feature selection training.

We then discuss the performance time for training,
testing, and prediction of the baseline models and
incremental learners individually. As shown in Figure 4,
incremental learning consistently took longer than the
baseline models. Among the models for both games, the
LSTM-Seq2Seq with the attention mechanism still required
the most time, averaging 57.157 seconds, followed by
the GRU-Seq2Seq with the attention mechanism, which
averaged 54.899 seconds.

70
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10

KNN RF

LSTM-Seq LSTM-Seg-att GRU-Seq

GRU-Seg-att

—e—GHT Basic »—GHT Incremental HS Basic HS Incremental

Figure 4. Comparison of execution time on basic models
and incremental learners

5 Conclusion and Future Work

With rapid technological advancements and the impact
of the pandemic, people’s lifestyles have changed, and

payment methods have also evolved. This shift has led
to a gradual increase in digital fraud incidents across
various industries, with the gaming industry being the
most affected. When gaming companies detect a large
number of fraud cases, they typically seek assistance from
digital application distribution platforms as a first step.
However, to protect player privacy, these platforms cannot
immediately disclose information about which players
initiated chargebacks or the reasons behind them. By the
time gaming companies obtain the chargeback information,
they are often unable to recover the services or items
purchased by players. The time gap between platforms
and gaming companies allows many malicious players to
exploit the chargeback mechanism, resulting in substantial
losses for game companies. This has become one of the
major challenges currently faced by many in the gaming
industry.

This study aims to predict user behavior based on
historical data. However, real-world data is not static and
may undergo changes in distribution over time or due to
shifts in user spending behavior, a phenomenon known
as concept drift. Concept drift can lead to a decline in
the model’s predictive performance, as models trained
on outdated data may fail to accurately predict new data,
resulting in errors. To detect whether concept drift has
occurred in this study’s data, we employed two concept
drift detectors, ADWIN and KSWIN. The results indicated
that both detectors consistently identified ongoing drift
in the data. To prevent the potential decline in model
performance due to concept drift, this study employed
incremental updates to mitigate its impact on the model.
When concept drift occurs, incremental learning allows
the model to learn new concepts while retaining past
knowledge, which can be useful if that knowledge
reappears in the future. For incremental learning models,
this study utilized SAM-kNN and ARF as incremental
learning methods for kNN and RF, respectively, while
the parameters of LSTM and GRU incremental learning
algorithms were adjusted to enable incremental updates.
From the results comparison, it was observed that, aside
from RF showing a slightly lower MCC score than its
basic learner, all other models outperformed their basic
counterparts. The best-performing model was the LSTM-
Seq2Seq with an attention mechanism, achieving an
average MCC score of 0.982 across the two games,
followed by the GRU-Seq2Seq model with an attention
mechanism, which scored 0.970.

Currently, this study is still in the early stages of
detecting malicious refunds in the gaming industry, and
many areas remain for further research and refinement.
One issue is the low utilization of features. Although a
large amount of data has been collected, the features do not
fully represent user behavior. Therefore, future research
and experiments should include features that have not yet
been incorporated to build a more comprehensive feature
set. This would enable the identification of more malicious
refund behaviors and facilitate clearer differentiation
between normal user behavior and fraudulent activity.
Another area for further study is concept drift. This study
only considered changes in data distribution to determine
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whether drift had occurred. However, there are different
types of concept drift, each requiring specific detection
methods. Future research could explore various detection
methods to identify different types of drift. Additionally,
when different types of drift are detected, model adaptation
strategies should be adjusted accordingly to better mitigate
the effects of drift.

In this study, incremental learning was employed to
adapt to concept drift, while the learning process was
still conducted in a batch manner. However, there are
more recent approaches that utilize online learning for
incremental learning, which could accelerate the learning
process and reduce the risk of overfitting. Future research
could explore the use of online learning methods for more
efficient incremental model training.
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