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Abstract

Al security is a key design criterion for IoT and edge
cloud architectures where learning models are embedded
near physical processes, receive streaming data from
sensors, and are subject to continuous updates. This survey
research work proposes a lifecycle-based understanding of
Al security threats and proposed a unified taxonomy for
the four major categories of threats observed in real-world
settings, namely, data poisoning and backdoor attacks
on learning model updates, adversarial attacks on model
outputs through input manipulation, privacy leakage of
confidential information through model-based queries,
and model extraction for intellectual property theft and
creation of rogue replicas of learning models. The research
in surveying these defenses takes account of the limitations
posed by the use of edge computing platforms from a
computational standpoint, latency tolerance, network
connections, and variety of hardware. These defense
mechanisms include model provenance and data screening,
robust training and backdoor attacks, monitoring and
calibration, privacy-preserving learning and access control,
and model protection through throttling, fingerprinting,
watermarking, and attestation. Unlike prior surveys that
treat these threats separately, this survey unifies them
under a lifecycle-based taxonomy tailored to IoT and edge
cloud deployments and emphasizes deployable defenses
under latency, compute, and hardware constraints.

Keywords: Al security, IoT, Edge cloud, Data poisoning,
Adversarial attacks

1 Introduction

The motivation for Al at the IoT edge and its
relationship to the expansion of the security boundary can
be explained by the constraints of day-to-day operation.
Edge computing distributes Al models, feature pipelines,
and decision logic across devices, gateways, and nearby
edge servers [1].

The security boundary expands because there are
new assets that need to be protected in addition to the
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firmware and network keys. In fact, security guidance for
Al systems has already shown that model integrity and
decision reliability are security goals rather than quality
goals [2]. Operational security for Al systems includes
model rollback and auditable retraining in addition to
patching and key rotation. Why conventional IoT security
mechanisms are not fully applicable to Al-specific failure
modes is evident when channel integrity is distinguished
from decision integrity [3].

The NIST adversarial ML taxonomy provides a
framework for understanding attacks and mitigations
throughout the lifecycle and attacker objectives and
demonstrates that integrity compromises are possible
without compromising cryptography and identification
mechanisms [4-5]. The ENISA taxonomy also identifies
poisoning and evasion as attack classes that leverage
statistical learning characteristics and are mitigated via
threat model-aware testing [6]. These are important
because they are systematic and replicable and therefore
closer to exploitation than random noise. Poisoning is
possible via compromised sensing, poor supervision, and
incorrect labeling of training data and results in targeted
failure that is obscured by average performance metrics
[7]. In the inference phase, an adversary can generate
inputs close to the decision boundary such that there
are certain failures with confidence that lead to unsafe
decisions within edge-controlled models [8]. In this work,
we consider model poisoning attacks and backdoors in the
context of data streaming pipelines, collaborative learning
scenarios, and the reuse of pretrained modules in supply
chains [9]. Adversarial attacks are taken into consideration
both in the digital and the physical domain [10]. Privacy
breaches are considered since black-box access to a model
can provide an adversary with membership details of
training data; such details are important for location data,
biomedical data collected via Internet-of-things sensors,
and industrial monitoring data [11]. Model extraction is
considered as access to prediction interfaces and devices
can enable the theft of deployed decision functions, leading
to stronger attacker replicas and evasion techniques [12-
13].

The federated learning approach is also covered if
used to tackle data siloing and connectivity issues by
leveraging existing frameworks to make assumptions
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about heterogeneity and unreliability of clients [14].
In terms of privacy leakage, the survey establishes the
connection between membership inference risk and
mitigation measures like differential privacy and interface
control while acknowledging trade-offs between them,
utility, and latency [15]. Additionally, the survey highlights
the importance of MLOps’ security in terms of signing and
versioning, which is crucial for rollback and accountability
[16]. The structure of survey research adopts a foundation-
synthesis approach to ensure that the discussion remains
pertinent. It begins with a description of architectures for
IoT and edge cloud, Al workload models, and security
characteristics that affect safety-critical decision making.
Before analyzing Al-specific threats, one needs to first
comprehend the architecture tiers, trust boundaries,
and limitations associated with IoT and edge cloud
technologies. These form the basis for the location of the
learning capabilities, attack surfaces, and explain why
some traditional security mechanisms might be inadequate.

The present study uses a systematic narrative review to
analyze the current literature about Al-based threats in [oT
and edge cloud technologies, where sources were chosen
from reputable academic databases and standardization
organizations. In particular, only articles that were relevant
to the study of edge-Al threats and limitations as well as
their lifecycle-based discussion were considered.

In contrast to other surveys on attacks against different
attack classes or studies on security in artificial intelligence
in the context of machine learning, this survey presents a
unified approach through the lens of the lifecycle model
which is specific for IoT and edge cloud deployments.
The novelty consists of the integration of threat taxonomy,
trust boundaries, deployment stages, and edge-specific
limitations like latency, computing power, hardware

diversity, and intermittent network connectivity into one
comprehensive framework.

There are four key contributions of this survey. First,
we present a unified taxonomy of Al security threats within
the IoT and edge cloud framework. Second, we tie these
threats to assets, trust boundaries, and deployment stages.
Third, we synthesize defense approaches based on the
edge-centric view of deployment stage limitations in terms
of latency and computing constraints. Fourth, we discuss
useful evaluation criteria such as robustness, privacy risk,
extraction resistance, and overheads.

2 Al Enabled IoT and Edge Cloud
Security Foundations

Al-enabled IoT and edge cloud computing deployments
have been found to be typically based on a three-tiered
reference architecture for the separation of sensing, near
device processing, and cloud scale management [17].
However, this also adds to the security scope because
the trust scope now includes not just the devices and the
network, but also the models, the preprocessing logic, the
calibration parameters, and the updates, as highlighted by
Al security analyses that have emphasized the fact that
these assets can be compromised without the traditional
need to break into the system, as the nature of the attack
surfaces for machine learning and decision-making makes
it easy to compromise these systems in a cyber-physical
setting [18-19]. The foundations of IoT security have
also highlighted the fact that trust is typically fragmented
among different stakeholders and that end-to-end trust
is based on the coordination of controls among different
components, and not just the device and the cloud, as
typically considered [20].
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Adversarial machine learning surveys have shown that,
in terms of inference time attacks, attackers can create
small but structured perturbations in the data, and the edge
model may be more vulnerable due to noisy input channels
and tight compute constraints [21]. This shifts the emphasis
to security mechanisms that are light, measurable, and
integrated into the model, as opposed to being added at the
network layer [22].

In this context, federated learning is often used to
minimize data movement and centralization, which in
turn creates a new problem in terms of model updates, as
clients can send malicious updates or poisoned data that
can affect the global model performance in a negative
way [23]. In terms of poisoning, there are different types
of poisonings, as shown in the poisoning surveys, which
include targeted poisoning and availability poisoning, in
which performance is degraded to create outages or loss of
trust in the model or its performance [24].

The research in membership inference has shown that
even black box access can disclose information about the
presence or absence of specific data in the training data,
which is a direct privacy risk for IoT data such as health
data, location data, and industrial process data [25-26].
The research in model extraction has shown that even
a determined adversary can create a surrogate model
mimicking the original model, leading to intellectual
property theft and more potent evasion by tuning the
attacks offline [27].

Figure 1 illustrates an end-to-end IoT edge cloud Al
pipeline with in-built trust controls at all stages of its life
cycle. Multimodal sensing streams are collected at the
sensing layer and simultaneously connected to provenance
capture to track the origin and context of the data for
auditing purposes. Data cleansing, normalization, and
preparation occur at the edge preprocessing layer before
the data is sent to the inference layer for decision-making
or prediction purposes. Conceptually, Figure 1 presents the
end-to-end secure Al lifecycle and trust placement across
system stages, while Figure 2 and Figure 3 focus more
specifically on attack entry points, threat propagation,
and corresponding control placement across the MLOps
pipeline.

The basic security requirements of Al-enabled services
should be specified at the system level and should be
based on integrity, availability, confidentiality, safety,
and accountability as operational objectives. These
requirements will include integrity of data streams, labels,
feature pipelines, model weights, and outputs and will be
directly impacted by poisoning, backdoor, and adversarial
attacks. The availability of Al-enabled services should be
continuous and should be impacted by denial of service,
resource starvation, and data availability attacks on edge
bottlenecks.

3 Threat Model and Unified Taxonomy

Threat modeling for Al security of IoT and edge cloud
systems starts with defining what is protected, what is
under the control of the system, and what are the goals of

an attacker. A lifecycle approach is useful because it links
each identified threat to a step of the ML pipeline and an
attacker’s goal and information, as is done in popular ML
security taxonomies [28]. In edge cloud security, there
is a need to track trust boundaries and ownership over
time, as is done in risk management practices [29]. The
assets of concern are not limited to model weights alone,
but also include data assets, model artifacts, outputs,
and operational components. These assets are important
because integrity violations may be introduced upstream
and remain latent until deployment, while confidentiality
violations may occur even without direct exposure of raw
data [30].

At the cloud MLOps layer, issues are centered on
dataset curation, training configuration, dependency
supply chain, and release channels, as poisoning and
backdoors are introduced and then propagate throughout
the entire fleet [31]. There are issues of poisoning and
backdoor introduction during collection, curation, training,
and federated aggregation of ML models, resulting in
targeted misbehavior while still achieving expected
accuracy on the entire dataset [32]. Adversarial issues
occur during inference as crafted inputs are used to
cause misclassifications during inference under realistic
constraints [33]. There are also issues of privacy leakage
as ML models leak information about training data
through outputs, such as membership inference attacks
that demonstrate that black-box access to a model leaks
information about whether a specific record was used
during training [34].

The threat of model extraction comes about as a result
of repeated inquiries or limited access, which can be used
to develop a substitute model that can reproduce the victim
model’s capabilities, leading to IP theft and more precise
tuning of offline attacks [35]. In the context of black box
attackers who can only see the top 1 labels or probabilities,
there are still viable attacks and extraction strategies
that can be implemented using systematic querying and
transfer learning [36]. In the context of white box attackers
who have access to the device or pipeline, there can
be corruption, backdoors, and deactivation of runtime
validation, leading to persistent effects due to weak
provenance and validation [37]. For instance, poisoning
and adversarial examples could lead to the blocking or
false triggering of fault alarms that would consequently
compromise the availability and safety of such systems
[38]. A brief comment on the availability aspect being
not just a purely classical notion in that edge Al services
could potentially be compromised through attack vectors
intimately associated with model extraction, poisoning,
and overload.

From Table 1, it becomes evident that Al security
threats within the IoT/edge cloud ecosystem vary
according to the nature of the threat itself, but additionally,
depending on the lifecycle phase, the capabilities of the
adversary, and other factors. What can be emphasized
is that a taxonomy is necessary since an attack could
potentially compromise multiple aspects of availability at
once.
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Table 1. Threat taxonomy summary with assumptions capabilities and impact

Threat family Primary lifecycle  Typical attacker Typical attacker capability ~ Typical impact in IoT
stage knowledge and edge cloud
Data poisoning [31] Data collection, Partial knowledge Inject or bias samples, Targeted errors &
curation, training  of features or corrupt labels, skew silent drift
labeling process streams
Backdoor insertion Training, model =~ Knowledge of Implant trigger patterns in ~ Stealthy misbehavior
[32] supply chain, training pipeline or  data or weights on trigger
updates model artifact path
Adpversarial attacks Inference Black box Craft inputs under Evasion & false
[33-34] constraints to cross negatives
decision boundary
Privacy leakage [35]  Inference and Black box Membership or attribute Exposure of sensitive
model release inference via queries participation
Model extraction [36] Deployment Black box Query at scale to train IP theft, stronger

surrogate knockoff offline attack tuning,

replication

Availability Any stage, often  System level
disruption [28-29] runtime and knowledge of
updates bottlenecks

Resource exhaustion Service outages &

delayed mitigation

4 Data Poisoning Threats in IoT and
Edge Cloud

It is recommended that poisoning is considered an
intentional manipulation of the training distribution and
its impact is evaluated against attacker objectives and
persistence, not average accuracy [39]. Another area of
pressure is in the generation of labels, and this can be
manipulated with targeted confusion, and once the labels
are compromised, retraining can amplify the attacker’s
desired behavior across versions [40]. Using a window
can make this worse because a small poisoning period
can be reused to calibrate or tune thresholds that were set
before the attack was detected [41]. Hence, the importance
of supply chain controls, signing, and provenance checks
becomes clear, along with the need to have disciplined
dependency management for training and packaging
pipelines [42-43].

Federated learning introduces another poisoning
vector, with the attacker possibly using the model updates
to their advantage. Although federated learning minimizes
the need to transfer large amounts of data and keeps the
raw data local, the possibility exists that malicious clients
or Sybil participants will be able to submit gradients that
can affect the overall model [44].

Training time defenses include influence limiting,
filtering suspicious data, and robust aggregation in
federated learning, followed by periodic server-side
tests on trusted slices of data retained on the server [45].
Staged rollouts, canary releases, rollback preparation, and
monitoring of model calibration and error rates can detect
poisoning-induced drift, as in a threat taxonomy that is life
cycle-oriented and applicable to Al security governance in
general [46]. Figure 2 illustrates the major security risks
of Al systems and their entry points in the IoT edge cloud

pipeline, as well as the entry points of the secure MLOps
controls that can mitigate them. In this figure, sensor
spoofing and replay affect the data sent to the pipeline,
while poisoning and weight trojaning affect the learning
artifacts on the cloud side.

The literature converges on the view that poisoning
and backdoor attacks are difficult to detect using clean
accuracy alone and therefore require provenance-aware
training and validation practices. However, a clear open
gap remains in lightweight poisoning defenses that can
operate reliably under streaming, federated, and resource-
constrained edge settings.

5 Adversarial Attacks Against Edge Al
Inference

An attacker in IoT and edge cloud architectures does
not necessarily need to take control of the edge node since
modifying the input data at the sensor interface, over
the wireless channel, or client application programming
interfaces can work just fine when traditional security
metrics on the device report everything is well [47].
Adversarial attack modifications are limited by sampling
rates, quantization, and other physical constraints. It is
possible to achieve significant reductions in anomaly
detection scores or even assign specific classes by making
small modifications. Due to the fact that edge models are
usually trained with quantization and pruning techniques
for achieving latency, memory, and energy requirements,
the model robustness must be tested using the exact
precision and compression settings of the model in
deployment rather than the original settings on the cloud
side.

In radio sensing and authentication, however, the
attack can be transmitted as low-power interference and, as
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such, is defined as a waveform rather than a pixel pattern
[49]. Practical black-box attacks have demonstrated the
possibility of training a substitute model with limited
feedback and using it to generate transferable adversarial
attacks on the target [53].

Quantization affects the precision of the model, and
experimental results have demonstrated that robustness
does not correlate with clean accuracy and should be
evaluated at the precision used in deployment, rather than
at the floating-point checkpoint [54]. Pruning can also
affect robustness, improving or decreasing robustness,

especially when pruning is primarily used as a function of
latency targets [55]. It can be seen from the literature that
robustness to attacks should be considered within realistic
deployment settings and not in ideal cloud environments.
An important open problem is how robustness can be
preserved when quantization, pruning, and compression
are used without having to pay an unacceptable amount
in terms of latency and power consumption. It can be
seen from Table 2 that the effectiveness of the adversarial
defense mechanism for the edge setting highly depends on
the deployment requirements and the point of attack.
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Table 2. Adversarial attack types versus defenses with edge feasibility notes
Attack and setting Typical entry point Representative defenses Edge feasibility
Digital evasion on time-series Sensor Stream, Robust Training & Input Constraints Medium
and features [45, 50] Feature Pipeline
Black-box transfer and query- Prediction API, Output Restriction & Randomized Medium
limited evasion [47, 46] Confidence Outputs Smoothing
Physical perturbations on vision =~ Camera and Wearable Sensor Fusion & Environment- Medium

and wearables [48-49] Sensing

Aware Training

Over-The-Air
Interference

Channel-aware wireless
perturbations [51-52]

Channel-Aware Defenses, Noise Low—Medium

Augmentation, Anomaly Detection

Compression-induced shifts [54]  Pruned Runtime

Robustness Re-Testing Per Build High
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6 Privacy Leakage in IoT and Edge
Cloud AI

Privacy leakage in IoT systems and edge cloud-based
Al systems is not restricted to the usual breaches in stored
data sets. In fact, sensitive information can leak via the
model itself as well as its associated interfaces [56-57].
Membership inference attacks have already demonstrated
that an attacker can make a determination about whether
a certain instance was used for training based on model
responses. This can be particularly dangerous because a
particular instance can represent an individual, a household
routine, a rare medical occurrence, or a unique industrial
occurrence [58-59]. Model inversion attacks and attribute
inferences can be considered as extensions of model
leakage [60-61].

Classifier access can provide access to meaningful
characteristics of the training sets and trade secrets that
go beyond the intended model owner [62]. Edge devices
can be deployed with multiple services that co-execute.
They may not have the isolation and monitoring that
cloud environments provide. This can be used to launch
stronger attacks with faster model extraction. Even with
basic latency measurement, attackers can gain insight into
the model’s depth, branching characteristics, or batching
[63]. LIME is a popular model-agnostic explanation
technique that makes the local decision behavior of models
interpretable, and in untrusted environments, the outputs of
the explanation should be treated as sensitive outputs with
their own access control [64].

There are techniques that can be used to perform
privacy-preserving learning and inference, and the
tradeoffs matter more at the edge. One technique that can
be employed to provide bounds on information leakage
from a learning process is differential privacy. DP-SGD
was an interesting technique for training deep neural
networks with provable privacy guarantees, drawing on
advancements in differential privacy. But improved privacy
levels come at the expense of accuracy and efficiency
[65]. Secure aggregation is another approach for reducing
information disclosure for federated learning participants,
where the server only sees aggregated updates from clients
rather than client-by-client updates, mitigating potential
client-level information disclosure for participants
who are only partially trusted [66-67]. Existing studies
consistently show that model outputs and interfaces can
leak sensitive information even when raw data are never
directly exposed. However, an important open challenge
is how to balance privacy-preserving mechanisms with
utility, interpretability, and low-overhead deployment in
heterogeneous edge environments.

7 Model Extraction, Availability
Disruption, and Defense Landscape

Model extraction is considered one of the major
economic and security risks to Al-based IoT and edge
cloud computing, as models are exposed to prediction

interfaces and duplicated in the fleet. In the case of
a distributed environment, the attacker can steal the
functionality by repeating the queries to the prediction
interface and creating a surrogate model that is equivalent
to the original model, as demonstrated in the black-box
stealing studies and consolidations [68]. The strategies
that the attacker may follow are based on the feedback that
the attacker can get, such as probabilities or hard labels,
and the creation of a transfer set using public or synthetic
data to reduce the cost with high fidelity [69]. PRADA
demonstrates that model extraction has behavioral patterns
in the queries, which can be used to detect the attacks
instead of relying on prevention [70].

Physical theft is a complementing method to the
above-described API-based extraction. Physical access,
firmware dumps, debug interfaces, and memory scraping
can potentially reveal the deployed artifact along with
its quantized weights and preprocessing functions.
Compromise of the supply chain could also serve as a
more extensive method of attacking, whereby a poisoned
package or a malicious update routine can leak the weights
post-deployment. This shows that the confidentiality of the
model is something that should be guaranteed at run time
with the help of protecting the model’s artifact [71-72].

IP theft is not the only negative impact of model
stealing. A surrogate model that is stolen will be a valuable
asset in exploring the boundaries and fine-tuning evasions,
and, in addition, cloning the service creates a problem
with accountability in the context of safety-critical IoT
environments [73-74]. The interface control methods
may comprise user authentication, rate limiting, output
minimization, and detecting anomalies in the distribution
of requests. An advanced technique of detecting theft
attacks is PRADA [75].

Techniques like DeepMarks are used for model
attribution if there are more than one licensed copy of the
models available. Enclaves and attested execution can
be used in case of model weights in order to minimize
direct weight exposure, if supported by hardware.
Otherwise, encryption of storage, least privilege execution
environment, and secure debug interfaces may help avoid
opportunistic weight leakage [76].

Denial-of-service attacks may impact the inference
services, telemetry, and updates. Moreover, the edge
taxonomy defines other vulnerabilities, which include
flooding of edge API, saturation of backhaul connectivity,
and exploitation of orchestration services for generating
restart storms. There is another category of attacks, which
are called resource exhaustion attacks, and they are
feasible since the adversaries may enforce the expensive
model paths and generate retries causing CPU, memory,
and battery exhaustion [77].

A realistic security model assumes that extraction
resistance and availability resilience are secure MLOps
requirements. Release packages should be signed,
versioned, and verified during installation. Rollback attacks
and key compromise should be addressed with update
system research like TUF [76]. Supply chain-aware update
systems can be used to limit the blast radius by improving
delegations and trust relationships in multiple repositories.
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This can be particularly relevant for container-based edge
computing scenarios [78].

In reality, more secure Al controls may come at a cost
to latency, computational burden, memory consumption,
and operational difficulties. Techniques such as secure
training, differential privacy, attestation, and query auditing
can increase security, but their use must be weighed against
the limitations of the device and the need for continued
service availability.

The data-centric security principles outlined in Al
security guidelines can be employed to minimize the
chance of silent degradation of decision-making due to
disruptions [79]. This Survey is able to bring together
our insights on the interplay between these four types of
attacks in real-world IoT edge cloud deployments. In the
case of poisoning and backdoors, future decisions are
impacted since they involve changes to streaming data,
labels, and updates. On the other hand, adversarial inputs
exploit the decision boundaries under latency constraints
in their immediate environment. Likewise, privacy attacks
and model theft attacks usually arise due to the same
interface choices. The survey makes clear that individual
solutions will not suffice, and layered approaches must
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Table 3. Unified summary of model extraction vectors

Threat vector or mode Attacker access

Likely impact

Edge-feasible controls

remote, black-
box

API query extraction

model cloning

throttling, output restriction, query anomaly
alarms

On-device weight theft local or insider

full artifact loss

debug hardening, encryption at rest,
isolation and attestation

Supply-chain exfiltration pipeline or

update access

fleet-wide
compromise

signed builds, delegated trust, rollback
protection

DoS and resource remote or botnet

exhaustion

service outage

rate limits, circuit breakers, redundancy,
staged rollout
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8 Conclusion

This survey has placed the security of Al in IoT
systems and edge cloud systems as a lifecycle process
that includes data acquisition, training, deployment,
inference, and updates. In this regard, the synthesis has
unified poisoning and backdoors, adversarial attacks,
privacy leakage, and model extraction as a taxonomy
that makes it clear where attacks come in, what they
touch, and what can be done about it at the edge. The
synthesis has highlighted deployable defenses that
include provenance and screening, robust learning and
backdoors, runtime monitoring with calibration and out-of-
distribution detection, privacy-preserving learning, model
protection with throttling, fingerprinting, watermarking,
and attestation. Application-wise, these results will
be particularly important for applications like IoT in
healthcare, where leakage and manipulation of privacy
may impact diagnostics and monitoring capabilities. They
are just as crucial for the industrial sector, where attacks
such as poisoning or extraction might cause faults in
predictive maintenance and process control. Smart city
edge computing systems require reliable and secure Al
deployment since faulty Al inference in nodes like traffic,
surveillance, or public safety may cause cascading risks
within the interconnected city services. Future research
efforts on this topic would need to concentrate on creating
benchmarks where there are tests for physical attacks,
digital attacks, drifts in streaming, and realistic knowledge
that attacker claims to prove their robustness and privacy
are aligned. Better alignment of secure MLOps practices
with governance, logging hygiene, and incident response
could turn metrics into service level objectives. Another
direction is to optimize robustness, privacy, and efficiency
together, as edge security compromises on accuracy to
prioritize safety and energy efficiency. Hardware-assisted
isolation, including trusted execution and measured boot,
should be compared to extraction and side channels.
Red teaming can limit regression in production. Several
focused research challenges remain open for secure Al
deployment at the edge. These include secure federated
update validation against poisoned or malicious client
contributions, benchmark standardization for realistic
edge-Al attack evaluation, hardware-assisted protection
against extraction and side-channel risks, and attack-aware
edge orchestration that can adapt inference, updates, and
recovery policies under active adversarial conditions.
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