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Abstract

More and more service providers deploy applications 
in data centers connected by the wide area network 
(WAN). WAN makes these data center networks (DCNs) 
interconnected to a certain extent, but the security problems 
within the network are increasingly prominent. Especially 
when a malicious attack occurs, data transmission across 
data center network may lead to packet loss, resulting 
in adverse effects such as data transmission delay, low 
throughput and network bandwidth waste. In order to 
ensure the reliability of cross DCN traffic transmission 
under malicious traffic attack, a coding method is proposed 
to achieve low delay and high throughput of cross DCN 
information under malicious traffic attack. This method 
uses forward error correction (FEC) coding based on the 
traditional fountain code. Specifically, senders encode the 
original data into more coded packets than the original 
data, while receivers can recover the complete effective 
data even in the case of packet loss. In addition, the 
coding module will dynamically adjust the number of 
redundant packages according to the network conditions 
to alleviate congestion. NS-3 simulation results show that 
under malicious traffic attack, FEC coding can reduce the 
transmission delay by 35% and improve the throughput by 
30% compared with the existing schemes.

Keywords: Data center network, FEC coding, Adaptive, 
Redundancy control

1  Introduction

Due to the rapid development of big data and cloud 
computing, many service providers have invested a lot of 
money in the construction of data centers around the world. 
In addition, with the increasing demand for applications 
from users around the world, many service providers 
deploy services on cross DCNs connected through WAN 
[1-2]. These data centers store a large amount of data and 
use it for transmission, replication, query and calculation 
purposes [3]. 

As these data centers are connected by WAN, the 
increasing volume and complexity of business operations 
on wide area network application information systems 
have led to many security threats [4]. On one hand, 
security issues may arise from internal network devices 
such as switches and routers (e.g., routing information 
leakage, network device configuration risks). On the other 
hand, security issues stem from numerous hacker attacks 
on the external network. Hackers exploit eavesdropping, 
probing, scanning, and other sniffing programs to discover 
potential security vulnerabilities in the network, thereby 
launching attacks.

Recent researches have focused extensively on 
malicious attacks. One aspect of researches involves 
identifying, classifying, and filtering malicious attack 
flows, including encrypted malicious traffic [5], using 
various methods such as Convolutional Neural Network 
(CNN) [6-7] and Deep Neural Network (DNN) [8-9], to 
mitigate attacks at their source. Another area of researches 
involves manipulating transmitted data, employing 
techniques like backup [10], retransmission, and TCP 
tail loss recovery mechanisms [11], to duplicate data 
packets or transmit them multiple times to prevent data 
loss. However, both the methods for detecting malicious 
traffic and those for operating transmitted data have certain 
shortcomings and limitations. 

In this article, we propose a FEC coding [12] method 
based on fountain code to encode and transmit streams 
across data centers. This method aims to reduce the impact 
of packet loss caused by malicious attacks on networks 
across DCs and diminish the latency introduced by packet 
loss, thus achieving rapid convergence. The key of this 
approach is the sender that using Error Correcting Code 
(ECC) to redundantly encode the message. Even in the 
event of a malicious attack, the receiver can recover the 
lost message as long as it receives sufficient encoded 
messages, eliminating the need for retransmission. This 
effectively avoids congestion caused by malicious attacks 
and delays due to data return. Additionally, the transparent 
coding layer only requires deployment between the TCP 
and IP layers of the terminal host without modifying the 
existing TCP/IP protocol.

The main work of this paper is as follows: 
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1. The paper empirically demonstrates the various 
adverse effects caused by malicious attacks during data 
transmission across DCNs. Then a FEC coding method 
based on fountain codes is proposed to mitigate the adverse 
effects of attacks generated by malicious traffic. The sender 
redundantly encodes messages using error correction 
codes, so that even in the presence of malicious attacks, 
the receiver can recover lost packets as long as a sufficient 
number of encoded packets are received, thus avoiding the 
detrimental effects of packet loss. 

2. We theoretically analyze the probability of 
successful decoding at the receiver and demonstrate, 
through network simulation, that the performance of the 
FEC coding method is significantly better than existing 
schemes, including DCTCP [13], GTCP, and GEMINI. 

3. We discuss the effects of different grouping strategies 
of FEC coding on traffic transmission across DCNs.

The sections of this paper are organized as follows: 
Section 2 outlines the motivation for this study, Section 
3 discusses the coding design, Section 4 presents the 
experimental results, Section 5 provides the conclusion 
and future work.

2  Motivation

(1) Analysis of limitations of current methods: 
There are many methods currently used to handle 
malicious attack flows in cross-DCNs. Whether filtering 
malicious attack flows from the source to avoid disrupting 
the transmission of normal flows, employing common 
retransmission measures to ensure data integrity at the 
expense of time, or adopting congestion control schemes 
between data centers to regulate reasonable transmission 
speeds and avoid packet loss [14], all of these approaches 
have their limitations.

First, in terms of malicious traffic detection methods, 
the detection success rate is a core indicator. Many mature 
commercial firewall products [15] have emerged at home 
and abroad, but they all have the disadvantages of limited 
protection rule state, poor readability and high maintenance 
cost. In addition, the traditional machine learning algorithm 
has relatively strict requirements on data sets, and needs to 
enumerate a large number of traffic characteristics, and it is 
easy to fall into local optimal solution [16-17]. In addition, 
in recent years, when the types and forms of malicious 
traffic are becoming more and more diverse and complex, 
CNN prediction methods are still limited to identifying a 
few types of attacks and cannot fully cover all scenarios 
[18]. Finally, in the high-speed DCN, it is challenging to 
achieve the required detection and feedback time [19].

On the other hand, backup may lead to excessive 
resource consumption and a large amount of bandwidth 
waste. Retransmission regards loss as congestion signal 
and controls the size of congestion window [20]. However, 
when a large number of retransmissions occur due to 
continuous packet loss, network congestion will be 
aggravated. The TCP tail loss recovery mechanism only 
reducing the time interval of retransmission timeout (RTO) 
cannot solve the delay problem caused by frequent error 

timeout and window reduction.
At the same time, in the research of congestion 

control between cross DCNs, whether GEMINI [21-
22] dynamically adjusts windows and maintains low 
buffer occupancy through system integration of explicit 
congestion notification (ECN) [23] and delay signals to 
achieve high throughput, or latest suggestions of GTCP [24] 
on the difficulty of coordinating high utilization inter data 
center flows and low latency intra data center flows, these 
methods cannot effectively solve the problem of packet 
loss caused by malicious attacks. When a large number of 
malicious data packets pour in, Gemini’s response time is 
very short, which makes it difficult to achieve reasonable 
dynamic window adjustment, and even leads to more 
serious link congestion. In addition, when malicious 
attacks occupy the entire link and packet loss occurs, the 
receiver driven mode adopted by GTCP will lead to more 
serious bandwidth waste and higher delay. Similarly, 
DCTCP is also a congestion control protocol specially 
designed for the DCN. By using ECN to provide more 
timely and accurate congestion feedback, it can realize the 
efficient utilization of network resources and reduce delay, 
so as to solve these challenges [25]. However, DCTCP 
has the problem of head end line blocking. As with the 
traditional TCP variant, the loss or delay of a single packet 
in the stream will lead to the suspension of subsequent 
packets, resulting in performance degradation and delay 
increase. Although DCTCP aims to alleviate this problem 
by quickly responding to congestion signals, it may not 
fully alleviate line congestion in all cases. Therefore, when 
malicious attacks lead to continuous packet loss, DCTCP 
will be in the congestion avoidance stage for a long time, 
significantly increasing the completion time of effective 
flow and reducing the throughput of effective flow within a 
certain period of time. 

Finally, FEC code contains many codes, such as LDPC 
code, RS code, etc. Among them, the redundant encoding 
of LDCP code is in bits and its main function is to 
correct errors in transmitted data. Therefore, when packet 
loss occurs, LDPC code cannot reduce the number of 
retransmissions. RS codes are only suitable for short code 
units with a total number of bits less than 1000 and are 
not suitable for large-scale data transmission across data 
centers. Therefore, fountain codes in data packet units are 
the most suitable choice for cross data center transmission 
encoding in FEC codes. 

(2) The impact of malicious traffic attack: To 
assess the harmfulness of malicious traffic attacks, NS-3 
simulation was employed for experimentation. NS-3 
simulation is a network simulator used to model network 
topology and execute various network protocols, thereby 
simulating the operational mechanisms of computer 
networks. Experiments were conducted on a double 
leaf-spine topology network, as depicted in Figure 1. 
This network comprises 2 hosts, 2 leaf switches, 3 spine 
switches, and 1 central switch. 

The buffer size of each switch is set to 256 packets. 
Among them, S1 to S4 are sending nodes, and C1 to C4 
are receiving nodes. The bandwidth of each path is 1Gbps, 
and the round-trip propagation delay is 100μs. In this 
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experiment, the FPT flow is set as the legitimate flow, 
while the CBR flow is set as the attack flow. The intensity 
of the malicious attack is controlled by adjusting the ratio 
of CBR flow size to FPT flow size.

Figure 1. Double leaf-spine topology
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Figure 2. Relationship between throughput and attack 
intensity

From Figure 1, it can be seen that double leaf-spine 
topology networks are connected by switch K0. These 
two networks represent 2 DCNs, and the switch K0 and 
the links connected to it represent the wide area network 
connecting the data centers. Host S0 is connected to 
switch K0, representing the attacking host in WAN. In this 
experiment, the sending hosts S1 to S4 send legitimate data 
flows to the receiving hosts C1 to C4 respectively, with 
each flow size set to 100MB and each packet size set to 
100KB. At the same time, host S0 randomly sends attack 
flows to the receiving hosts C1 to C4, with the intensity of 
the malicious attack increasing over time.

To demonstrate the adverse effects of malicious traffic 
attacks on DCNs, corresponding data collection and 
statistics were conducted at the senders, switches, and 
receivers. The number of packets sent at the senders was 
collected, the queuing rate of packets was monitored at 
the switches, and the throughput of legitimate flows was 
measured at the receivers. Since there are multiple senders, 
switches, and receivers, the collected statistical data 
are averaged by each flow. And these statistics are also 
averaged in the time dimension.

Figure 2 shows that the effective throughput at the 
receiving end continuously decreases with the increase 
in the intensity of malicious attacks. Throughput refers to 
the amount of data transmitted through the network per 

unit time [26]. It can be seen that as the attack intensity 
continues to increase, network congestion worsens, 
resulting in a decrease in the amount of legitimate traffic 
received by the recipient, thus leading to a reduction in 
effective throughput. When the attack intensity reaches 35, 
throughput decreases by approximately 78% compared to 
before the attack. 
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Figure 3. Variation of packet sending volume with attack 
intensity
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Figure 4. Variation of packet queuing rate with attack 
intensity

As shown in Figure 3, when the intensity of malicious 
attacks reaches 35, the number of packets sent by the 
sender significantly decreases, with the packet count 
dropping to around 200. That is because the sender 
to dynamically adjust the sending rate during data 
transmission to adapt to the network conditions while 
ensuring the reliability and efficiency of the network [27].

Similarly, Figure 4 reflects the relationship between 
malicious traffic attacks and packet queuing ratio, where 
the packet queuing ratio refers to the ratio of packets in the 
switch buffer to the packets being sent. From the figure, 
it can be observed that as the attack intensity increases, 
the packet queuing ratio sharply rises. When the intensity 
reaches around 35, the packet queuing ratio is very close 
to 1, indicating that the entire network is approaching a 
paralyzed state. 

Based on experimental observations and systematic 
analysis, we conclude that both methods based on source-
based malicious traffic detection and existing congestion 
handling methods have certain limitations. 



200   Journal of Internet Technology Vol. 27 No. 2, March 2026

3  System Design

3.1 Design Overview
FEC can timely recover lost packets by employing 

redundant packets, thereby enhancing transmission 
performance. Generally, adding a reasonable number of 
redundant packets can improve transmission reliability. 
Specifically, in the event of a malicious attack in the 
ross DCN leading to the loss of effective packets, the 
FEC coding method with redundant packets does not 
immediately trigger the retransmission mechanism. As 
long as the number of lost packets is smaller than the 
number of redundant ones, the original packets can be 
recovered, enabling the receiver to successfully receive the 
data. The framework of FEC coding is depicted in Figure 5. 

Figure 5. FEC coding framework

For senders, the source packets are passed to the 
encoding module for encoding. Within this module, an 
ACK is sent to notify the sender of successful receipt of 
the source packet. Upon receiving the ACK packet, the 
sender removes it and forwards it to the transmission 
layer. Subsequently, the senders generate k + r encoded 
data packets through operations such as XOR summation 
on the k original data packets within the encoding module 
before transmitting them. It’s noteworthy that in the 
coding process, r is not fixed, indicating that the number of 
redundant packets dynamically adjusts based on the real-
time state of network traffic. 

For receivers, the decoding module receives coded 
packets from senders and decodes k + s (where s ≤ r) 
coded packets. After successful decoding, the decoded 
packets are handed over to the upper layer. Simultaneously, 
receivers send an ACK to confirm the successful reception 
of the packet.

Figure 6 illustrates the detailed process of FEC 
encoding. From the figure, it can be observed that both the 
encoding layer at the sender and the decoding layer at the 
receiver are deployed between the TCP/IP protocol layers, 
without the need to modify the existing TCP/IP protocol. 
Therefore, the application of this encoding/decoding layer 
to both the sender and receiver is transparent, greatly 
reducing the deployment complexity of this encoding and 
being relatively hardware-friendly. Additionally, it is worth 
noting that the equal cost multi-path (ECMP) mechanism 

is deployed on all switches. This mechanism ensures that 
when there are multiple forwarding paths available, the 
switch will sequentially send the received data packets to 
these paths. The ECMP mechanism in switches ensures a 
certain degree of load balancing on the links, improving 
the utilization of each link and helping alleviate network 
congestion issues.

Figure 6. FEC encoding and decoding process

3.2 Design Details
In the encoding process, encoding redundancy affects 

both decoding latency and communication overhead, 
making it difficult to strike a balance between two aspects. 
For instance, to expedite the decoding operation, the 
sender should dispatch more redundant packets, inevitably 
incurring unnecessary traffic overhead and constraining 
the sender’s own transmission rate. However, if too few 
redundant packets are transmitted, decoding speed is 
hampered as the receiver must wait for a sufficient number 
of encoded packets to conduct decoding operations. In 
essence, careful adjustment of encoding redundancy 
is necessary to achieve a favorable trade-off between 
decoding latency and traffic overhead. In this paper, 
the number of redundant packets is determined by the 
following rules.

Before sending data, as illustrated in Figure 7, the 
sender needs to divide the flow to be sent into k equally 
sized data packets. These data packets are further 
subdivided into m groups of equal length. Subsequently, 
the sender obtains the packet receiving rate pi(i = 1, …, m) 
from the sender to the receiver by sending test packets.

Figure 7. Redundant packages generation process

Let xi denote the total number of test packets sent 
for the i-th group, and yi denote the number of packets 
received by the receiver for the i-th group. Then pi can be 
determined by the following equation:
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Each group of packets requires testing for packet loss 

rate once, so there is a total of m groups and m tests need 
to be conducted. For each group, r1, r2, …, rm redundant 
packets are generated respectively. Since the necessary 
condition for successful decoding is that the number of 
packets received by the receiver is greater than or equal to 
the number of source packets, ri must satisfy the following 
equation:

( )    i ik r p k+ ≥ (2)

Further derivation from equations (1) and (2) yields 
that ri should satisfy the following condition:
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This ensures that the receiver can, on average, receive 
at least as many encoded packets as the number of source 
packets. Further analysis reveals that if the total number of 
packets sent by the sender in each group is denoted as h, 
then we have:

ih k r= + (4)

Therefore, in the case where the packet receiving rate 
is pi, the probability that the receiver receives y packets is:

( ) ( )( ) 1 h yy y
i ihp y C p p −= − (5)

Thus, it can be concluded that the probability of 
successful decoding by the receiver, denoted as pc, is:

1

0

1 ( )
k

c
y

p p y
−

=

= −∑ (6)

Similar to fountain codes, the encoding module at the 
sender generates redundant packets from source packets 
through XOR operations. As depicted in Figure 7, during 
transmission, in addition to sending the source packets, the 
sender also needs to transmit these redundant packets. This 
approach is more favorable for decoding at the receiver 
compared to traditional fountain codes. Meanwhile, the 
ECMP mechanism is deployed on switches. By using the 
same metric standards, ECMP distributes traffic reasonably 
across multiple paths with equal costs to improve network 
performance and fault tolerance. Through the ECMP 
mechanism, traffic in the network can be more evenly and 
efficiently distributed, avoiding congestion and failure risks 
on a single path. This helps enhance network throughput 

and response speed, thereby improving user experience 
and system performance.

4  Experimental Results and Analysis

4.1 Experimental Setup
The experiment will be carried out on the double 

leaf-spine topology based on Figure 1, with network 
parameters set according to Section 2. But, compared to 
Figure 1, there are 1 additional sender and receiver, which 
means 3 senders and receivers are activated in the network 
topology. Similar to Figure 1, during the transmission, 
6 senders send packages to the corresponding receiver 
respectively. Every switch is equipped with the ECMP 
mechanism to distribute received packets sequentially 
across each link, ensuring the utilization of each link. when 
collecting statistical data, we obtain the flow completion 
time (FCT) for 6 flows and the throughput for 6 receiving 
host machines, and then take the respective average values 
of these two metrics as overall indicators.

4.2 Experimental Results
(1) Comparison between FEC encoding and 

other schemes under normal intensity attack: In this 
experiment, the intensity of malicious attacks ranged 
randomly from 0 to 40, with a variation period set at 
1000μs. Each sender transmitted a flow of 1000MB to 
the receiver, dividing the flow into 100 groups before 
transmission. Each group contained 10 data packets, 
making each packet size 1MB.
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Figure 8. Comparison of FCT of each method

Figure 8 clearly demonstrates the comparison of 
FCT among FEC, DCTCP, GTCP, and GEMINI under 
specific experimental conditions. From the graph, it can be 
observed that the FEC encoding scheme proposed in this 
paper performs exceptionally well in reducing FCT. Its 
average FCT is reduced by approximately 35% compared 
to the other three methods. This significant advantage 
indicates the excellent performance of FEC encoding in 
traffic transmission across DCNs.

Figure 9 intuitively presents the significant advantage 
of FEC encoding proposed in this paper in terms of 
throughput compared to DCTCP, GTCP, and GEMINI 
methods. From the graph, it can be seen that among 
these four methods, FEC encoding exhibits the most 
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prominent throughput performance, increasing throughput 
by approximately 20% to 30%. This result once again 
demonstrates the effectiveness of FEC encoding in 
improving data transmission efficiency.
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Figure 9. Throughput comparison of various methods

(2) Comparison between FEC encoding and other 
schemes under high intensity attack: To demonstrate 
the universal advantage of the FEC encoding scheme 
proposed in this paper, in the following experiments, we 
will continue to increase the intensity of malicious attacks 
to observe the performance of each method in extreme 
situations. Therefore, we will increase the intensity of 
malicious attacks from 0 to 40 to a range of 40 to 100, 
indicating a worse network condition and more severe 
packet loss.

Figure 10 and Figure 11 provide detailed comparisons 
of the performance of each method in terms of FCT and 
throughput under high-intensity malicious attacks. We can 
observe that the FEC encoding method proposed in this 
paper maintains relatively stable performance under high-
intensity attacks. The increase in FCT and the decrease 
in throughput for FEC encoding are smaller compared to 
other methods, demonstrating the robust resistance and 
stability of FEC encoding against malicious traffic attacks.
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Figure 10. FCT of various methods under high intensity 
attack
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Figure 11. Throughput of various methods under high 
intensity attack

(3) The Influence of Different Groupings on the 
Encoding Performance of FEC: To further analyze 
and study the influence of groupings on the encoding 
performance of FEC, we divided the sender’s flow into 
different numbers of groups, with each group containing a 
different number of data packets. Specifically, we divided 
them into four groups: 100 groups with 10 data packets 
each, 50 groups with 20 data packets each, 20 groups with 
50 data packets each, and 10 groups with 100 data packets 
each. In this experiment, the variation period of malicious 
traffic attacks will be set to 1000μs, and the main metric 
selected is the average FCT of 6 flows.

Figure 12 shows the FEC encoding FCT under these 
four different groupings. It can be observed that the longer 
numbers of data packets in each group, the longer the FCT.

This is because, in the case of a long variation period 
of attacks, there is relatively less likelihood of a change in 
packet loss rate during the transmission of each group of 
data packets. This means that the packet loss rate obtained 
through previous testing data packets still has high 
accuracy, allowing the generated redundant codes to adapt 
well to the network conditions and ensure smooth data 
transmission.
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Figure 12. FCT of different groups
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Conversely, when the variation period is short, there 
is a higher probability of significant changes in the packet 
loss rate during the transmission of data packets. At this 
point, the packet loss rate obtained through previous 
testing data packets is no longer applicable to the current 
network conditions. 

Furthermore, when the number of data packets in each 
group is small, the corresponding number of redundant 
packets generated will also be smaller, and the impact of 
a small number of data packets on the network will be 
lower; On the contrary, when there are many packets in 
each group, the number of redundant packets generated 
will be higher. When a large number of redundant packets 
are generated and transmitted simultaneously, it is highly 
likely to make the network congestion worse, which goes 
against the design purpose of FEC coding in this paper.

It’s also worth noting that if the number of data packets 
in each group is too small, the number of groups will 
increase accordingly. This means that before each data 
packet is sent, test data packets need to be sent to assess the 
current packet loss rate. With the increase in the number of 
groups, the frequency of sending test data packets will also 
rise sharply. Excessive sending of test data packets may 
also lead to wastage of network resources.

5  Conclusion and Future Work

In this paper, research on FEC encoding in the context 
of malicious attacks during cross data center traffic 
transmission is presented. This encoding is an adaptive 
coding technique that can dynamically adjust redundant 
settings based on network conditions, allowing the 
receiver to successfully recover the source data without 
receiving complete data. Due to its ability to make real-
time adjustments based on network conditions, this 
encoding reduces unnecessary bandwidth wastage while 
meeting decoding requirements, thus avoiding additional 
congestion caused by redundant data packets. Moreover, 
this encoding maintains compatibility with existing 
transport layer protocols and does not require complex 
hardware modifications during actual deployment.

In the future work, it would be beneficial to consider 
integrating more practical network environments and 
business requirements for deeper simulation testing 
and field deployment verification of these methods. 
For example, incorporating artificial intelligence and 
machine learning techniques into the optimization of FEC 
encoding grouping could be explored. This would involve 
dynamically adjusting FEC grouping based on network 
conditions to prevent excessive packet loss triggering 
retransmissions due to mismatch between the rapidly 
changing attack variation period and the observed packet 
loss rate.
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