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Abstract

Deepfake technology refers to the use of deep learn­
ing to generate fabricated audiovisual content. It can 
be utilized in virtual reality and movie production. 
However, if used for malicious purposes, it can impact 
individuals and society and pose national security issues. 
Governments worldwide have introduced policies and 
legislation to address these issues. Detecting deepfake 
videos is thus critically important. This study analyzes 
methods of generating and detecting deepfake videos. 
We used frameworks such as DeepFaceLab and FakeApp 
to produce deepfake videos. Employing the Xception 
depthwise separable convolution network model as 
the foundation, we adopted the FakeVideoForensics 
method for continuous video analysis, the DeepFakes_
FacialRegions method for specific facial feature analysis, 
and the Improved Xception method, which showed better 
performance. We have developed an enhanced depthwise 
separable convolution and facial feature extraction method 
for deepfake video detection, named Improved Xception 
Feature Fake Video Detection (IXFFVD). This method 
was trained using UADFV, FaceForensics++, Celeb-
DF, and DFDC datasets, and it was used to detect face-
swapped deepfake videos created by frameworks such 
as DeepFaceLab and FakeApp. Experimental results 
show that IXFFVD outperforms the compared methods. 
Although the detection efficacy of this method could be 
further enhanced, future work will focus on incorporating 
spatiotemporal detection criteria to improve the detection 
of deepfake videos created from different datasets.

Keywords: Deepfake, Deep learning, Security, Depthwise 
separable convolution

1  Introduction

Deepfake technology, based on deep learning, refers 
to the creation of forged videos using artificial intelligence 
to replace a person’s face in one image with another, 
creating deceptive and realistic scenes that never occurred. 
Deepfake utilizes Generative Adversarial Networks 
(GANs) and autoencoders for face swapping [1]. Deepfake 
technology offers beneficial applications in virtual reality 
movie production, such as during the Covid-19 pandemic 

when film companies faced shooting difficulties and 
high actor costs, leading Synthesia LLC to release video 
synthesis technology in 2021 for movie and television 
production [2]. However, the same technology, when used 
maliciously, can spread unsettling videos that disrupt social 
order.

Deepfake primarily employs unsupervised learning 
with Generative Adversarial Networks [3], and its 
technology has rapidly evolved from a time-consuming 
and complex process to one where convincing deepfakes 
can be created from a single photo, using software like 
FakeApp, FaceApp, and Zao [4]. Deepfakes are often 
maliciously used in pornographic videos, causing harm, 
threats, or humiliation, potentially leading to retaliatory 
actions by the victims [5].

Political deepfakes represent another common 
malicious use of this technology, impacting political 
developments and misleading the public [6]. Misuse of 
deepfakes in national issues can harm national security, 
affecting democratic, legal, and sovereign values, and 
destabilizing peace [7].

During the Russia-Ukraine conflict, deepfakes 
were used in information warfare, with a deepfake of 
Ukrainian President Zelensky appearing on Ukrainian 
TV, announcing the surrender of Ukrainian soldiers [8]. 
In response, pro-Ukraine groups circulated a deepfake of 
Russian President Putin calling for Russian soldiers to 
surrender [9], demonstrating the use of deepfakes by both 
nations to influence the war (Figure 1).

Figure 1. Deepfake videos in the Russia-Ukraine conflict 
[8-9]

In light of the potential dangers and proliferation 
of deepfake technology, governments have introduced 
policies and regulations to mitigate harm and have focused 
on developing detection technologies. The European 
Union, in 2021, published a draft of artificial intelligence 
regulations requiring video creators to proactively label 
content and mandate transparency in AI applications 
[10]. In the United States, the 2021 National Defense 
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Authorization Act established regulations addressing 
deepfake technology, mandating the Department of 
Homeland Security to publish analytical reports on 
deepfakes and develop detection technologies and 
corresponding countermeasures [11].

To reduce the harm caused by deepfake videos, 
detection technologies have become crucial. Initially, 
basic differentiation methods like skin tone of the face, 
eye reflections, and facial afterimages were employed. 
However, due to the rapid development of deepfake 
technology, these basic methods have become insufficient. 
Major technology companies have been launching 
solutions to address deepfake videos. In 2020, the social 
media company Facebook released a database of about 
100,000 deepfake images, aiming to detect deepfakes 
using artificial intelligence methods [12]. In the same 
year, prior to the US presidential election, Microsoft 
developed deepfake detection software capable of scoring 
videos to determine whether they are products of deepfake 
technology [13].

To address the threats posed by deepfake technology, 
developing techniques for detecting deepfake videos is 
crucial. This study was conducted with this objective 
in mind, and its contributions are as follows: (1) Study 
the types of deepfake videos, their production methods, 
detection techniques, and datasets for detection, (2) 
Leveraging the Xception depthwise separable convolution 
and harnessing the strengths of FakeVideoForensics, 
DeepFakes_FacialRegions, and Improved Xception 
detection methods, we have developed an advanced 
depthwise separable convolution method for deepfake 
video detection that extracts facial features, termed 
Improved Xception Feature Fake Video Detection 
(IXFFVD), (3) Train with datasets such as UADFV, 
FaceForensics++, Celeb-DF, and DFDC, and detect face-
swapped deepfake videos created using frameworks such 
as DeepFaceLab and FakeApp, with the aim of achieving 
better performance than existing methods and developing a 
more suitable detection framework for deepfake videos.

2  Related Work

Deepfake videos are primarily divided into two main 
categories: image deepfakes and audio deepfakes. Image 
deepfakes are further classified into four types: synthesis, 
replacement, editing, and reproduction. Audio deepfakes, 
on the other hand, are divided into two types: voice 
replacement and text-to-speech (Figure 2). This study 
will focus on exploring the technology for detecting face 
replacement in deepfake videos.

Figure 2. Deepfake videos classification

Depending on the principles of deepfake video 
production, the methods of creating face replacement 
deepfake videos can be divided into two types: Face 
Swapping and Face Morphing. Face swapping deepfake 
videos are created using autoencoders, which consist 
of an encoder and a decoder. This process utilizes two 
autoencoders where the encoder extracts facial features 
from both the source and target images. These features are 
then swapped and passed to the decoder for reconstruction 
to achieve the face swapping effect. Korshunova et al. used 
convolutional neural networks, training on photo datasets 
to capture target images and generate face-swapped images 
(Figure 3) [14]. However, due to the lack of consideration 
for temporal continuity, it is not possible to produce 
high-quality deepfake videos. Subsequently, Generative 
Adversarial Networks (GANs) have become mainstream in 
deepfake video production. Olszewski et al. leveraged this 
network architecture to infer the features of each frame of 
the target video using a single source target feature [15]. 
FaceSwap [16] improves the performance of autoencoders 
using adversarial and perceptual losses to generate more 
realistic faces, while DeepFaceLab is an open-source 
deepfake video production framework [17].

Figure 3. Face-swapping deepfake videos in [14]

Face morphing refers to the manipulation of facial 
expressions in videos to forge certain facial movements. 
Vlasic et al. employed database models of different facial 
expression parameters for face morphing (Figure 4) [18], 
but the results lacked temporal coherence. Thies et al. 
reconstructed facial features using spatial transformation 
techniques to morph faces [19]; however, their approach 
only considered changes in expression, resulting in a 
disconnect with the overall head movement. Kim et al. 
enhanced temporal and spatial coherence using generative 
neural networks to create convincingly real facial morphs. 
This method allows not only for the alteration of facial 
expressions but also for the movement of the head, 
resulting in higher overall continuity [20].
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Figure 4. Face morphing examples in [18]

Wang et al. proposed perspectives on deepfake 
video detection, which can be categorized into detection 
methods based on deep learning: for instance, Chen et al. 
conducted detection using datasets [21]; physics-based 
detection methods: such as Hu et al. who utilized the 
calculation of the height of corneal reflection between two 
eyes for deepfake detection [22]; physiological detection 
methods: as demonstrated by Karras et al., who employed 
calculations of abnormal facial configurations for detection 
[23]; and detection methods based on human visual 
performance: for example, Guo et al. detected deepfakes by 
segmenting the pupil position from the eyes and analyzing 
its shape. Yu et al. suggested that techniques for detecting 
deepfakes could be divided into methods based on time, 
network, biometric signals, and visual afterimages. In the 
2022 study by Xu et al. [24], it was found that the network 
models most commonly used for deepfake detection and 
yielding better results include Chollet’s XceptionNet 
from 2017 [25], Afchar et al.’s MesoNet from 2018 [26], 
Nguyen et al.’s Multi-task from 2019 [27], He et al.’s 
ResNet from 2016 [28], and Yang et al.’s SVM from 2019 
[29], among which XceptionNet is the most widely used 
network model, appearing in comparisons or as a baseline 
in over one-third of the studies.

Inception is a deep convolutional network architecture 
proposed by Google in 2015 [30]. In 2017, Google further 
improved upon the Inception-v3 version of the network 
architecture [31], developing Xception, which features 
depthwise separable convolution (Figure 5). This approach 
processes channels and spatial dimensions separately, 
utilizing model parameters more efficiently and enhancing 
the performance of dataset classification.

Figure 5. Xception network architecture

In 2019, Rossler et al. collected videos from the 
internet, specifically from YouTube, using four deepfake 
creation methods: Face2Face, FaceSwap, DeepFakes, and 
Neural Textures. They developed the FaceForensics++ 
deepfake dataset, which includes 1,000 real videos and 
4,000 deepfake videos. This dataset was tested using six 
automatic detection methods: Steg. Features + SVM, 
Cozzolino, Bayar and Stamm, Rahmouni, MesoNet, 
and Xception for deepfake identification, among 
which the method based on Xception showed superior 
detection performance [32]. Subsequently, in 2019, the 
Spanish software company BBVA Next Technologies 

also made public a deepfake detection method named 
FakeVideoForensics on the GitHub source code hosting 
platform. This method is based on the Xception approach, 
operates in two-dimensional space, and was evaluated 
using the FaceForensics++ dataset. It demonstrated better 
detection effectiveness for deepfake videos created using 
deceptive techniques such as FaceSwap, Face2Face, or 
DeepFakes [33].

In 2022, Tolosana et al. developed a detection method 
named DeepFakes_FacialRegions, based on four deepfake 
detection datasets: UADFV [34], FaceForensics++, Celeb-
DF [35], and DFDC [36]. They employed three deepfake 
detection methods: Xception, Capsule Network, and DSP-
FWA, and made it public on the GitHub platform [37]. 
Unlike previous approaches that used the entire face for 
detection, this method incorporates the facial 68-point 
landmark analysis tool developed by Baltrusaitis et al. in 
2018 [38], focusing on facial regions including the eyes, 
nose, mouth, and non-facial-feature areas for detection. 
Moreover, for the newer generation of datasets (Celeb-
DF, DFDC), the Xception-based deepfake detection 
method showed better performance. However, overall, 
the DeepFakes_FacialRegions detection method can only 
analyze individual photos, not entire videos.

In 2021, Chen et al. modified the Xception model by 
removing four residual blocks and replacing the common 
convolutional layers in the Xception preprocessing module 
with dilated convolutions from Inception. They utilized a 
feature pyramid to capture multi-level features, developing 
an improved Xception model for detecting faces generated 
by local GANs (Figure 6), which was made public on 
the GitHub platform [39]. This method uses the FFHQ 
natural image dataset as a baseline to create a face dataset 
generated by local GANs (LGGF), showing better 
detection performance than the original Xception method 
for deepfake videos. However, this detection method can 
only analyze individual photos, not entire videos.

Figure 6. Improved Xception network architecture

In 2024, Ciamarra et al. revealed deepfake videos 
using the time-surface framework (t-SF), which captures 
scene surfaces and their temporal variations, identifying 
inconsistencies caused by deepfake manipulations. These 
features are used as inputs for binary classifier evaluation 
in deep neural networks [40]. In 2024, Yan et al. proposed 
a detection method named LSDA to address the issue of 
detectors overly relying on specific forgery features. By 
constructing and simulating variations of forgery features 
in the latent space, LSDA expands the forgery space and 
utilizes a binary classifier for forgery detection, thus 
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learning more generalized decision boundaries and reduc­
ing dependence on dataset-specific features [41]. In 2024, 
Coccomini et al. proposed a deepfake video detection 
method called MINTIME, which combines spatiotemporal 
Transformers and convolutional neural networks. This 
method effectively captures spatiotemporal inconsistencies 
in videos with multiple individuals and varying face 
sizes through an identity-aware attention mechanism and 
position embedding techniques [42].

The quality and quantity of datasets will impact 
the effectiveness of deepfake detection. In the survey 
conducted by Xu et al. in 2022, the more popular datasets 
identified include FaceForensics++ by Rossler et al. 
from 2019, Celeb-DF by Li et al. from 2020, DFDC by 
Dolhansky et al. from 2020, and UADFV by Li et al. 
from 2018. In 2018, Li et al. used the CEW dataset [43], 
which focuses on detecting eye closure in deepfake videos 
of faces, to download 50 videos. These videos were 
produced using the deepfake creation tool FakeApp, with 
intervals of approximately 30 seconds ensuring at least 
one blink per interval. The evaluation was conducted using 
methods based on EAR and CNN. A UADFV dataset was 
developed, comprising 49 real videos and 49 deepfake 
videos.

In 2020, Li et al. selected public videos of 59 
celebrities from the online video platform YouTube and 
used the deepfake creation tool DeepFake to enhance the 
resolution for image synthesis, developing the Celeb-DF 
deepfake dataset. It was validated using nine deepfake 
detection methods: Two-stream, MesoNet, HeadPose, 
FWA, VA, Xception, Multi-task, Capsule, and DSP-FWA. 
The dataset includes a total of 590 real videos and 5,639 
deepfake videos.

In 2020, the well-known social networking company 
Facebook hosted a deepfake detection dataset competition, 
paying for the collection of 48,190 private videos. The 
videos were created using eight deepfake production 
methods: DF-128, DF-256, MM/NN, NTH, FSGAN, 
StyleGAN, refinement, and audio swaps, with filters 
and other means to enhance video recognizability. The 
selection was implemented using precision metrics, 
resulting in the development of the DFDC deepfake 
dataset, which includes 23,654 real videos and 104,500 
deepfake videos.

3  Proposed Method

3.1 Face Swap Deepfake Video Production
This study utilizes two deepfake production frame­

works, DeepFaceLab and FakeApp [44], to compare the 
effects of deepfake videos produced by different frame­
works. The DeepFaceLab deepfake production framework 
was made public by Iperov in 2019 on the GitHub source 
code hosting service platform, using Google’s TensorFlow 
open-source machine learning library. DeepFaceLab per­
forms face swapping using artificial neural networks and is 
compatible with operating systems such as Windows and 
Linux, but it produces better results on computers equipped 
with a GPU; FakeApp deepfake production framework 
was made public by someone known as Deepfakes on 
the Reddit social networking site in 2018. FakeApp also 
uses TensorFlow and artificial neural networks for face 
swapping, compatible with Windows and Linux operating 
systems, and has released versions for iOS and Android 
smartphones. However, the computer version requires a 
GPU-equipped computer to operate.

The production process for face swap deepfake videos 
is analyzed as follows (Figure 7):

(1)	 Image Extraction: Decompose the original and tar­
get videos into images.

(2)	 Face Extraction: Extract facial images from the 
original and target images.

(3)	 Mask Scope Detection: Detect the scope of the 
face in the original video where the target image’s 
face is to be replaced.

(4)	 Training Model: Conduct deep learning training 
for face replacement using a network model.

(5)	 Image Merging: Replace the facial image in the 
original video with the facial image from the target 
video.

(6)	 Video Output: Output the face-swapped deepfake 
video with the facial replacement completed.

The actual production of deepfake videos revealed 
that longer training times with deep learning and the use 
of better computer equipment yield better results. Upon 
visual comparison, face swap deepfake videos produced 
by DeepFaceLab (Figure 8) featured more distinct facial 
contours compared to those created with FakeApp (Figure 
9).

Figure 7. Schematic diagram of the deepfake video production process
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Figure 8. Face swap deepfake video produced by Deep­
FaceLab

Figure 9. Face swap deepfake video produced by FakeApp

3.2 Deepfake Video Detection Methods
This research utilizes the Xception depthwise separable 

convolutional network model, widely recognized for its 
efficacy in detecting deepfake videos. It integrates the 
FakeVideoForensics method to identify characteristics 
across sequential video frames, meeting practical 
detection requirements, and employs the DeepFakes_
FacialRegions technique’s 68-point landmark strategy 
for the extraction of distinct facial features from images. 
The network model undergoes enhancements through 
the augmentation of Dropout layers, thereby reducing 
overfitting [45] and improving the model’s generalization 
capability. These improvements facilitate the development 
of an advanced depthwise separable convolution and facial 
feature extraction technique for deepfake video detection, 
termed Improved Xception Feature Fake Video Detection 
(IXFFVD) (Figure 10). Additionally, this methodology is 
tested across four widely recognized datasets: UADFV, 
FaceForensics++, Celeb-DF, and DFDC, to detect face 

swap deepfake videos generated by platforms such as 
DeepFaceLab and FakeApp. This method is designed to be 
compatible with operating systems including Windows and 
Linux, necessitating the use of a GPU-equipped computer 
for execution.

The loss function in the detection method’s network 
model can be expressed by the following mathematical 
formula:

( ) ( ) ( )log 1 log 1
i

L yi pi yi pi = − + − − ∑ (1)

where L is the loss function used to measure the difference 
between the predicted value and the actual value; ​yi is the 
true label of the i-th sample; pi is the predicted label of the 
i-th sample; log(pi) represents the logarithmic probability 
of predicting a positive class; log(1−pi) represents the 
logarithmic probability of predicting a negative class. This 
method utilizes a loss function for supervised learning, 
effectively addressing binary classification problems by 
reducing the loss value to enhance detection capabilities, 
and employs the 68-point landmark method to improve 
feature values and enhance model performance.

This study utilizes the detection process of the Im­
proved Method for Deepfake Detection with Depthwise 
Separable Convolution and Facial Feature Extraction 
(IXFFVD) (Figure 11), detailed as follows:

(1)	 Select Dataset: Choose from different datasets 
(UADFV, FaceForensics++, Celeb-DF, DFDC) for 
comparison by loading weights.

(2)	 Load Weights: Load pre-trained model weight files 
based on specified weights.

(3)	 Establish Network: Create an enhanced depthwise 
separable convolution network through selected 
weights.

(4)	 Read Video: Read relevant information for each 
frame of the test video.

(5)	 Image Processing: Perform preprocessing such as 
resizing and color adjustment for each frame.

(6)	 Make Predictions: Use the loaded model to make 
predictions for each frame and calculate the au­
thenticity of the test video.

(7)	 Produce Results: After comparing each frame, 
obtain a true or false score and produce the final 
detection outcome and output the result video. 

Figure 10. Network architecture diagram of the IXFFVD detection method
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Figure 11. Schematic diagram of the detection process

In this  s tudy,  the IXFFVD detect ion method 
outperforms other methods by detecting continuous videos, 
utilizing the 68-point landmark method to extract specific 
facial features, and evolving the Improved Xception 
network model, achieving the best experimental results 
(Table 1).

Table 1. Comparison of detection methods

Method Network model Comparison

FakeVideo
Forensics

Xception Capable of detecting 
continuous videos

DeepFakes_
FacialRegion

Xception, 
Capsule, 

DSP-FWA

Capable of detecting 
specific facial features

Improved 
Xception

Improved 
Xception

Demonstrates improved 
detection performance

IXFFVD Improved 
Xception

Detects continuous 
videos, extracts specific 

facial features, and 
achieves the best overall 
performance in this study

4  Experimental Results and Analysis 

4.1 Experimental Steps
Using equipment with an Intel Core i7-10875H CPU, 

NVIDIA GeForce RTX 2070 GPU, and 64 GB of RAM, 
this study produced face-swap deepfake videos using two 
frameworks: DeepFaceLab and FakeApp. It employed the 
Improved Method for Deepfake Detection with Depthwise 
Separable Convolution and Facial Feature Extraction 
(IXFFVD) detection framework and conducted tests using 
four datasets: UADFV, FaceForensics++, Celeb-DF, and 
DFDC.

The IXFFVD model was trained using the Adam 
optimizer (categorical cross-entropy loss, initial learning 
rate 0.001) with a step-decay schedule halving the rate 

every 10 epochs. Training ran for up to 20 epochs with 
a batch size of 8. Input frames were resized to 256×256 
pixels and normalized to [0, 1]. Balanced class weights 
addressed class imbalance, and a dropout rate of 0.5 was 
applied throughout the network. Early stopping (patience 
= 10, monitored on validation loss) retained the best 
model weights. For each video, 10 frames were uniformly 
sampled and preprocessed with the dlib 68-point facial 
landmark detector.

To evaluate the performance of the proposed 
IXFFVD deepfake detection model, the datasets UADFV, 
FaceForensics++, Celeb-DF, and DFDC were divided 
into training, validation, and testing sets in a 5:1:4 ratio, 
with three indicators adopted for assessment: accuracy, 
precision, and recall. In this study, the positive class 
denotes real samples and the negative class denotes 
deepfake samples. Let N be the total number of samples 
in the dataset, TP the number of true positives (correctly 
detected real samples), TN the number of true negatives 
(correctly detected deepfake samples), FP the number of 
false positives (incorrectly detected real samples), and 
FN the number of false negatives (incorrectly detected 
deepfake samples). The formulas for the three indicators 
are as follows:

P NT T
Accuracy

N
+

= (2)

P

P P

TPrecision
T F

=
+

(3)

P

P N

TRecall
T F

=
+

(4)

4.2 Deepfake Video Detection and Analysis
In this study, the method was trained on videos from 

four datasets: UADFV, FaceForensics++, Celeb-DF, and 
DFDC. Feature extraction was performed on each frame, 
and prior to training, the 68-point landmark method was 
used to enhance feature values (Figure 12) to improve 
model performance. Finally, through the IXFFVD deep­
fake video detection framework, deepfake videos with face 
swaps created by DeepFaceLab and FakeApp were detect­
ed. The deepfake videos produced by DeepFaceLab and 
FakeApp were successfully detected by the deepfake video 
detection model trained on the four datasets: UADFV, 
FaceForensics++, Celeb-DF, and DFDC (Figure 13).

Considering the detection methods FakeVideoForen­
sics, DeepFakes_FacialRegions, Improved Xception, and 
this study’s IXFFVD, an analysis was conducted based on 
three deep learning metrics: accuracy, precision, and recall, 
to assess the overall detection outcomes. The IXFFVD 
method developed in this research demonstrated superior 
performance across the metrics of accuracy, precision, and 
recall, compared to the FakeVideoForensics, DeepFakes_
FacialRegions, and Improved Xception detection methods 
(Table 2).
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Figure 12. Illustration of dataset image training results

Figure 13. Deepfake video detection results

Table 2. Comparison of detection performance

Category Accuracy Precision Recall

FakeVideoForensics- 
FaceForensics++ 0.4444 0.6667 0.3333

DeepFakes_
FacialRegions-DFDC 0.5250 0.5136 0.9500

Improved Xception- 
Celeb-DF 0.8187 0.8160 0.9386

IXFFVD-
UADFV 0.9777 0.9819 0.9684

IXFFVD-
FaceForensics++ 0.9870 0.9870 1.0000

IXFFVD-
Celeb-DF 0.8498 0.8653 0.9353

IXFFVD-
DFDC 0.9740 0.6716 0.7287

5  Conclusion

This study builds on the foundation of Xception’s 
depthwise separable convolution and incorporates the 
68-point landmark method for facial feature extraction, 
developing a method suited for deepfake video detection—
IXFFVD. It was trained using four datasets: UADFV, 
FaceForensics++, Celeb-DF, and DFDC, capable of 
detecting face-swap deepfake videos produced by 
frameworks such as DeepFaceLab and FakeApp. 
Compared to other methods, the experimental results 
demonstrate superior performance. However, analysis 
indicates that different detection datasets may affect 
the outcomes. Future work will focus on enhancing 
the IXFFVD method by incorporating spatiotemporal 
detection criteria to improve detection efficacy across 
various datasets, thereby boosting the performance of 
deepfake video detection.
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