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Abstract

The Internet has brought marvelous convenience to 
people in recent years. In most public buildings, coffee 
shops, and airports, temporary personal computers are 
provided to users for network access. This has led to a po-
tential risk that the secret information of the user may be 
stolen once these temporary computers have been compro-
mised. Generally, a service provider verifies the authority 
of a user through a verification procedure. Of course, a 
user has to enter an authentication token into the public 
computer. Thus, an attacker can apply a key-logger to steal 
the password or personal information. After that, this at-
tacker can impersonate a legal user to access the service. 
Nevertheless, previous authentication mechanisms seldom 
focus on how to prevent this threat but external attacks. 
Hence, we aim to design an authorization transfer protocol 
to eliminate this malicious threat, in which a smartphone 
has been used to help the access transfer. That is, a user 
can carry on network services without keying any secret 
information into the public computer once a switch from 
a laptop or mobile device to a public computer is needed. 
In particular, we have simulated the system to demonstrate 
the performance of the proposed mechanism. Moreover, 
the correctness of mutual authentication has been proved 
according to the AVISPA. The proposed method allows 
users to securely transfer their services to public access 
devices through their smartphones without disclosing their 
sensitive information.

Keywords: Authorization transfer, Confidentiality, Public 
access, Keylogger, Smartphone

1  Introduction

In recent decades, the provision of various online ser-
vices through the Internet has led to an increasing expecta-
tion among users to access these services from anywhere. 
However, this convenience is accompanied by information 
security risks, as inadequate security measures can expose 
personal data such as account passwords, credit card num-
bers, and residential information to the Internet. Therefore, 
authentication mechanisms are essential for verifying the 

legitimacy of both service providers and users. Among 
them, the password authentication one [1-5] is an easy 
way to achieve this purpose. In such environment, a new 
user has to provide a pair of identity and password to the 
service provider in the registration. The server then keeps 
the secret information in the database once it has accepted 
the joining request. After that, the server can maintain the 
service access according to the comparison between the 
received authentication token and the one recorded in the 
database.

Nevertheless, researchers have pointed out that this 
simple mechanism might suffer from the stolen verifier 
attack and it requires a large amount of memory to main-
tain the password table and corresponding information. 
Hereafter, the smart card has been introduced in the design 
of authentication mechanisms to solve this security prob-
lem and mitigate the storage consumption [6-13]. Personal 
information and authentication tokens are kept in the card 
to prove the validity instead of the server database. Hence, 
the risk of stolen verifier attacks can be eliminated.

Subsequently, there have been many attacks based on 
the information retrieved from the smart card. According to 
the extracted token, intruders can further mount malicious 
attacks such as, forgery attack or impersonation attack. In 
[13], Song has proposed a secure password authentication 
mechanism which depends on the assumption that no one 
could dig information from the card, namely, the strong 
smart card. In addition, two-factor authentication schemes 
have been designed to enhance the entropy of verification 
token [14-18], in which the difficulty in compromising 
the system could be highly reinforced. Aside from a smart 
card, people often adopt the fingerprint as the other factor 
for securing personal information. The sampling process 
of fingerprint, however, is a tough problem in the imple-
mentation. It is due to the high sensitivity of cryptographic 
function. Thus, researchers start to apply a smartphone to 
be the second factor instead of the fingerprint. According 
to Groupe Speciale Mobile Association (GPMU) statis-
tics in 2022, there are more than 4.3 billion smartphone 
subscribers around the world [19]. The adoption of smart-
phone does make sense while integrating an authentication 
mechanism. Specifically, the computing ability of a smart 
phone is much higher than that of a smart card. This device 
can share parts of computation for verification.

With the explosive development of electronic com-
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merce and communication technologies, validity is not the 
only essential that these authentication mechanisms have 
to achieve. Many new challenges, including anonymity, 
un-traceability, efficiency, and resistance to new attacks, 
have come out in designing a novel authentication mech-
anism [12]. Nevertheless, common scenarios are often 
overlooked in the field of authentication mechanisms. 
Specifically, users frequently need to log into online sys-
tems using devices that are not their own, such as public 
computers or laptops belonging to others. Ensuring the 
protection of login information in these situations is par-
ticularly challenging. Public computers, available in places 
like campuses and libraries, pose significant security risks 
as attackers can install keylogging software to capture us-
ers’ credentials [20]. Incidents at universities in the United 
States [28-29] have demonstrated the real dangers of this 
threat, with students installing keyloggers to steal staff 
credentials, alter grades, and access sensitive information, 
thereby compromising the rights and privacy of other stu-
dents. Moreover, an attacker can scrap the memory to ob-
tain the security information and launch an impersonation 
attack [21]. Once people cannot get rid of this temporary 
switch situation, how to prevent a personal secret from 
being intercepted or recorded must be firmly concerned in 
developing an authentication system. 

So far, most authentication mechanisms are designated 
to check the user validity and secure the transferring token. 
However, ignoring the real-world context of using public 
equipment has led to the occurrence of these aforemen-
tioned attacks. Thus, we aim to propose a new authority 
transferring mechanism, in which a user can use the mo-
bile phone to switch a service to a temporary computer in-
stead of entering any personal secret. Aside from providing 
secure authority transferring services, the contributions of 
this paper include:

1)	 Restriction: We design the service provider to be 
capable of controlling one-time access transfers, 
and it can prevent a malicious attacker from reus-
ing the information to obtain the service.

2)	 Selectivity: We supply the strategy on the mecha-
nism, and then the user can directly communicate 
with the temporary computer. There is no need for 
an additional device for connecting, such as a Wi-
Fi access point, Bluetooth sensor, or SMS server.

3)	 Availability: We analyze the overhead of the com-
putation, and implement the mechanism.

4)	 Security: We use the formal tool AVISPA [22], 
which has been used for validating robustness in 
numerous researches to prove the mutual authen-
tication. Furthermore, we analyze various kinds of 
attacks, and present how the proposed mechanism 
can resist.

The rest of the paper is organized as follows. In section 
2, we describe the environment of the system, and show 
the detail of the mechanism. Then, we analyze the achiev-
ing requirements, the performance with the simulation, and 
the security in section 3. Finally, we make conclusions and 
future work in section 4.

2  The Proposed Mechanism

In this section, we describe the proposed mechanism, 
including the environment setup, registration phase, and 
transference phase.

2.1 Environment Setup
In the proposed mechanism, the App Server (AS) is 

assumed to be the trusted third party, it can help a mobile 
user to transfer the service, and the user must have regis-
tered at AS before requesting. And S is a service provider, 
offering the service for registered users. Once a mobile 
user (MU) is located at a public space, he operates his 
mobile phone login to AS for requesting, and transfers the 
service from S to a temporary computer (PC). Below, we 
present transmission architecture, essential assumption 
with the mechanism, and the notations is defined in Table 1.

Table 1. Notations of new mechanism

Notation Description
 x Master key of AS

IDx An identify of x
 rx A random number is generated by x
Nx A random nonce is generated by x
h(∙) One-way hash function

(M)k

XOR cipher algorithm (The key K and the 
message M are extend to same length, and 
the message is encrypted by exclusive-OR 
operation)

[M]k
Symmetric-key algorithm (The message M is 
encrypted by secret the key K)

log Log File (The message can request correspond
ing service from the service provider)

2.2 Transmission Architecture

Figure 1. The architecture of transmission

Figure 1 describes the architecture of the proposed 
mechanism. A user MU interacts with AS via the Internet, 
and delivers the information to PC through the keyboard, 
and PC provides the information via Quick Response 
Code (QR code) for MU, the detail of the communication 
is expended in Section 2.4. Note that the communication 
between MU and PC is physical, the public space can 
lessen extra devices to connect with the user through QR 
code strategy, and Section 3.2 will describe computation 
overhead of QR code. Moreover, in our design, the user 
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communicates with AS directly, which could avoid a large 
amount of public devices indefinitely keeping the request.

2.3 Essential Assumption
In new mechanism, we assume a pre-share key keyAS−S  

which has been agreement on between AS and S, as Figure 
2. And when transference phase, S can confirm the validity 
of delivering message via the key. Nevertheless, there is no 
directly communication between AS and S in our mecha-
nism, it could reduce extra cost with AS.

Figure 2. The flowchart of system setup

2.4 Mechanism Description
The proposed mechanism consists of two phases: the 

registration phase and the transference phase. MU must 
have registered at AS though the registration phase, and 
when the user is going to transfer the service, he shall op-
erate the transference phase.

1) Registration phase: The flowchart of the registra-
tion phase is illustrated in Figure 3. This phase is invoked 
whenever the mobile user MU initially registers or re-reg-
isters to AS.

Figure 3. The flowchart of registration phase

Step 1:
MU sends his real identification IDMU to AS via secure 

channel.
Step 2:
While AS receives registration request, it generates a 

random number rAS , and computes AIDMU = h(IDMU ||rAS). 
Next, it employs AIDMU and its master key x to calculate 
keyMU−AS  = h(AIDMU ||x). Finally, AS delivers AIDMU and  
keyMU−AS to MU though secure channel.

2) Transference phase: After MU has registered at AS, 
he can request transferring the service to the public access 
device, and the flowchart of the transference phase is illus-
trated in Figure 4.

Figure 4. The flowchart of request service phase

Step 1:
PC provides its identification IDPC via QR code.
Step 2:
Upon MU obtains IDPC , he generates a random number 

rMU and a random nonce NMU . Next, MU employs NMU , 
keyMU−AS to calculate the nonce key h(keyMU−AS ||NMU). And 
then MU uses the nonce key to encrypt IDPC , IDS , log, rMU, 
h(AIDMU||rMU ||IDPC||IDS||NMU).

Subsequently, MU sends ((IDPC, IDS)keyMU−AS , log, rMU, 
h(AIDMU||rMU||IDPC||IDS||NMU))h(keyMU−AS||NMU), AIDMU, NMU to 
AS.

Step 3:
While AS receives the message from MU, it firstly con-

firms the validity of NMU. Next, it computes the nonce key 
h(h(AIDMU||x)||NMU) to decrypt receiving cipher-text. For 
checking the integrity of message, it calculates the hash 
value h(AIDMU||rMU||IDPC||IDS||NMU) to compare with the re-
ceived one. If they are different, AS shall reject the request; 
otherwise, AS generates a random nonce NAS and computes 
h(AIDMU||rMU  + 1||NAS), After computing, it encodes the 
hash value and NAS to QR code at selective strategy. The 
QR code forwards to MU via PC, and the user can confirm 
validity.

Subsequently, AS generates a random nonce N1, and 
finds out the pre-shared key keyAS−S , which is correspond 
with IDS. Then, it calculates h(keyAS−S ||N1) to encrypt ser-
vice information IDPC and log based on the symmetric 
encryption function. For confidentiality of the message, 
AS computes an other key h(IDMU||rMU), and encrypts [log, 
IDPC]h(keyAS−S ||N1), N1.

Finally AS sends the message [[log, IDPC]h(keyAS−S ||N1), 
N1]h(IDMU||rMU), h(AIDMU||rMU + 1||NAS), NAS  to PC.

Step 4:
Upon receiving the message from AS, PC exhibits the 

receiving QR code to MU and keeps the information [[log, 
IDPC]h(keyAS−S ||N1), N1]h(IDPC||rMU) to wait for using.

Step 5:
After MU obtains the information h(AIDMU||rMU + 

1||NAS), NAS by scanning, he checks the validity of NAS. And 
then, he calculates and compares h(AIDMU||rMU + 1||NAS) 
with the received one. If the hash value is valid, the user 
keys rMU into PC; otherwise, the user need requests AS 
again.

Step 6:
Upon receiving the message from MU, PC computes 

h(IDPC||rMU) to decrypt keeping message [[log, IDPC]h(keyAS−S 

||N1), N1]h(IDPC||rMU). Then, it sends the decrypting message [log, 
IDPC]h(keyAS−S ||N1), N1 to S. While S obtains the information, 
it confirms the validity of N1. If it is invalid, the procedure 
is terminated; otherwise, S computes h(keyAS−S ||N1) to de-
crypt the message, and then it provides the corresponding 
service to PC. Simultaneously, the user locates with the 
public device, he can obtain the service on the device.

3  Analyses

Here, we discuss the requirements of the new mech-
anism, which are based on the symmetric encryption 
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function, one-way hash function, and XOR-cipher. The 
assumptions is are guaranteed as the follow.

(1) Symmetric encryption function [∙]K

Given a plaintext P, it is easy to compute the ci-
pher-text C = [∙]K with a symmetric key k. But it is compu-
tationally infeasible to gain P from C with lacking k [23].

(2) One-way hash function h(∙)
For a security one-way hash function h(∙) and a mes-

sage M, it is easy to compute the digest y = h(M). Further-
more, h(∙) can confirm the following properties [24]:

(i)	 Preimage resistance ― Give a digest, it is compu-
tationally infeasible to find out the input (pre-im-
age). In another word, it is difficult to find M such 
that h(M) = y when y is known.

(ii)	 Second preimage resistance ― It is computation-
ally infeasible to find another input, which has 
the same digest; i.e. give a message M, it is hard 
to find another message Mꞌ(≠M) such that h(Mꞌ) 
=h(M).

(iii)	Collision resistance ― It is computationally in-
feasible to find two different inputs with the same 
digest; i.e. it is difficult to find M and Mꞌ such that 
h(Mꞌ) =h(M).

(3) XOR cipher (∙)k 
Given a plaintext P, it is easy to compute the ci-

pher-text C = M ⊕ k with k. However, it is difficult to ob-
tain P from C without k.

3.1 Restricted Access
In order to avoid repeatedly requesting the service 

from the attacker, the service provider need has authority 
to restrict with invalid access. In step 6 of the transference 
phase, S receives the request from PC, and confirms the 
validity of receiving nonce N1. If it is valid, S employs 
its pre-share key keyAS−S and the nonce to calculate the 
key h(keyMU−AS||NMU). Then, it decrypts the message to 
obtain the right access device, and sends the correspond-
ing service to MU; otherwise, the provider will reject the 
access. Because there is no one can fake the encrypting 
message [log, IDPC]h(keyAS−S ||N1) without the pre-share key                 
keyMU−AS . Therefore, the service provider is able to control 
the access, even the attacker uses the key-logger program 
or scrapping the memory.

3.2 Selectivity
In our mechanism, we supply a selective strategy 

via QR code. PC can deliver information to the user via 
QR code in step 1 and 4 of the transference phase, and 
that overhead of the strategy is illustrated in Section 4. 
Following the strategy, the public space does not need to 
prepare the additional physical device, and the user direct-
ly communicates with public space. Furthermore, even if 
the attacker intercepts the information being sent, which 
includes only the identification and the digest, it is difficult 
to obtain any private information about the user due to the 
one-way hash function.

3.3 Privacy Protection
In our environment, it is high probability obtain the pri-

vacy information of the user (such as ID, password) form 

the temporary computers via key-logger program or scrap-
ping memory, and the attacker cab impersonate a large user 
to access the server according to the information.

In the proposed mechanism, the user only keys the 
random number rMU into the temporary computers. Even 
though a malicious attacker Eve obtained the message via 
the key-logger program, she cannot obtain any secret infor-
mation about the user; On the other hand, storing informa-
tion in the memory of the temporary computers, it is hard 
to obtain security information from the digest h(IDMU||rMU 

+ 1||NAS) under the assumption of one-way hash function. 
Hence, we can be sure the new mechanism can protect user 
privacy.

3.4 Anonymity
In the registration phase, the legal user offers his real 

identification IDMU to AS via the secure channel. Then, 
the server generates a random number rAS to calculate the 
anonymous identification AIDMU = h(IDMU||rAS). If a ma-
licious attacker wants to get the real identification of the 
user, she must be failed. Because it is difficult to find the 
pre-image from the digest under the assumption of the one-
way hash function. According to this design, the mecha-
nism can avoid leaking the identity with the user.

3.5 Security
In the section, we show some common attacks, and an-

alyze how the new mechanism can resist these attacks.
3.5.1 Replay Attack 

Assume that a malicious attacker Eve intercepts deliv-
ering message from a legal user MU to AS and launches 
the replay attack. If she directly sends the intercepting 
message to AS, AS can easily perceive the attempt accord-
ing to the freshness of the random nonce NMU . Of course, 
she might replace NMU with a valid nonce NE for the attack. 
But even that, she cannot calculate the message digest       
h(IDMU||rMU||IDPC||IDS||NMU) without rMU , thus AS can com-
pare the different from the digest. In addition, the digest 
and the random number rMU are based on exclusive-OR 
encryption function, and encrypting key h(keyMU−AS||NMU) is 
interacted with the nonce, it is different to get the pre-share 
key by the attacker [25].

On the one hand, Eve tires tries to send a forged digest 
to the user in order to obtain the main information rMU in 
Step 4 of the transference phase. However, Eve cannot 
compute the valid message h(IDMU||rMU ||NAS). Hence, even 
though she intercepts the message [log, IDPC]h(keyAS−S ||N1), N1 
to send to the service provider S, she still not obtains the 
service. Because the message is protected with the validity 
of random nonce N1 and pre-share key keyAS−S. By the way, 
we offer the challenge-and-response to the digest, and MU 
can check whether rMU is really received according to ava-
lanche effect.
3.5.2 Server Spoofing Attack

If a malicious attacker Eve masquerade as AS to de-
fraud MU, she must be failed. Because even though Eve 
can intercepts AIDMU,  NMU, she cab not get rMU from the 
delivering message (IDPC, IDS, log, rMU, h(AIDMU||rMU|| 
IDPC||IDS||NMU))h(key||NMU) under the exclusive-OR encryp-
tion. Moreover, it is impassable to compute the key        
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h(h(AIDMU||x)NMU) without the master key x of AS. As a 
result, Eve cannot generate a valid message h(IDMU||rMU + 
1||NAS) to cheat MU under the assumption of one-way hash 
function. Thus, we ensure a malicious attacker is very dif-
ficult to impersonate AS, and the mechanism can resist the 
server spoofing attack.
3.5.3 Impersonation Attack

Providing that an attacker Eve can impersonate a large 
user request for the transferring service, it will infringe the 
rights of the user. However, even Eve intercepts the anon-
ymous identity AIDMU form Step 1 of transference phase, 
she is unable to calculate h(AIDMU||x||NMU) without the 
master key x under the one-way hash function. Hence, she 
cannot send a foraged message to cheat AS. 

On the other hand, assume that Eve has registered at 
AS, she uses her session key keyEve−AS and replaces with the 
identity AIDMU to generate a fake message IDPC, IDS, log', 
rE, h(AIDE||rE||IDPC||IDS||NE))h(keyEve−AS||NE), AIDMU , NE for 
impersonating. Even though the message digest is valid, 
AS will compare different after decrypting by the calculat-
ing key h(h(AIDMU||x)||NE, and AS will reject the request. 
Hence, the new mechanism is able to withstand the imper-
sonation attack.
3.5.4 Off-line Guessing Attack

If an attacker Eve aims to obtain rMU , she may inter-
cepts delivering digest h(AIDMU||rMU + 1||NAS). But it need 
to spend lots of time for guessing the random number rMU 
based on the one-way hash function. Maybe Eve obtains 
rMU after a long time, and she decrypts the keeping mes-
sage to send [log, IDPC]h(keyAS−S ||N1), N1 to S. But according to 
the validity of N1, S will reject the request from Eve. Even 
though Eve can generate a valid nonce NE and replace N1. 
It is hard to compute h(keyAS−S||NE) without keyAS−S under 
the assumption of one-way hash function. Thus, the attack-
er cannot launch the off-line guess attack.
3.5.5 Stolen Verifier Attack

In reason year, some papers use the password table to 
support the verification, but that would launch the stolen 
verifier attack. In our mechanism, rather than AS recodes 
information with the user, it employs its master key x to 
support verification. Thus, the mechanism can reduce the 
overhead of the database, and simultaneously resist the 
stolen verifier attack.
3.5.6 Key-log Attack

Assume that a malicious attacker Eve had installed 
the key-logger program into the public access device, and 
intercepts the keying information rMU after the commu-
nication. However, while she employs rMU to decrypt the 
cipher-text [log, IDPC]h(keyAS−S ||N1), N1]h(IDPC||rMU), and send to 
S. The provider would confirm the nonce N1 is used. Even 
though Eve replaces with the valid nonce, S still perceive 
the attempt according to validity of keyAS−S. Hence, we can 
conclude the proposed mechanism is capable of preventing 
the key-log attack.
3.5.7 Ram-scraping Attack

In 2009, Halderman et al. proposed an attacker can 
scrap the memory to obtain the security information [21]. 
This attacker can impersonate a legal user to access the 
service, or use the information to cheat the other service 

providers into getting different services. However, even 
though Eve obtains the information [log, IDPC]h(keyAS−S ||N1), 
N1 from scraping the memory of the temporary computer, 
she still obtain random number, hash value, and encrypting 
message, there is no any secret information with the user. 
Even Eve sends the request message to the service provid-
er, S can confirm the validity of N1, and keyAS−S, and suc-
cessfully resist the wrongful request. Thus, the mechanism 
can withstand ram-scraping attacks.
3.5.8 Mutual Authentication

In this section, we utilize the popular formal proof 
validation tool Automatic Validation of Internet Security 
Protocols and Applications (AVISPA) [22] to ensure proto-
col security. AVISPA is an automated, push-button tool for 
the formal validation of internet security protocols. It cov-
ers all security protocols in the first five layers of the OSI 
model. Furthermore, AVISPA encompasses IETF security 
specifications, making it a widely utilized tool in numer-
ous research studies. The version of AVISPA is modeled 
by Security Protocol Animator version 1.6 (SPAN 1.6) on 
Ubuntu 10.10-light.

AVISPA [22] utilizes High-Level Protocol Specifica-
tion Language (HLPSL) to analyze protocol security. The 
simulation environment categorizes protocols into roles, 
environments, goals, and sessions. This environment repli-
cates the transport environment detailed in subsections 2.1 
and 2.2. The role corresponds to the MU, PC, App Server, 
and Si .

In the security analysis, AVISPA [22] uses different 
security modules to simulate various attacks, such as re-
play attacks, user simulation and server spoofing, to assess 
whether the protocol meets the validation criteria. AVISPA 
simulates message transmission in protocols, to ensure 
inclusiveness, two modules, the Constraint-Logic-based 
Attacker Searcher (CL-AtSe) and the On-the-Fly-Model-
Checker (OFMC), are used for validation. CL-AtSe checks 
for legitimacy and validation in a limited number of ses-
sions [26]. Its modular design facilitates the integration of 
operator attributes such as exponentiation and exclusive-or 
[27]. Specifically, CL-AtSe consists of Typed models using 
all parameters, Untyped models with generic parameters, 
and Verbose models detailing potential attacks.

At the same time, OFMC is used to analyze security 
protocols through lazy, demand-driven search. The lazy 
intruder technique ensures the identification of all possible 
attacks. In addition, the constraint differentiation technique 
is a holistic search approach that reduces the analysis 
search time [27].

           (a) Typed model                   (b) Un-typed model
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          (c) Verbose mode                (d) OFMC

Figure 5. The result of security analysis in registration 
phase

          (a) Typed model                  (b) Un-typed model

          (c) Verbose mode                 (d) OFMC

Figure 6. The result of security analysis in transference 
phase

Each stage of protocol security is verified independent-
ly, as shown in Figure 5 (a-d) to Figure 6 (a-d). The red-
boxed part of the figure indicates whether the test result 
confirms security or not. Obviously, each stage meets the 
security criteria.

4  Performance Discussion

In this section, we analyze the performance of our 
mechanism. The cost of the computation is shown in Table 
2.

Table 2. The computational overhead of the mechanism

MU PC AS S
Register phase 2Th

Request 
service phase

2Th +
1Txor−c

1Tsys+
1Th

 

1Tsys+
6Th+
1Tsys 

1Tsys+
1Th

Th: Hash; Txor−c: XOR-cipher; Tsys: Symmetric

To improve the availability, we conduct experiments to 
simulate the mechanism. In the experiment, we shall not 
simulate with the service provider, and the computational 

overhead of which can refer PC. The environment of the 
experiment is illustrated in Table 3.

Table 3. The experimental situation of the new mechanism

Mobile user
(Sony ion L28i)

CPU Qualcomm S3 MSM8260 1.5 
GHZ

RAM 1 GB
OS Android 4.1.3

Public access 
device CPU Inter(R) Pentium E2205 2.49 

GHz
RAM 4 GB

OS Window 8.3

App server

CPU Inter(R) Core(TM) i7 930 
2.80 GHz

RAM 8 GB

OS Windows 7

As below, we perform each simulation 100,000 rounds. 
In the experiment, we set the key size of RSA is 128 bits, 
the plain-text is no longer than 128 bits, the one-way hash 
function use SHA-1, The performance is shown in Table 4. 
Furthermore, for demonstrating the new mechanism can be 
applied to mobile phone, we modify the frequency of CPU 
from 0.384 to 1.512 in order to, and the result is illustrated 
in Figure 7.

Table 4. The computational overhead of the mechanism 
based on experimentation 

(ms) Average (min , max) σ

MU
Enc_req 0.832 (0.549 , 41.840) 2.066
Ver_hash 0.131 (0.061 , 37.659) 0.825
subtotal 0.963 (0.610 , 79.498) 2.891

PC 0.046 (0.043 , 0.720) 0.024
AS 0.071 (0.067 , 20.336) 0.073

Total 1.080 (0.720 , 100.554) 2.987

Figure 7. The performance of mobile user based on differ-
ent CPU frequencies

According to the result, we know the proposed mech-
anism can fluently operate on devices with lower com-
putational capabilities, let alone on modern smartphones, 
where it can complete verification more efficiently. Next, 
we provide the computational cost of MU and AS in QR 
code strategy in Table 5. Note that the mobile user needs to 
decode two times in the mechanism. Moreover, we show 
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the overhead of the computation based on different CPU 
frequencies in Figure 8.

Table 5. The computational overhead of the QR code 
strategy based on experimentation

(ms) Average (min , max) σ
Encoding (MU) 4.271 ( 3.967 , 33.661) 1.521
Decoding (AS) 0.715 (0.566 , 17.155) 0.104

Total 9.257 (8.500 , 84,477) 3.145

Figure 8. The performance of QR code strategy based on 
different CPU frequencies of mobile user

From the result, it can complete the transference 
through the intelligent mobile phone. Although the intelli-
gent mobile phone shall spend more time, the system does 
not need an additional device environment.

Finally, we show the computational cost of the mech-
anism with the QR code strategy, which is based on dif-
ferent CPU frequencies as Figure 9. And the system can 
select whether to use according to the power of the mobile 
phone.

Figure 9. The performance of the mechanism with QR 
code strategy based on different CPU frequencies of mo-
bile user

5  Conclusions

In this paper, we have presented the weakness of the 
traditional authentication mechanisms, the attacker can 
easily get the user privacy from temporary computers with 
the key-logger and ram-scraping. For this motivation, we 
propose a new mechanism that can solve the problem. The 
user can securely transfer their own service to the public 
access device once via a smart phone, and there is no leak-
age with the security information of the user. Moreover, we 

supply a strategy to provide the selectivity with the user. 
Finally, we implement the mechanism to prove the perfor-
mance, and analyze the security to show that can prevent 
the malicious attacks.
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