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Abstract

Electronic-voting (e-voting) is taking place of the tradi-
tional paper voting, due to its efficiency and environmental 
protection. To protect the privacy of the votes, voters usu-
ally blind or encrypt the votes before submitting them. But 
the blinded or encrypted votes also hide the format of them 
and the receiver cannot distinguish if they are legal or not 
in format. To solve such a problem, this paper proposes a 
privacy-preserving e-voting scheme, that can validate the 
correctness of the cast ballots in format. Two protocols are 
designed based on homomorphic encryption to verify the 
format of the votes, without disclosing the content, and the 
designated verifier signature is adopted to obtain the re-
ceipt-freeness. The analysis shows the provable security of 
the protocols, and the proposed e-voting scheme achieves 
the format verifiability, in addition to meeting the require-
ments of other aspects in security.

Keywords: E-voting, Homomorphic encryption, Priva-
cy-preserving, Verifiable format

1  Introduction

In modern society, voting is a common way to express 
people’s willingness. For the cumbersome process and low 
efficiency, the traditional paper voting is being replaced 
by the electronic voting (e-voting) that may be a novel 
solution in the future. However, such as the eligibility of 
voters, the privacy of votes, the correctness and the verifi-
ability of the results, are challenging in practical e-voting.

Among the challenges, privacy is the most basic re-
quirement that requires the ballot content to be hidden, 
before it being counted or tallied. In condition of voters 
being honest or semi-honest, the ballot is legal in the form, 
such as the number of favorite candidates not greater than 
the prescribed number. However, a dishonest voter in prac-
tice may cast a ballot with a wrong format. An example 
is that a ballot consisting of 2 or more ‘approval’s for the 
same candidate, or the overall ‘approval’s greater than the 
prescribed number. It is bound to lead to unfairness if the 
illegal ballots are counted, along with the bribery, coercion 
and other problems.

In this paper, we focus on the above problem, that 

verification of the ballot format, in order to reject the in-
valid ballots before including them. At the same time, the 
scheme should meet the common requirements in security, 
thus improve the fairness and credibility of the e-voting.

1.1 Major Technologies
Depending on the technologies used, the existing 

e-voting schemes may be roughly categorized as: mix-net 
based schemes [1-5], blind signature based schemes [6-
8], ring signature based schemes [9-11], and homomorphic 
encryption based schemes [12-15].

The first mix-net based scheme was proposed by 
Chaum [1], that allows a number of servers to shuffle the 
encrypted votes and hides the relationship between the 
voters and votes. In such kind of schemes, it is hard to 
convince the voter that his vote is re-encrypted and not re-
placed or discarded. The most recent mix-net cryptograph-
ic voting [5] proposed a verifiable secret shuffle for BGV 
ciphertexts and a compatible verifiable distributed decryp-
tion protocol. This scheme requires a lot of participants, 
including a trusted set of players to run the setup, a set of 
voters and their computers, a ballot box, a collection of 
shuffle servers, a collection of decryption servers and audi-
tors.

The key idea behind the blind signature/ring signature 
based e-voting scheme is also to break the link between 
voters and votes. In blind signature based voting, the voter 
blinds his ballot and sends it to the authority for a signa-
ture. Next, the authority authenticates the voter and signs 
on the blind ballot. Then, the voter unblinds the ballot with 
the signature and casts it anonymously. Finally, the election 
authorities verify the signature on the ballot and include 
it in the tally. One of the earliest voting scheme based on 
blind signature is the FOO scheme [6]. The recent scheme 
based on blind signature, such as [16], provided an end-2-
end verifiable e-voting using identity-based blind signa-
ture. The identity and the biometric feature can ensure the 
unreusability and be used to verify the final result. In such 
a kind of scheme, the ballot has to be disclosed for the tally 
before the end, while the leak of intermediate voting result 
may potentially lead to unfairness.

The ring signature based e-voting schemes [9-11, 17] 
utilized the anonymity of the signer in the signature to 
prevent the voter-vote relationship from been known. To 
prevent the repetition of voting, the linkable ring signature 
scheme [11] is adopted to link two ballots from the same 
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voter, where escrowed linkable ring signature is used to 
get the robustness and the receipt-freeness simultaneously 
[10]. In the ring signature based schemes, the length of 
public key depends on the size of the ring, and the voters 
who would vote must be determined to form a ring ahead, 
which is usually limited in practice.

The reason for homomorphic encryption used in the 
e-voting is that the operations on ciphertext can obtain the 
homomorphic encryption of plaintext computation, which 
preserves the privacy of votes perfectly. Voters usually 
need encrypt their votes before submitting them, and the 
counting center can count the votes on the ciphertexts di-
rectly. An inevitable point is that it is not easy to offer ver-
ifiability in this type of schemes, i.e. a voter cannot verify 
if his vote is counted for the candidate of his choice. Some 
secret sharing based e-voting schemes, such as Liu [18], 
are also roughly regarded as such a class.

In terms of system architecture, some schemes are built 
on the trusted authorities, including the e-voting using the 
DRE [19-20], of which the security depends on the DRE 
machine. With the popularity of the blockchain technolo-
gy, many decentralized e-voting schemes arise [20-26] and 
achieve the decentralized system, most of which combine 
cryptographic technology and the blockchain to improve 
the independence on the trusted authority.

1.2 Security Requirements
The early research pointed out that an e-voting system 

should satisfy the general requirements in security [6], 
including completeness, soundness, privacy, unreusability, 
eligibility, fairness and verifiability. Recent research has 
proposed other desirable properties, such as the coercion 
resistance [21, 26-27], or the receipt-freeness [10-11, 28]. 

Among the requirements, some goals seem to be con-
tradictory, such as the privacy and the correctness, the ver-
ifiability and the receipt-freeness. The authors [29] pointed 
out that one cannot get the universal verifiability and the 
receipt-freeness simultaneously unless the voting pro-
cess involves interactions between voters and the voting 
authority. Similarly, the privacy of the ballot content and 
the format correctness are also hard to balance, especially 
in the e-voting schemes of multi-choice, based on blind 
signature or homomorphic encryption. Since the ballot 
is hidden for the content privacy, no one can know if the 
ballot is well-formed. The scheme of FOO [6] utilized the 
commitment to verify the ballot format, while the ballot 
content is also opened and leaked at the same time. The 
format verifiability is necessary in practice, for the voters 
may cheat in the blinded or encrypted ballot. In fact, the 
well-formed ballot is considered [19-20], where the proof 
of well-formedness is implemented by a non-interactive 
proof of knowledge. But the format in schemes [19-20] 
only considered each approval for one candidate.

1.3 Motivation and Contribution
In this paper, we mainly consider the problem of for-

mat-verifiability in multi-choice voting where voters may 
cheat when casting their ballots. For example, the voting 
organizer requires each voter choose m candidates at most, 
while the voter may choose more than m candidates in his 

ballot, that spoils the soundness. Another case is that each 
voter is only allowed to cast 1 ‘approval’ for one candidate, 
while the voter may cast 2, or more ‘approval’s for his fa-
vorite candidate. Since the ballot is blinded or encrypted, 
the receiver cannot find the illegality of the ballots. 

To solve such a problem, we propose an e-vot-
ing scheme to achieve the format verifiability without 
sacrificing the privacy of the votes based on the homomor-
phic encryption. To address the verifiability, we re-encrypt 
the ballot before publishing it, so that the receipt-freeness 
can also be obtained. The contributions of this paper can 
be summarized as follows:

(1) A novel e-voting scheme is proposed that can ver-
ify the format of ballot without disclosing its content, and 
meets the common requirements of security including the 
eligibility, uniqueness, correctness, verifiability, and re-
ceipt-freeness.

(2) An interactive comparison protocol is proposed to 
test if an encrypted value is less than a prescribed value, 
without disclosing the value encrypted in ciphertext.

(3) An interactive protocol is proposed to verify each 
element in an encrypted vector no more than ‘2’ without 
disclosing the plaintext of the elements.

(4) The security of the comparison protocols is proved. 
In addition, we analyzed the common requirements in 
security, and tested the performance of the proposed e-vot-
ing scheme.

2  Preliminaries

2.1 Homomorphic Encryption
Roughly, a homomorphic encryption scheme enables 

(certain) computations to be performed on encrypted data, 
yielding a ciphertext containing the encrypted result. Stat-
ed differently, the direct computation on the ciphertext can 
get the same result as encrypting the computation of plain-
text. In this paper, we focus on the additive homomorphic 
cryptosystem.

The additive homomorphic cryptosystem (e.g. Paillier 
cryptosystem [30]) has the additive homomorphism prop-
erty. Suppose [a1]pk and [a2]pk are two ciphertexts under 
the same public key pk in a homomorphic cryptosystem, 
Dsk([a1]pk ⊕ [a2]pk) = a1+ a2 holds, where “⊕” indicates op-
eration on the ciphertext, and Dsk(.) means the decryption 
under the secret key sk.

2.2 Paillier Cryptosystem
Paillier cryptosystem is semantically secure under the 

assumption of the hardness of residue class of composite 
power [30]. The Paillier cryptosystem utilizes the group 
Z*

N 2 , the multiplicative group of elements in the range {1, 
…N 2} that are relatively prime to N 2, where N is a product 
of two distinct primes. The cryptosystem consists of phases 
of KeyGen, Encrypt, and Decrypt after the system setup. 
The algorithms can be depicted as follows.

KeyGen. Randomly select two large prime numbers p, q, 
let N =p×q, λ=lcm((p-1), (q-1)), select a generator g of  
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Z*
N 2 , define 

1( )L
N

µµ −
= . The public key is (N, g), and the 

secret key is λ.
Encrypt. Randomly select an integer r∈Z*

N, for a∈ZN , the 
ciphertext is c = Enc(a) = ga × rN mod N 2.
Decrypt. Given the ciphertext c, and the secret key λ, the 

plaintext is 
2

2
( mod )( ) mod
( mod )

L c Na Dec c N
L g N

λ

λ= = .

As an additive homomorphic cryptosystem, it is easy 
to compute the encryption of ka as Enc(a)k mod N 2, given 
the Enc(a) and integer k. In addition, the scheme suffices 
to re-encryption for the same message without any de-
cryption, i.e. given a∈ZN , and r∈Z*

N , Enc(a) = Enc(a) × 
Enc(0) mod N 2 = Enc(a) × r N mod N 2, and Dec(Enc(a) r N 
mod N 2) = a.

2.3 Designated-verifier Signature
The designated-verifier signature (DVS) is a special 

kind of signature such that the verifier can be convinced by 
the signer of the message, while the verifier cannot prove 
the fact to others. There exist many DVS schemes, from 
it being proposed by Jakobsson et al. [31]. Specifically, it 
can be implemented by setting the size of the group to two 
in a ring signature [32-34]. Generally, three algorithms 
including DVKGen, DVSign, and DVVerify are mainly 
involved in a DVS scheme. Here, a DVS scheme derived 
from ring signature [34] is depicted as follows. Assume 
group G (generator g) and GT with order q, a hash function 
H:{0,1}*→ G, and a secure bilinear map e : G×G → GT .

DVKGen. Randomly select xS, xD∈Z*
q , compute yS = gxS 

and yD = gxD, where yS, xS are public/secret keys for the 
signer, and yD, xD are public/secret keys for the verifier.
DVSign. Given message α, the signer signs on it using 
his secret key xS∈Z*

q and the verifier’s public key yD∈G : 
randomly choose r∈Z*

q , compute h←H(α)∈G, β←(h/yr
D)1/xS 

and γ = g r; output the signature σ = (β, γ).
DVVerify. Given the message α and σ = (β, γ), compute 
h←H(α)∈G, if e(β, yS)e(γ, yD)=e(g, h) holds, output 1; 
otherwise output 0.

The above signature is actually a DVS, for the signa-
ture can also be produced by the verifier. The scheme is 
proved to be existential unforgeable against chosen-mes-
sage attacks (EU-CMA) [34] under the assumption of 
hardness of co-CDH problem and random oracle model.

3  Model, Assumptions, and Goals

3.1 System Model
The participants of the system include the voting man-

aging center (MC), the voting center (VC), the counting 
center (CC), the voters, and the bulletin board (BB). The 
MC is the organizer or launcher of the voting, who is re-
sponsible for authorizing the legality of the voters, and 
initializing the voting. The VC receives and aggregates the 
votes, confirms the legality of the voters, and verifies the 

votes in format. The CC counts the legal votes and pub-
lishes the intermediate and the final voting result on the 
BB. Each legal voter has his unique identity information 
(ID) that can prove the legality to MC, and he casts his bal-
lot to VC by a temporary voting ID issued by MC. The BB 
is used to publish information accessed by all participants, 
including the voting result. Same as the usual settings, the 
BB is read-only and the data on it cannot be modified or 
deleted.

The model can be illustrated as Figure 1.

Figure 1.  System model

3.2 Security Assumptions
The security assumptions include the trust assumption 

and the channel assumption. In terms of trust assumption, 
we assume the MC, VC and CC are all semi-honest. In ad-
dition, the MC and VC are not assumed to collude, similar 
as most existing schemes [6, 10, 16, 18], while the CC is 
assumed not to collude with MC and VC simutaneously. 
The voter may create and cast a ballot with incorrect for-
mat, or he may be corrupted and sell his votes to others. 
The voter is not allowed to collude with MC or VC. Aside 
frome these, we do not consider other malicious behaviors 
of the voters.

For the channels, we assume the adversary cannot pre-
vent the communication between parties, or the adversary 
may endeavor or tamper with the data but he cannot stop 
the communication. To obtain the receipt-freeness, the 
anonymous channel is the minimum requirement [27]. 

3.3 Design Goals
In this paper, we focus on the vote format-verifiabil-

ity or cheat-resistance, along with the soundness or vote 
eligibility. Thus, the design goals of the proposed scheme 
include the following requirements.

(1) Cheat-resistance. The tallied ballots must be in cor-
rect format. Any cheating in the ballot would be detected 
and rejected.

(2) Correctness. All valid ballots are counted correctly 
to reflect the willingness of the voters.

(3) Privacy. Each ballot is private to the voter himself 
and cannot be known by any other members until the end 
of voting.

(4) Voter’s eligibility. Only the voter who has regis-
tered with the MC can cast a ballot.

(5) Uniqueness (unreusability). No voter can vote 
twice.
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(6) Verifiability. Any voter can verify whether his bal-
lot is counted correctly. The public can also verify the final 
voting result.

(7) Receipt-freeness. The voter cannot make a proof to 
others on which candidate he has voted after the voting is 
finished.

3.4 Notations
For the sake of simplicity, we list the notations used in 

this paper as Table 1.

Table 1. Notations and descriptions

Notations Descriptions
pkent , skent ,
ent ∈{MC, VC, CC}

The public key and secret key of the entity in
encryption

psent , ssent ,
ent ∈{MC, VC, CC}

The public key and secret key of the entity in 
signature

pki , ski 
The public key and secret key of voter vi in
encryption

psi , ssi 
The public key and secret key of voter vi in
signature

[a]pk
Encryption of message a with the public
key pk, abbreviated as [a]ent , if pk is pkent

σss(α) Signature of message α by the secret key ss, 
abbreviated as σent(α), if ss is ssent

[x]×c[y] [x] × [y] mod N2

n The number of candidates

Vn The number of legal voters

m The maximum of ‘approval’s in a ballot

m' The actual number of ‘approval’s in a ballot

blti The ballot of vi including n encrypted choices 

4  Proposed Scheme

The proposed e-voting scheme consists of the phases 
of initialization, registration and authorization, casting the 
votes, checking the votes, counting the votes, publishing 
the results, and verification.

4.1 Initialization
The MC declares the information of all (n) candidates, 

the identities of legal voters, and other rules of the voting, 
such as each ballot should include no more than m (m < n) 
‘approval’s, and only one ‘approval’ for a candidate is al-
lowed.

Given the security parameter κ, MC generates the 
public/secret key pair according to the algorithm KeyGen 
of Pailliar encryption system: pkMC and skMC . At the same 
time, MC generates his public/secret key pair for signature 
as psMC , ssMC . The VC, CC and all voters generate their 
public/secret key pairs for encryption and signature re-
spectively. In the end of initialization, the public keys are 
published. 

In this scheme, MC is assumed to know the identities 
of all legal voters before registration. To verify the legality 
of the voters, MC initializes a list listV = [(IDi , 0)]i∈[1, Vn] to 
avoid the repetition of registration, where IDi is the identity 
of each legal voter. At the same time, an empty list named 

listC is prepared by MC to record the registered voters. 

4.2 Registration and Authorization
To guarantee only legal voters cast votes, each voter 

must be registered with MC before the voting, to get a 
unique credential signed by the MC.

Firstly, the voter vi signs on his ID, combined with his 
public keys pki , psi , and encrypts them with pkMC . Then 
he sends [(IDi , pki , psi , σvi

(IDi , pki , psi))]MC to MC. The 
MC decrypts and verifies the signature after receiving the 
ciphertext, and then checks listV to find whether (IDi , 0) 
exists in the list. If it does, MC accepts the request and 
encrypts a signed credential [Certi = (TIDi , σMC(TIDi))]pki

 
and sends it to the voter vi , where TIDi is a temporary ID, 
or a pseudonym of the voter in this voting. Meanwhile, the 
relationship between IDi and TIDi is private to MC, and no 
one except MC can infer one from the other. Finally, MC 
updates listV by replacing (IDi , 0) as (IDi , 1), and appends 
(TIDi , 0, pki , psi) to listC . In the end of registration, MC 
sends the signed listC that involves all the TIDs to VC.

4.3 Creating Votes
According to his own willingness, each voter makes 

his ballot. For n candidates, the voter vi expresses his vote 
as a bit vector (bi1 , bi2 , …, bin), where the element bij = 1 
means ‘approval’ and bij = 0 means ‘disapproval’ or ab-
stain. The vote is then encrypted through pkMC bit by bit: 
randomly choose rij ∈Z *

N , and compute [bij ]MC = gbijrij
N mod 

N 2 to form the encrypted vote as blti = ([bij ]MC)j=[1,n] . Then, 
the voter concatenates his vote blti and Certi to form the 
ballot Bi = (blti || Certi), and signs on it to get σi = σvi

(Bi). 
Last, the voter encrypts the (Bi , σi) using pkVC to get EBi = 
[Bi ||σi]VC , and sends EBi  to VC.

4.4 Checking Votes
Receiving EBi , VC decrypts it to get Bi and σi . Next, 

VC verifies the validity of the ballot from three steps: ver-
ifying the legality of the voter, checking the number of the 
‘approval’s, and checking legality of each bit in the ballot.

(1) Verify the legality of the voter: Firstly, VC sep-
arates out Certi from Bi , and TIDi from Certi . Then, he 
checks listC to find if (TIDi , 1, pki , psi) exists. If it does, 
this is a repetition vote and should be rejected. Or else, he 
takes out the corresponding psi from listC , verifies σi and 
the legality of Certi . When both the verifications pass, go 
to step (2) for further check.

(2) Check the format to find whether there are more 
than m ‘approval’s in this ballot. The main idea is to sum-
marize the items of the ballot and to judge if the sum m' is 
greater than m by a comparison protocol between two par-
ties. Note that if we compare m' and m directly, one party 
will know a valid ballot consists m ‘approval’s if the ‘=’ 
holds. Instead, we compute m'<m+1 to avoid the leakage 
of the valid ballot.

Firstly, VC firstly separates out blti = ([bij ]MC)j=[1,n] from 
Bi , and computes x = (∏n

j=1 [bij]MC mod N2) (x is just en-
cryption of m'). Then, VC chooses a linear function f(z) = 
k1z+k2, where k1 , k2 are private non-zero integers satisfying 
k1n+k2 ∈ZN , and k2 > 0. Note that the requirement k1n+k2 ∈ 
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ZN still can guarantee a high security for a sufficiently large 
N. The encryption of f(m') and f(m+1) can be obtained eas-
ily as [f(m+1)]MC = [k1(m+1)+k2]MC, [f(m')]MC = xk ×c [k2]MC . 
Then, VC set (e1, e2) as ([f(m+1)]MC , [f(m')]MC), and signs 
on the tuple (e1, e2) before sending it to MC.

Receiving (e1, e2), MC verifies the signature and de-
crypts them. Then he compares the decryption result to get 
com = DskMC(e1) ≥ DskMC(e2), and sends com back to VC.

When the VC receives com from MC, the validity of 
the ballot can be determined: if (com = 1 & k1 > 0)||(com = 
1 & k1 < 0), the ballot is invalid, where ‘&’ means ‘AND’, 
and ‘||’ means ‘OR’ in logic. 

The process can be depicted by Protocol 1. And the 
analysis of the security is in section 5.1.

Protocol 1. Comparison of an encrypted value and a 
plaintext

Inputs: P1 has the ciphertext [x]pk and P2 has the de-
crypting key sk = λ.

Auxiliary input: The value y, n, and the public key pk 
= (N, g).

Output: The result of whether x ≥ y for P1.
The protocol:
@P1:
• Choose f(z) = k1z+k2, where k1, k2 are private non-ze-

ro integer satisfying k1n+k2 ∈ ZN and k2 > 0;
• Compute [f(x)]=[x]k1×c [k2]pk and [f(y)])=[k1y+k2]pk 

according to the homomorphism property of the Paillier 
encryption.

• Send (e1, e2) = ([f(x)], [f(y)]) to P2.
@ P2:
• With the secret key, decrypt e1 and e2 to get 
d1 = Dsk(e1), and d2 = Dsk(e2).
• Compute com = (d1 ≥ d2) and sends com to P1.
@ P1:
• Determine the comparison result c = (x ≥ y) based 

on the sign of k1 and com: c=com if k1 > 0, and c=1-com if    
k1 < 0.

If the ballot passes this check, go to step (3) for further 
check.

(3) Check the validity of the ballot by finding if there 
exists an element greater than 1. The main idea is to 
compare each element with ‘2’ in ciphertext according to 
Protocol 2 between MC and VC. To prevent MC knowing 
the vote when CC publishes them on the BB, VC shuffles 
the elements before inputting the vector to the protocol. 
Same as Protocol 1, a linear function fij(z) is used to hide 
the value of bij and ‘2’. However, if bij is compared with ‘2’ 
directly, we find that the fij(bij) ≤ fij (2) would lead to bij ≤ 
2 when k1 > 0 and cannot determine whether bij ≤ 1 or not. 
Similarly, fij(bij) ≥ fij (2) when k1 < 0 also produces such a 
puzzle. To avoid dealing with the ‘=’, 2bij is used to com-
pared with ‘3’ to get: 2bij > 3 meaning bij > 1, and 2bij < 3 
meaning bij ≤ 1. To simplify expression, most subscripts 
‘i’ indicating the ballot from voter vi are omitted in the rest 
paper.

For blt = ([bj ]MC)j=[1,n] , VC privately chooses a re-
versible permutation π to shuffle the elements to get               

([bπ(j)]MC)j=[1,n] firstly. Then, he computes each encrypt-
ed 2bπ(j) to get ([2bπ(j)]MC)=([bπ(j)]

2
MC) mod N 2, written as        

([b(2)
π(j)]MC). Next, VC privately chooses a random bit vector 

C = (c1, …, cn), cj∈{0,1}, and creates the following two 
vectors: A = (a1, …, an), E = (e1, …, en), where aj=cj[b

(2)
π(j)]MC 

+ (1−cj)[3]MC, ej = cj[3]MC + (1−cj)[b
(2)
π(j)]MC , and [3]MC is the 

encryption of ‘3’ by pkMC. Last, the VC chooses functions  
fj (z) = k1j z + k2 j , where k1j , k2j are private non-zero integers 
satisfying k1jn + k2j ∈ ZN , k2j > 0, and computes the encrypt-
ed vectors [F(A)]MC = (aj

k1j×c [k2j])j=[1,n], and [F(E)]MC = (ej
k1j×c 

[k2j])j=[1,n]. Finally, he signs on the two vectors and sends 
them to MC.

Upon receiving [F(A)]MC and [F(E)]MC , MC verifies 
the signature, decrypts the vector, to obtain k1j aj + k2j and       
k1j ej+ k2j , written as ‘d1j’ and ‘d2j’ respectively. Then he 
computes gj = (d1j > d2j) for all bits to get the comparison 
result as G = (gj)j=[1,n]. Finally, MC signs on G and sends it 
to VC.

With the comparison result G, VC determines gj 
for j∈{1, …, n}: if there exists a j that satisfies ((cj=gj) 
&(k1j>0)||(cj≠gj)&(k1j<0)), the ballot is invalid. Otherwise, 
the ballot is regarded valid and the (TIDi , 0, pki, psi) is up-
dated as (TIDi , 1, pki , psi) in the listC . The process of the 
check can be depicted as protocol 2.

Protocol 2. Determine whether an element is greater than 
1 in an encrypted vector

Inputs: P1 has an encrypted vector ([bj ]pk)j=[1,n], and P2 
has the secret key sk = λ.

Auxiliary input: The number n and the pk = (N, g).
Output: The result of whether there exists any bj >1 

for P1.
The protocol:
@ P1:
• For j∈{1, …, n}, compute the encrypted 2bj as 
[bj

(2)]pk=[bj]
2
pk mod N2;

• Randomly choose C = (c1, …, cn), cj∈{0,1};
• Define two vectors of ciphertext A = (a1, …, an) and 

E = (e1, …, en): 
aj = cj[b

(2)
π(j)]MC + (1−cj)[3]MC , 

ej = cj[3]MC + (1−cj)[b
(2)
π(j)]MC for j∈{1, …, n};

• Choose n private functions fj(z) = k1jz+k2j , j∈{1, …, 
n}, and encrypt F(A) and F(E) as: 

[F(A)]pk =(k1jaj × c [k2j]pk)j=[1,n], 
[F(E)]pk =(k1jej × c [k2j]pk)j=[1,n];
• Send ([F(A)]pk, [F(E)]pk) to P2.
@P2:
• Decrypt [F(A)]pk  and [F(E)]pk to get  
F(A) = (k1jaj + k2j = d1j)j=[1,n] 

and F(E) = (k1jej + k2j = d2j)j=[1,n];
 Compute (gj = (d1,j > d2j))j=[1,n] to get G(gj )j=[1,n];
• Send G to P1.
@P1:
• Get H=(hj)j=[1,n] according to Table 2 to determine 

whether there is an element greater than 1: hj = 1 implies 
bj > 1.
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Table 2. Relations of gj , k1j , cj and hj

gj =1 gj = 0

k1j > 0 k1j < 0 k1j > 0 k1j < 0
hj = cj hj = 1−cj hj = 1−cj hj = cj 

The security analysis of Protocol 2 is in section 5.1.

4.5 Re-encrypting the Valid Ballots 
Any stateless encryption with sematic security, like 

Paillier encryption, involves randomness in the ciphertext, 
and the random factor can be used by the voter as a piece 
of evidence that a certain vote has been cast [10]. To pre-
vent the voter from proving the third party what he has 
voted, the VC re-encrypts the ballot before forwarding it.

For the valid ballot from vi , VC chooses n random 
numbers (rij'∈Z*

N)j=[1,n] and generates the ciphertexts of 0: 
[0j]MC=rij'

N
  mod N 2 , written as Rij , to be used to refresh the 

permutated ballot as [bπ(j)]ꞌ = [bπ(j)] ×c [0π(j)]. Then, VC signs 
on the fresh ballot and encrypts it with pkCC and sends it to 
CC. Next, an order number ti , just the index of the valid 
ballot, and the random numbers Ri = (Rij)j=[1,n] are packed as 
a ‘receipt’, and signed by the VC through DVS. Finally, 
the receipt and the signature are packed and encrypted with 
pki and sent to the voter vi .

4.6 Counting the Votes
The CC publishes an initialized list P0 = {1, …, 1} 

on the BB before he receives the first ballot. When CC 
receives the i-th encrypted fresh ballot, he decrypts it 
firstly to get ([bπ(j)]ꞌ)j=[1,n], and verifies the signature. If it 
is verified, he publishes the ballot on the BB, and com-
putes Pi = (Pi−1 ×c [bπ(j)]ꞌ)j=[1,n] by element. When the num-
ber of voters reaches the specified number, or the voting 
deadline arrives, CC signs on the aggregated ballots as                        
Pf = (∏ [bπ(j)]ꞌ)j=[1,n], and sends it to MC.

The MC decrypts Pf by element after verifying the sig-
nature and gets dPj, j∈{1, …, n}= Dsk(Pf). The result is published 
on the BB, and VC is informed to announce the permuta-
tion π. The reverse of π on the decryption result π−1(dPj) is 
exactly the final voting result for j-th candidate. The MC 
also publishes the decryption key on BB in the end.

4.7 Verification
After the permutation and the decryption key are pub-

lished on the BB, the voting result can be verified. Verifi-
cation includes universal verification and individual verifi-
cation.

In the proposed scheme, the universal verification is 
carried out on the BB when the result is published, anyone 
can aggregate the votes by homomorphic operation, and 
decrypt the voting result with the permutation π and the 
decryption key.

For the individual verification, when the voter vi who 
has cast a valid ballot receives a ‘receipt’, he decrypts 
it and verifies the signature. If it is verified, the ‘receipt’ 
including Ri = (Rij)j=[1,n] and ti is taken out. The voter 
only needs to encapsule his original ballot as ([bj]ꞌ)j=[1,n]                

=([bij]×cRij)j=[1,n] and shuffle it using π to get ([bπ(j)]ꞌ)j=[1,n], 
and check whether the ti-th item published on the BB, is 
identical to ([bπ(j)]ꞌ)j=[1,n] he computed. Then he can verify 
whether his ballot is counted correctly.

5  Security Analysis

According to the design goals (section 3.3) of the 
e-voting scheme, we prove the correctness and privacy of 
the Protocol 1 and Protocol 2 firstly. Then, we analyze the 
proposed e-voting system satisfying the general require-
ments of security and the receipt-freeness.

5.1 Cheat-resistance/Format Verifiability
The cheat-resistance or format verifiability means that 

voters cannot cheat in casting their ballots, and the ballots 
with incorrect format will be rejected. According to Proto-
col 1 and Protocol 2, the ballot that consists of more ‘ap-
proval’s or with a choice bj >1 will be detected. We have 
the following theorems on the protocols.

Theorem 1. Assume the cryptosystem is semantically 
secure, Protocol 1 securely computes the functionality  
Fcom([x]pk , sk) = (c, ⊥) in the presence of semi-honest par-
ties without any collision, where ‘⊥’ denotes ‘no output’.

Proof. The correctness is immediate. The compari-
son com =1 means d1 ≥ d2, or k1x+k2 ≥ k1y+k2. So x ≥ y, or 
c=com=1 holds if k1 > 0, and x < y, or c=1-com=0 holds if 
k1 < 0. Similarly, com=0 means d1 < d2 , or k1x+k2 < k1y+k2, 
so x < y, or c=com, is concluded if k1 > 0, and x ≥ y, or c=1-
com holds if k1 < 0.

We proceed to prove the privacy. Since the comparison 
result of x and y is determined, and thus it suffices to use a 
simpler formulation of security [35] in a simulation-based 
paradigm. We construct a separate simulator for each par-
ty: S1 for P1’s view and S2 for P2’s view, defined as

1 [ ], ; 1 [ ], ;{( (1 ,[ ], ))} {( ([ ], ), )}x sk N x sk NS x c c view x sk cµ π
µ µ∈ ∈

2 [ ], ; 2 [ ], ;{( (1 ,[ ], ))} {( ([ ], ), )}x sk N x sk NS x c view x skµ π
µ µ∈ ∈⊥ ⊥

Here, [ ], ;{( ([ ], ), / )}i x sk Nview x sk cπ
µ∈⊥  with i∈{1,2} de-

notes the view of the i-th party in the real execution of the 
protocol, μ is the security parameter, and ‘ c ’ means “com-
putationally indistinguishable”.

Since the party P2 has no output, it is easier to simulate 
the view and we firstly consider the construction of S2. 
From the protocol, the view of P2 is exressed as {sk, ([f(x)], 
[f(y)])}. In the semi-honest model, the task is to simulate 
the view ([f(x)], [f(y)]). So, S2 needs to choose a random 
x'∈ZN , encrypts x' and y, and chooses a linear function  
f '(z) =k1'z +k2' to generate [f '(x')] and [f '(y)] as prescribed 
in the protocol, and output the encryption ([f '(x')], [f '(y)]) 
to his view.

Analysis: Although the ciphertext tuple ([f '(x')], [f '(y)]) 
is not necessarily identical to ([f(x)], [f(y)]), they are in-
distinguishable due to the semantic security of encryption 
system and the same construction.

Next, we consider the case that P1 is corrupted. Ob-
serve that P1’s view includes its input, the incoming mes-
sages, and the output, which can be expressed as {[x], 
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com, c}. Given P1’s input [x] and output c, S1 only needs to 
simulate com, so that c can be derived from com correctly. 
S1 can work as follows: flip a coin to get σ; and if σ=1, set 
com' = c, else set com' = 1 − c; com' is output to his view 
finally.

Analysis: The above simulation for S1’s view is {[x], c, 
com'}, with the only difference from the real view com and 
com'. In the real protocol, we know that the condition k1>0 
& com=1 plus k1<0 & com=0 means c=1, while k1>0 & 
com=0 plus k1<0 & com=1 means c=0. The selection of k1 
without bias means the probability P[k1>0]=P[k1<0]=0.5. 
Therefore, the probability P[c=com]=P[k1>0 & com=1]+ 
P[k1>0 & com=0]=P[k1>0]=0.5 holds. On the other hand, 
S1 sets com'=c with flipping a coin randomly, and the 
probability P[c=com]=P[c=1−com]=0.5 also holds. In 
summary, the view of the real adversary and the simulator 
S1 yields the indistinguishability.

Thus, the proof is completed.
Theorem 2. Assume that the cryptosystem is seman-

tically secure, Protocol 2 securely computes the func-
tionality Fdet(([bj]pk)j∈{1, …, n}, sk)=(H, ⊥) in the presence of 
semi-honest parties, without any collision.

The proof of Theorem 2 is similar as that of the Theo-
rem 1, and is omitted here.

5.2 Correctness
The correctness means the valid ballots being counted 

reflect the willingness of legal voters, and the voting result 
is correct. The proposed scheme meets the requirement.

Assume the valid ballots are cast by registered voters, 
each of which is in form of blt=([bj]MC)j=[1,n]. When blt is 
checked in Protocol 1, it is just held in VC and the content 
is unchanged. When the ballot is checked in Protocol 2, 
the encrypted elements are permutated by π firstly. Since 
all ballots are permutated as the same way, the aggregation 
is exactly the permutation of the tally result. The reverse 
π−1 is used to permutate and recover the aggregation result 
after all ballots are counted. That implies the permutation 
would not change the votes.

When VC is convinced that a ballot is correct in for-
mat, he re-encrypts the ballot [bij]'=[bij]×c[0ij], which does 
not change the value of the bij. The above operations are 
correct, due to the homomorphism property of the Paillier 
cryptosystem. In the end, the voting result is achieved by 
decrypting the aggregation of ballots by element, which is 
just the sum of ‘approval’s of each candidate.

5.3 Privacy
The privacy means each vote content being private to 

the voter himself and cannot be known by any other mem-
bers until the voting end.

When a ballot is cast, it is encrypted and packed in the 
ciphertext EBi, anyone including the eavesdropper cannot 
know the content. Even the VC cannot know the value of 
bj , for each element is encrypted by pkMC . Thanks for the 
privacy of the Protocol 1 and Protocol 2, the ballot content 
is private during the protocols of checking the format. The 
re-encrypted ballot sent to CC is encrypted by the pkCC in 
the communication, meaning no one can decrypt the ballot 
except CC. And the re-encrypted ballot may appear on the 

BB, but MC cannot know the real votes of each candidate 
although he holds the secret key, for the permutation π. 
The CC also cannot know each ballot content before the 
end of the voting for the encryption. In such a way, the 
privacy of the vote content is guaranteed during the voting 
process. 

5.4 Voter’s Eligibility and Uniqueness
The voters’ eligibility means only the legal voter can 

vote, and uniqueness requires each voter can vote only 
once. The properties depend on the security of signature 
scheme used in the voting credential. If the signature is un-
forgeable, the proposed scheme meets the requirements of 
eligibility and uniqueness. 

In this scheme, a voter has to register with MC before 
casting a ballot. During the registration, the message from 
the voter to MC is encrypted by pkMC , which means no one 
except MC can know the content, or the legal ID cannot be 
stolen. The voting credential to the voter is signed by MC 
and encrypted by pki , which means eavesdroppers cannot 
get the credential or TID. Anyone who pretends to be a 
legal voter has to forge a valid signature of MC, while the 
security of signature guarantees the forgery is hard.

The uniqueness is dependent on the security of listC , 
which is created by MC and updated only by VC. A voter 
who tries to vote twice by setting the corresponding TIDi 
as 0 in listC , or by making a fake credential, will fail, 
because the element of listC is also signed by MC. In the 
scheme, we assume that VC and the voters cannot collude. 
Thus, the uniqueness is satisfied.

5.5 Verifiability
The verifiability implies a legal voter can verify wheth-

er his ballot being counted correctly, and the final voting 
result can be verified publicly. 

Since the permutation π and the decryption key are 
announced in the voting end, anyone can aggregate the 
published ballots and verify the final result by decryption 
and permutation. That means the universal verifiability is 
fulfilled. On the other hand, the encryption of the initial 
ballot ([bj]MC)j=[1,n]} is through the random number rij∈Z*

N, 
i.e. [bj] = gbjrij

N mod N2. If the ballot is regarded valid, the 
permutated ballot is re-encrypted as ([bπ(j)]ꞌMC = [bπ(j)]×c  

riπ(j))j=[1,n]. Since the fresh ballot is published on the BB, it is 
easy for a legal voter to verify that the computed [bπ(j)]ꞌMC is 
just the ti-th item on the BB.

5.6 Receipt-freeness
Formally, the definition of receipt-freeness was given 

in [29] as following.
Definition (Receipt-Freeness) [29]. A receipt is a wit-

ness w' which allows a third party to verify, in an unambig-
uous way, the vote of a voter vi : 

! , . . , . . ( , , , ) 1i iv s t w' s t R' B V v w'∃ ∃ = (1)

A voting scheme achieves the receipt-freeness property 
if there is no such a relation R', or the witness w' is hard to 
compute.
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The receipt-freeness in this scheme is achieved mainly 
because the ‘receipt’ Ri from the VC is signed with DVS, 
such that the voter vi himself can generate a valid ‘receipt’ 
based on a published ballot ([bpj])j=[1,n]. Although the ran-
domness in the encryption can be a proof for the voter to 
show to others, the re-encryption eliminates the initial ran-
domness. And the fresh random number is signed by VC 
with DVS, thus the proof becomes ambiguous.

Informally, when the voting result is announced, fol-
lowed with the permutation π and the decryption key, the 
voter vi can deduce each ballot and decrypt it to get the 
corresponding content. Thereby, an arbitrary published 
ballot ([bpj])j=[1,n] can be claimed to be cast by him easily, 
which implies the receipt-freeness.

It is noticed that we also assume the voter-buyer is not 
allowed to communicate with the voter during the voting 
process, similar as [10]. The voter who wants to sell his 
ballot has to require additional channel to communicate 
with the buyer. Therefore, even an encrypted ballot is sent 
to the buyer ahead of the voting result being published, and 
the buyer will decrypt it later, the buyer cannot believe the 
received ballot is just the one that the voter cast to VC. 

6  Performance

The costs of computation and communication are 
mainly analyzed. Since the voters register before the 
voting, the initialization or preparation for the voting is 
excluded from consideration. We only consider the cost 
during the voting process.

6.1 Computation Cost
In this scheme, the main computation cost involves 

creating a ballot for each voter and checking the ballots for 
the VC and MC. Since voters can create their votes in a 
distributed manner, we just consider the time cost for one 
ballot. The time includes encrypting each choice in creat-
ing a ballot, and checking the format of the ballot by op-
erations of decryption and comparison, and re-encrypting 
the ballot. For n candidates, each voter will compute n ci-
phertexts. The time cost in verification is at least 2n times 
of decryption due to the permutation and the comparison. 
Since the number of candidates affects the times of encryp-
tion and decryption, we consider the time cost with the 
number of candidates. For Paillier system, the length of the 
big integer N will influence the time cost in encryption and 
decryption, and we also consider impact of N on the time 
cost. We evaluate the cost via a custom simulator built in 
Java, and the evaluations were performed on a PC with 3.60 
GHz ten-cores processor and 32G memory. The number 
of candidates and the length of N affect the time cost, as 
shown in Figure 2.

In this figure, the re-encrypting time is almost same 
as creating a ballot. That is because the re-encryption ac-
tually encrypting n ‘0’, and the time in creating a vote is 
also encrypting n bits. The checking time is double the 
creating time or so, that is because the checking involves 
the decrypting the double number of elements and compar-
ing them. The impact of length of N is obvious. When the 

length is 1024, and for 100 candidates, the checking time 
is no more than 500ms, while the time increases to 2300ms 
or so when the bit length is set as 2048. The underlying 
reason is that the larger N, the time in the modular compu-
tation in decryption will be longer. Another phenomenon 
that can be seen from this figure is that the time cost is 
almost linear with the number of the candidates, which is 
expected.

Figure 2. Time cost with the number of candidates

6.2 Communication Cost
In terms of communication, we mainly address the 

communication cost during the e-voting process. The com-
munication in the scheme may occur between the voters 
and VC, VC and MC, VC and CC, CC and MC. Since the 
voters have to cast their ballots to VC, the transmitted data 
involves n encrypted choices, a credential, and a signature. 
During the voting format check, VC sends 2n + 2 cipher-
texts in Protocol 1 and Protocol 2 and the signature to MC, 
and MC will send back n+1 bits for the comparison results. 
For a valid ballot, VC sends back a ciphertext of n random 
numbers to each voter, and sends the re-encrypted ballot 
to CC for n ciphertexts. For the size of the ciphertexts and 
signature depends on the schemes and the parameters cho-
sen, we roughly list the communicated data related to the 
number of encryption and signature used, as Table 3. 

Table 3. Communication overhead during the voting phase

Cost Casting
 a vote 

Checking
 a vote

Counting
  votes

Encryption (E) n+1 2n+2 n
Signature (S) 1 1 1
Others (bits) 0 n+1 0

7  Conclusion

In this paper, we propose an e-voting scheme that can 
verify the ballot in format without disclosing its content 
using the homomorphic encryption. The legal voter is 
registered and authenticated by the managing center and 
issued a unique temporary voting credential, that is used to 
ensure the legality during the voting. The ballot is encrypt-
ed with homomorphic cryptosystem and the voting center 
can check whether the ballot contains more ‘approval’s 
than the specified number, or if there exists more than one 
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‘approval’ for the same candidate in a ballot. In such a 
way, the fraud behavior from the voters can be detected 
and the invalid ballots will be rejected. The voting center 
sends the valid ballots to the counting center for tallying 
the voting result. The managing center can decrypt the 
final voting result correctly without knowing each ballot. 
In addition to the correctness, the legality, the privacy, the 
verification, and the receipt-freeness, the proposed scheme 
achieves the format verifiability for each ballot.

The possible improvement for our scheme lies in the 
coding of the ballot and the non-interactive proofs for the 
ballot format. First, if the ballot of n choices is coded as a 
single number, then only one encryption is needed for cre-
ating a ballot and the efficiency will be improved. Another 
improvement is the non-interactive proofs to verify the 
format of the ballots. Both of them are the future work of 
this paper.
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