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Abstract

Telecare medicine is becoming a trend, due to the
combination of traditional medicine and information
technology. However, the online communication method
leaves patient information at risk of being compromised.
Therefore, a dynamic and anonymous authentication pro-
tocol for telecare medicine with evaluation mechanism is
proposed in our paper. Dynamic and anonymity guarantees
patient privacy and security. The differentiated evaluation
mechanism not only improves the user’s enjoyment of the
experience but also reduces the pressure on the data of
trusted authority (TA). Security analysis proves that attacks
cannot break our protocol. Finally, our protocol is used to
compare with other protocols. It is shown experimentally
that our protocol has an advantage over other protocols in
terms of computation cost.

Keywords: Telecare medicine, Anonymous authentication,
Evaluation mechanism

1 Introduction

Recently, the rise of artificial intelligence has brought
about significant changes in telecare medicine [1-2]. With
the popularity of the Internet and advances in commu-
nication methods, telemedicine technology is changing
telecare medicine in ways that have never been seen before
[3]. This technology uses digital methods that break the
boundaries of geography in traditional healthcare, allow-
ing doctors and patients to communicate with each other
without being constrained by time and location. While
this approach brings more convenient and timely access to
healthcare, it is accompanied by a series of security issues
involving authentication [4-5].

In the telemedicine development, the communication
eavesdropping between doctors and patients as well as
the leakage of patients’ private information have become
larger security risks [6]. Therefore, assuring the confiden-
tiality of communications and confirming the accuracy of
the identities of the communicating parties become critical
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prerequisites for realizing telemedicine security [7]. It is
urgently necessary to establish a reliable authentication
protocol between doctors and patients [7-8].

In different application fields, several authentication
protocols have been proposed [9-10]. However, these
protocols have different security objectives. In telecare
medicine, it is very important for patients that their per-
sonal privacy and sensitive information are not compro-
mised [11-12]. The common anonymity protocols protect
identities through a pseudonymization of the real name.
Although this protects the patient’s identity, some mali-
cious adversaries will associate the patient’s pseudonym
and behavior. Therefore, telecare medicine protocols that
feature dynamic and anonymity are necessary [13]. In
addition, although authentication protocols are resistant
to attacks by malicious users, some once well-intentioned
users will change their behavior. To establish secure and
reliable communication between doctors and patients, this
paper proposes a dynamic and anonymous authentication
protocol with evaluation mechanism for telemedicine [14-
15].

1.1 Motivations

To establish secure and reliable communication be-
tween doctors and patients, our paper proposes a dynamic
and anonymous authentication protocol for telecare medi-
cine with evaluation mechanism.

e Ensure patient privacy and security during tele-
care medicine. Despite the temporal and spatial
convenience telecare medicine brings to patients,
the transmission of information over unsecured
channels is prone to leakage. Thus, it is vital to be
able to protect patient privacy.

e Alleviating the pressure on TA to manage users.
TA is responsible for assisting in the authentica-
tion process between users, which may be mixed
with some dishonest users who may intentionally
disrupt the authentication process. In addition, the
TA is also in charge of managing user information
and is required to process a large amount of data.
Therefore, a sound credibility evaluation mech-
anism can reduce the pressure on TA, and at the
same time can better help users to realize a two-
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way choice among themselves.

1.2 Contributions

Combining the above description, we design a dynamic
and anonymous authentication protocol for telecare medi-
cine with evaluation mechanism by using a hash function,
symmetric key, and evaluation mechanism. The contribu-
tion is as follows:

e A dynamic and anonymous authentication
protocol is designed to protect patient privacy
in telecare medicine. In the protocol, patients
register using a pseudonym, which avoids the risk
of compromising their real identity. Furthermore,
the pseudonym is updated by the patient after each
authentication is completed, which makes linking
multiple behaviors to a single pseudonym impossi-
ble.

e An evaluation mechanism has been designed,
which takes the pressure off the TA to manage
users. Protocol management of malicious users
becomes difficult because of the dynamic and
anonymity approach. TA is introduced and sym-
metric encryption is utilized to implement patient
tracking. By evaluating the behavior of patients
and doctors, it can help them make better choices.
Patients can avoid doctors with low reputation val-
ues (who might be guilty of violations). It is also
easy and convenient for TA to manage the users
who participate in the authentication. This practice
reduces the pressure on credible organizations.

e Protocol security is proven and performance is
compared. By security analysis, it is proved that
our protocol is resistant to password-guessing at-
tacks and Session-specific temporary information
attacks, etc. Comparison with the protocols of
Amin et al. [16], Chaudhry et al. [17], and Lei et
al. [18] demonstrate that our protocol is more se-
cure.

2 Related Work

Many authentication protocols have been proposed re-
garding patients to maintain their safety when performing
telecare medicine. In 2013, Das et al. [19] designed a tele-
medical authentication protocol. This protocol utilizes the
biohash setting as the user login authentication, which en-
sures the uniqueness of the user. In addition, trusted servers
are used by the scheme to store the user identification table
and update it with each session, which provides anonymity
to the protocol. Although the scheme does a great deal in
protecting user privacy, it cannot resist user impersonation
attacks. In a single server, proposed a protocol for telecare
medicine authentication with user anonymity was designed
by Tan et al. [20]. The scheme guarantees user anonymity.
In addition, the scheme also supports mutual authentica-
tion, which avoids user impersonation attacks. However,
the scheme cannot deal with replay attacks. Subsequently,
Chaung et al. [21] proposed a biohash authentication pro-
tocol under multiple servers. The multi-server structure

alleviates the overhead of a single server. To achieve a
lightweight protocol, random numbers and hashes are uti-
lized. However, multiple servers don’t always bring conve-
nience, and some potential problems come with them. The
protocol is not resistant to server spoofing attacks. In 2015,
Chang et al. [22] proposed a two-factor authentication pro-
tocol to solve the problem of user identity exposure under
multiple servers. However, the scheme will be vulnerable
to offline password guessing attacks. In 2019 Zhang et al.
[23] proposed a three-factor AKA protocol. The applica-
tion of chaotic mapping allows the scheme to reach a bal-
ance between security and performance. The three-factor
approach guarantees user login security. So, the protocol is
more secure for communication over open channels. How-
ever, the protocol cannot resist offline password guessing
attacks.

3 Preliminaries

This section describes the hash function and system
model. The ability of the adversary is also defined.

3.1 Hash Function

Definition 1. For a function, the input can be of arbi-
trary length, but the length of the output is fixed. And the
calculation of the function is one-way and the value of
the original cannot be derived from the result. In addition,
hash functions have extremely fast encryption or verifica-
tion speeds. Finally, finding one that is different from the
input value but the equal output value is computationally
difficult.

3.2 System Model

Health center

(Jg I0)30p J23UU0)

Doctor

Figure 1. The system model of telecare medicine

Figure 1 shows the system model for telecare med-
icine. The system contains four entities: the patient, the
doctor, the health center (HC), and the TA.

e The patient is the initiator of telecare medicine.

Unregistered patients are potentially risky users.
When a patient wants to access healthcare ser-
vices, they need to first register with TA and then
submit a telecare medicine request to HC.

e The doctor is a participant in telecare medicine.
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Successfully registered doctors can reach authen-
tication with their patients with the help of HC
and thereafter provide online medical treatment to
patients.

e HC is the facilitator of telecare medicine. Under
the trusteeship of the TA, HC participates in the
authentication of patients and doctors.

e TA is the controller of telecare medicine. The rest
of the entities need to register with TA. The infor-
mation of all the entities is also managed by the
TA.

3.3 Adversary Model
Adversary (A) capabilities in telehealth medicine are
defined in our paper as follows.

1. A can eavesdrop, modify, delete, and insert
fake messages on open channels in telecare
medicine [24].

2. A can launch a offline password-guessing attack
and an online password-guessing attack.

3. If A obtains the patient’s lost mobile device,
then it can decrypt the device and obtain the data
contained therein.

4. When performing key security analysis, A is
considered to be able to obtain the long-term secret
value.

5. TA is trusted and it authorizes HC. TA and HC
share a pair of symmetric keys in advance.

4 Protocol Description

In this section, the dynamic and anonymous authentica-
tion protocol for telecare medicine with evaluation mecha-
nism is described in detail. To facilitate the understanding
of our protocol, Table 1 lists the meaning of various sym-
bols.

Table 1. Notations

Notations Descriptions
P, i, patient
D, Jsdoctor
UID Pseudony for patients
D, PW, Identity ancrleggz\:i/‘c:z(llyof patient’s
D, PW, Identity an;leps)szz:&ifsgiyof doctor’s
A Adversary
HC Health center
TA Trusted authority
h() One-way hash function
T; Timestamp
SK Session key

4.1 Pre-setting Phase
TA generates a symmetric key. The hash function is
generated and published.

4.2 Registration Phase

To enable telecare medicine, the patient needs to sub-
mit a registration request toward the TA. The registration
process is shown in Figure 2:

Step 1. P, chooses ID,, PW, random numbers R and R,
Then UID = h(ID,®R) and BPW, = h(PW|IR,) are calculat-
ed. Finally, ID,, UID and BPW; are sent to TA via a secure
channel.

Patient Trusted authority

Choose ID;, PW;, random number R, R,
Compute UID = h(ID; ® R)

BPW; = h(PW; || Ro) 1D, UID, BPW;
_—

Retrieve if ID;, UID exists
Choose random number Ry
ComputeW, = BPW; @ Ry

A Creat a list store < ID;, UID,R; >
Choose random number y —
Compute CRy = h(ID; | PW;) ® R,

VR; = h(ID; Il PW; | Wo)mod y

Choose 6, and set 6; =0

SP Store {UID,VR;,CRy, Wy, 61}

Figure 2. Patient registration phase

Step 2. TA retrieves whether /D, and UID are in the da-
tabase. Then, TA chooses a random number R, computers
W=BPW®R,. Subsequently, a list is created that holds [D,,
UID, R|]. Eventually, W, is sent to P,.

Step 3. After receiving W, a random number y is cho-
sen by P,. And then P, computers CR=h(ID||PW)®R, and
VR=h(ID||PW||W,)mod y. Afterward, 6, is choosed by P,
and [ID, VR,, CR,, W,, v, 6,] are stored in P, mobile phone
or device.

To realize online diagnosis, the doctor needs to submit
a registration request to the TA. The registration process is
shown in Figure 3.

Step 1. D, chooses ID,, PW; and a random number R,.
Then BPW= h(PW|R,) is calculated. Finally, ID,and BPW,
are sent to TA via a secure channel.

Doctor Trusted authority

Choose ID]-, PW}-,random number R,
Compute BPW; = h(PWj||R;)
1D;, BPW; . . .
—_— Retrieve if IDJ-, exists
Choose random number Rz
Compute Wy = BPW;@ R3

Choose random number W, Creat a list store < IDj, R3>

-2
CR, = h(IDj||PW))® R,

VR; = h(ID; I| PW; | Wy)mod B

Choose 0, and set 6, — 0

SP Store{VR;, W, CR,, B, 65}

Figure 3. Doctor registration phase

Step 2. TA retrieves whether ID; is in the database.
Then, TA chooses a random number R,, computers W =
BPW=@®R;). Subsequently, a list is created that holds [1D,,
R,].
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Step 3. After receiving W, a random number f is
choosed by D,. And then D, computers CR,=h(ID)||PW,)®
R, and VR=h(ID)||PW||W)mod . Afterward, 6, is choosed
by D, and [VR;, W,, CR,, 3, 0,] are stored in D, specialized
equipment.

To alleviate data pressure on TA, HC submits regis-
tration requests to TA. After that, HC is responsible for
managing the authentication of patients and doctors. The
registration process is described below:

HC submits a registration request to TA. Then, TA puts
the symmetric key into the key management module in
HC.

4.3 Login and Authentication Phase

After all entities have successfully registered, P; ini-
tiates an authentication request to HC when needed. The
authentication and login process is shown in Figure 4:

Step 1. P, tries to login using ID,, PW,. And then P,
computers R=CR,®h(ID,||PW,) and R=h(PW||R)®W,.
Next, whether VR=h(ID/|PW}|W,)mod y is checked. If
so, then P, chooses a random number b and timestamp 7',
computers SK,=h(ID,||b||R,\||T}), V,=(SK,||b)®h(R,||UID||
1) and Vy=h(ID)||R\||SK,||T}). Eventually, M,=[UID, ID,,
Vi, Vie, T]s sent to HC.

Step 2. HC checks the freshness of 7 after receiving
M, from P,. UID is symmetric encrypted and sent to TA.
TA then decrypts and queries the R, corresponding to
UID and sends it back to HC. Afterward, HC computers
(SK'\||p) =V,®h(R,||UID||T,) and checks whether V,,=h(
ID,\|R'1|| SK \||T,). If not, HC will report this behavior to TA.
Subsequently, R, is sent to HC by TA. HC chooses a ran-

dom number ¢ and a timestamp 7,, computers V,=(SK||c)
®h(R,||ID)|T;) and V,=h(ID/||R;||SK \||T>). Finally, M,=[V,,
Vy, T)]s sent to D,.

Step 3. D, needs to login a specialized computer be-
fore telecare medicine (the act of logging in only needs
to be performed one time before telecare medicine, rather
than one time for each P,). D; tries to login using ID,, PW,.
And then D, computers R,=CR,®h(ID||PW)) and R =h(P-
W] IR,)®W,. Next, whether VR=h(ID/||[PW||W,) mod p is
checked. If so, D, first checks the freshness of 7,. Then
computers (SK,|[c)=V,®h(ID|R}||T,) and checks whether
VD®h(ID,||R'3H(SK1HTz). If so, D; chooses a random num-
ber d and timestamp T;. Later SK=SK,®SK,, V;=(SK,||c)®
h(RS||ID]|T;) and Ve, =h(SK ||R||SK,||T;) are calculated.
Finally, M=V, Vey, Ts] is sent to HC.

Step 4. HC checks the freshness of 7 after receiving
M, from P, and chooses timestamp 7T,. Then, (SK,||c)=V;
@®h(Ry||ID||T,) and SK=SK ,@®SK, are calculated. Subse-
quently, HC checks if ¥, =h(SK]||R;||SK||T;). If not, HC
will report this behavior to TA. Then, HC computers V, =
(SK,||b)®A(R|ID)|T;) and V,=h(SK||SK[|R\[|T,), sends M,
=[V,, Vp, T,] to P..

Step 5. After receiving M,, P, first checks the fresh-
ness of 7,, computers (SK'2|\b):V4€r)h(R1||ID,||T y) and SK =
SK,®SK,, then checks if V,=h(SK||SK,||R,||T,). If so, SK
is successfully established. To protect the security of P,
pseudonym, it is necessary to update the pseudonym. P;
chooses a new random R™" and computers UID"""=h(UID
@R""). UID™" replaces UID in P, devices. Finally, P; sends
UID™ to TA.

Patient

Health center

Doctor

Use mobile phone login

Input ID;, PW;

Ry = CRy@h (ID{||PW?)

Ry = h (PW|IRo)® W,

Check VR; = h(ID; | PW; || Wq)mody
Choose random b, current Timestamp T,
Compute SKy = h(ID; | b | Ry | Ty)

Vy = (SKy I b)®h(R, N UID I Ty)

Ve =h(ID; Il Ry | SKy I Ty)

Check Ty freshness

if not, report toTA

M, = {UID,1D;,V,, Vi, T4}

SK = SK,®SK),

if not, reporttoTA

Check T, freshness

Compute( SK% || b)

=V,®h(R, Il ID; IIT,)

SK = SK, ® SK

Check Vp = h(SK | SK; IR, I T,)
Choose random R™"

Computer UID™*Y = h(UIDGR™™)
MP replaces {UID} with {UID"¢"}

M, ={Va,Vp, T4}

use UID get R fromTA
Compute (SK} | b) = V,@h(R, | UID || T,)
Check Ve = h(ID; | R}, Il SK} I Ty)

use ID; get R; from TA
Choose random c, current Timestamp T, e ol e L E g e S,
Compute V; = (SK} Il )h(Rs | ID; 1 T) (K, 176 = V,BRAD; TR 1TS)
Vp=h(D; IRy Il SK{1T5)

Check T freshness, choose T,
Computer (SK3 |l ¢) = V3@h(Rz I| ID; I T,)

Check Ve = h (SK Il Ry || SK3 I T5)

Computer V, = (SK5 |l b)ﬂ)h(R'l I 1Dy Ta)
Ve ="h(SKIl SKy IRy IITy)

______________________________

I Check T, freshness

. Use specialized computer login

| Input ID;, PW;

. Computer R; = CR;®h (1D;|[PW})

LRy =h(PWIR)B W,

' Check VR;=h(ID; | PW; || W,)mod B

CheckVp = h(ID; I R5 I (SK, I T)
Choose T, random d

Compute SK, = h(ID; || d I R} | T5)
SK = SK, @ SK,

Vs = (SKz I )®h(R; | ID; 11 T5)
Ven = h(SK | R3 I SK, I T3)

M, = {V3,Vp, Ty}

M; = {Vs, Ven, Ts}

Figure 4. Login and authentication phase
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4.4 Password Update Phase

The patient’s password change process is as follows:

P, first choose a random number R;™, " and PW,",
computers BPW"=h(PW;"||R"), CR."=h(ID||PW")®
R, and VR“’=h(ID||PW""||W,)mod y"". Finally, [UID,
VR, CRy", Wy, ™", 6,) are stored in P; device.

4.5 Evaluation Phase

A good authentication protocol can resist unauthorized
malicious user attacks. However, the protocol does not
handle well with users who have been successfully regis-
tered or even have been behaving well, once their behav-
ior changes. Thus, additional mechanisms are needed to
counter that. Our protocol proposes a mechanism for eval-
uation patients and doctors. Behaviors are classified into
three types: 1) m,: An interaction is completed between
the patient and the doctor. 2) m,: Malicious interruption of
the authentication process. For successfully registering the
doctor and the patient, authentication may be interrupted
for active or passive (e.g., loss of signal) reasons. 3) m,:
Breach of contract after the authentication process. Mali-
cious breach of contract includes: the patient successfully
registering with a doctor but being absent, and the doctor
viewing private information that does not belong to their
patients. Based on this, we designed an evaluation formu-

la. Where n is the total number of times, 7 is the number of
(=)

times m;and e ¢ is the temporal decay.
s=s+
_(n—i) _(n=i) _(n-i)
e ' Zimy—e T Elm-e ' Tl m, @
n

Traditional evaluation mechanisms typically discount
users who engage in malicious behavior and gradually
restore their evaluates after a period of time. However, this
approach is not friendly to users who interact frequently
and actively. Meanwhile, if malicious adversaries register
multiple accounts and control these accounts to engage
in destructive behavior over a period of time, traditional
mechanisms are also difficult to effectively prevent. In Eq.
(1), the temporal decay factor is introduced to modulate the
effect of the user’s latest behavior on the score. Users with
normally good behavior will have relatively little impact
on their scores when they commit a few acts of disruptive
behavior. The differentiated treatment aims to protect those
users who have been interacting positively, thus enhancing
the system’s perception of friendly users. Conversely, for
users who engage in only malicious behavior, the system
will gradually make authentication more difficult, making
it more difficult to pass authentication. The strategy aims
to effectively counter the problem of malicious users fre-
quently registering multiple accounts and taking turns to
engage in disruptive behavior. This enables the system to
better identify and prevent such malicious behavior, thus
protecting the overall stability of the system and the user
experience.

5 Security Analysis

This section shows the security analysis of our
protocol.

5.1 User Anonymity

According to the description in Section 3.3. A is not
only able to eavesdrop on messages on the open channel,
but also to gain access to information in P; lost device. At
this point, A obtains the UID from the open channel and
also [UID, VR,, CR,, W,, y, 8,] stored in the device. But A
can’t obtain the /D, because UID = h(ID/®R) is protected
by receiving a hash and a random number R. So, our proto-
col provides user anonymity.

5.2 Privilege Insider Attack

Suppose there is a person within the TA who is trying
to get the registration information. However, our protocol
does not transmit /D; to the TA in the registration phase,
rather it transmits UID. Moreover /D, cannot be computed
from the UID. Therefore, our protocol is resistant to privi-
leged insider attack.

5.3 Device Loss Attack

Suppose P; login device is lost or stolen, and the infor-
mation stored in it may be compromised. [UID, VR, CR,,
W,, y, 0,] are obtained by A. ID, be not compromised in
User Anonymity. In addition, PW; does not exist in the de-
vice, so VR, = h(ID;||PW;||Wy)mod y cannot be computed.
Therefore, our protocol is resistant to device loss.

5.4 Impersonation Attack

Impersonation attacks are divided into three types.

Case 1: P, impersonation. A intercepts M, and tries to
re-forge M, to send to HC. However, since R, is a secret
value between P; and TA. A has no ability to obtain it. As
aresult, SK,, V; and V- cannot be computed. Furthermore,
suppose that M, is intercepted by A and A tries to falsify
his identity to HC. However, the secrecy of R, causes SK,
and SK computations to fail. Therefore, A cannot imper-
sonate P; at this stage.

Case 2: HC impersonation. .4 prevents D, from receiv-
ing M, and tried to masquerade as HC. However, R; is a
secret value between /D, and TA, so A cannot compute V,
and V. Furthermore, if A tries to forge M, and send it to
P, is impossible. Because both R, and b are unknown to A.
Therefore, A cannot impersonate HC at this stage.

Case 3: D, impersonatio. A intercepts M, and tries to
masquerade as D,. However, without R,, A cannot recover
SK from V, and cannot pass V. Furthermore, if A inter-
cepts M, and tries to forge it, but A does not have R, SK,
and is unable to forge V5 and V. therefore, A cannot im-
personate D; at this stage.

5.5 Replay Attack

According to the description in Section 3.3, A is able
to intercept M|, ... M,. to launch a replay attack. After a
period of time, .4 sends the message to the receiver. How-
ever, the timestamp checking prevents non-fresh messages
from being accepted. Therefore, our protocol is able to re-
sist replay attack.

5.6 Man-in-the-middle Attack
If A obtains all the information in P, device and tries
to launch a man-in-the-middle attack in our protocol. Then
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A needs to prove the legitimacy of its identity to P, HC,
and D,. The absence of R, and R, prevents A from forging
M,, ... M,. But the absence of R1 and R3 prevents A from
forging M,, ... M,. Therefore, our protocol is resistant to
man-in-the-middle attack.

5.7 Password Guessing Attack

According to the description in Section 3.3, A obtains
one of the ID, or PW,, as well as the [UID, VR, CR,, W,
y, 0,] that exists in the device. At this point, A tries to go
offline to enumerate the possible < ID,, PW, > pairs. Due to
the existence of y, there is more than one possible correct
< ID,, PW;> pair. Thus A needs to login online to be sure.
And the presence of 6, limits the number of online logins.
Once 6, is more than 4, P, account will be locked. So, our
protocol can resistant to password guessing attack.

5.8 Forward Secrecy

After the current SK is successfully negotiated, sup-
pose it is successfully obtained by A. Then A tries to
compute the previous SK. but since the random numbers b
and d are involved, they are chosen randomly each round
and the probability of a collision is negligible. So, A is not
able to compute the previous SK. Thus, our protocols reach
forward secrecy.

5.9 Ephemeral Secret Leakage Attack

Suppose all the temporary secret values (b, ¢, and d)
of the authentication phase are leaked to A, and A tries to
compute the current SK. But since SK, requires the long-
term secret value R, and SK, requires the long-term secret
value R;. so, SK is still not accessible to .A. Our protocol is
resistant to ephemeral secret leakage attack.

6 Performance Analysis

In this section, our paper is compared with the papers
of Amin et al. [16], Chaudhry et al. [17], and Lei et al. [18].

6.1 Comparison of Computation Cost

Table 2 gives the comparison results of our paper with
protocols Amin et al. [16], Chaudhry et al. [17], and Lei
etal [18]. T, T, T,,, and T, are the time spent on hash
function, symmetric encryption/decryption, modular mul-
tiplication and scalar multiplication respectively. || and @

are considered negligible.

Table 2. Computation cost

Protocols P, registration au]tf frigca;(iion
Amin et al. [16] 3T, +2T, 9T, +5T,,+ 2T,
Chaudhry et al. [17] 67T, 317, + 2T,
Leietal. [18] 6T, 107, + 6T,,+ 1T,
Ours 5T, 217, + 2T,

The above is a theoretical analysis of protocols. To
evaluate the actual performance of protocols., Crypto ++

Library and Visual Studio C++ are used to simulate the
computation cost of protocols. And CPU is i5-12400. In
our experiments, we simulated each of the above opera-
tions 700 times. Then the average value was taken as the
actual time. Finally, 7, = 0.092ms, T;, = 0.067ms, T,, =
3.868ms, and T,,, = 3.681ms. It can be seen from Figure 5
that although our protocol is not the lowest in the regis-
tration phase. However, it has the lowest cost in the login
and authentication phases from Figure 6. And also the final
total cost is the lowest.

[ ]Aminetal
0.8 [ Chaudhry et al.
B it al.
0.7 I ours
0.6
0.552 0.552

ms

05 046
04

0.4

03

02

0.1

0.0

Running time of the registration phase

Figure 5. Running time of the registration phase

A [ ]Aminetal
30
27,809 0 Ch'audhry et al.
B i et al.
25 B ours
20302
201
wv
=
15
10
5
2.986 5 066
0 >

Running time of the login and authentication phase

Figure 6. Running time of login and authentication phase

6.2 Comparison of Security

In Table 3 a comparison of the security of our paper
with Amin et al. [16], Chaudhry et al. [17], and Lei et al.
[18] are presented. Amin et al. [16]’s protocol is not resis-
tant to Ephemeral secret leakage attack and man-in-the-
middle attacks. Chaudhry et al. [17]’s protocol can not re-
sistant to replay attack because the lack of timestamps and
device loss attack. Since Lei et al. [18]’s protocol sends ID
t the server during the registration phase, so, it is not resis-
tant to privileged person attacks. Our protocols are highly
secure and resistant to a range of attacks. In addition, the
evaluate mechanism is unique to our protocol.
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Table 3. Comparison of security

Security Protocols  \ inetal. [16] Chaudhry etal.[17]  Lei ctal. [18] Ours
User anonymity N v N N
Privilege insider attack \ v x ~
Device loss attack 4 x N +
Impersonation attack ~ N N ~
Replay attack S x x N
Man in the middle attack x Y N N
Off-password guessing attack \ \ \ \
Online-password guessing attack X x N N,
Forward secrecy V \ v
Ephemeral secret leakage attack X X x ~
Evaluate mechanism X x x ~
6.3 Experimental Acknowledgment

The basic requirement for authentication protocols is
security. However. protocols are often assumed to operate
in idealized environments that do not match the complex
realities of the environment. In addition, it is difficult for
humans to intuitively recognize whether a protocol is se-
cure or not. Therefore, to verify the security of a protocol,
AVISPA tool is used by us for simulation. The result is
presented in Figure 7.

%OFMC SUMMARY
%Version of 2006/02/13 SAFE
SUMMARY DETAILS
SAFE BOUNDED_NUMBER_OF_SESSIONS
DETAILS TYPED_MODEL
BOUNDED _NUMBER_OF SESSIONS | PROTOCOL
PROTOCOL /home/SPAN/testsuite/results/cp.if
/home/SPAN/testsuite/results/cp.if GOAL
GOAL As Specitied
as_specified BACKEND
BACKEND CL-AtSe
OFMC
COMMENTS
STATISTICS STATISTICS
parseTime: 0.00s Analysed : 7 states
searchTime: 0.51s Reachable : 0 states
visitedNodes: 17 nodes Translation: 0.35 seconds
depth: 7 plies Computation: 0.00 seconds

Figure 7. AVISPA result

7 Conclusion

An evaluation mechanism for dynamic and anonymous
authentication protocol for telecare medicine is presented
in our paper. Our protocol uses hash functions and sym-
metric encryption to secure the communication. Dynamic
and anonymization is achieved for telecare medicine pa-
tients. In addition, an evaluation mechanism with differ-
entiation is applied to alleviate TA data pressure. AVISPA
proves that the protocol is secure. Finally, experiments also
demonstrate that our protocol has less computation cost in
the registration phase and login authentication phase.

The work is supported by the National Key Re-
search and Development Program of China (No.
2023YFB2703700), the National Natural Science Founda-
tion of China (Nos. U21A20465, 62302457), Zhejiang Pro-
vincial Natural Science Foundation of China under Grant
Nos. LQ24F020009, LQ24F020012, and the Zhejiang Key
Laboratory of Multidimensional Perception Technology
Application and Cybersecurity (No. HIKKL-20230002).
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