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Abstract

This study provides a comprehensive exploration of 
Super APIs and their advantages, specifically focusing on 
their Cross-Chain Communication Protocol. The primary 
objective is to enhance the performance of Super API 
applications, emphasizing speed, decentralization, privacy, 
security, and scalability. The research encompasses data 
sources, data collection methodology, and performance 
evaluation metrics. Comparative analysis is conducted to 
evaluate the performance of Super APIs in comparison 
to other Cross-Chain solutions. The research primarily 
focuses on the development of our Super API, addressing 
accuracy, speed, security, and scalability, particularly 
within financial transactions. Through thorough data 
analysis and optimization, significant advancements have 
been achieved in Super APIs. Performance improvements 
include reduced response times, enhanced accuracy, and 
increased security through the implementation of AES 
encryption. JWT is employed for authentication and 
encryption, while Hypercube effectively manages Super 
API nodes. Furthermore, our Super API is designed to 
handle a wide range of data scales, accommodating both 
small and big data.

Keywords: APIs, Blockchain, Decentralized application, 
Hypercube network

1  Introduction

Blockchain, also referred to as distributed ledger 
technology (DLT) [1], is an innovative and secure 
system designed to facilitate transparent transactions in 
an environment characterized by inherent mistrust. Its 
fundamental architecture ensures that no single entity can 
modify, delete, or append records to the ledger without 
consensus from other participants, thereby guaranteeing 
the immutability of stored data.

The application of blockchain technology has extended 
to various industries, demonstrating its versatility 
and potential. For instance, it has found successful 
implementation in traceability and provenance systems, 
specifically in the context of ensuring food safety [2]. 
By leveraging blockchain, seamless documentation 
and tracking of food products can be achieved, offering 

consumers valuable insights into the origins and handling 
of their purchases. In addition, blockchain technology has 
also been applied in the field of Financial Technology [3].

Moreover, the logistics industry has witnessed 
significant advancements through the adoption of 
blockchain technology, particularly in the development 
and deployment of logistics information platforms [4]. 
These platforms enable improved coordination and 
efficiency in supply chain management, resulting in 
streamlined operations and enhanced customer satisfaction. 
Additionally, the art marketplace has embraced the 
transformative power of blockchain technology [5]. By 
harnessing its decentralized and transparent nature, the art 
industry can enhance the verification, authentication, and 
tracking of artworks. This ensures the integrity of valuable 
pieces, as well as enables the establishment of ownership 
and provenance records.

In the current landscape, individual companies operate 
their own blockchains with unique architectures tailored 
to their specific business requirements. However, the use 
of different underlying blockchain architectures poses 
challenges to achieving interoperability and seamless 
transactions between companies, significantly impacting 
business operations.

To address these challenges, cross-chain technology 
acts as a bridge between heterogeneous blockchains, 
enabling the creation of interconnected blockchain 
networks [6]. It resolves the issues associated with running 
multiple chains on the internet and facilitates cross-chain 
transactions among various types of chains, including both 
homogeneous and heterogeneous chains. The successful 
implementation of cross-chain capabilities is crucial for 
achieving financial settlement and unlocking the full 
potential of blockchain technology [7].

Extensive research has been conducted on the multi-
chain model and cross-chain communication protocols. 
Several scholarly papers have proposed innovative 
approaches, such as the introduction of a multi-chain 
communication layer [8], the “Hub-parachain” model [9] 
for blockchain interoperability architecture, cross-chain 
transaction methods utilizing hashed time-lock contracts 
[10], cross-chain protocols focusing on smart contracts 
[11], a multi-chain model based on 5G networks [12], 
and a perspective on web3.0 from the standpoint of cross-
blockchains [13].

The  ob jec t ive  o f  th i s  s tudy  i s  to  p rov ide  a 
comprehensive explanation of Super APIs and their 
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advantages, particularly in relation to their Cross-Chain 
Communication Protocol. Our focus is on enhancing the 
performance of Super API applications, with specific 
emphasis on speed, decentralization, privacy, security, 
and scalability. We describe the sources of our data, 
our data collection methodology, and the performance 
evaluation metrics employed in our research. Furthermore, 
we present our findings by comparing the performance 
metrics of Super APIs with other Cross-Chain solutions to 
bolster data security using AES encryption. This research 
introduces a promising approach for enhancing Super 
APIs, showcasing significant potential in improving 
API performance and functionality. Authentication and 
increased security are ensured through the utilization of 
AES and JWE, while effective management of blockchain 
nodes is achieved using Hypercube. The study successfully 
optimized Super APIs, leading to improved response times, 
enhanced accuracy, security, and increased scalability.

2  Literature Reviews

2.1 Cross-chain Technology
Cross-chain refers to the interoperability between 

different blockchain networks. Blockchain systems 
are often isolated from one another, but cross-chain 
technology aims to facilitate communication, data transfer, 
and asset exchange across these diverse blockchains 
[14]. It enables users to transfer tokens or assets from 
one blockchain to another without relying on centralized 
intermediaries. Cross-chain protocols and technologies 
promote compatibility and collaboration between distinct 
blockchain ecosystems. An example of cross-chain 
technology for cryptocurrency is Tendermint. Tendermint 
is a consensus engine that ensures Byzantine fault tolerance 
(BFT) in distributed networks [15-16]. It provides a high-
performance, scalable, and secure consensus algorithm 
for various applications, particularly blockchain systems. 
Tendermint employs the Practical Byzantine Fault 
Tolerance (PBFT) algorithm to achieve consensus among 
a set of nodes in a distributed network, ensuring that all 
nodes agree on the same set of transactions and their 
execution order.

2.2 Hypercube Network
A hypercube network, also known as an n-dimensional 

cube network or simply an n-cube network, is a type of 
computer network topology that is based on the geometric 
structure of a hypercube [17].

A hypercube network is formed by connecting nodes 
in an n-dimensional hypercube [18]. Each node in the 
network represents a vertex of the hypercube, and the 
edges of the hypercube represent the connections between 
nodes. In an n-cube network, each node is connected 
to n other nodes, corresponding to the n dimensions of 
the hypercube. We call a 1-dimension hypercube a line, 
a 2-dimension hypercube a square, and a 3-dimension 
hypercube a cube.

Hypercube networks have certain properties that 
make them suitable for parallel computing and distributed 

systems. One important property is that the distance 
between any two nodes in the network is always the 
same, regardless of their positions in the hypercube. This 
property enables efficient routing and communication 
between nodes. Additionally, hypercube networks have a 
high degree of fault tolerance, meaning they can continue 
functioning even if some nodes or connections fail.

Hypercube networks have been used in various 
app l ica t ions  [19] ,  such  as  para l le l  comput ing , 
distributed algorithms, and interconnection networks 
for multiprocessor systems. They provide a structured 
and scalable topology for efficient communication and 
computation in parallel and distributed systems. Let A = 
a1a2a3 … ad and B = b1b2b …bd be each two nodes in a 
d-dimensions hypercube, the distance between a and b is 
shown in equation (1).

( ) 1, d
i iiA BDist aa e bnc == −∑  (1)

We show hypercube networks with 1 to 7 dimensions in 
Figure 1.

Figure 1. Hypercube networks with 1 to 7 dimensions [26]

2.3 Go Ethereum
Go Ethereum (Geth) is an implementation of the 

Ethereum protocol in the Go programming language. 
Ethereum is a blockchain-based platform that enables the 
development of decentralized applications (DApps) and 
smart contracts [20-21]. It utilizes the Ethereum Virtual 
Machine (EVM) to execute smart contracts and allows 
users to interact with the blockchain through APIs. Geth is 
one of the popular clients used to connect to the Ethereum 
network and interact with the Ethereum blockchain.

2.4 AES
AES was established by the U.S. National Institute 

of Standards and Technology (NIST) in 2001 [22] as a 
replacement for the older Data Encryption Standard (DES). 
It has become the most widely used encryption algorithm 
globally and is considered highly secure. The AES 
algorithm operates on blocks of data, typically 128 bits in 
length, and supports key sizes of 128, 192, and 256 bits. 
It employs a series of mathematical operations, including 
substitution, permutation, and mixing, to transform the 
input data into an encrypted form. The strength of AES 
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lies in its ability to withstand various cryptographic 
attacks, including brute force and differential attacks. AES 
encryption is commonly used in various applications and 
protocols to protect sensitive information, such as financial 
transactions, secure communication channels, and data 
storage. It ensures that data remains confidential, integrity 
is maintained, and unauthorized access is prevented.

2.5 Json Web Token
JSON Web Token (JWT): JWT is an open standard 

(RFC 7519) that defines a compact and self-contained 
format for transmitting information between parties as a 
JSON object [23]. It is commonly used for authentication 
and authorization purposes. JWT consists of three parts: a 
header, a payload, and a signature. The header and payload 
contain information such as claims or attributes, while 
the signature is used to verify the token’s integrity and 
authenticity. 

To make a JWT, we use the formula in equation (2).

64 (header) .
64 (payload) .

( 64 (header) .
64 (payload) )sec, ret

JWT encodeBase Url
encodeBase Url
sign encodeBase Url
encodeBase Url

= + +
+ +

+ +
(2)

Where, encodeBase64Url() is a function to base64Url 
encode the data. sign() is a function that creates a digital 
signature of the data using the given secret (and algorithm). 
By adopting this method, we can ensure the integrity and 
security of the JWT, guaranteeing that its content remains 
unchanged by unauthorized parties.

JSON Web Encryption (JWE) [24] is an extension of 
JWT that provides a standard way to encrypt the contents 
of a JSON Web Token. It allows sensitive information 
within a JWT to be securely encrypted, ensuring 
confidentiality and privacy during transmission.

JSON Web Key (JWK) [25] is a JSON format for 
representing cryptographic keys used in JWT and JWE. 
It defines a standard structure for representing public 
and private keys, including their type, algorithm, and 
parameters.

These standards are widely used in modern web 
development for secure authentication, data exchange, 
and communication between different components and 
systems.

3  Experiments

Our experimental approach was based on a robust 
design process that consisted of several steps and drew 
upon a range of tools, technologies, and performance 
measurement techniques. We aimed to investigate the 
performance of Super APIs within the context of both 
centralized and decentralized financial transaction systems.

3.1 Experimental Setup Design
To start off, we chose Python as our preferred 

development platform and technology for constructing 

Super APIs due to its strong reliability, versatility, and 
widespread usage in API and blockchain development. Our 
server for this experiment consists of a single unit with a 
12-core CPU and 6 threads, along with 16 GB of RAM. 
The network architecture comprises inspection nodes, 
with the number of nodes computed by a hypercube. 
Each zone contains 2^7 = 128 nodes, as in the Tendermint 
architecture, separate nodes to 125 nodes per zone. These 
inspection nodes are designated as Super APIs. In our 
comparison, we evaluate our hypercube with Super API, 
which consists of 128 inspection nodes.

3.2 Data Collection
Data collection played an integral role in our study. 

Depending on the data source, we utilized a variety of tools 
for database querying, web scraping, and data extraction. 
The data we gathered encompassed financial transactions, 
such as bank money deposits, withdrawals, and transfers. 
We present a sample of the data records for this research 
in Table 1. and a sample of each blockchain in Table 2. We 
also show the Entity Relations (ER) diagram in Figure 2.

Table 1. Example financial transactions data

Data Type Transaction Sample 1 Transaction Sample 2

Transaction Hash 0x7a537a4929e4f8c55a
7b582fc8746f1aa7a541da6

0x2b5634c42055806a59e9107e
d44d43c426e58258

Block Date and Time 2023-07-13 10:30:00 2023-07-13 12:45:00

Sender Address 0x123f681646d4a755815f9cb19
e1acc8565a0c2ac

0x0abdace70d3790235af448c88
547603b945604ea

Recipient Address 0xabcdef1234567890abcdef123
4567890abcdef12

0xde0b295669a9fd93d5f28d9ec
85e40f4cb697bae

Transferred Coin Amount 2.5 ETH 1.75 ETH

Block Number 10777395 10777420

Network Ethereum Mainnet Ethereum Mainnet

Transaction Status Successful Successful

Table 2. Example blockchains data
Block Number 10777395
Block Hash 0x5f587ba591d7f7a1a4e763889f9c2f7036c9
Previous Block Hash 0x2b5634c42055806a59e9107ed44d43c426e
Hash 58258
Timestamp 2023-07-13 10:30:00
Transactions 5
Validator Node ID 3

Figure 2. ER diagram of our database
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3.3 Super APIs Optimization
Post data collection, we optimized the Super APIs. We 

employed programming languages and frameworks such as 
Python to incorporate improvements. This was an iterative 
process, ensuring our APIs were as efficient and effective 
as possible. Our Architecture was shown in Figure 3.

We initiated the improvement of Super APIs post 
data collection, using powerful tools such as Python for 
development and refinement. This process, an iterative 
one, focused on enhancing efficiency and effectiveness of 
the APIs to meet and keep pace with relentless demands.

Figure 3. Our Super API architecture

Our algori thm comprises key classes namely 
Hypercube Node, Super API, and Validator, which have 
been refined to create significant functionalities such as 
transaction creation, transaction approval, and transaction 
verification. As for the results, we evaluated the overall 
operation by measuring the transaction processing time. 

We are confident that each of these steps is integral in 
augmenting the efficiency of Super APIs, elevating them 
from being just APIs to Super APIs capable of handling 
intricate challenges and requiring rapid responses in 
today’s digital world.

3.4 Super API Transaction Processing with AES 
Encryption and Hypercube
In this section, we will explain the workings of Super 

API Transaction Processing with AES Encryption and 
Hypercube, and illustrate its architecture in Figure 2. The 
architecture is separated into 7 layers as follows: 

1st Layer - Multiple Coin Integration in Super API 
is accomplished by interfacing directly with the APIs 
for various cryptocurrency blockchains. The Super API 
serves as a central hub for communication with multiple 
cryptocurrency blockchains, playing a pivotal role in 
transaction management. Functionality of Layer 1 in the 
Super API includes:

1) Communication with Blockchains: The Super 

API directly interfaces with Blockchain APIs of 
cryptocurrencies like Bitcoin, Ethereum, and Ripple. Data 
acquired from these Blockchains is stored and managed 
within the Super API.

2) Transaction Management: The Super API oversees 
transactions across multiple cryptocurrencies. If users wish 
to conduct transactions in different cryptocurrencies, the 
Super API communicates with the pertinent Blockchain to 
encrypt, validate, and facilitate the transaction.

3) New Cryptocurrency Deployment: When a new 
cryptocurrency arises, the Super API can extend its support 
by integrating with the new cryptocurrency’s Blockchain 
API.

4) Past Transaction Management: The Super API can 
fetch past transaction records from various cryptocurrency 
blockchains and present the data in a user-friendly format.

By interfacing with a myriad of cryptocurrencies, the 
Super API offers convenience and versatility in digital 
transactions.

2nd Layer - Connector in Super API functions as 
follows:

Receive Data: The connector gathers data from Layer 
1, comprising information from various blockchain 
networks. This might encompass transactions, block 
statuses, and other pertinent data.

1) Connecting to Super API: Data procured from 
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blockchains is relayed through the connector to the Super 
API. The connector is adept at transforming and relaying 
data in a format amenable to the Super API.

2) Data Conversion: If the blockchain data is in a 
disparate format, the Connector morphs the data into 
a standard format recognized by the Super API. This 
might involve currency conversion, date/time format 
transformation, or hash code adjustments.

3) Transmission: Post conversion, the Connector 
dispatches the data to the Super API. This can be 
executed via REST API, WebSocket, or another suitable 
communication protocol.

The Connector’s functionalities ensure that the Super 
API can efficiently and precisely interact with a variety of 
blockchains.

3rd Layer - Authentication and Encryption: In this 
layer, received data is verified and encrypted for security. 
The operations in this layer can be described as follows:

1) Authentication: The received data needs to be 
authenticated before it can be sent into the Super API. 
This verification can be achieved through methods like 
checking the digital signature, verifying the data hash, or 
other means that can assure that the received data is from 
a trusted source and has not been altered from its intended 
form.

2) Encryption: Once the data is authenticated, it is 
encrypted to prevent unauthorized access or modification. 
This encryption can be done using JSON Object Signing 
and Encryption (JOSE) or AES encryption. JOSE is a 
standard that allows for the secure transmission of JSON 
data, while AES is a trusted and highly secure encryption 
algorithm.

3) Data Transmission: Data that has been authenticated 
and encrypted is sent to the next layer of the Super API. 
This encrypted data protects against eavesdropping, 
interception, or unauthorized modifications.

Thus, Layer 3 in the Super API takes responsibility for 
data verification and encryption, enabling the Super API to 
handle data securely and correctly.

4th Layer - Hypercube Node Selection: In this layer, 
the Super API selects nodes for transaction verification 
using a complex arrangement of nodes within the 
Hypercube structure. The operational process of this layer 
was as follows:

1) Construct Hypercube Structure: Create a Hypercube 
structure consisting of numerous nodes. Each of these 
nodes is assigned connections to other nodes within the 
Hypercube structure.

2) Define Node Selection Conditions: Define the 
conditions that will be used to select nodes for transaction 
verification. These conditions could depend on the 
complexity of the transaction, the significance of the 
transaction, or the requirements of the existing system.

3) Choose Nodes for Transaction Verification: Utilize 
the predefined conditions to select nodes for verifying 
transactions. This selection might be based on transaction 
data, such as transaction size, transferred amount, or 
account status of the transaction parties.

4) Transmit Encoded Transaction Data to Selected 
Node: Send the encoded transaction data to the chosen 
node. This node will then verify the transaction and update 
the transaction’s status.

Consequently, Layer 4 of the Super API is responsible 
for selecting nodes for transaction verification, enabling 
the transaction verification process of the Super API to 
operate efficiently and promptly.

1) Low Significance Transactions: The Super API will 
route such transactions to nodes where the first bit from the 
left is 0. Following this rule, the Super API can transmit 
low significance transactions to nodes with bit numbers 
ranging from 0000000 to 0111111, encompassing a total of 
64 nodes.

Hence, nodes with low significance are defined with 
the first bit (from the left) set to 0, resulting in bit numbers 
ranging from 0000000 to 0111111, shown in Table 3 and 
Figure 4.

Table 3. Nodes for low significance transactions

0000000 0000001 0000010 0000011
0000100 0000101 0000110 0000111
0001000 0001001 0001010 0001011
0001100 0001101 0001110 0001111
0010000 0010001 0010010 0010011
0010100 0010101 0010110 0010111
0011000 0011001 0011010 0011011
0011100 0011101 0011110 0011111
0100000 0100001 0100010 0100011
0100100 0100101 0100110 0100111
0101000 0101001 0101010 0101011
0101100 0101101 0101110 0101111
0110000 0110001 0110010 0110011
0110100 0110101 0110110 0110111
0111000 0111001 0111010 0111011
0111100 0111101 0111110 0111111

Figure 4. Nodes for low significance transactions
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2) Moderate Significance Transactions: The Super 
API will route such transactions to nodes where the first 
bit from the left is 1 and the second bit from the left is 0. 
According to this rule, the Super API can route moderately 
significant transactions to nodes with bit numbers ranging 
from 1000000 to 1011111, totaling 32 nodes, shown in 
Table 4 and Figure 5.

Table 4. Nodes for moderate significance transactions 
1000000 1000001 1000010 1000011
1000100 1000101 1000110 1000111
1001000 1001001 1001010 1001011
1001100 1001101 1001110 1001111
1010000 1010001 1010010 1010011
1010100 1010101 1010110 1010111
1011000 1011001 1011010 1011011
1011100 1011101 1011110 1011111

Figure 5. Nodes for moderate significance transactions

Directly stated, the first two bits (or the leftmost bits) 
are used to determine the significance level of transactions 
and to select appropriate nodes within the Hypercube.

3) For Highly Significant Transactions: We divide the 
rule into 2 types as follows:

3.1) For the highly significant transactions: The Super 
API will route such transactions to nodes where the first 
and second bits from the left are 1 and the third bit from 
the left is 0. Using this rule, the Super API can transmit 
highly significant transactions to nodes with bit numbers 
ranging from 1100000 to 1101111, comprising 16 nodes, 
shown in Table 5 and Figure 6.

Table 5. Nodes for the highly significant transactions

1100000 1100001 1100010 1100011
1100100 1100101 1100110 1100111
1101000 1101001 1101010 1101011
1101100 1101101 1101110 1101111

Figure 6. Nodes for the highly significant transactions

3.2) For the most highly significant transactions: The 
Super API will route such transactions to nodes where 
the first, second, and third bits from the left are all 1. 
Following this rule, the Super API can transmit the most 
highly significant transactions to nodes with bit numbers 
ranging from 1110000 to 1111111, totaling 16 nodes, as 
shown in Table 6 and Figure 7.

Table 6. Nodes for the most highly significant transactions

1110000 1110001 1110010 1110011
1110100 1110101 1110110 1110111
1111000 1111001 1111010 1111011
1111100 1111101 1111110 1111111

Figure 7. Nodes for the most highly significant transac­
tions

So, we have 128 nodes for all transactions, as shown in 
Figure 8.
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Figure 8. Nodes for all transactions

The operation of this Super API assists in managing 
transactions of varying significance effectively through 
suitable nodes within the Hypercube using bit-based rules.

We have explained the method by which the Super API 
selects nodes for transaction routing, referencing the first 
bit of each node. This method enables efficient distribution 
of transactions to nodes according to their significance 
levels, utilizing the bit rules you’ve described. These 
include:

1) Low significance transactions are sent to nodes with 
the first bit from the left set to 0.

2) Moderately significant transactions are sent to nodes 
with the first bit from the left set to 1 and the second bit 
from the left set to 0.

3) Highly significant transactions are categorized into 
two levels:

Level 1: Sent to nodes with the first two bits from the 
left  set to 1 and the third bit from the left  set to 0.

Level 2: Sent to nodes with the first three bits from the 
left set to 1.

This approach helps us select appropriate nodes 
for transaction processing, ensuring efficient and swift 
transaction handling within the Hypercube.

5th Layer - Transaction Verification: Once a node is 
chosen, the transaction data is decrypted, leveraging AES 
Encryption, and then subjected to transaction verification. 
The process at this stage unfolds as:

1) Transaction Data Decryption: Data relayed from 
Layer 4 typically uses AES (Advanced Encryption 
Standard) for encryption to maintain security. The chosen 
node must decrypt this data to further process it. The 
decryption employs a designated key compatible with AES 
to decipher the data.

2) Transaction Verification: Post-decryption, the node 
conducts transaction verification. This entails ensuring 
data integrity and ascertaining that transactions adhere 
to system rules and guidelines. If the transaction doesn’t 

pass verification, the node dispatches an error alert to the 
sender. Should it be verified, the Super API progresses to 
its subsequent step, ensuring transactions remain secure 
and compliant.

6th Layer - Smart Contract Generation: Once Layer 5 
validates data, a smart contract, encapsulating transaction 
directives and related information, is crafted. Smart 
contracts, essentially programs on the blockchain, execute 
autonomously under preset conditions. The operations at 
this layer include:

1) Smart Contract Generation: Validated data from 
Layer 5 seeds the creation of the smart contract, which 
houses transaction guidelines and associated details.

2) Conditioning: Transaction execution prerequisites 
are embedded in the smart contract. These cover 
transaction rules, participant rights and restrictions, and the 
management of transaction outcomes.

3) Publication: Post-creation and conditioning, the 
smart contract is published on the blockchain. The creation 
and dissemination of this contract make Super API 
transactions more transparent and autonomous, fortifying 
their security and dependability.

7th Layer - Confirmed Transactions: Here, the 
Hypercube structure verifies and records smart contract-
produced transactions on the blockchain. The operations at 
this juncture are:

1) Transaction Validation: The Hypercube structure 
evaluates transactions originating from smart contracts. 
The structure’s design allows for swift and efficient 
transaction execution and validation.

2) Transaction Confirmation: Post-validation, the 
Hypercube confirms the transaction. This affirmation is 
pivotal, cementing the transaction’s blockchain validity.

3) Recording of Transactions: Once given the nod, 
transactions are inscribed onto the blockchain. They are 
visible to all users and, once recorded, are immutable.

The Hypercube’s multi-directional connectivity 
between network nodes augments transaction validation 
and confirmation efficiency. Through this architecture, the 
Super APIs efficiently manages all transactions stemming 
from smart contracts.

The process can be broken down into 7 distinct and 
sequential steps as follows:

1) Multiple Coin Integration: The first step in 
initializing the Super APIs operations is to establish 
support for multiple digital currencies. At this stage, the 
Super APIs communicates with the blockchain networks of 
various coins.

2) Connector: Upon receiving data from the blockchain 
network, the SDK connects this data to the Super APIs 
through a specially developed connector.

3) Authentication and Encryption: The incoming data 
is authenticated and encrypted using JSON Object Signing 
Encryption and AES Encryption to ensure the utmost 
security of the data.

4)  Hypercube Node Selection: Super APIs selects 
the Node for transaction verification by utilizing a 
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sophisticated Hypercube structure to arrange Node data.
5) Transaction Verification: Once a Node has been 

selected, the transaction data is decrypted using AES 
Encryption and then employed to verify the transaction.

6) Smart Contract Creation: If the data is verified 
successfully, the system generates a Smart Contract that 
contains transaction commands along with related data.

7) Transaction Confirmation: The transaction, derived 
from the Smart Contract, is then confirmed and recorded 
on the blockchain through the use of the Hypercube 
structure.

Each step in the layer operation is distinct, yet they 
are all sequentially linked from receiving data from 
the blockchain network, all the way to recording the 
transaction on the blockchain.

In Algorithm 1, we will further explain the steps 
involved in our Super APIs, integration with AES 
Encryption and Hypercube:

1) Define HypercubeNode class: This class simulates a 
node in the network with specific id, dimensions, and a list 
to store the neighbors. The methods of this class allow the 
node to add a neighbor, send a message, receive a message 
and find the shortest path to a node. (Line 1-17)

2) Define Super APIs class (extends HypercubeNode): 
This subclass includes additional properties like validators, 
blockchain, encryption key, private key, public key, and 
jwt_secret. It contains methods for adding a validator, 
generating a node id, creating a transaction, signing a 
transaction, generating a token and approving a transaction. 
(Line 18-24, 41-44)

3) Define Validator class (extends HypercubeNode): 
Another subclass which is responsible for validating 
transactions. It has an additional method for validating a 
transaction (which includes decrypting the data, verifying 
signature and token). (Line 36-39, 65-69)

4) Initialize variables: Initialize the dimensions, 
encryption key, JWT secret and RSA keys that are needed 
for encryption and JWT generation. (Line 32-44)

5) Generate Super APIs nodes and Validator nodes: For 
each ID from 0 to 2^dimensions, create a Super APIs node 
and a Validator node with that ID, dimensions, encryption 
key, private and public keys, and JWT secret. Store these 
nodes in super_api_nodes and validator_nodes. (Line 26-
28)

6) Set up HypercubeNode neighbors and validators: 
For each Super APIs node, add neighboring Super APIs 
nodes and Validator nodes as neighbors. Then, add 
corresponding Validator node to the list of validators for 
the Super APIs node. (Line 18-21)

7) Perform transactions: For a specified number 
of transactions, select a random sender and recipient 
Super APIs node, and a random amount. The sender 
creates a transaction (with encryption, signing and token 
generation), and a random Super APIs node is chosen to 
attempt to approve the transaction. If the transaction is 
approved (by more than half of validators), it’s added to 
the blockchain. (Line 29-44)

8) Measure performance: After all transactions are 
done, calculate the time taken for all transactions and print 
the processing time.

Our method was presented in Algorithm 1, and the 
corresponding code can be found in this link: https://
github.com/anusornc/superapi

Algorithm 1. Super APIs transaction processing with 
AES encryption and hypercube
1. class HypercubeNode:
2.   Initialize node with a given node_id and dimensions
3.     Initialize neighbors as an empty list
4.
5.         METHOD add_neighbor:
6.           Add given neighbor to neighbors list
7.
8.         METHOD send_message:
9.           Find the shortest path to the destination node
10.        For each node in the shortest path, send the 

message to the node
11.
12.         METHOD receive_message:
13.           Print the received message
14.
15.         METHOD find_shortest_path:
16.          Implement this method to find the shortest path 

to a given node in a Hypercube
17.
18. class Super APIs is a HypercubeNode:
19.   Initialize Super APIs node with a given node_id, 

dimensions, encryption_key, private_key, public_
key, jwt_secret

20.    Initialize validators as an empty list
21.    Initialize blockchain as an empty list
22.
23.         METHOD add_validator:
24.           Add given validator to validators list
25.
26.         METHOD generate_node_id:
27.         Generate a random string of a given length to 

serve as a node_id
28.
29.         METHOD create_transaction:
30.         Construct transaction data using sender, 

receiver, and amount
31.         Encrypt the transaction data using the given 

encryption_key
32.         Generate a signature for the transaction data 

using the private_key
33.          Generate a token for the sender using jwt_

secret
34.            Return the created transaction
35.
36.         METHOD sign_transaction:
37.        Hash the transaction data using SHA512 

algorithm
38.            Sign the hashed data using the private_key
39.            Return the generated signature
40.
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41.         METHOD create_token:
42.           Construct a payload with the sender’s data and 

current timestamp
43.        Encode the payload into a token using jwt_

secret
44.           Return the token
45.
46.         METHOD approve_transaction:
47.            For each validator, validate the transaction
48.            If more than half of the validators approve:
49.           Create a new block with the transaction, hash 

of the block, and selected validator
50.            Add the new block to the blockchain
51.            Return True
52.            Else Return False
53.
54. class Validator is a HypercubeNode:
55.      Initialize Validator node with a given node_id, 

dimensions, encryption_key, private_key, public_
key, jwt_secret

56.
57.         METHOD validate_transaction:
58.            Decrypt the encrypted transaction data
59.            Verify the signature of the transaction data
60.            Verify the token of the transaction
61.            If decrypted data matches the original data:
62.            Return True
63.            Else Return False
64.
65.         METHOD verify_signature:
66.            Hash the transaction data
67.            Verify the signature using the public_key
68.            If signature is invalid:
69.            Raise an error “Invalid signature”
70.         METHOD verify_token:
71.            Decode the token using the jwt_secret
72.           If decoded sender does not match the original 

sender:
73.            Raise an error “Invalid token: Sender 

mismatch”

4  Results

Our research focused on developing and evaluating the 
performance of our Super API in terms of accuracy, speed, 
security, and scalability. The results of our evaluation are 
presented below and summarized in Table 4:

4.1 Accuracy
The validity of a transaction is verified by a validator. 

This is done to confirm that the decrypted data is indeed 
the original data and to verify the validity of the digital 
signature and JWT token, as well as the legitimacy of the 
sender. We use AES. If the data is incorrect, then AES 
cannot decrypt it to the original data. The pseudo code 
for increasing accuracy can be found in the validate_
transaction function in the Validator class in Algorithm 1.

4.2 Latency
In the Hypercube, we compiled 1000 transactions 

using start and end dates to measure the processing time. 
After that, it generates transactions with random nodes for 
sending and receiving, as well as the amount, and approves 
the transactions. The speed measured here is the ability to 
process transactions per unit of time. In our code, we have 
implemented a timer within the transaction section of the 
main class in Algorithm 1.

4.3 Security
Security in this method focuses on encryption 

techniques, digital signatures, and one-time JWT, JWE, 
JWK tokens with public and private keys, generation, 
and validation. We use SHA512 for encryption; it may 
compute slower than SHA256, but it offers more security. 
Data encryption makes it impossible for anyone without 
the key to read or understand the data. Digital signatures 
are used to verify that the data has not been tampered with 
during transmission. The JWT token and SDK are used 
to verify the sender’s authorization. The pseudo code for 
security can be found in the Validator class in Algorithm 1.

4.4 Scalability
Scaling refers to the ability to increase the size of a 

system to accommodate more processing. In this case, 
scaling can be achieved by increasing the number of Super 
APIs and Validator nodes. The Pseudo code for scalability 
can be found in the HypercubeNode class in Algorithm 1.

The tools that we use to increase performance presented 
in Table 7. And the research findings, presented in Table 8, 
highlight the outstanding performance of our Super API in 
terms of accuracy, speed, security, and scalability. These 
results pave the way for further enhancements, particularly 
in the realm of financial transactions.

Table 7. Tools used to improve performance

Accuracy Latency Security Scalability
SDK ✓

JWT, JWK, 
JWE ✓ ✓

AES ✓
SHA 512 ✓ ✓

Hypercube ✓

Table 8. Performance of Centralize API, Tendermint, Our 
Super API, and Our Super API with Hypercube with SHA

Tools and 
Technologies 

Utilized

Centralize  
API

Tendermint 
[16]

Our  
Super 
API

Our Super  
API with 

Hypercube  
with SHA256

Our Super  
API with 

Hypercube 
with SHA512

Accuracy 100% 100% 100% 100% 100%

Speed (1000 
transection) 0.01 s 1 s 0.5 s 0.35 s 0.7 s

Security No Yes Yes Yes Yes

Scalability No Yes Yes Yes Yes

Decentralized No Yes Yes Yes Yes
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5  Discussion

Our data analysis and optimization of Super APIs have 
yielded significant advancements in the field. We have 
observed a substantial improvement in the performance 
of Super APIs, characterized by reduced response times, 
enhanced accuracy, and increased security through the 
utilization of AES encryption. For authentication and 
encryption, we employ JWT. Furthermore, we utilize 
Hypercube to manage the Super API nodes. Additionally, 
our Super API is designed to handle a variety of data 
scales, including both small and big data.

One critical inference drawn from these outcomes is 
the expanded applicability of Super APIs. The improved 
performance now opens up opportunities for deploying 
Super APIs in demanding scenarios that require high 
precision and quick response times. Industries such 
as finance and healthcare stand to benefit greatly from 
these enhancements. Consequently, Super APIs have 
become an increasingly attractive solution for businesses 
and organizations seeking customized services for their 
clientele.

6  Conclusion

In summary, this research introduces a promising 
approach for enhancing Super APIs, showcasing significant 
potential in improving API performance and functionality. 
To ensure authentication and increased security, we 
employ AES and JWT. Additionally, we utilize Hypercube 
to effectively manage blockchain nodes. The study 
successfully optimized Super APIs, resulting in improved 
response times, enhanced accuracy, and increased 
scalability.
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