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Abstract

With the deep exploration into artificial intelligence 
(AI) technology, smart home has become a major 
development trend. Authentication and key agreement 
(AKA) protocols are widely used in smart home for 
communication between users and devices as an important 
means to protect communication security. However, 
traditional AKA protocols cannot meet the needs of smart 
home environments in terms of both security and overhead. 
To reduce the cost of deploying AI-based devices, a 
practical ECC-based AKA protocol is proposed, which can 
achieve secure authentication among users, gateway nodes 
and AI-based devices and generate session key. Moreover, 
biometrics are implanted through specific devices and 
adopted as an authentication factor to resist password 
leakage attack. The security is proven by using Real-Or-
Random (ROR) along with informal security analysis. 
Furthermore, the widely accepted AVISPA is used to verify 
whether the protocol can resist active attacks. Finally, 
experimental simulations are completed between the 
proposed protocol and the related works the results show 
that ours keeps a balance in security and performance.

Keywords: Internet of Things, Replay attack, Key 
agreement, Session key 

1  Introduction

Recently, the rise of artificial intelligence [1] is 
changing the way people live and work, smart home is 
gradually coming into the limelight. The concept of a 
smart home intertwines diverse AI-powered devices [2] 
within households using IoT technology. This integration 
offers a plethora of functionalities and utilities, ranging 
from controlling home appliances to facilitating anti-
theft alarms and environmental monitoring. Different 
from the traditional way of living, smart home provides 
a wide range of information interaction. The information 

interaction of smart devices changes people’s lifestyles 
while bringing challenges in information security between 
users and devices.

In actuality, there are multiple passive and active 
attacks [3] between communication of users and 
devices. These attacks bring significant challenges to 
secure communications. Eavesdropping attacks [4] can 
cause information transmitted on public channels to be 
accessed by malicious adversaries to analyze sensitive 
information. Man-in-the-middle attacks [5] cause 
messages transmitted on public channels to be intercepted 
by malicious adversaries and forged messages sent to 
entities. In addition to the above attacks, there are various 
other attacks (e.g., replay attacks, capture attacks, etc.). 
At present, authentication and key agreement (AKA) 
is widely used for multiparty authentication and secure 
communication in smart home. The identifier and 
password are used as authentication factors to verify the 
user’s legitimacy. However, there are instances where 
users’ identifiers and passwords have been compromised. 
This will result in malicious users being able to access 
IoT devices in smart home and thus compromise sensitive 
information. Therefore, design a secure AKA will protect 
smart home communication security.

Ensuring the security of users and smart homes is 
a paramount concern in contemporary technological 
landscapes. Users are increasingly required to employ 
a diverse range of authentication factors, transcending 
traditional identifiers and passwords, to access smart home 
systems. This multifaceted approach serves to mitigate 
the inherent risks associated with compromising user 
secrets and upholds the imperative of preserving privacy. 
Biometrics emerges as a pivotal authentication factor in 
this context, harnessing distinctive user characteristics 
to effectively counteract password guessing attacks. By 
leveraging these inherent biological or behavioral traits, 
the authentication process attains a heightened level of 
security, enhancing the robustness of smart home access 
mechanisms. In the realm of information transmission 
between users and devices, particularly across public 
channels, the AKA protocol [6] assumes a critical role. 
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This protocol is strategically designed to proactively 
address and mitigate potential information leakage on 
these public channels. Its meticulous implementation 
serves as a safeguard against unauthorized access and 
reinforces the overall security posture of smart home 
systems. Furthermore, the establishment and nurturing of 
trust between users and AI-based devices necessitate the 
deployment of comprehensive multiparty authentication 
protocols. This sophisticated authentication process 
culminates in the generation of a secure key. The resultant 
secure key not only fortifies the communication framework 
between the involved entities but also guarantees the 
integrity and confidentiality of data exchanges within the 
smart home ecosystem.

On the flip side, the integration of resource-constrained 
smart devices into the smart home ecosystem necessitates 
a nuanced approach to alleviate the overhead typically 
associated with conventional AKA protocols. The 
burgeoning popularity of lightweight devices stems from 
their convenience, catering to the preferences of modern 
consumers. This trend underscores the intrinsic challenge 
faced by smart home devices: their inherent limitation 
in executing computationally intensive operations due 
to constrained computational capabilities and restricted 
storage resources. The imperative, therefore, lies in 
the development and implementation of a lightweight, 
efficient AKA protocol tailored explicitly to accommodate 
the constraints imposed by resource-constrained smart 
devices. Such protocol optimization serves as a linchpin 
for propelling the trajectory of smart home technology, 
ensuring seamless integration and sustained advancement 
within this burgeoning domain. Achieving a delicate 
balance between stringent security requirements and 
resource limitations constitutes a pivotal endeavor in 
enabling the proliferation and sustained functionality of 
these resource-constrained yet indispensable smart devices 
within the smart home ecosystem. Resource-constrained 
smart devices need to be considered to reduce the overhead 
of traditional AKA protocols. Lightweight devices are 
more and more popular because of the convenience they 
bring to people. It means that smart home devices cannot 
afford expensive computing operations and have limited 
storage resources. Developing a lightweight and efficient 
AKA protocol is crucial to advancing the growth of smart 
home technology.

1.1 Motivations of This Paper
First, smart home systems involve users’ personal 

privacy and security, including devices such as door locks 
and surveillance cameras. However, a malicious adversary 
can gain unauthorized access without secure authentication 
and the establishment of session keys. This will result in 
privacy leakage or loss of property of the user. Therefore, a 
secure AKA protocol in smart home is designed to provide 
authentication and data encryption protection.

Second, as the trend towards smart homes continues 
to grow, there is an increasing demand for efficient 
communication protocols that can facilitate seamless 
interactions between different devices within a home. 
However, the computing resources of AI devices deployed 

in smart homes are often limited due to cost, power, and 
space constraints. This can make it challenging to develop 
communication protocols that can effectively meet the 
needs of wireless sensor devices while still remaining 
lightweight and efficient. To address this challenge, there 
is a need to design a lightweight protocol that can enable 
AI-based devices to communicate with other devices in a 
smart home environment. Such a protocol should be able to 
operate efficiently within the constraints of the computing 
resources available in AI-based devices, while still 
providing the necessary functionality and performance.

Finally, it is crucial to strike a balance between 
security and computational overhead to successfully 
deploy the designed protocols in real-world scenarios. 
The protocol should not only prioritize security but also 
take into account the computational costs for both the 
user and device sides, to ensure that it meets the practical 
requirements of the AKA protocol.

1.2 Our Contributions
To solve the above problems, a robust ECC-based 

AKA protocol is proposed, which can achieve one-to-
many authentication of users and devices and generate 
session key. Furthermore, user’s biometric is adopted 
as an authentication factor. The main contributions are 
summarized as follows:

1)  An ECC-based multi-party authentication 
protocol is proposed, which can achieve anonymous 
and untraceable. ECC technology is used to construct 
the authentication protocol. Complete one-to-many 
authentication and generate session key based on 
elliptic curve. Biometrics are further adopted as an 
authentication factor to prevent privacy leakage in two-
factor authentication. More importantly, the user’s identity 
information is protected.

2) Session key security is proved under the ROR 
model. This paper employs the DY threat model, endowing 
the adversary with formidable capabilities. Furthermore, 
an informal security analysis within the proposed protocol 
is presented. This analysis serves to illustrate that the 
protocol not only exhibits resilience against prevalent 
attacks but also guarantees the security of session keys.

3) The formalization tool is employed to verify the 
protocol’s ability to resist MIMT attacks. To verify the 
security, the AVISPA tool is used to test whether the 
protocol can resist attacks like MITM. The test result 
shows that it can successfully resist replay and MITM 
attacks.

4) For security and performance, comparison of 
proposed protocol with related works has been done 
and the result shows that it has better practicality. The 
proposed protocol has undergone thorough analysis and 
comparison with other related works. The comparison 
results show that it has better usability, making it a more 
reliable and efficient means of authentication for smart 
home. Overall, the comparison analysis highlights the 
strengths and advantages of the proposed protocol and 
confirms its potential as a leading solution in a smart home 
environment.
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2  Related Work

Multi-factor AKA is a security mechanism that uses 
multiple factors, such as passwords, biometrics, and 
hardware devices to accomplish authentication. Many 
protocols design approaches have emerged for multi-
factor AKA, including cryptography-based, biometric-
based, hardware device-based, etc. The protocol design 
methods mainly consider the synergy between different 
factors and security. Since Lamport’s pioneering work on 
password-based authentication in 1981 [7], a multitude 
of studies have delved into authentication methodologies. 
Hammi et al. introduced an OTP-based authentication 
system leveraging Elliptic Curve Cryptography (ECC), 
where the One-Time Password (OTP) serves as a basis 
for generating a key enabling secure communication. The 
first category is commonly utilized in various two-party 
authentication schemes, but these methods have been 
limited to functioning within a single server environment. 
In 2013, Guo [8] introduced a two factor AKA based on 
the principles of chaotic theory. However, Lin et al. [9] 
point out that it cannot satisfy user anonymity and strong 
forward security. To meet the security requirements, 
an enhanced chaotic mapping-based AKA protocol 
is proposed. In 2018, Chebyshev, one-way functions 
and symmetric encryption and decryption were used 
to construct the AKA protocol in Chatterjee et al. [10]. 
However, the protocol was noted to be unable to meet the 
three-factor security. Sensitive information is compromised 
when two of the three factors are leaked.

In  2022,  Tan e t  a l .  [11]  proposed aggregate 
authentication mechanism which can handle exceptions. 
Although, it improves the security of the protocol in 
some aspects. However, it still does not satisfy the user’s 
need for protocol security (e.g., anonymity). It effectively 
implements user access to devices in the IIoT. Although 
it satisfies most of the security, it does not achieve perfect 
forward security. In 2018, Irshad 2018 [12] proposes a 
chaos mapping-based authentication protocol for multi-
cloud environments. However, it does not consider 
the three elements leakage problem, which can lead to 
information leakage.

At the same time, a lot of work was done on protecting 
data privacy. In 2021, Shen et al. [13] proposed an 
untraceable data sharing which achieves data privacy. 
In 2022, Yang et al. [14] proposed a location-based data 
sharing dependent on OT technology.

3  Preliminaries

In this section, the description of symbols and 
preliminary knowledge are given. The notation applied 
in this paper is illustrated in Figure 1 and fuzzy extractor 
technology is demonstrated as follows.

Figure 1. Notations

3.1 Fuzzy Extractor
Fuzzy extractor is a widely embraced method for 

extracting biological characteristics. This technique 
primarily comprises two functions: generation and 
recovery. Here are the formal definitions of these functions:

(σ, τ) = Gene(Biom): When the biometric Biom is 
input, the generator function outputs a secret value σ and 
an auxiliary parameter τ. 

σ' = Reco(Biom', τ): When the biometric Biom' and 
the auxiliary parameter τ are input, the recovery function 
outputs the secret value σ'.

3.2 Dolev-Yao Adversary Model
The DY adversary model is commonly used to analyze 

protocol security. A strong adversary 𝒜 is defined in this 
model, and the detailed adversary capabilities are described 
as follows.

1) Complete control: An adversary can intercept, 
modify, delay, and inject arbitrary messages and can 
observe the communication completely.

2) Computational Capabilities: The adversary has 
computational capabilities and is capable of performing 
arbitrarily complex computations, including decrypting 
encrypted data.

3) Network Capabilities: The adversary has easy access 
to all communications and messages in the network.

4  The Proposed Protocol

The specific construction is described in the following 
subsections. Each stage is structured as follows.

4.1 Registration Phase
Before users and devices joined the smart home 

system, they need to complete registration from the 
authority. Accordingly, this phase is divided into user 
device registration. As shown in Figure 2, the description 
of the registration is presented as follows.
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Figure 2. Registration phase

1) User registration: Initially, Usi chooses Idei, Pawi 

and implants Biomi with a special device. Then, 
Usi computes Gene(Biomi) → (σ i, τ i), Psidi = 
H(Idei ∥ σi) and Rspwi = H(Pawi ∥ ϖi), where ϖi is 
randomly generated by Usi. After Psidi and Rspwi 
have been calculated, the tuple {Psidi, Rspwi} is 
sent to Auth through the secure channel. Once the 

message from Usi is received, Auth computes Tai = 
H(Psidi ∥ α ∥ ηi) and Aai = H(Psidi ∥ Rspwi)⊕Tai. 
Note that α is the secret value and ηi is the random 
number chosen by Auth. Then, the smartcard 
SCi = {Aai, H(), P} is sent to Usi, where P is the 
generator. Once SCi from Auth is received, Usi 
computes Bui = H(Idei ∥ Pawi ∥ σi) and Cui = 
ϖi⊕H(Idei ∥ σi). Finally, Usi updates SCi = {Aai, 
Bui, Cui, τi, H(), P} when the above parameters are 
computed.

2) Device registration: For each Smdej, Auth 
computes Sai = H(α ∥ θj) and sends Sai to Smdej 

through the reliable channel. Once receiving Sdi 
from Auth, Smdej stores Sai in the local database.

4.2 Login and Authentication Phase
First, Usi reads SCi through device and completes login. 

After the identity of Usi is verified, mutual authentication 
is completed between Usi, Gano and Smdej and SK is 
generated. As shown in Figure 3, this phase is described as 
follows.

Figure 3. Login and authentication phase

S1: First, Usi inputs Idei, Pawi, Biomi and insert SCi. 
Then, Usi computes σi = Reco(Biomi, τi) and Bu′i = H(Idei 
∥ Pawi ∥ Biomi). As soon as Bu′i has been calculated, Usi 
determines whether Bu′i = Bui holds. If it does not hold, the 
system interrupts.

S2: If the above equation holds, Usi computes Psid′i = 
H(Idei ∥ σi), ϖ′i=Cui⊕Psid′i, Rspw′i = H(Pawi ∥ ϖ′i) and Ta′i 
= Aai ⊕ H(Psid′i ∥ Rspw′i). Then, Usi generates the random 
number pi and the timestamp Tis1. Usi computes Dui = pi 

∙ P, Eui = Ta′i ⊕ pi and Fui = H(Dui || Eui || pi || Tis1). After 
Dui, Eui and Fui have been computed, the tuple {Dui, Eui, 
Fui, Tis1} is sent to GWN through the public channel.

S3: Once receiving {Dui, Eui, Fui, Tis1} from Ui, Gano 
verifies whether the equation |Tis′

1−Tis1| ≤ ∆T holds. GWN 
computes p′i = Eui ⊕ Tai, Du′i = p′i ∙ P and Fu′i = H(Du′i || 
Eui || p′i || Tis1). As soon as Fu′i  has been calculated, Gano 
determines whether Fu′i  = Fui  holds. If it does not hold, 
the system interrupts.
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S4: If the above equation holds, Gano computes Ggi 

= H(Sai ∥ ξi)⊕Du′i, Kgi = H(Sai ∥Tis2)⊕ξi and Lgi = H(Ggi 

∥ Kgi ∥ ξi ∥ Tis2), where ξi is the random number and Tis2 
is the timestamp. After Gi, Ki and Li have been computed, 
the tuple {Ggi, Kgi, Lgi, Tis2} is sent to Smdej through the 
public channel.

S5: Once receiving {Ggi, Kgi, Lgi, Tis2} from Gano, 
Smdej verifies whether the equation |Tis′2−Tis2| ≤ ∆T holds. 
Smdej computes ξ′i = H(Sai ∥ Tis2)⊕Kgi, Du′i = Ggi⊕H(Sai 

∥ ξ′i ) and Lg′i = H(Ggi ∥ Du′i ∥ ξ′i ∥ Tis2). As soon as Lg′i has 
been calculated, Smdej determines whether Lg′i = Lgi holds. 
If it does not materialize, the system interrupts.

S6: If the above equation holds, Smdej computes Nsj 
= ϱj ∙ P, Msj = ϱj ∙ Du′i, SK = H(Msj ∥ φj ∥ Tis3), Vsj = φj 
⊕Msj and Xsj = H(SK ∥ Nsj ∥ φj ∥ Tis3), where ϱj and φj are 
the random numbers and Tis3 is the timestamp generated 
by Smdej. After Nsj, Vsj and Xsj have been computed, the 
tuple {Nsj, Vsj, Xsj, Tis3} is sent to Usi through the public 
channel.

S7: Once receiving {Nsj, Vsj, Xsj, Tis3} from Smdej, Usi 
verifies whether the equation |Tis'3−Tis3| ≤ ∆T holds. Usi 
computes Ms′j = pj ∙ Nsj, φ′j = Vsj⊕Ms′j, SK′ = H(Ms′j ∥ φ′j ∥ 
Tis3) and Xs′j = H(SK′ ∥ Nsj ∥ φ′j ∥ Tis3). As soon as Xs′j has 
been calculated, Usi determines whether Xs′j = Xsi holds. If 
so, Usi stores SKꞌ.

4.3 Update Phase
In this paper, Idei, Pawi, Biomi updates are considered. 

As shown in Figure 4, this phase is divided into 2 steps. 
S1: First, Usi inputs Idei, Pawi, Biomi and insert SCi. 

Then, Usi computes σi = Reco(Biomi, τi) and Bu′i = H(Idei 
∥ Pawi ∥ σi). As soon as Bu′i has been calculated, Usi 
determines whether Bu′i = Bui holds. If it does not hold, 
the system interrupts. Usi computes Psidi = H(Idei ∥ σi) and 
Rspwi = H(Pawi ∥ ϖi). 

S2: Ui chooses new Ide*
i, Paw*

i and implants new Biom*
i. 

Then, Usi computes (σ*
i, τ

*
i) = Gene (Biom*

i), Psid*
i = H(Ide*

i 
∥ σ*

i), Rspw*
i  = H(Paw *

i ∥ ϖi), Aa *
i = Aai⊕H(Psidi ∥ Rspwi) 

⊕ H(Psid*
i ∥ Rspw*

i), Bu*
i = H(Ide*

i ∥ Paw*
i ∥ σ*

i) and Cu*
i = 

Cui⊕H(Idei ∥ σi)⊕H(Ide*
i ∥ σ*

i). After the above parameters 
have been calculated, Usi replaces Aai, Bui, Cui and τi with 
Aa*

i, Bu*
i, Cu*

i and τ*
i in SCi.

Figure 4. Update phase

5  Security Analysis

We prove the security of SK through ROR model and 
give a non-formal analysis to show that ours can resist a 
variety of attacks. 

5.1 Formal Proof
Theorem 1: 𝒜 corrupts the security of SK at the PPT 

time is defined as

2

1 2
2

DLh s
l

q q
Adv Adv

H D−
≤ + +                 (1)

Proof: We prove the above theorem through games 
form, where |H| is the size of H() and |H| is the size of PWi. 
Every game is constructed as follows.

G0: In Game0, the initial attack will be launched and 
𝒜 will get the oracle query. Therefore, the probability of 
winning this game is equal to 𝒜 successfully attacking the 
protocol. We can obtain the following equation.

[ ]0
1
2

Adv Pr G= −                             (2)

G1: There is no difference between Game0 and Game1, 
except for the results of the Oracle enquiry. In Game1, 
the results of Oracle queries are stored in a list. The 
corresponding information in the list is returned when 𝒜 
initiates the query. If it does not exist in the list, a random 
number will be returned to 𝒜. So, we can express this 
equation in the following way.

1 0Pr[ ] Pr[ ]G G=                              (3)

G2: 𝒜 can launch an eavesdropping attack differently 
from Game1. This means that 𝒜 can get the tuples {Dui, 
Eui, Fui, Tis1}, {Ggi, Kgi, Lgi, Tis2} and {Nsj, Vsj, Xsj, Tis3} 
sent in the public channel. Then, 𝒜 can verify through an 
oracle query whether output is SK or a random value. It 
is not hard to find that calculating SK = H(Msj ∥ φj ∥ Tis3) 
without Msj and φj is difficult. Note that Msj = ϱj ∙ Du′i 
and φj is the random number chosen by Smdej. However, 
messages sent on public channels do not reveal anything 
about Msj and φj. So, we can express this equation in the 
following way.

2 1Pr[ ] Pr[ ]G G=                                 (4)

Game3: 𝒜 can launch an active forgery attack 
differently from Game2. 𝒜 can verify collisions by 
accessing the H Oracle query. In order to forge the correct 
{Dui, Eui, Fui, Tis1}, {Ggi, Kgi, Lgi, Tis2} and {Nsj, Vsj, Xsj, 
Tis3}, 𝒜 needs to know ηi, θi, ϖi, ξi, ϱj  and φj. Based on 
the birthday paradox, we can express this equation in the 
following way.
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] [
2

3 2 2
hq

Pr G Pr G
H

 − ≤                         (5)

G4: 𝒜 can get the information stored in the SCi = {Aai, 
Bui, Cui, τi, H(), Gene(), Reco(), P} by asking through the 
Oracle. 𝒜 needs to obtain ϖi to guess the correct Pawi, 
where Aai = H(Psidi ∥ Rspwi)⨁Tai, Bui = H(Idei ∥ Pawi ∥ 
σi) and Cui = ϖi ⊕H(Idei ∥ σi). If we set 𝒜 to ask at most qs 
times, the probability of 𝒜 winning Game4 is as follows.

] [4 3 2
s

l
q

Pr G Pr G
D

 − ≤                         (6)

G5: 𝒜 tries to compute SK by analyzing the intercepted 
{Dui, Eui, Fui, Tis1}, {Ggi, Kgi, Lgi, Tis2} and {Nsj, Vsj, Xsj, 
Tis3} and solving the discrete logarithm problem. It means 
that 𝒜 needs to obtain Mj and vj to compute SK = H(Msj ∥ 
φj ∥ Tis3), where Msj = ϱj ∙ Du′i and Du′i = p′i ∙ P. Suppose 
that even if 𝒜 obtains P to compute SK it needs to obtain 
ϱj and pi. In other words, 𝒜 needs to solve the DL problem 
to compute SK. Therefore, the probability of 𝒜 winning G5 
is described as follows.

] [5 4
DLPr G Pr G Adv − ≤                         (7)

Finally, A can get Pr[G5] = 1/2 by asking through the 
Oracle. Theorem is proved by the change of inequality.

2

1 2
2

DLh s
l

q q
Adv Adv

H D−
≤ + +                     (8)

5.2 Informal Analysis
5.2.1 Internal Privilege Attack

In this paper, Usi sends {Psidi, Rspwi} to Auth for 
registration, where Psidi = H(Idei ∥ σi), Rspwi = H(Pawi ∥ 
ϖi) and ϖi is random chosen by Usi. Assuming that 𝒜 is 
an insider attacker obtaining {Psidi, Rspwi}, 𝒜 is unable 
to obtain any information related to Idei and Pawi without 
the random number ϖi. Most importantly, we use collision-
resistant H for all our calculations. As a result, internal 
privilege attacks can be effectively resisted.
5.2.2 Anonymity and Untraceability

As described above, information transmitted and 
revealed on public channels will not reveal the user’s 
credentials. Equally, the data housed within SCi = {Aai, 
Bui, Cui, τi, H(), P} has not revealed the user’s credentials. 
Furthermore, 𝒜 cannot acquire Idei from the intercepted 
{Dui, Eui, Fui, Tis1}, {Ggi, Kgi, Lgi, Tis2} and {Nsj, Vsj, 
Xsj, Tis3} without ηi, θi, ϖi, ξi, ϱj  and φj . Based on the 
collision resistance, 𝒜 similarly cannot acquire obtain an 
Idei from the computed result. As a result, anonymity and 
untraceability can be effectively achieved.
5.2.3 Stolen Smartcard Attack

Assume that the data {Aai, Bui, Cui, τi, H(), P} housed 
within SCi is accessed by 𝒜 through a powerful tool, 
where Aai = H(Psidi ∥ Rspwi) ⊕Tai, Bui = H(Idei ∥ Pawi ∥ 

σi) and Cui = ϖi ⊕H(Idei ∥ σi). Even though τi is acquired, 
𝒜 cannot recover σi without Bioi. Moreover, both Aai, Bui 
and Cui are blinded using hashes or random numbers. 
Therefore, even if the data {Aai, Bui, Cui, τi, H(), Gene(), 
Reco(), P} housed within SCi is accessed, 𝒜 is still unable 
to access any valid information.
5.2.4 Ui Impersonation Attack

Assume that the tuple {Dui, Eui, Fui, Tis1} sent by 
Usi is acquired by 𝒜. 𝒜 tries to launch an impersonation 
attack to convince the Gano that it is a legitimate user. 𝒜 
needs to forge the legal Dui = pi ∙ P, Eui = Ta′i ⊕ pi and Fui 

= H(Dui || Eui || pi || Tis1), where Ta′i = H(Psidi ∥ α ∥ ηi) is 
generated with the secret value α of Auth. Although 𝒜 can 
randomly generate Ta′i, it cannot pass Gano’s validation. 
As a result, Usi impersonation attacks can be effectively 
resisted.
5.2.5  GWN Impersonation Attack

Assume that the tuple {Ggi, Kgi, Lgi, Tis2} sent by 
Gano is acquired by 𝒜. 𝒜 tries to launch an impersonation 
attack to convince the Smdej that it is a legitimate node. 
𝒜 needs to forge the legal Ggi = H(Sai ∥ ξi)⊕Du′i, Kgi = 
H(Sai ∥Tis2)⊕ξi, and Lgi = H(Ggi ∥ Kgi ∥ ξi ∥ Tis2), where ξi 
is the random number and Tis2 is the timestamp. Although 
𝒜 can randomly generate ni to compute {Ggi, Kgi, Lgi, 
Tis2}, it cannot pass Smdej’s validation. As a result, Gano 
impersonation attacks can be effectively resisted.
5.2.6 SDj Impersonation Attack

Assume that the tuple {Nsj, Vsj, Xsj, Tis3} sent by Smdej 

is acquired by 𝒜. 𝒜 tries to launch an impersonation 
attack to convince the Usi that it is a legitimate device. 
𝒜 needs to forge the legal Nsj = ϱj ∙ P, Msj = ϱj ∙ Du′i, SK 
= H(Msj ∥ φj ∥ Tis3), Vsj = φj ⊕Msj and Xsj = H(SK ∥ Nsj 

∥ φj ∥ Tis3), where ϱj and φj are the random numbers and 
Tis3 is the timestamp generated by Smdej. Although 𝒜
can randomly generate ϱj and φj to compute {Nsj, Vsj, Xsj, 
Tis3}, it cannot pass Usi’s validation. As a result, Smdej 
impersonation attacks can be effectively resisted.
5.2.7 Replay Attack

Suppose all authentication messages {Dui, Eui, 
Fui, Tis1}, {Ggi, Kgi, Lgi, Tis2} and {Nsj, Vsj, Xsj, Tis3} 
transmitted through the public channel are intercepted 
by 𝒜. When 𝒜 replays authentication information, the 
timestamp will be validated against the set threshold. As a 
result, replay attack can be effectively resisted.
5.2.8 MITM Attack

Suppose all authentication messages {Dui, Eui, 
Fui, Tis1}, {Ggi, Kgi, Lgi, Tis2} and {Nsj, Vsj, Xsj, Tis3} 
transmitted through the public channel are intercepted by 
𝒜. Using {Dui, Eui, Fui, Tis1} as an example, 𝒜 revises 
it to try to convince Gano that 𝒜 is the legitimate user. 
In order to do this, 𝒜 needs to forge the legal Dui = pi ∙ P, 
Eui = Ta′i ⊕ pi and Fui = H(Dui || Eui || pi || Tis1), where Ta′i 
= H(Psidi ∥ α ∥ ηi) is generated with the secret value α of 
Auth. Although 𝒜 can randomly generate Ta′i, it cannot 
pass Gano’s validation. The remaining authentication 
messages {Ggi, Kgi, Lgi, Tis2} and {Nsj, Vsj, Xsj, Tis3} 
remain unchanged. 𝒜 lacks knowledge of the random 
numbers, and the secret value generated by the entity fails 
to pass authentication. As a result, MITM attack can be 
effectively resisted.
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5.2.9 Multi-party Authentication
In smart home, multi-party authentication is realized 

among Usi, Gano and Smdej. Gano verify the legitimacy 
of Usi by determining that the equation Fu′i = Fui holds. 
Meanwhile, Smdej verify the legitimacy of Gano by 
determining that the equation Lg′i = Lgi holds. Usi verify 
the legitimacy of Smdej by determining that the equation 
Xs′j = Xsi holds. 
5.2.10 Three-factors Security

Suppose 𝒜 obtains any two out of the three factors, 
and the following scenario arises: 

1) Assuming that 𝒜 obtains Idei and Pawi, 𝒜 cannot 
compute the valid Psidi = H(Idei ∥ σi) and Rspwi = 
H(Pawi ∥ ϖi), without σi and ϖi. Additionally, the 
information {Dui, Eui, Fui, Tis1}, {Ggi, Kgi, Lgi, 
Tis2} and {Nsj, Vsj, Xsj, Tis3} cannot obtain any 
other valid information using only the Idei and 
Pawi.

2) Assuming that 𝒜 obtains Idei and Pawi, 𝒜 can 
compute (σi, τi) = Gene(Biomi), Rspwi = H(Pawi 
∥ ϖi) and ϖ′i  = Cui⊕Psid′i. However, 𝒜 cannot 
compute the valid Rspwi = H(Pawi ∥ ϖ i) and 
pass validation without Pawi. Additionally, the 
information {Dui, Eui, Fui, Tis1}, {Ggi, Kgi, Lgi, 
Tis2} and {Nsj, Vsj, Xsj, Tis3} cannot obtain any 
other valid information using only the Idei and 
Biomi.

3) Assuming that 𝒜 obtains Pawi and Biomi , 𝒜 
cannot compute the valid Psidi = H(Idei ∥ σi) 
and Rspwi = H(Pawi ∥ ϖi), without (Idei and ϖi). 

Additionally, the information {Dui, Eui, Fui, Tis1}, 
{Ggi, Kgi, Lgi, Tis2} and {Nsj, Vsj, Xsj, Tis3} cannot 
obtain any other valid information using only the 
Pawi and Biomi.

5.2.11 Prefect Forward Security
Within this article, perfect forward security assures 

that if the long-term secret value is compromised, the 
previously established session key remains impervious to 
breaches. Computing SK = H(Msj ∥ φj ∥ Tis3) requires Msj 
and φj, where Msj = ϱj ∙ Du′i, Du′i  = p′i ∙ P and ϱj, pi are 
randoms generated by Smdej and Usi. 𝒜 faces difficulty in 
obtaining the random numbers generated in each round. 

6  Performance Analysis 

To conduct a comprehensive evaluation of the proposed 
protocol’s performance, we conducted both theoretical 
and experimental analyses, the findings of which are 
meticulously detailed in Table 1 and Table 2, respectively. 
Subsequently, empirical assessments were undertaken to 
gauge the runtime performance across various scenarios. 
The experimental results yielded compelling evidence, 
unequivocally demonstrating the superior performance 
of our protocol in comparison to alternative solutions. 
Specifically, our protocol exhibited notably enhanced 
efficiency and efficacy, substantiating its prowess in real-
world application scenarios. These findings underscore 
the protocol’s robustness and validate its potential as a 
frontrunner in addressing the critical requirements of 
modern security protocols within its domain.

Table 1. Security comparison

Security Park 2016 Choi 2014 Nam 2014 Li 2017 Ours
Internal privilege attack × × × × √
Anonymity √ × √ √ √
Untraceability √ × √ √ √
Stolen smartcard attack √ × √ √ √
Ui impersonation attack √ √ √ √ √
GWN impersonation attack × √ √ √ √
SDj impersonation attack × √ √ √ √
Replay attack √ √ √ √ √
MITM attack √ × × × √
Multi-party authentication × √ √ √ √
Three-factors security × √ √ √ √
Prefect forward security √ √ √ √ √

Table 2. Cost comparison

Protocol User GWN Device Total
Park 2016 9TH+2TM 11TH 4TH+2TM 24TH+4TM

Choi 2014 8TH+3TM 6TH+2TM 5TH+1TM 19TH+6TM

Nam 2014 4TH+3TM 4TH+2TM 4TH+1TM 12TH+6TM

Li 2017 8TH+3TM 7TH+1TM 4TH+2TM 19TH+6TM

Ours 7TH+1TM 4TH+1TM 5TH+2TM 16TH+4TM
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6.1 Theoretical Analysis
In terms of theoretical analysis, we compare with 

other related protocols through security properties and 
computational overhead comparison. The results of the 
comparison are presented in Table 1 and Table 2, where 
Park 2016 [15] proposed an ECC-based AKA protocol 
further enhances security, Choi 2014 [16] proposed a new 
ECC-based protocol to improve the inability of the former 
to realize multi-party authentication, Nam 2014 [17] 
enhanced Choi 2014 to ensure anonymity. Additionally, Li 
2017 [18] reduced the communication overhead of Nam 
2014. From Table 1 and Table 2, we can find that ours has 
sound security and good computational performance. 

6.2 Experimental Analysis
In our experimental analysis, we validated the 

protocol’s security using the AVISPA simulation tool. It 
offers support for authentication across multiple protocols 
and applications, encompassing Secure Transport 
Layer Protocol (TLS), IPSec, SSL, SSH, and Kerberos. 
Additionally, it presents a user-friendly graphical 
interface, simplifying the configuration and execution 
of the validation process. Detailed validation reports are 
also provided, aiding users in comprehending identified 
security issues and suggested remedies. The protocol’s 
entities and environments are implemented using HLPSL. 
Our protocol underwent simulation using SPAN, with the 
results depicted in Figure 5. These results illustrate the 
protocol’s effectiveness in combatting replay attacks and 
MITM attacks. Then, we tested the runtime of our and 
related protocols through the PBC library. The test result 
is presented in Figure 6 and shows that ours has a better 
performance compared to related protocols.

Figure 5. Simulation result

Figure 6. Test result
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