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Abstract

Consensus mechanisms are algorithms that ensure the 
security and stability of blockchain networks by achieving 
agreement and verifying transaction integrity. Proof of 
Stake (PoS) stands as a widely acknowledged consensus 
algorithm, wherein the privilege to validate transactions 
is predicated upon participants’ stakes. However, long-
term use of PoS may lead to wealth concentration among 
certain nodes, potentially undermining the network’s 
fairness and security. Therefore, we propose the Group-
Polynomial-based Election Proof of Stake (GPE-PoS) 
consensus mechanism. GPE-PoS involves categorizing 
nodes, calculating polynomial values for each group, 
encrypting these values using Paillier encryption, and 
then allocating validation rights based on comparisons of 
polynomial values based on polynomial value comparisons 
to enhance system fairness. The fairness of the system is 
further fortified against Sybil attacks, which undermine its 
security and fairness, through the incorporation of digital 
certificates within GPE-PoS, thereby verifying participant 
identities. Simulation results confirm that GPE-PoS 
successfully maintains fairness and security in blockchain 
systems.

Keywords: Proof of Stake consensus, Fairness, Security, 
Sybil attack, Paillier encryption

1  Introduction

Blockchain technology is a revolutionary innovation 
that is gradually transforming our traditional economic, 
social, and technological models [1]. The consensus 
mechanism is the fundamental principle and algorithm 
employed in blockchain networks to achieve agreement 
and validate transactions. It effectively addresses the issue 
of trust in distributed systems and ensures the consistency 
and security of data [2]. In conventional consensus 
mechanisms, such as the Proof of Work (PoW) approach, 
resource input or computing power is often relied upon. By 
contrast, the Proof-of-Stake (PoS) consensus mechanism 
presents a more eco-friendly and efficient alternative [3]. 
PoS demands significantly fewer computing resources 
than PoW, leading to substantial reductions in energy 

usage and maintenance costs [4]. However, as accounting 
rights accumulate, there is a risk of exacerbating wealth 
inequalities, leading to a “rich get richer” scenario and 
ultimately undercutting the fairness of the blockchain 
system [5]. 

As is well known, Sybil attack is a widely recognized 
security threat in blockchain systems [6-7]. In a PoS 
consensus network, Sybil attackers can fabricate a large 
number of virtual identities, and allow them to possess a 
greater amount of tokens and consequently influence the 
consensus process [8-10]. Attackers can influence network 
decisions by controlling a majority of nodes, selectively 
validating or rejecting transactions during block validation, 
and potentially manipulating transaction records [11].

To tackle the challenges mentioned above, we introduce 
the Group-Polynomial-based Election Proof of Stake 
(GPE-PoS) consensus mechanism. GPE-PoS enhances 
the fairness of the PoS consensus mechanism by grouping 
nodes and allocating block accounting rights within each 
group through a polynomial-based election process. To 
mitigate Sybil attacks, we have to make improvements to 
GPE-PoS by introducing digital certificates for participant 
identity verification. Additionally, we employ Paillier 
encryption to safeguard sensitive data during the block 
producers’ selection, thereby boosting system security.

1.1 Related Works
In response to the centralization issue in the PoS 

consensus mechanism, the academic community has 
proposed several solutions. In papers [12-14], the stake-
based proof mechanisms are replaced with credit-
based, voting-based, and random-based consensus 
mechanisms, respectively. While these changes can 
diminish centralization in blockchain, evaluating credit 
and conducting statistical voting entail complexities 
and are vulnerable to fraud, manipulation, or erroneous 
information. Additionally, random selection may provide 
opportunities for malicious participants or attackers. To 
mitigate this concern, paper [15] introduces the DPoS 
consensus mechanism based on fuzzy sets, which adjusts 
the weights of participants based on their contributions to 
reduce the influence of cheating participants. However, 
it should be noted that this algorithm is computationally 
intensive and necessitates additional computational 
resources. In response to these challenges, Christian 
Badertscher et al. propose a composable proof method 
known as Ouroboros Genesis [16]. This method restricts 
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participants’ verification and accounting operations 
to specific time slots, effectively reducing resource 
consumption. However, the security of this algorithm 
relies on the majority of honest nodes in the network, 
making it unsuitable for networks under Sybil attacks. 
To address this issue, paper [17] presents an “Identity-
Augmented” PoS algorithm aimed at mitigating the 
Sybil attack vulnerability present in conventional PoS 
algorithms. Nonetheless, introducing identity verification 
and stake distribution mechanisms could potentially lead 
to centralization tendencies and concentration of power.

1.2 Motivations and Contributions 
Given the above issues, we aim to improve the Proof of 

Stake (PoS) consensus mechanism to enhance fairness and 
security in blockchain systems. In terms of fairness, we 
hope to provide mining opportunities to a broader range 
of stakeholders in the improved PoS algorithm. Regarding 
security, there are two key considerations. Firstly, the 
protocol should be capable of thwarting Sybil attacks and 
ensuring equitable recompense to potential attackers in the 
event of an attack. Secondly, in the process of selecting 
block producers, it is crucial to ensure that the participants’ 
token holdings remain confidential to guarantee the 
secure operation of the consensus mechanism. With these 
motivations in mind, we propose GPE-PoS. The main 
contributions of this paper are as follows:

(1) We propose the GPE-PoS consensus mechanism 
as a solution to the centralization issue within PoS. The 
core idea is to group nodes based on their stake and 
calculate a polynomial value for each node within the 
group. Subsequently, block-producing rights are assigned 
based on these polynomial values. Through this grouping 
approach, the consensus mechanism provides more 
participants with the opportunity to compete for block-
producing rights. this expansion ultimately broadens the 
distribution of block-producing power, consequently 
fostering fairness in blockchain consensus.

(2) We measure the fairness of the blockchain system 
using the Gini coefficient and identify that Sybil attacks 
pose a threat to the GPE-PoS mechanism by causing 
the system’s Gini coefficient to increase from 0.1 to 0.9. 
As the Gini coefficient serves as an indicator of fairness 
within a system, this rise signifies a decline in fairness. 
Consequently, Sybil attacks not only compromise the 
fairness of the blockchain system but also compromise the 
overall security of the entire blockchain network.

(3) In the GPE-PoS consensus mechanism, we 
introduce an identity verification mechanism to identify 
illegitimate participants and thwart Sybil attacks. 
Simulation results demonstrate that the Gini coefficient 
of the blockchain system using the improved GPE-PoS 
mechanism stabilizes at around 0.3. This represents a 
notable improvement, as it signifies a 66.7% reduction in 
the Gini coefficient compared to pre-improvement levels, 
underscoring heightened fairness and enhanced security 
within the system.

1.3 Roadmap 
The rest of the paper is organized as follows. Section 

2 introduces the fundamental knowledge. Then, Section 3 
outlines the details of the proposed solution. In Section 4, 
we describe the experimental details such as the operating 
environment and parameters used in the simulation 
experiments. Finally, in Section 5, we conclude the paper.

2  Preliminaries

2.1 Proof-of-Stake Consensus
The PoS consensus is a new consensus that distributes 

privileges based on the stake of digital currency, thereby 
establishing a fair and efficient consensus mechanism [18-
20]. In PoS, participants can attain validator status by 
locking a specified amount of digital currency [21-24].

Suppose there is a set of participants P = {P1, P2, 
…, Pn}, and each participant Pi holds a certain amount 
of cryptocurrency as their interest. Each participant Pi 
has an interest function Vi which represents the amount 
of cryptocurrency held by Pi. The goal of the consensus 
algorithm is to select a participant Pi as the next verifier, 
and this selection should be based on their interests. 
The probability of choosing the next producer should be 
proportional to the participants’ equity. Assuming that the 
total equity is T, then the probability of Pi being selected as 

the next validator can be expressed as:  Pi = iV
T

 .

2.2 Paillier Encryption 
Paillier encryption is a public key encryption algorithm 

proposed by computer scientist Pascal Paillier in 1999. It is 
based on computationally complex modular exponentiation 
and number theory problems, and it possesses provable 
security and homomorphic properties. Paillier encryption 
has been widely used for privacy protection and secure 
computation [25]. The core principle of Paillier encryption 
is based on solving the discrete logarithm problem with 
integers, including key generation, encryption, and 
decryption as its main steps.

(1) Key Generation
 ● Choose two large prime numbers, p and q. Then 

compute n = p ∗ q.
 ● Calculate λ = lcm(p−1, q−1), which is the least 

common multiple of (p−1) and (q−1).
 ● Select a random number g, such that gλ mod n2 = 1.
 ● The public key is (n, g), and the private key is    

(p, q).

(2) Encryption
 ● Assume the plaintext to be encrypted is denoted as 

m.
 ● Choose a random number r that satisfies 0 < r < n 

and gcd (r, n) = 1 (where gcd denotes the greatest 
common divisor).

 ● Calculate c = (gm ∗ rn) mod n2.
 ● The resulting ciphertext is denoted as c.
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(3) Decryption
 ● Assume the received ciphertext is denoted as c.
 ● Use the private key (p, q) to calculate

      
2

2
( mod )
( mod )

L c n
L g n

λ

λ , where L(x) = ( 1)x
n
− .

 ● The resulting decrypted plaintext is denoted as m.

The Paillier encryption scheme possesses the property 
of homomorphism, which means that when we perform 
multiplication on two ciphertexts, c1 and c2, obtained 
by encrypting two plaintexts m1 and m2 respectively, 
the decrypted result is equal to the product of the two 
plaintexts, that is Dec(c1 ∗ c2) = m1 ∗ m2. 

3  GPE-PoS

3.1 Design Overview
We propose a remarkable enhancement to the PoS 

consensus mechanism, called Group-Polynomial-based 
Election Proof of Stake (GPE-PoS), as depicted in Figure 
1 and Figure 2. The basic idea is to group the nodes in the 
network and allocate block generation rights to each group 
based on the computed polynomial results. However, 
experiments have indicated that the fairness of GPE-PoS 
can be compromised in the presence of a Sybil attack. 
Therefore, we distribute a unique and randomly generated 
identity identifier to each node as a basis for requesting 
a digital certificate from a Certificate Authority. In the 
process of competing for block generation rights, a smart 
contract diligently verifies the authenticity of the digital 
certificates belonging to participating nodes, effectively 
fortifying the system against Sybil attacks. Additionally, to 
prevent leakage of the polynomial values of participating 
nodes, we use Paillier encryption to encrypt the polynomial 
values and compare them using the method proposed in 
reference [26] to select the node with the maximum value 
for block generation rights.

3.2 Node Grouping
Algori thm 1 demonstra tes  how to  group the 

participating nodes based on their stake. Initially, we 
calculate the number of nodes per group, groupSize, based 
on the desired number of groups, numGroups. Moving 
forward, we initialize an array, groups, to store the node 
IDs and corresponding stakes for each group. Next, we sort 
all the nodes using the sort function and store the sorted 
nodes in the list sortNodes. Lastly, we evenly distribute the 
nodes from sortNodes into the groups array in descending 
order, based on the groupSize, and return the result.

3.3 Selecting Block Producers
3.3.1 Polynomial Calculation

After grouping the nodes, the nodes within each 
group need to compete for block generation rights. Our 
method uses a polynomial calculation to determine the 
block generation rights. The calculation of the fifth-degree  
polynomial for each node depends on the node’s stake, the 
number of times the node has generated blocks in the past, 
and parameter settings.

In Formula 1, the “Diff” value for each node is 
calculated as the weighted average of the node’s stake 
minus the number of times it has been selected as a block 
producer in previous periods divided by the total number 
of selections. In Formula 2, the “Score” value for each 
node is calculated by substituting the “Diff” value from 
Formula 1 into the fifth-degree polynomial, where the 
parameters a[k] and a[0] are pre-set.

[ ][ ] [ ] .blockCount iDiff i stake i sW
totalCount

= − ∗              (1)

5

1
[ ][ ] [ ] [ ][ ] [0].

k k
k

Score i j a k Diff i j a
=

=
= ∗ +∑            (2)

Set of  Nodes

CA

Smart 
Contract

(1) Generate the identity identifier for 
the node and store it in the CA

(2)③ CA performs identity verification:
If the node's identity is verified successfully, 
the CA sign the node's public key and identity 
information, generating a digital certificate;
If the node's identity verification fails, the CA 
refuses to issue the digital certificate.

Step 1:  Identity Authentication

Figure 1. Identity authentication
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Algorithm 1. Node grouping algorithm
  Input: Stakes, numGroups
  Output: groups
  //Number of nodes in each epoch

1. groupSize = length(stake)/numGroups
    //Calculate the size of each group and initialize 
    the groups array

2. for i = 0 to numGroups-1 do
3.       groupList[i] = new array
4. end

//Assigning nodes to groups
5. nodeIndex = 0
6. for i = 0 to numGroups-1     do
7.      for j = 0 to groupSize-1   do
8.             group[i][j] = nodeIndex
9.             nodeIndex ++

10.      end
11. end

//Copy groups[0] to the sortedNodes array
12. sort.Slice(sortedNodes,func(i,j)>bool{
13. return stake[sortedNodes[i]]−>stake[sortedNodes

[j]]})
//Update the order of nodes within each grouping

14. nodeIndex = 0
15. for i = 0 to numGroup-1   do
16.      for j = 0 to groupSize-1 do
17.            Groups[i][j] = sortedNodes[nodeIndex]
18.            nodeIndex = nodeIndex + 1
19.      end
20. end
21. return groups

3.3.2 Comparing Polynomial Values
After calculating the “Score” values for each node, we 

select the node with the highest “Score” value as the block 
producer within each group. Given that the “Score” value 

plays a pivotal role in the competition for block generation 
rights, it is important to prevent other nodes from knowing 
the exact value. If the value is known, other nodes may 
try to modify their own “Score” values to increase their 
chances of being selected as block producers, thereby 
compromising the fairness of the entire blockchain system. 
In Algorithm 2 and Algorithm 3, we demonstrate how to 
compare the two values without revealing them.
3.3.3 Achieve Byzantine Consensus

Byzantine fault-tolerant algorithms are a class of 
algorithms used to achieve consensus in distributed 
systems with malicious or faulty nodes [27-29]. Figure 
3 shows the basic process of a Byzantine fault-tolerant 
algorithm. In this paper, we achieve a consensus on the 
comparison results for each node, determine the block 
producer based on the consensus result, allocate block 
generation rights, and provide 5% of the transaction 
amounts rewards.

Algorithm 2. Compare integers
Input: ScoreA, ScoreB
Output: C    
// Generate public and private keys for the Paillier
      encryption scheme

1. keyLength =2048
2. pk, sk = Paillier.GenerateKeyPair(keyLength)
3. // Encrypts the input integer
4. a_enc = pk.Encrypt(ScoreA)
5. b_enc = pk.Encrypt(ScoreB)
6. // Generate and encrypt random integers
7. r = randomInt(pk.N)
8. r_enc = pk.Encrypt(r)
9. // Performs ciphertext operations

10. c_enc = a_enc – b_enc +r_enc
// Decryption Comparison Results

11. C = sk.Decrypt(c_enc)
12. return C

Group 1

N1 N9

N11

N20

N3

Group 2

N2 N4

N11

N5

N3

Group 3

N6 N7

N16

N14

N19

Group 4

N18 N12

N17

N15

N18

 Nodes Grouping

Genesis Block Block 1 Block 2 Block 3 Block 4

Step 2 : Select Block Producers

Figure 2. Select block producers
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request pre-prepare prepare commit reply
client

replica 0

replica 1

replica 2

replica 3 x

Figure 3. PBFT protocol

Algorithm 3. Select block producers
Input: groups, stake
Output: blockProducers
// Initialize the lists

1. blockProducers = new an empty array     
2. Score = new an empty array

//Calculate the Score value
3. Score = ComputePolynomial (groupDiff , r)
4. maxIndex = 0
5. maxP = 0.0
6. for j, p in enumerate(polynomial) do
7.       if p>maxP then
8.           maxIndex = j
9.           maxP = p

10.       end
11. end
12. selectedProducerIndex = groups[i][maxIndex]

// Reaching the Byzantine Consensus
13. for index in groups[i] do
14.       comparisonResult =  

      compareIntegers(stake[index])
15.        if comparisonResult == -1 then
16.             selecteProducerIndex = index
17.        end
18. end

// Determining Block Producers
19. blockProducers.append (selectedProducerIndex)
20. return blockProducers

3.4 Resisting Sybil Attack
In GPE-PoS, we have designed a node authentication 

mechanism called Node-Authentication. The process of 
authentication involves the following steps, as shown in 
Figure 1:

(1) Generating an Identity Identifier: In the context 
of smart contracts, a 16-bit binary string serves as the 
identity identifier for each node, which is then distributed 
and stored within a Certificate Authority (CA). Each node 
autonomously generates a key pair, with the public key 

used for encrypting the identity identifier and verifying 
digital signatures, while the private key is employed for 
decrypting the identity identifier and generating digital 
signatures.

(2) Applying and Distributing Digital Certificates: 
Nodes utilize their private key to generate a Certificate 
Signing Request (CRS), which contains relevant node 
information such as the encrypted identity identifier and 
public key. Subsequently, the CRS is then submitted to the 
CA for verification of the node’s identity. After successful 
verification, the CA leverages its private key to digitally 
sign the node’s public key and identity information, thus 
generating a digital certificate.

(3) Verifying Digital Certificates: Following the 
issuance of digital certificates to each node, we need to 
verify the authenticity of the certificates. Since the digital 
certificates are retained within the CA, we invoke the 
function verifyDigitalCertificate() to compare the node’s 
digital certificate information with the stored data in the 
CA. A match signifies the validity of the node’s identity, 
ensuring that it is not a virtual identity fabricated by a 
malicious node.

(4) Rejecting Fake Identities: In the event of a 
mismatch in a node’s digital certificate, the smart contract 
rejects the node’s engagement in the consensus process, 
effectively thwarting the inclusion of false identities and 
mitigating the risk of Sybil attacks.

4  Simulations and Results

4.1 Simulation
Now, we are conducting experimental simulations 

on the Proof-of-Stake (PoS) based Group Polynomial 
Election (GPE) mechanism. We utilize the Gini coefficient 
to measure the fairness of the consensus mechanism. The 
Gini coefficient nearing 0 signifies a fairer distribution, 
while a value approaching 1 indicates greater inequality. 
By enhancing the GPE-PoS mechanism and conducting a 
comparative analysis of the Gini coefficients before and 
after the modifications, we aim to evaluate the security 
enhancements of the refined consensus mechanism.

To simulate a normal blockchain network, we define 
10,000 nodes and generate a random stake value for each 
node, representing their respective weights. We assume 
that the entire network is fully connected, allowing for 
peer-to-peer communication between any two nodes. 
We set up 100 epochs, where the consensus mechanism 
runs for 100 epochs, producing one Gini coefficient, and 
visualize them to provide a more intuitive representation 
of the changes in fairness. Subsequently, we simulate 
competition among nodes and evaluate the security of the 
consensus mechanism under different parameter settings. 
Utilizing the Go programming language, we simulate Sybil 
attacks on the GPE-PoS consensus.

4.2 Results and Evaluation
We present the simulation results in Figure 4, Figure 5, 

and Table 1. In Figure 4, we compare the Gini coefficients 
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of the original PoS and the unimproved GPE-PoS. The Gini 
coefficient of the original PoS gradually decreases over 
epochs, indicating an improvement in fairness that tends 
to stabilize. We disregard the Gini coefficients of GPE-
PoS for the first 20 epochs because the stake distribution 
among nodes in the network is uneven during this period, 
making it unable to calculate the Gini coefficient. From 
the 20th epoch onwards, the Gini coefficient of GPE-PoS 
shows a decreasing trend and stabilizes around 0.1 in the 
100th epoch. This indicates that compared to the original 
PoS, GPE-PoS reduces the Gini coefficient by around 0.5, 
making it relatively fair.

In Figure 5 and Table 1, we demonstrate the ability 
of GPE-PoS to resist Sybil attacks and provide the Gini 
coefficient variations of the blockchain system over 100 
epochs. In Figure 5, “Sybil_attack” represents the change 
in Gini coefficient when launching a Sybil attack on GPE-
PoS, while “Defect_sybil_attack” represents the change 
in Gini coefficient when launching a Sybil attack on the 
improved GPE-PoS. In Table 1, we calculate the average 
Gini coefficient over the 100 epochs. “PoS” represents the 
original Proof-of-Stake consensus mechanism, denoted 
with ‘*’ as there is no grouping in this consensus. “GPE-
PoS” represents the system under Sybil attacks, and “SY_
GPE-PoS” represents the improved system resilient to 
Sybil attacks.

Since GPE-PoS uses a grouping selection method, 
the number of groups (numGroup) has an impact on the 
allocation of block-producing rights. Combining Figure 5 
with Table 1, Figure 5(a) represents that when numGroups 
is 10, the Gini coefficient stabilizes at around 0.9 and the 
average value is 0.9347 after a Sybil attack on the system. 
This indicates a highly uneven distribution of benefits in 
the network and low fairness and security. As the number 
of groups increases, we can see that the Gini coefficient 
represented by “sybil_attack” gradually decreases, and 
fairness improves. This is because the more groups there 
are, the lower the probability of virtual nodes being 
selected as block producers. From Figure 5(a) to Figure 
5(c) corresponding to SY-GPE-PoS in Table 1, we can see 
that the Gini coefficient represented by “Defect_sybil_
attack” remains stable and the mean value is maintained 
at around 0.33, which is far lower than that represented by 
GPE-PoS. In summary, the improved GPE-PoS can resist 
Sybil attacks and enhance the fairness and security of the 
system.

Table 1. Mean values of Gini coefficients under different 
numbers of groups

Scheme numGroups Mean Gini
PoS * 0.7888

GPE-PoS

10 0.9347
15 0.6360
20 0.4857

SY_GPE-PoS

10 0.3342
15 0.3358
20 0.3374

 

Figure 4. Gini coefficient under PoS and GPE-PoS
 

(a) Gini coefficient when numGroups=10

(b) Gini coefficient when numGroups=15

(c) Gini coefficient when numGroups=20

Figure 5. Gini coefficient under different numbers of 
groups
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5  Conclusion

In PoS consensus,  part icipants engage in the 
consensus process by token staking, which can result 
in the concentration of wealth and compromise the 
decentralization principle of blockchain. In this paper, we 
propose a PoS consensus based on polynomial grouping, 
aimed at enhancing system fairness by categorizing nodes 
into distinct groups and selecting block producers from 
within these groups. However, Sybil attacks can break 
through this consensus mechanism, and increase the Gini 
coefficient above 0.4, thereby undermining system security. 
To address this vulnerability, we enhance the GPE-PoS 
protocol by implementing digital certificate verification 
for node identity authentication to resist Sybil attacks. 
Additionally, we employ Paillier encryption to secure 
critical consensus data while ensuring equitable interest 
distribution. Through simulation, our findings demonstrate 
that surpasses traditional PoS in fairness, with lower Gini 
coefficients, thereby fortifying its resilience against Sybil 
attacks. Future research endeavors will focus on refining 
the performance and scalability of GPE-PoS, as well as 
exploring diverse applications of this innovative consensus 
mechanism.
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