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Abstract

5G networks provides quality of experience and
amount of devices communication. Internet of things (IoT)
becomes a concept of enclosing several technologies and
a network between objects and human beings, and Internet
of Health Things (IoHT) combines healthcare systems
with portable healthcare devices with 5G environment
providing solutions of network layer to solve challenges
of smart medical healthcare solutions. [oHT plays a major
role in enlightening the people health level and increases
the worth of life. However, security and privacy issues of
IoHT are rising, and key exposure is one of the problems
for devices in IoHT which may endanger not only IoHT
but safety and interest of patients and medical institute.
In this paper, we introduce and evaluate ID-based proxy
signature with key-insulated scheme for portable healthcare
devices in 5G-IoHT. Proposed scheme allows emergency
secure communications between patient and medical staff
and can solve problems above in an efficient way. We also
provide security evaluation to prove that proposed scheme
is secure enough to against potential attacks.

Keywords: 5G, [oHT, Key-insulated scheme, ID-based
proxy signature

1 Introduction

5G (the fifth generation) networks is the newest
standard of mobile telecommunication which is being
deployed on the earth which provides high-speed network,
big capacity, and scalability [1-2]. 5G networks has an
efficient effect in energy consumption and provides quality
of experience and amount of devices communication. 5G
changes connected services and devices through higher
reliability, connectivity, and cloud storage and improve
quality of devices-to-devices (D2D) communication [1, 3].
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To extend Internet to real objects, IoT becomes a
concept of enclosing several technologies and a network
between objects and human beings, which can interact and
cooperate with the other devices to reach communication
and sharing information. Sharing information of
interconnected objects is the most important mission
of IoT, which reflects manufacture, consumption,
transportation, smart environments, medical care, and
other details of people’s life. We focus on one of the [oT
applications which combines healthcare systems with
portable healthcare devices called Internet of Health
Things (IoHT) as Figure 1 [2, 4-7]. Patients wear portable
healthcare devices, which can monitor health condition
of patients and collect biodata, for self-management.
Portable healthcare devices can send data to server in
medical institute, and medical staff can access biodata
in server to trace health condition of patients for remote
healthcare monitoring [4]. No matter where patient is,
portable healthcare devices can send data through wireless
communication. If any abnormal or emergency situation
happens to patient, portable healthcare devices can send
emergency message to smart phones of medical staff
directly.

Medical healthcare systems face many challenges, such
as infrastructure, connections, professional requirements,
data management, and real-time monitoring. [oHT with 5G
environment provides solutions of network layer, including
enhancing quality of service, router and jamming control,
resource optimization, etc., to solve challenges of smart
medical healthcare solutions [1, 8-9].

Because of rising security and privacy issues about
transmitted data in device-to-device communication,
development of IoHT is still slow. The primary purpose
of interaction between things and objects in IoHT is
to combine these objects as a group through wireless
networks. In the process of communication, each side must
use the same key as the basis for communication to protect
transmitted message in [oHT network through wireless
communications. However, wireless communications are
vulnerable to many adversarial attacks.
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Figure 1. Concept of [oHT

In this paper, we design and evaluate ID-based proxy
signature with key-insulated scheme for portable healthcare
devices which can solve addressed problems and be
suitable for 5G-IoHT environment. The rest of the paper
is structured as below. We will introduce telemedicine
systems, identity-based (ID-based) cryptosystem, key-
insulated encryption, proxy signature mechanism, and
Chebyshev chaotic maps (CCM) in literature reviews.
Then, we will describe our proposed scheme in detail,
and security and performance analysis will be performed.
Finally, conclusions will be given.

2 Literature Reviews

Telemedicine systems is a technology of electronic
message and telecommunication related to healthcare
[10]. Patient sends healthcare related information, which
is important, sensitive, and private, to healthcare services
through public networks [10]. Medical staffs can know
users’ health condition if they are able to view information
immediately [10]. Data transmission security has been
discussed, such as eavesdropping, man-in-the-middle
attack, data tempering attack, message modification attack,
data interception attack, etc. [11]. Technical support
is not enough though Health Insurance Portability and
Accountability Act, General Data Protection Regulation,
and Safe Harbor Laws have been made [11]. Privacy
protection in telemedicine systems has caught researchers’
attention [3, 12-14]. One of the keys to the questions for
assuring telemedicine environments is that encryption
progress should be efficient especially for end point.

The main difference between ID-based [15] and
traditional public key cryptosystem is that ID-based
cryptosystem derives entity’s public key from public
information that uniquely identifies the entity. By using
such meaningful information, we do not need any
certificate to prove validity of corresponding public key.
Gentry et al. proposed hierarchical ID-based cryptography

(HIDC) in 2002 which is able to reduce loading of private
key generation (PKG) and risk of key escrow [16]. A key
generation center exists at each level in HIDC structure,
and the one at the top level is root PKG which is the third
trusted center. Legal sub-level key generation centers
exist where entities under the same domain. HIDC has
been utilized widely including multicast systems [17],
cloud computing for IoT environments [18-19], etc.
Proposed scheme utilizes ID-based cryptosystem because
that devices in IoHT have unique information which can
be identified and public key of ID-based cryptosystem,
such as series number, MAC address, etc. with mentioned
features above.

Key-insulated encryption introduced by Dodis et
al. [20] is one of the effective solutions to key exposure
problems. In IoHT system, portable healthcare devices
have limited resource of protecting keys. Any malicious
adversary can easily obtain key information of users or
devices, which leads to key exposure problems. Once
private key is compromised, malicious adversary has
chance to use exposed key to submit a legitimate request
[21]. In public key cryptosystem with key-insulated, a
receiver has two secret keys, a decryption key, and a helper
key. Decryption key is a short-term key for decrypting
ciphertexts and periodically updated by helper key. More
specifically, lifetime of a system is divided into discrete
time periods, and receiver can decrypt ciphertext, which is
encrypted at some time period, by using a decryption key
updated by helper key at the same time period. Decryption
key is stored in a powerful but insecure device, and helper
key is stored in a physically secure but computationally
limited devices called a helper. Researchers have proposed
several kinds of key-insulated cryptographic schemes
such as symmetric-key-based key-insulated encryption
[20], key-insulated signatures [22], parallel key-insulated
encryption [21, 23], and so on.

Mambo et al. introduced proxy signature mechanisms
which provides another solution for key escrow problem in
ID-based cryptosystem compared to certificateless-based
schemes [24-25]. Proxy signature mechanism includes two
roles called original signer and proxy signer. An original
signer can delegate signing warrant to proxy signers, and
proxy signers can generate proxy signatures on behalf of
the original signer. Researchers have already proposed
proxy signature schemes for various applications including
IoT and smart healthcare environments [26-28].

Chaotic system has properties, a sensitive dependence
on initial conditions, pseudo-randomness, and ergodicity,
which can correspond to cryptosystem’s properties [29-
30]. Result is unpredictable if small changes in initial
values happen [31-33]. Chaotic system is a complex
oscillation and has qualitative change of character of
solutions [31-33]. Above features can be correspond to
confusion and diffusion of cryptosystem which has been
discussed for decades [29-35]. Mathematical definitions of
CCM are defined as below.

(1) Chebyshev polynomial 7,(x):—[—1,1] is
a polynomial in x of degree n, defined as 7,(x)=
cos(ncos’ (x)).

(2) Recurrent relation of 7,(x) is defined as 7,(x) =
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2xT,.(x)-T,.(x) for any n > 2, Tj(x)=1, and T;(x)=x.

(3) Semi-group property of Chebyshev polynomials
establishes 7(7(x)) = T.,(x) = T.(T,(x)) for any (s, ) EZ and
s€[—1,1]. The interval [—1, 1] is invariant under the action
of the map T,(x):[-1,1]—[—1,1]. Therefore, Chebyshev
polynomial restricted to interval [—1,1] is a well-known
chaotic map for all » > 1 which has a unique continuous
invariant measure with positive Lyapunov exponent In #.
For n =2, Chebyshev maps reduces to well-known logistic
maps.

(4) Zhang proposed an enhanced CCM by proving that
semi-group property holds for Chebyshev polynomials
defined on interval (—oo,+w0) [36]. This paper utilizes
following enhanced Chebyshev polynomials where n > 2,
X € (—oo,+00), and N is a large prime number.

T,(x) = (2xT, ,(x) =T, ,(x))mod N )

According to Equation (1), semi-group property holds,
and enhanced Chebyshev polynomials also commute.

LT (x))mod N =T, (x)mod N =T (T.(x))mod N (2)

(5) Given two elements x and y, finding the integer n
such that 7,(x) mod N =y is computationally infeasible.

(6) Given three elements x, 7,(x) mod N, and 7(x) mod
N, computing 7,(x) mod N is computationally infeasible.

Proposed scheme applies extended CCM which
satisfies above definitions.

3 Proposed Scheme

Patients in a medical institute or at home wear portable
healthcare devices to monitor health condition, and
medical staff can monitor health condition of patients from
measured data in servers. If an abnormal or emergency
situation happens, e.g., a patient falls over without any
medical staff or caregiver by the side, an emergency signal
or message should be sent to medical staff directly. We
introduce ID-based proxy signature with key-insulated
scheme for portable healthcare devices which allows
emergency secure communications between patient and
medical staff in telemedicine systems.

3.1 System Structure

The scheme includes i/ patients, j medical staffs, server
SV, and smart phone of patient/medical staff. Server SV
is responsible for generating essential parameters and
functions for the whole scheme. Smart phone is a helper
to update keys in patient’s portable healthcare devices and
medical staff’s smart phone. System structure and system
syntax model of proposed scheme are illustrated as Figure
2 and Figure 3 respectively.

Proposed scheme includes four phases—preliminary,
registration, key update, standard signature and
verification, and proxy signature and verification phase.
System parameters are generated in preliminary phase.
Patient P; and medical staff D, need to register to server

SV as a legitimate party via a secure channel in registration
phase. Patient’s smart phone is as a helper to update key
of patient P; . If Patient P, and medical staff D, is close
enough, standard signature and verification phase will be
executed while patient P, sending message to medical
staff D,, otherwise patient P; and medical staff D, have to
execute proxy signature and verification phase. Patient
P, medical staff D;, and server SV complete registration
phase. Table 1 are notations used in proposed scheme.

—_——————————
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Figure 2. System structure of proposed scheme
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Figure 3. System syntax model of proposed scheme

3.2 Preliminary

System parameters are generated in this phase.

Step 1 Server SV generates secret values (sSV,wS,,)GZ;,
a big prime p, and a random number x €(—,+) and
computes Py, as below.

Py, =T (x)mod p 3)

Step 2 Server SV choses collision-resistance one-
way hash functions (H,(.), H,(.), Hy(.)) where H:{0,1} —
{0, 1}" which takes a binary string g€ {0,1}" of any
arbitrary length as input and produces a binary string
H € {0,1}" as an output.
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Table 1. Notations

Notations Definitions
PID, Identity of patient P, .
GID; Identity of proxy signer GW, .
Sqp, Wgy  Secret values of server SV.

p Big prime generated by server SV.
Public parameters generated by server SV,
¥ helper, and patient P, .

Pgy, Py, a

Zl(()i];;f()i Collision-resistant one-way hash functions.
X Random number generated by server SV.
7y Random numbers generated by patient P;; .
b; Number of key update time.
w Warrant including delegation information
v generated by patient P, .

M, Message of patient P; .

3.3 Registration Phase

Patient P; and medical staff D, need to register to server
SV as a legitimate party via a secure channel. Patient P,
medical staff D,, and server SV complete registration phase
through following steps.

Step 1 Patient P; and medical staff D; choose a random
number 7,€Z ; and compute a; as below. After that, patient
P; and medical staff D; sends (PID;;, ;) to server SV.

i

Q; = Tn, (x)mod p C))

Step 2 After receiving (PID;, a;), server SV computes
elements below. Then, server SV returns (S;, 6;;) to patient
P; and medical staff D, .

ﬁji = TsSV (aij )ymod p %)
S;.0 = Hy(PID |8, oy, H, (PID, [0) (6)
0, =FyH, (P]Dij ||ﬂ]z) )

3.4 Key Update Phase

Patient’s/medical staff’s smart phone can help patient
P; and medical staff D; to update keys through following
steps.

Step 1 Smart phone computes and sends helper key
HK; 5, as below.

HK,, = oy, [H,(PID, |b,)~ Hy(PID, [b,~1)]  (8)

i

Step 2 After receiving HK;; , , patient P; and medical

7,

staff D, computes S, by 1O update key.

i, =Sy, +HK; ), &)

t

3.5 Standard Signature and Verification Phase

When patient P, has to send a message to medical staff
D;, patient P; can sign message before sending message
directly. Medical staff D, can verify message from patient
P, through following steps.

Step 1 Patient P; computes (6, 0p;5) as below and
sends o, to medical staff D;.

Op1 = SPID,,,b,,riHl (M;) (10)
Opy =0 11
o, :(O-PUI’O—P,,Z’M{'/') 12)

Step 2 After receiving o,;, medical staff D; verifies
message as below. If it holds, medical staff D, can confirm
that message is send from patient P, .

w=T,, (x)mod p a3)

Vv, = THO(PIDU Hap,,z)(x) mod p (14)
Vs =T o, s,y () MO P (15)
v, =T, (1) (x)mod p 16)

v, ?= vaS,,v3PHAv40'PU>2 a7

3.6 Proxy Signature and Verification Phase

If patient P; cannot send a message to medical staff D;
directly, patient P, can commissions a nearby proxy signer
(e.g., gateway) to sign and send message to medical staff
D; . Medical staff D; can verify message from patient P;
through following steps.

Step 1 Patient P, computes (apl.jl, apijz) as same as in
Step 1 of standard signature and verification phase and
sends (aPij, w;) to proxy signer GW, which w; is a warrant
including delegation information generated by patient P;.

Step 2 After receiving (op;, wy), proxy signer GW,
computes (g1, Ogwa» Oowa) as below and sends (agy,, w;
to medical staff D,.

w1 = Op1Se,, nTiHL (M )i Hy (W) (18)
O6w,2 = Op2% (19)

Oows = (20)

oow, =(OGw1:06w,2:6mw;3- M) 21
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Step 3 After receiving (ogy,, w;), medical staff D,
verifies message as below. If it holds, medical staff D, can
confirm that message is send from patient P;.

v = T%Wil (x)mod p (22)

v, = THO(P[D” %Wiz)(x) mod p 23)

Vs =Ty pip, s, (¥)mod p o)

vy =Ty ;) (x)mod p (25)

Vs = THO(GIDI_ UGW)(x) mod p (26)

Ve = Ty, G, Jp, (X)mod p 27

v; =Ty, (Ml_/_)(x) mod p (28)

v?= V2 By Vs PryVaOow2Vs Bsy Ve a1 6w 3 (29)

4 Security Analysis

We analyzed security of proposed scheme using
random oracle model [37] against 4,, 4, and 4,
adversaries if computational Diffie-Hellman (CDH)
assumption holds, which defines eavesdropping attack to
Diffie—Hellman key exchange scheme [38].

Theorem 1. Proposed scheme is secure against an
outsider adversary A4, if CDH assumption holds.

Proof. The proof is by contradiction under the random
oracle model. Suppose there exists an outsider adversary 4,
that has a nonnegligible advantage € in attacking proposed
scheme; then we can build another algorithm B that uses
A, to solve the CDH problem. B is given a big prime p
and x € (—oo,+o0). which is a random instance of the CDH
problem. Its goal is to compute 7,,(x) mod p. Algorithm B
will simulate the challenger and interact with the forger A4,
as described below.

Setup. B selects a big prime p and x € (—0,+o). Let
(T(x) mod p, T,(x) mod p) be the inputs of the CDH
problem. B sets the public key 7)(x) mod p, where s€Z ;
B selects three collision-resistant hash functions H,, H,,
H,:{0, 1}". B sends (¢, p, T.(x) mod p, H,, H,, H,) to 4,.

Hash queries. In the security proof, the hash functions
(H,, H,, H,) are modelled as random oracles. We regard
the identity, warrant, and message queries as H,, H,, and
H, queries, respectively. Assume B keeps hash tables Ty,
T, and T, for these queries.

a. H,query. For each query on identity /D, if ID, has

existed in Ty, the same value H(ID,) is returned to
Ay Otherwise, B chooses a random ¢;€ Z, and sets
H\(ID)) = T.(x) mod p. B sends T, (x) mod p to 4,
as well as stores (ID;, ¢;, Hy(ID,)) to T,.

b. H, query. Assume 4, makes g,, warrant queries;
B selects a random number S€(1,q,,), for each
query on warrant w, such that 1 <i#f<gq,, ;ifw,
has existed in 7', the same value H,(w,) is returned
to 4,. Otherwise,

i. Ifw,#w,, B chooses a random k,€ Zg and
sets H,(wy)= T, (x) mod p. B sends H,(wy) to
A; as well as storing (wy, k;, H,(wy)) to T

ii. Ifw,=w,, B sets H,(wy) = T,(x) mod p. B
sends H,(wy) to 4, .

c. H, query. For each query on message M,
accompanying with a warrant w,, if H, (w;, M;) has
existed in 7, the same value H, (w;, M,) is returned
to A4,. Otherwise, B chooses a random u,€ Z, and
sets H, (w;, M))=T,(x) mod p. B sends H, (w;, M)
to 4, as well as storing ((w;, M,), u;, H, (w;, M,)) to
T..

Original signer’s standard signing queries. 4, can
query the original signer’s standard signature on a warrant
w;. Assume A, makes ¢, queries with the original signer’s
identity ID,, for each query on w;, assume H,(/D,) and
H,(w)) have existed in 7, and T7; if they are not the cases, B
performs the above algorithms to assign values for Hy(/D,)
and H,(w,). Assume H(ID,)= T, (x) mod p, B simulates as
follows.

a. If w; # wy, assume H (w)=T,(x) mod p; then B
chooses randomly r, € Z, and sets o,,=(0,,,0,,)
such that ,,= sHy(ID,) + r,H(w,) and o,,=
T, Ai(x) mod p.

b. If w, = w;, then B chooses randomly r4,€ Z,
and sets aﬁ:(awﬂ1 , owﬂz) such that T g
=sH\(ID,) +r, /;H (w;) and Oupp = T, Aﬁ(x) mod p.

Proxy signer’s standard signing queries. Assume
A;makes q,,, standard signature queries under the proxy
signer’s identity /D;. For each query on M, =(w,|M)),
assume H,(ID,) and H,(M,) have existed in 7, and 75; if
they are not the cases, B performs the above algorithms
to assign values for H,(IDy) and H,(M,). Assume H(ID;)
= T.,(x) mod p; B chooses a number J € (1,¢,,,) and
simulates as follows.

a. If M;# M,, assume H,(M,) = T, (x) mod p; then

B chooses randomly 7 € Z, and sets 0,= (0,,,0,,)
such that o, =sHy(IDy) + ry,H,(M,) and o,,=
T,Bl_(x) mod p.

b. If M; = M,, assume H,(M;) = T, (x) mod p; then
B sets dsk; = (03, 05,,) such that oy, = sHy(IDy) +
bH,(M) and o5, = T,(x) mod p.

Forgery. Assume A4, outputs a valid proxy signature
o= (O'TM], O'j\,lz, 03,13) on message M* under a warrant W*
with the proxy signer’s identity /D, and the proxy signer’s
identity /D;. Besides,

a. (ID,, W*) has been queried in the original signer’s

standard signing queries.

b. (IDy, W*, M*) has been queried in the proxy
signer’s standard signing queries.

If W* £ w, or M*# M, B will abort. Otherwise, given
the forged proxy signature ¢ = (o;,l], of\,[z, O';,l}). B can
solve the CDH problem.

B will not abort when W*=w, and M*=M,.
Thus, if there exists an outsider adversary 4, that has
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a nonnegligible probability ¢ in breading the proposed
identity-based proxy signature scheme, then there exists
another probabilistic polynomial time algorithm B that
has a probability as Equation (30) which is nonnegligible.
Thus, we reach a contradiction.

€
succgP?! = —— (30)

os's * qps's

Theorem 2. Proposed scheme is secure against an
outsider adversary A, chosen identity and chosen warrant
attacks if the CDH assumption holds.

Proof. A, is a malicious proxy signer possessing
the private key of the proxy signer. The simulation is as
follows.

Setup. B selects a big prime p and x € (—o0, +0). Let
(T(x) mod p, T,(x) mod p) be the inputs of the CDH
problem. B sets the public key 7;(x) mod p, where s€Z ;
B selects three collision-resistant hash functions H,, H,,
H,:{0,1}". B sends (¢, p, T.(x) mod p, H,, H,, H,) to A,

Hash queries. Regard the identity, warrant, and
message queries as H,, H,, and H, queries, respectively. B
keeps hash tables T, 7', and T, for these queries.

a. H,query. If assume 4, makes g, identity queries,

choose a€(1, q,), for each query on identity

ID; such that 1 <i # a < q,, if ID, has existed

in T, the same value Hy(ID,) is returned to 4.

Otherwise,

i. Ifi# a, B chooses a random c,€Z, and sets
H(ID;) = T.(x) mod p. B sends 7, (x) mod p to
A, as well as storing (ID;, ¢;, H\(ID,)) to Tj.

ii. Ifi=a,Bsets H(ID,) = T, (x) mod p, where
¢,€7Z,and returns H,(ID;) to A,. B adds (ID,,
¢, H(ID,)) to Ty.

b. H, query. Assume A4, makes g, warrant queries;

B selects a random number S€(1,q,,), for each

query on warrant w; such that 1 <i# f < g, ; if w,

has existed in 7, the same value H, (w,) is returned

to A;. Otherwise,

i Ifw,# wgyp, .., which means ID, is included in
w; and the user with identity /D, plays the role
of original signer in the system. B chooses a
random k€ Z, and sets H,(w,)=T,(x) mod p/
T,(x) mod p. B sends H,(w,) to 4, as well as
storing (w;, b,, H,(w;)) to T.

ii. If w;# wyp,,,» which means ID, is included
in w; and the user with identity /D, plays the
role of proxy signer in the system. B chooses
a random k,€Z, and sets H,(w;)=T,(x) mod p.
B sends H,(w,) to 4, as well as stores (w,, k;,
H(w)) to T,.

iii. If w;=wy, B chooses a random k,€Z, and sets
H,(wg)=T,(x) mod p. B sends H,(wy) to 4, as
well as storing (wy, k;, H,(w;)) to 7).

c. H, query. Assume A4, makes q,, message queries,

B selects a random number 6€(1, ¢,,), for each

query on message M, accompanying with a

warrant w; such that 1 <i # d < q,,,; if Hy(w;, M))

has existed in 7,, the same value H,(w,, M) is

returned to 4,, . Otherwise,

i. If w;#wy, B chooses a random u,€ Z, and sets
Hy(w;, M))=T, (x) mod p. B sends H,(w;,M,) to
A, as well as storing ((w;, M), u;, Hy(w;, M,))

to 7,.

ii. Ifw,=wy, M, # M;, the same as the case when
w; £ wy, M, # M;.

iii. If w, # wy, M, = M, the same as the case when
w; £ wy, M, # M;.

iv. Ifw,=wy, M;= M;, B chooses a random u,€Z,
and sets H,(wy, M;) = T,(x) mod p. B sends
Hy(wy, M;) to A;; as well as storing ((wy, M;),
U, HZ(W/f’a MS)) to T2'

Key extraction queries. 4, can make key extraction
queries on any identity /D €1ID such that /D # ID,. If
A, makes key extraction query on identity /D,, B just
terminates the simulation and reports a failure. Assume
A, makes g, key extractions queries, for each query on
identity ID, for 1 <i<g,.

a. If ID,; has existed in table T, assume H,(ID,)=

T (x) mod p; then B returns sk, = aH(ID)) to 4.

b. Otherwise, B chooses a random c,€Z, and sets
Hy(ID)=T,(x) mod p. B returns sk;, =T, ,(x) mod p
to A, and adds (ID,, ¢;, H(ID;)) to T,.

Original signer’s standard signing queries. 4, can
query original signer’s standard signature on a warrant
w,EW under an identity ID,EID. Assume A, makes ¢,
original signer’s standard signing queries. For each query,
assume /D; and w; have been submitted to the H, and H,
queries, respectively. If they are not the cases, B performs
the above algorithms to set values for Hy(/D,) and H,(w,);
then B simulates o,, as follows.

a. If ID#ID, and w,# wy, ., assume H,(ID,;) =
T.(x) mod p and H,(w))=T,(x)mod p/T,(x)mod p,
respectively; then B chooses a random r,€Z, and
returns the original signer’s standard signature
0,7(0,,,0,,) such that o, = sk, + r,H,(w;) and
0,,= T,(x) mod p and to 4,,.

b. If ID#ID, and w,# wyp, _,,, assume H,(/D,)=1.(x)
mod p and H\(w,)= T;(x) mod p, respectively; then
B chooses a random 7,€ Z, and returns original
signer’s standard signature 0,,=(0,,,0,,) such that
Oy = Skip,+ r:H\(w;) and 0,,,= T (x) mod p to 4.

c. IfID=ID,and w;# wy, _,, assume Hy(ID)=T,.(x)
mod p and H (w)= T, (x) mod p/T,(x) mod p,
respectively; then B simulates the original signer’s
standard signature 0,,=(0,,,0,,,)-

d. If ID=ID, and w;# wy,p,,,, since we do not
consider self-delegation in our scheme, then B just
terminates the simulation and reports failure.

e. IfID=ID,and w,=w,, B terminates the simulation
and reports failure.

Proxy signing queries. 4, can query a proxy signature
on a message M,EM under a warrant w,EW with the
proxy signer’s identity /D,; and the original signer’s
identity ID,; such that ID,;, ID,,€ID. Assume ID,;, ID,,
have been submitted to the H, query and w; and (w,|IM,)
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have been submitted to the 4, and H, queries, respectively.
If they are not the cases, the above algorithms will be
performed to assign new values Hy(ID,,), H,(ID,), H,(w;),
and H,(w,;,M,). Assume 4, makes g, proxy signing queries.
For each query on a message M, with warrant w, such that
1 <i<g,, B simulates the corresponding proxy signature
as follows.

a. IfID,; # ID,, ID,; # ID, assume H,(ID,)=T, (x)
mod p, Hy(ID,)=T,(x) mod p; then B chooses
two random numbers 7, 7,,€ Z, and returns the
proxy signature 6,= (0., Oy, O3) 10 Ay

b. If ID,; # ID,, ID,; = ID,, assume Hy(ID,)=T, (x)
mod p, Hy(ID,)= T, ,(x) mod p; then
L IEwE wyp, o My # Mg or wF Wy ., M; =

Mj, B terminates the simulation and reports
failure.

ii. If w,# wyp,.,and M, # M;, assume
H(w)=T,(x) mod p and Hy(w, M) = T,,(x)
mod p; B simulates the proxy signature
o-[:(O-Mila Omps O'M,s)-

il Ifw,# wpyp, -, M;=M; or w,=wy, M, # M;, B
performs the same as that in case ii.

iv. If w,= w, and M, = M;, B terminates the
simulation and reports failure.

c. IfID;=ID,, ID, # ID,, assume H\(ID)=T, ,(x)
mod p, H, (IDZL) -, (x) mod p, then
i Ifw,# wyp, ., and M, # M;, assume H,(w,)

= T}(x) mod p/T,(x) mod p and Hy(w;, M;) =
; a(x) mod p. B simulates the proxy signature
0~ (O-Ml-la Oumps O-Ml-S)'

. IEw,# wyp, . M; # Ms or w,# wyp . M; =
Mj;, B terminates the simulation and reports
failure.

ii. If w,# wyp, ., and M, = M, assume H(w,)
= T}(x) mod p/T,(x) mod p and Hy(w;, M;) =
T,.(x) mod p; B performs the same as that in
case 1.

iv. Ifw,=wsand M, # M;, assume H,(wp) = T\.(x)
mod p and H,(wy, M) = T, ,(x) mod p; B
simulates the proxy signature o,=(0y.1, Oy,
O-MI»S)'

v. If w,=wyand M, = M;, B terminates the
simulation and reports failure.

d. IfID,,=1D,, ID,, = ID,, B terminates the
simulation and reports failure.

Forgery assume A, outputs a valid proxy signature

o =(0, My o My T \43) on message M* under a warrant W*
with the proxy signer’s identity /D, and the proxy signer’s
identity /D;. Besides,

a. ID,has not been queried in the key extraction
queries.

b. (ID,, W¥*) has not been queried in the delegation
queries.

c. (UID,, IDy, W* M%*) has not been queried in the
proxy signing queries, If Hy(ID,)#T. ,(x) mod p
or H,(W*)+ Tk (x) mod p or H,(W*, M*);é T,(x)
modp, B will abort Otherwise, given the forged
proxy signature O'*:(O'TMI, osz, O'TM3). B can solve

the CDH problem when Hy(ID,)=T, ,(x) mod p,
HI(IDB):Tkﬁ(x) mod p, and Hy(W*, M*)=T, (x)
mod p.
Next, we analysed the success probability of B; B will
not abort if the following conditions hold.

a. ID,=1ID,.
b. W*=w,.
c. M*=M;.

Therefore, if 4, has a nonnegligible probability ¢
in breaking the proposed IDPS-KI scheme, then the
success probability of B in solving CDH problem is as
Equation (31) which is nonnegligible. Thus, we reach a
contradiction.

CDH -, €
Gr, Tk + os's T 24 ps X Aa, + dos's +dp ) r, + )

succp

3D

Theorem 3. Proposed scheme is secure against 4,
chosen message and identity attack if the CDH assumption
holds.

Proof. The security is similar to that in Theorem 2.
Thus, we describe it briefly.

Setup, hash queries, and key extract queries are the
same as those in the security proof against a malicious
proxy signer.

Proxy signer’s standard signing queries and proxy
signing queries are similar to the original signer’s
standard signing queries and proxy signing queries in
the security for Theorem 2.

Through simulation, it can be reduced that if there
exists a malicious original signer that can break the
proposed scheme with a nonnegligible probability e,
then we can build another probabilistic polynomial time
algorithm B that can solve the CDH problem with a
nonnegligible probability as Equation (32) where g,,,
refers to the number of proxy signer’s standard signing
queries. Thus, we reach a contradiction.

€
CDH >

succy 32)
(G, + G+ Dpers + 20, Ap, + D pers 4, Wdp, + )

In summary, proposed scheme is secure enough to
against A,, A;,, and A,, adversaries if CDH assumption
holds after proving through random oracle models [37].

5 Performance Analysis

According to previous research, times of performing
a one-way hash function operation (7)) is about 0.006
milliseconds (ms), and time for performing a CCM
operation (7,,) is about 0.252ms [39-42], and using
CCM can be more efficient than using elliptic-curve
cryptography. We present results of computational
complexity and performing time of proposed scheme in
Table 2. Performing standard signature and verification
phase will spend at least 0.786ms. Performing proxy
signature and verification phase will spend at least
1.572ms.
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Table 2. Computational complexity and performing time
of proposed scheme

Phase Standard signature

Proxy signature and

and verification verification
Role
Patient 7,=0.006ms 7,=0.006ms
. AT, +3T, 7T, +67,
M:tigal —(0.024+0.756)ms  =(0.042+1.512)ms
=0.78ms =1.554ms
Gateway  N/A 27,=(0.012)ms

6 Conclusion

5G provides amount of devices communication, and
IoT arranges objects in distributed network, which can
interact and cooperate with other devices. We focus on
IoHT which combines healthcare systems with portable
healthcare devices, and 5G provides solutions of network
layer to solve challenges of smart medical healthcare
solutions. Key exposure is one of the security and privacy
issues of IoHT which may endanger not only [oHT but
safety and interest of patients and medical institutes. We
introduce and evaluate ID-based proxy signature with
key-insulated scheme for portable healthcare devices in
5G-IoHT, which can solve problems above in an efficient
way, and we also provide security analysis to prove that
proposed scheme is secure enough to against potential
attacks.
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