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Abstract

Wireless communication is a convenient but not secure
transmission media. For internet application, such as
E-commerce, there are a lot of private information existed.
To protect the secret information inside and to set up a secure
communication becomes an urgent topic. The purpose of
a perfect communication system is to ensure the authentic
destination could correctly and successfully receive the
exact desired information from the transmitter. Also, the
system with authorization and authentication could protect
the transmitted information away from the eavesdroppers.
Generally, the encryption scheme is applied to. Although
these methods have been employed in the system for the
security, those unexpected and advanced attackers have
been continuously developing. Error-free cryptogram based
on Shannon’s theorem could provide a solution for the
information security. It could be implemented with physical-
layer security coding scheme. In this paper, the cypher
generator is proposed with physical-layer coding scheme.
The cypher format includes two parts. One is the prefixed
code and the other is error-control code. The major purpose
of prefixed code is the key to find the position indexing of
code in the cypher. In this cypher generator, the interleaver
plays a role to disturb the original data. It increases the
degree of difficulty to break the cypher. With cryptanalysis,
the practical example of LDPC is given. With Al technology,
the advanced algorithm might be developed for cypher
coding and decoding.

Keywords: Secrecy capacity, Physical-layer security,
Shannon theorem, Cypher generator, Interleaver

1 Introduction

Due to wideband communication rapidly development,
to access the internet service becomes convenient. A lot of
internet service comes to be the part of diary life, such as
APP. It makes the life easy and expedient. Although the
ecasy life is the purpose of technology revolution, to access

the wireless service is dangerous. Without an appropriate
protection, the important information might be explored
via the devices or the transmission. Hence, the internet
security is highly requested. The major objective of secure
communication ensures the de-sired information is delivered
to the authentic receiver. The secure communication system
gives the promising to keep the eavesdroppers away. Also,
it transmits the information correctly. Conventionally, the
encryption is employed for the issue of information security
[1]. In the open wireless environment, it could prohibit
the undesired receivers to receive the accurate information
without the authorization and authentication schemes [2-3].

For the information security, it is requested to protect
the information from the eavesdroppers because the
ecavesdroppers could receive the same data as that at
the desired receiver in the wireless communications.
Conventionally, the encryption, in the higher layer
application, has been applied. The cypher could be
transmitted in the open environment. It could not be read
as a plaintext without the key. Also, with authentication
and authorization, the effective access control scheme is
employed in a secure system [4-6]. Based on the assumption
those attackers have a limited computer resource, these
security schemes could be used in the current system.
However, the unexpected attacks have been developing
continuously. The advanced encryption based on the complex
hardware infrastructure has to promote the capacity to
prohibit these attacks. Unfortunately, Internet of Things (IoT)
application devices without a strong computer resource,
encryption scheme is not available to apply to [7-9] combat
this inconvenience, the physical-layer coding scheme might
be employed for secure communications. Shannon’s perfect
secrecy [10] illustrates that the secure communication could
be approach with a positive secrecy capacity. It could be
expected the physical-layer coding scheme could provide a
error-free cryptogram [11].

The major purpose of physical-layer coding intends
not only to provide an error-control scheme in the noisy
communication environment but to ensure the safety
during the data transmission. Hence, according to the
critical requested security, the coding scheme plays a role
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of cryptographic methodology [12]. Based on Shannon’s
theorem, a perfect communication could be supported
with a positive secrecy capacity [10]. There exists a secure
communication, with a positive secrecy capacity, if the
mutual information between the source station and the
destination station is larger than that between the source
station and the eavesdropper. The mutual information is
defined as methodology the difference between the source
entropy and the conditional entropy at the receiver [13]. For
a positive secrecy capacity, one solution is to minimize that
between the source and the eavesdroppers. The other is to
maximize the mutual information between the source and
the destination. The amount of entropy is described with the
probability distribution of symbol at the source. Hence, to
improve the entropy at the source with the code mapping is
the major concern.

Physical-layer security coding scheme provides two
advantages in the wireless communications. One is to
approach the communication with the purpose of error
control. The other is to reach the requested security level to
against the eavesdroppers [14]. Although the noise interferes
the desired transmitted signal, with the coding scheme, the
destination could receive the correct data. Also, it benefits to
promote the security capacity. How-ever, the coding scheme
will add the extra parity data to the transmitted data. It suffers
the bandwidth efficiency. Hence, the tradeoff between the
coding rate and the secrecy capacity is an important factor
to make the code mapping. This paper proposes the coding
scheme for the secure communication based on the secrecy
capacity. In Section 2, the secure communication system
is described. Section 3 proposes the coding scheme based
on the analysis of secrecy capacity. Cryptanalysis for the
proposed coding scheme is given in section 4. The conclusion
of this work is given in the final.

2 Secure Communications

In the communication system, the information is
transmitted to the desired destination from the source
destination. In the wireless environment, the information
data could be received by the desired receiver and anyone
including the eavesdroppers. If the information is a plaintext,
everyone could read the message without any difficulty.
It works as the broadcasting system. For the privacy, the
information might encrypt to be a cypher and transmitted.
Generally, the secure scheme employs the key to encrypt the
plaintext. It transfers the information to another format and
exposes in the public. With the appropriate authentication,
the desired receiver could release the cypher and obtain the
transmitted message, as shown in Figure 1. However, the
eavesdroppers might decrypt the cypher, if the degree of
security is not strict high.

Figure 1. Encryption system

To protect the confidential information, the encryption
scheme could be employed. The scheme has a trans-
formation function (denoted as T{-}) with a key K, to change
the plaintext X to be the another format text, called cypher C.
With the mathematical description

T {x}=C )

On the reverse, the cypher could be decrypted (denoted as
D{-}) with a key K, and be recovered to be the plaintext X as

Dy {Cl=X @)

If the key K, in the encryption scheme is the same
scenario as the key K, in the decryption scheme, it is
called the symmetric cryptosystem. For example, there are
Transposition Cypher [15-16], Substitution Cypher [17-18]
and the combination scheme [19].

On the other hand, the key K, is not the key K,, the
system is called asymmetric cryptosystem or two-keys
cryptosystem. RSA cryptography is the famous one [20-21].
Under the error free transmission, all receivers could obtain
the cypher C. However, with the private K,, the desired
destination, with the authentication, could decrypt the cypher
to be plaintext X. Hence, with the authorization and the
authentication schemes, access control scheme could ensure
the system is secure [5-6].

In the wireless communications, from the source station,
the data transmitted to the destination station are disturbed
due to the noise environment. The interference comes from
many natural sources, such as the thermal noise, the thermal
vibrations of atoms, impulse radiation, the radiation from
the earth and other warm objects, and the celestial sources.
With these distortions, the destination might receive the
error information. To improve the error performance of
communication, error control coding scheme could be
employed [22-25]. The error control coding scheme works as
the transformation function [26]. It converts the information
to a robust form to resist the interference. The original
information, the plaintext X, could be coded as codeword
by interleaving or adding extra information for the specific
purpose [27]. If the coding scheme is kept confidentially, the
codeword could be the cypher in the cryptology.

According to Shannon Theorem [10], a perfect
communication could be existed based on the positive secrecy
capacity. Hence, based on the physical layer coding scheme,
it could support the secure and error-free transmission. The
secure communications could be depicted in Figure 2.
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Figure 2. Secure communication system

At the source station, the total information 7, is



1
Iy=) log,——
Z o p(x,) @

where p(x,) represents the probability of symbol x; in the
source X. With physical layer coding, the source X transfer
the symbol x, to the codeword c;, as shown in Figure 3.
The length of source symbol x; and that of codeword ¢, are
denoted as | x; | and | ¢; |, respectively. The ratio of | x; | /| ¢; |,
R, is the coding rate, representing the bandwidth efficiency.

T{)
Source X

Codeword C

Figure 3. Code assignment codebook j

Under the fixed codebook j, the information /. of
codeword C'is

1. Zlog2

; p(c )

“

If the probability p(c;) is inherited from p(x;), the
information 7, at the source station is equal to the
information /. It meets the minimum requirement for perfect
communication, i.e.

Co=1.~1,>0 5)
where C; is defined as secrecy capacity. The interleaving
code and one-time pad code are the examples with the coding
rate equal to 1. For the interleaving code, the secret key to
decrypt the cypher (codeword) could be the transposition
table. On the other hand, this interleaving code could resist
the burst error due to the impulse radiation interference.

To increase the secrecy capacity C,, it could increase
the valid codewords for the source. In Figure 3, the source
x; is coded with the codebook j. While the codeword space
increases, the information of codeword will increase if
the multiple codeword assignment is available [4]. Hence,

for each source symbol x;, the cyber assignment could be
illustrated in Figure 4.
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Figure 4. Multiple codeword assignment
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Multiple codeword assignment could be the solution
to increase the information of codeword if the codewords
generated with uniform distribution. After adding the
independent prefixed code ¢, to the codeword ¢;, if the code ¢;
is dependent to c,, the probablllty of the valid codeword c; is

p(cjf):p(cj)'p(cf) ()

For the information of the codeword C’, after extending
the code space, could be derived to

I ZZlog2

j=1 i p(cj,)

’ZZ S

Jj=1 i

plc, )p(c )

1
—ZZ[ 8 ) T p(cl)]
_Z“log2 + Z( p(c )]

j=1 i

> 1 Q)

The improved secrecy capacity Cs’ becomes

C)=I.-1,
>, —1,=C,
>0 ®)

With adding the prefixed code c; to the original codewords
¢,, although decreasing the coding rate and decreasing the
bandwidth efficiency, it provides a positive secrecy capacity
for the system and approaches a perfect communication.

3 Proposed Coding Scheme

For a perfect communication system, a positive secrecy
capacity is required. Hence, the theoretical error-free
cryptogram could be constructed based on the previous
derivation. The source symbol x; could be multiple assigned
to those valid codewords c;. With appending the prefixed
code, the physical-layer security coding scheme (code
assignment) is proposed.

Two parts of code in the proposed cypher, in Eq. (6),
one is for the prefixed code ¢; and the other is the original
codeword ¢,. The proposed format concatenates these two
parts as shown in Figure 5.

Prefixed code ¢; Codeword ¢; corresponding to the source x; with codebook ;

Figure 5. Cypher format

The prefixed code ¢; is used to represent the information
of j, to decode the received codeword with codebook ;.
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It works as the first key to decrypt the cypher. In order to
maximize the secrecy capacity in Eq. (8) with increasing the
numbers of prefixed code, the prefixed code c; could be kept
as iid (Independent and identically distributed). Figure 6
shows the logarithm of secrecy capacity with the increasing ;.

Increasing secrecy capacity

0
0 100 200 300 400 500 600 700 800 900 1000

J

Figure 6. Secrecy capacity increasing with the increasing j in Eq. (8)

For the practical application, the length of prefixed code
could is denoted as |_10g2]—'|, the closed integer that is larger

or equal to the log,;. In Figure 6, while ;j is larger than 200,
the increasing secrecy capacity could not have a significant
difference.

The second part in the proposed cypher format is the code
assignment scheme. The assignment scheme could work as
the second key to decrypt the cypher. It could apply the error
control coding scheme, such as Iterleaving code, eck code,
Reed Soleman code, Convolutional code, Turbo code, Low-
density parity-check code, Polar code [22-28].

There are two schemes are proposed in this work. Both
schemes adopt the transposition method to disturb the code.

(1) Interleaving after channel encoder

Since there are j prefixed code, there are j codebook
existed. Although these codebooks could be kept as the
same one, it does not affect the secrecy capacity. However,
in order to disturb the degree of randmon, it proposes the
different codebook corresponding to each different prefixed
code. If there are i valid codewords in the codebook, with the
tansposition method, there are i! permutation to assign the
codebook. For example, the shift transposition scheme, the
oder of the codeword assignment (codebook) depends on the
position shift, shown in Table 1.

Table 1. Codebook corresponding to the prefixed code
The source Y

X7 X2 b Xi1 X;
Codebook 1 c1 c2 e Cig ci
Codebook 2 [ c3 b i [}
. . . L] . .
. . . . . .
L] . . L] . .
Codebookj cj Cj+1 oo ¢j2 ¢j1

As the mentioned above, the prefixed code ¢; is kept as
iid. The order of codebook ; is random and has the statistical
property of independence. Hence,

0, lf‘ cfl ic./z

Efc, c,} ={ ©)

1, lf C./} :C/z

It illustrates the cypher could be decrypted with the exact
prefixed code first. The cypher generator is depicted in Figure
7.

Source Channel Codebook j Cypher
Xi Encoder "
Prefixed
Code ¢;

Figure 7. Cyber generator with concatenation of prefixed code and
the corresponding assigned code

(2) Interleaving before channel encoder

Since the channel encoder could generate the
corresponding codeword according to the input source, with
the transposition, the source x; could be exchanged to be
another source x,, the generated codeword is c,. Hence, the
transposition table is the key for the cypher. If the length
of source x; is | x; | = L, there are there are 1! permutation to
transpose the input source. The pseudo-random interleaver
[29] could maximumly generate 2"-1 different numbers if
there are n-stage register. For example, the structure of the
interleaver with 3-stage shift registers as shown in Figure 8.

Figure 8. The position generator with 3-stage shift registers

There are 7 different random number generated
recyclable. For the initial state 010, the position
generator could transpose the data position from

x,' = (d19d2’d3:d49d5’d6ad7) tO )%i = (d27d55d6’d75d35d15d4) .
According to the transposed source ¥,, the channel generate

the codeword corresponding to X; . Hence the cypher encoder
could be depicted in Figure 9.

Source Interleaver > Channel Cypher,
X Encoder
Prefixed
Code ¢;

Figure 9. Cyber generator with concatenation of prefixed code and
the codeword generated with the interleaved source

Even though the codewords are same, without the same
prefixed code, the source is not exactly correct. It could
provide a private communication with a high degree of
secrecy. Besides, the length of the source, | xi | is less or
equal to the length of codeword, | ¢; |. For the hardware



implementation, the second opposed cypher generator might
be efficient to save the memory.

4 Cryptanalysis

The proposed cypher generator has two parts, the
prefixed code and the codeword by error control coding. For
the codewords, if the length of souce, | x; | =/, and the length
of codeword, | ¢,| = m, there should be 2’ valid codewords
among the 2". If m is large, it is exactly difficult to find the
corresponding source. For Inter Range Instrumentation Group
(IRIG) standards example [29], LDPC has / =4096 or 1024
with coding rate, R, 1/2, 2/3, 4/5. Among the huge number of
codespace, it is hardly to recover the source.

However, generally, the codeword is encoded by channel
coding with systematic coding scheme. The codeword
contains the original source directly. Hence, it could be
recovered if the format of the codeword is know. To disguise
the default because of systematic encoder, the interleaver has
been proposed in this work. Without the exact interleaving
information, it is hardly to discover the valid codeword
because there are m! permutation among the received code.
For example, LDPC has a minimum codeword length 1280.
Hence, exhaustive attack has a high difficulty to break this
codeword with the interleaving scheme added.

For the first part of the proposed cypher, it is the prefixed
code. The benefit of prefixed code not only increases the
degree of randomness but increases the secrecy capacity.
Specially, in Eq. (9), the statistical property among the
different prefixed code is uncorrelated and is independent to
the codewords. The information of prefixed code could not
be found with the found codeword. The statistical property
ensures the only accurate prefixed code could spread the
contents of cypher. In pratical, the fixed code could be
generated with pseudo-random generator.

5 Conclusion

The issue of information security is highly requested in
Internet applications. Without a strong computing resource
such as 10T, physical layer coding scheme might provide
the optimal solution for the security. In this work, it intends
to improve the security capacity in the system. With
increasing the length of prefixed code, it shows the enhanced
performance. Hence, the method of multiple codeword
assignment could effectively improve the secrecy capacity.
However, the increasing secrecy capacity could not have a
significant difference under the critical condition. Besides,
in the cypher generator, the interleaver plays an important
role to disturb the data structure. Usually, the channel coding
scheme generates the systematic codeword, the source will be
revealed without transposition. The indexing of data position
is the major key to recover the original data. This work
proposes the cypher generator structure based on multiple
codeword assignment scheme. For the research on multiple
codeword assignment, Al algorithm might apply to. The
advanced algorithm could be developed for cypher coding
and decoding.
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