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Abstract

While promoting the vigorous development of
crowdsourced testing services, Internet technology has
also generated problems such as non-standard intellectual
property management, unclear ownership of rights, and lack
of trustworthiness. Based on the characteristics of being
decentralized, traceable and tamper-proof of blockchain,
IPFS, SHA256 algorithm, and digital certificate technology,
this paper puts forward a new intellectual property
management framework for crowdsourced testing to meet
the requirements of intellectual property traceability of
crowdsourced testing, right confirmation and query, and
proposes the idea of applying on the chain and off chain
decomposition and integration technology to address the
storage performance bottleneck problem caused by data
expansion on the chain, thus realizing a trusted intellectual
property management system of crowdsourced testing.
Meanwhile, this paper puts that the intellectual property of
crowdsourced testing cannot be fully maintained only by
technical means, and corresponding legal support means
should be supplemented, including improving the laws and
regulations on judicial and administrative protection of
intellectual property, and properly handling the legal risk
control of intellectual property of crowdsourced testing.

Keywords: Blockchain, Crowdsourced testing, Intellectual
property management, Legal protection introduction

1 Introduction

With the rapid development of Internet technology, such
as Internet of Things, cloud platform and communication
technology [1-3], crowdsourced testing technology has
been increasingly widely used. “Crowdsourcing” is a new
distributed problem-solving model based on the combination
of human and machine computing, involving such subjects
as the employer, the crowdsourced testing platform, and the
contractor. [4] The so-called “crowdsourced testing” refers
to applying crowdsourcing technology to the software testing
field, which is a new software testing method derived from
the new generation of Internet technology. Based on new
transmission technology [5], it has changed the traditional
testing service model, and organized production in a
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distributed and collaborative way based on the characteristics
of the sharing economy, and collaborated with testing
requirements and testing resources, thereby aggregating
to form economies of scale. [6] The specific process of
crowdsourced testing is shown in Figure 1.
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Figure 1. Process of crowd sourced testing

Traditional crowdsourced testing generally adopts
the mode of integrating “manual operation” and “central
organization management”, which, however, poses a major
threat to security and intellectual property. Feng et al. held
that the current crowdsourcing lacks the protection of data
security and privacy and has a risk of data disclosure, thus
greatly limiting the availability of crowdsourced testing.
[7] Wan believed that the intellectual property problems of
crowdsourcing platforms mainly result from crowdsourcing
platform management, intellectual trading characteristics,
and the intellectual property environment of crowdsourcing
platforms. [8] Li et al. established an intellectual property
risk evaluation model for the crowdsourcing platform and
analyzed the current intellectual property dilemma faced by
China’s crowdsourcing model from multiple perspectives. [9]
According to the above research, in the field of crowdsourced
testing, the testing tasks, tested code and the evaluation
report of the contractor of the crowdsourced task all involve
the level of intellectual property. However, because of the
openness of the crowdsourcing platform, any user can freely
obtain the testing tasks and tested code through the Internet
access platform, leading to a serious risk of intellectual
property disclosure. In addition, the crowdsourced testing
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platform usually uses a centralized database to store workers’
evaluation reports. Due to trust problems resulting from
the easy falsification of the reports, this method cannot
identify the source of intellectual property and may easily
lead to property rights disputes. Therefore, in the current
crowdsourced testing industry, it is important to adopt a
new crowdsourced testing mode to protect the security and
privacy of tasks and codes, the tamper resistance of the
crowdsourced testing report, and the clarification of the
ownership of rights.

In view of the above problems, studies have been
conducted on intellectual property protection technologies
in different scenarios at home and abroad, mainly focusing
on digital watermarking [10], encryption [11] and digital
rights management system [12]. Huang and others proposed
a digital intellectual property protection scheme based on
algorithms such as attribute-based encryption to protect
digital content and user privacy. [13] Chen et al. designed
a copyright management scheme by combining blockchain
with digital watermarking, interstellar file system (IPFS)
and other technologies, but this scheme is only applicable to
the copyright management of digital images. [14] Burstall
and others pointed out that blockchain can be used to
register and cancel intellectual property, control and track its
distribution in intellectual property intensive industries. [15]
However, there is no special research on the management
and protection of intellectual property issues in the field of
crowdsourced testing, such as the evaluation report submitted
by the crowdsourced testing contractor, the testing code, and
the report on the results of crowdsourced testing issued by
the crowdsourced testing platform. Especially for the open
characteristics of the crowdsourced testing platform, it is
currently necessary to explore a management framework
that conforms to the characteristics of crowdsourced testing
intellectual property and the corresponding legal protection
mechanism. To this end, based on such characteristics of
blockchain as decentralization, traceability, and tamper
resistance, as well as IPFS, SHA256 algorithm, and digital
signature technology, this paper proposes a new intellectual
property management framework for blockchain-based
crowdsourced testing, and legal support mechanism to assist
the successful implementation of the management system.

2 Existing Problems and Technical
Background

Despite the booming prospects of China’s current
crowdsourced testing, there has been a frequent occurrence
of infringement of intellectual property. It is obvious that
the traditional intellectual property management model
and legal protection cannot meet the needs of the current
crowdsourced testing industry, requiring the urgency to make
breakthroughs.

2.1 Intellectual Property Dilemma of Crowdsourced
Testing
Based on the open Internet, the crowdsourcing model
relies on third-party platforms to release projects, and
completes tasks by gathering public knowledge, skills

and creativity. In order to obtain technical support more
effectively, the employer needs to publish the creative
scheme, business plan and important data of technical
parameters on the platform. On the other hand, owing to
the online openness and object-oriented popularity of the
platform, it is difficult to completely eliminate the risk of
“collective wisdom” being usurped due to interests, thus
leading to frequent plagiarism in the crowdsourced field,
which will inevitably reduce innovation momentum and
hinder the development of crowdsourcing model. Concerning
crowdsourced testing, the intellectual property dilemma it
faces is as follows.

First of all, in the dynamic service process of
crowdsourced testing, after the intellectual property of
crowdsourced testing (such as the evaluation report provided
by the contractor) is submitted to the crowdsourcing platform,
there should be a series of processing before it is delivered to
the employer. Since the process is not transparent, intellectual
property cannot be traced and confirmed, and the authenticity
and reliability of the data cannot be ensured. If the intellectual
property data is tampered with by malicious users, or the data
is changed due to the error of the staff of the crowdsourced
testing platform, the data will not be traced.

Secondly, in the software testing stage and the awarding
stage, the testing code of the crowdsourced testing contractor
is easy to be plagiarized, and a copy of the testing code
may be plagiarized and submitted repeatedly, thus receiving
multiple awards. In case of economic dispute, the source
of the testing code of the contractor cannot be confirmed
because the testing code has not been stored, and the problem
cannot be properly solved. The above status quo infringes the
intellectual property of the crowdsourced testing contractor,
damages the economic interests of the crowdsourced testing
employer and the crowdsourced testing platform, hindering
the development of crowdsourced testing. Therefore, it is
urgently imperative to build a credible intellectual property
management mechanism for crowdsourced testing.

2.2 Blockchain Technology Concept

Blockchain is essentially a recorded distributed database,
or a distributed ledger technology for all transactions or
digital events that have been executed and shared among
participants. The characteristics of blockchain technology
are tamper-proof, counterfeit-proof, and traceability;
Blockchain records all transaction information, with efficient
and transparent process and highly secure data; Blockchain
technology can be applied to all application fields that need
justice, fairness and honesty. [16]

The application of blockchain technology can effectively
meet the requirements of crowdsourced testing intellectual
property management: (1) The blockchain can not only
record the ownership information of the crowdsourced
intellectual property, but also record the time when each
intellectual property was put on the chain by stamping
a timestamp, which cannot be tampered with and help
the crowdsourcing platform effectively trace the source
of intellectual property. (2) By adopting data encryption
technology and digital certificate technology, the blockchain
can ensure that irrelevant people cannot know the content
of the accessed data. (3) Smart contracts can be used to
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execute the automatic process of authorization without
the participation of intermediaries. Consensus algorithms
are used to ensure the consistency of data at each node.
After the application, intellectual property is automatically
incorporated into the system and ownership is obtained [17].
The above three aspects jointly ensure that under blockchain
management, the ownership of the crowdsourced testing
intellectual property can be confirmed for the first time, and
the intellectual property can also be safeguarded.

2.3 Insufficient Legal Safeguards for Intellectual Property

Protection of Crowdsourced Testing

China’s intellectual property protection relies too
passively on administrative and judicial forces and has
always relied only on the government and judicial authorities
to safeguard their rights. However, the current legal norms
cannot meet the intellectual property management needs
of crowdsourced testing. China’s intellectual property law
system is composed of the Patent Law of the People’s
Republic of China, the Trademark Law of the People’s
Republic of China, the Copyright Law of the People’s
Republic of China, and the Regulation on Computers
Software Protection. Although this legal system is also
applicable to Internet enterprises, it cannot meet the actual
needs because it fails to take into account the particularity
and new development of the Internet, still requiring the
supplement of the rules formulated by the industry itself; The
intellectual property protection of crowdsourced testing is a
typical example. For example, the crowdsourcing platform
7ZBJ.COM has established an integrity committee to formulate
the ZBJ.COM Service Rules to regulate the industry’s service
behavior. At present, the intellectual property protection
measures of crowdsourced testing standardized by the
platform operators themselves have been confronted with
the problem of running their own affairs, lacking authority,
and difficulty of forming a systematic mechanism, resulting
in insufficient legal means to safeguard intellectual property.
Hence, it is urgent to resolve this problem.

3 Intellectual Property Management
Framework for Blockchain-Based
Crowdsourced Testing

The application of blockchain technology to the
management of the crowdsourced testing intellectual property
is to use blockchain instead of a centralized database to store
intellectual property data. The recorded data is transparent,
traceable and unchangeable. The open and transparent smart
contract is used to achieve the management of intellectual
property and ensure the credibility and security of intellectual
property data.

Figure 2 shows the intellectual property management
framework for blockchain-based crowdsourced testing, which
is divided into the blockchain layer, service layer, application
layer and user layer. The next layer provides services for
the upper layer through API interfaces. The testing code,
evaluation report and other information are only circulated
among the participants of the crowdsourced testing, and are

not disclosed to the outside world, and the participants are in
a cooperative relationship. Therefore, the framework adopts
an alliance chain structure.

3.1 Blockchain Layer

The blockchain layer is at the bottom of the whole
framework, which provides the basic services of the
blockchain for the service layer. The basic services of the
blockchain layer are deployed on all nodes to verify whether
the business request is valid. The specific instructions are
as follows: (1) Interface adaptation: After data analysis and
authentication of the request information, each participating
node verifies it according to the consensus mechanism, and
then stores it completely on the shared ledger. (2) Consensus
management: Consensus is made by using an efficient and
error-tolerant PBFT algorithm. (3) Network communication:
P2P technology is mainly used for networking between
nodes and data transmission of the business part. (4) Record
storage: Blockchain storage structure is fully adopted, and
any historical data can be found by the self-verification
program after being tampered with, and real-time warning
and automatic modification of its data can be carried out. (5)
Smart contract: It registers and issues contracts, defines the
format of uplink information, and specifies the triggering
conditions of contracts and the business execution process
after triggering contracts.
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Crowdsourced
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management confirmation Query management
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Figure 2. Intellectual property management mode for blockchain-
based crowdsourced testing

3.2 Service Layer

In this framework, the service layer is responsible for
establishing blockchain application service infrastructure
products, including digital assets, authentication services and
other application fields, which will help to quickly complete
the construction of upper blockchain service applications, as
described below.

(1) Digital assets: The online digital assets can help all
participants in the crowdsourced testing complete the asset
conversion from offline to online, making the crowdsourced
testing transaction more transparent. After the digital assets
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are put on the chain, transaction related operations such as
asset transfer and cash withdrawal will have digital signature
verification and leave tamper-proof records, which is helpful
for the trusted management of the capital circulation in
the crowdsourced testing service process and reduces the
disputes over money transactions.

(2) Authentication service: in the field of intellectual
property, blockchain has the ability to be indelible and
publicized. In this case, all participants in the crowdsourced
testing can publish intellectual property information on the
blockchain through a simple interface, and other nodes in the
system can provide authentication.

3.3 Application Layer

The application layer provides safe and reliable
applications for all participants in the user layer’s
crowdsourced testing. The main activities involved in the
whole life cycle of trusted management of crowdsourced
testing intellectual property are intellectual property control,
intellectual property ownership and intellectual property
query. Therefore, this framework has designed three
application modules: traceability management, authority
confirmation management and query management, as shown
in Figure 3.
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Figure 3. Three application modules

3.3.1 Traceability Management

Traceability management refers to tracing the source and
creation process of data through certain technologies. [18]
In crowdsourced testing intellectual property management
activities, a series of stages are required in the whole process
of the testing project. Due to the lack of transparency in
the intermediate stage, it is difficult for users to judge the
source of data and whether the data is credible. Traceability

management can realize reliable traceability verification on
the chain of crowdsourced testing intellectual property data
by tracing the data source and conversion process and can
ensure the authenticity of data.

The implementation scheme of traceability management
is as follows: (i) Intellectual property information collection
and storage. The system collects intellectual property data,
uses encryption algorithms to convert it into hash values,
and then digitally signs the hash values, uploading complete
intellectual property information such as intellectual property
file entities, digital signatures, provider information, and
digital certificates to IPFS. [19] Subsequently, IPFS blocks,
encrypts and stores the data, and calculates the unique
corresponding file hash address according to the data content.
According to the file hash address, users can download and
save the file in the IPFS network. Once the data is stored
in IPFS, it will be permanently stored in IPFS and cannot
be deleted. (ii) Encrypt the complete information of the
intellectual property and convert it into a unique hash value,
that is, file summary. The system will form a traceability
data model with data ID, file summary, file hash address,
data source information, timestamp and data processing
information to facilitate subsequent data traceability. (iii)
Intellectual property data uplink. The data uplink process is
completed by the smart contract. All nodes in the alliance
chain network participate in the consensus verification of
the transaction, which is transparent and traceable. [20]
Traceability data is jointly maintained by all nodes to provide
trust endorsement and enhance the credibility of the system.
(iv) Data traceability verification. Each participant can view
the intellectual property information through the unique data
ID, verify the authenticity of the data, clarify the ownership
of the crowdsourced testing intellectual property, protect the
rights and interests of the crowdsourced testing intellectual
property owners, and solve the problems in a timely manner
in case of disputes.

3.3.2 Right Confirmation Management

Right confirmation management means that the system
uses the tamper-proof feature of the blockchain to verify
whether the intellectual property data under the chain has
been tampered with. The implementation method is as
follows: (i) Data consistency verification. The intellectual
property right confirmation function verifies the consistency
between the offline intellectual property and the hash value of
the file content. In order to make the data inside the system
anti-attack and confidential, the SHA256 algorithm is used
to encrypt the crowdsourced testing intellectual property that
needs to be verified offline, [21] get the hash value A, then
find the corresponding complete information of intellectual
property in IPFS according to the file hash address on the
blockchain, decrypt the digital signature with the public key
provided by the digital certificate, and get the hash value B
of the original intellectual property file content, compare it
with the hash value A to see whether it is consistent, so as to
verify whether the crowdsourced testing intellectual property
has been tampered with. (ii) Ownership confirmation. After
performing the verification, digital certificates, provider
information, etc. can be obtained from the complete
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information on intellectual property to clarify the owner and
ownership of the intellectual property.
3.3.3 Query Management

Query management means that the user selects all
or part of the intellectual property data from the system
for browsing by setting certain query conditions. The
implementation steps are as follows: (i) Build a synonym
dictionary. In the retrieval process, the synonym dictionary
is used to find the word information data related to the
selected query word. The constructed synonym dictionary
library should contain important words related to intellectual
property, and should also record the associations between
synonyms. Specifically, the PolarityRank rule, [22] and
the Semantic Orientation Pointwise Mutual Information
(SO-PMI), [23] can be used jointly to build a synonymous
dictionary of intellectual property. During the construction of
a synonymous dictionary, the hash address of the dictionary
is recorded in the blockchain and the dictionary is recorded
in IPFS. (ii) Keyword preprocessing. The words extracted
from user requirements are processed by word segmentation,
and character matching, understanding and statistics are
combined to improve the accuracy of word segmentation
results. For the segmentation results, stop words are deleted
to reduce the index space and the impact of common
words on retrieval effectiveness. In the meantime, for the
English words extracted according to the user’s needs,
stem extraction technology is used to convert gerunds,
negative forms, etc. into stems, replacing all morphisms. (iii)
Intelligent matching search. Calculate the Word Mover’s
Distance (WMD) between the user requirement stemming set
and each intellectual property managed by the platform. [24]
The smaller the distance value is, the closer the user needs
intellectual property. Therefore, the platform will display the
search results in descending order of distance.

3.4 User Layer

The user layer indicates that all participants can directly
access the application system. In the intellectual property
management framework for crowdsourced testing, the
user layer refers to the crowdsourced testing platform, the
crowdsourced testing employer and the crowdsourced testing
contractor. The crowdsourced testing employer is the person
who submits testing requirements and software to be tested
on the crowdsourced testing platform; The crowdsourced
testing contractor is the one who completes the crowdsourced
testing task on the crowdsourced testing platform; As a third
party, the crowdsourced testing platform provides online
systems for the crowdsourced testing employer and the
crowdsourced testing contractor.

4 On Chain and Off Chain Decomposition
and Integration Technology of
Crowdsourced Testing Assets

Since the blockchain system requires each node to store
ledger information, due to the persistence of blockchain data,
using blockchain to record large-scale data will inevitably

lead to data inflation and bring severe challenges to the
storage performance of the system. Therefore, it is necessary
to study the on chain and off chain decomposition and
integration technology of crowdsourced testing assets to
ensure the integrity of intellectual property data and reduce
the storage pressure of the system on the chain.

In the intellectual property management framework
for blockchain-based crowdsourced testing mentioned
above in this article, the traceability management and right
confirmation management modules need to use the online
and offline decomposition and integration technology of the
crowdsourced testing asset chain. On chain and off chain
decomposition and integration technology of crowdsourced
testing asset chains is an important foundation of the new
framework used to solve the problems of high cost and small
capacity of blockchain storage data. As shown in Figure
4, it is necessary to maintain a large number of structured
data (such as intellectual property attribute information),
unstructured data (such as testing code), and file data (such as
evaluation reports and crowdsourced testing result reports). It
can be seen that the management of the crowdsourced testing
intellectual property has typical characteristics of multi-
source, heterogeneity and large-scale. Based on the on chain
and off chain decomposition and integration technology,
for the new intellectual property, the file summary and
intellectual property files can be saved in the alliance chain
and IPFS respectively after they are signed.

As shown in Figure 4, the technology realization
process is divided into three stages: intellectual property
decomposition, intellectual property consensus and
intellectual property integration.

4.1 Intellectual Property Decomposition

The intellectual property decomposition refers to the
decomposition of the real entity of intellectual property into
two parts: file summary and intellectual property file. Using
digital signature technology can ensure the reliability and
authenticity of data sources. In this step, the intellectual
property entity mapping is transformed into a unique file
summary, which stores the digital signature, provider,
digital certificate and other information generated by the
user’s private key encryption. In the process of intellectual
property management, file summary is used to replace
the flow of crowdsourced testing intellectual property
files in the intellectual property management system, and
encryption certificates are used to verify the authenticity and
tamper-proof of intellectual property. Specifically, firstly,
the SHA256 algorithm is used to encrypt the intellectual
property file d to generate the hash value R (d) of the
intellectual property file content; Encrypt the hash value of
intellectual property content through RSA, and generate a
digital signature S (R (d)); Again, SHA256 is used to encrypt
the complete information t of intellectual property, such as
intellectual property file entity d, digital signature S (R (d)),
provider, and digital certificate, to obtain the hash value R
(t) of the final linked intellectual property file, that is, the file
summary.
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Figure 4. On chain and off chain decomposition and integration
technology of crowdsourced testing asset chain

4.2 Intellectual Property Consensus

In the blockchain system, only authorized nodes can be
included in the blockchain, and the consensus is completed
by multiple parties rather than authorized nodes alone. Digital
signature and other technologies are used to decompose
structured data, unstructured data and file data generated by
all parties into file summaries and intellectual property entity
files. In the process of ledger consensus recording, due to the
limited storage space on the blockchain, in order to reduce
the storage burden of the blockchain, only file summary
information is saved on the blockchain, while the managed
intellectual property entities are stored in the IPFS network.
Specifically, the complete intellectual property information
t is uploaded to IPFS to obtain the file hash address A (t),
and then the data ID, file abstract R (t), file hash address
A (t), data source information, timestamp, data processing
information, etc. are uploaded to the alliance chain. All
participants jointly complete the intellectual property
consensus and use the robust Hyperledger Fabric scheme to
build the alliance architecture; The PBFT algorithm with high
efficiency and high fault tolerance is used for consensus.

4.3 Intellectual Property Integration

Intellectual property integration refers to finding specific
data information in the offline IPFS according to the file hash
address on the blockchain, and completing the integration
of information on and off the chain. When the user queries
the information on the chain, the file hash address and file
summary can be obtained according to the user information
and query conditions. The intellectual property entities
under the chain can be searched according to the file hash
address. If the results are queried in the relevant cache, it
is unnecessary to further query IPFS and parse files. After
the query and analysis are completed, the comparison
between the file summary and the intellectual property entity
information can verify that the intellectual property referred

to on the chain and off the chain is the same intellectual
property, and complete the integration of the intellectual
property information on the chain and off the chain.

5 Legal Guarantee Mechanism of the
New Management Model

Blockchain technology provides a new solution
for intellectual property management of crowdsourced
testing, breaking through the limitations of the traditional
management mode of combining manual work with central
institutions. However, technical means are always mechanical
and rigid, and the above-mentioned new model still needs to
be supported and improved by the rule of law. Therefore, this
paper proposes the following legal guarantee mechanism.

5.1 Improve Laws and Regulations on Judicial and

Administrative Protection of Intellectual Property

The existing intellectual property law system in China
does not specifically regulate the laws of Internet enterprises,
making it very difficult to protect the intellectual property of
crowdsourcing enterprises. It is urgent to improve relevant
laws and regulations: (1) Promote judicial protection of
intellectual property in crowdsourcing mode, including
improving intellectual property legislation, building
judicial protection institutions, and training more high-
level intellectual property professionals. (2) strengthen
the administrative protection of intellectual property in
crowdsourcing mode, including promoting the establishment
and improvement of administrative law enforcement
agencies, carrying out publicity activities to improve the
awareness of intellectual property, establishing universal
education on intellectual property, strengthening theoretical
research on intellectual property protection, and building a
public service system for intellectual property.

5.2 Legal Risk Control of Intellectual Property of

Crowdsourced Testing

When the legal norms are insufficient and the protection
of intellectual property for crowdsourced testing is regulated
by the crowdsourcing platform itself, to effectively control
risks and achieve the balance of interests of all participants,
the autonomy rules of the crowdsourcing platform
should reflect the following points and be specified in the
crowdsourced service contract.
5.2.1 Employer Level

First of all, if the crowdsourced testing task involves
trade secrets (especially technical secrets), there is an
essential conflict between the confidentiality of the task
with the openness of the crowdsourcing model itself and the
unspecific nature of the subject. For the protection of the
intellectual property of the employer, the task containing
confidential information is not suitable for crowdsourcing,
and should be regarded as a prohibited crowdsourced task or
the part of the task that may leak secrets should be separated.
Secondly, if the crowdsourced testing task is not confidential,
the employer should pay attention to the confirmation of
intellectual property in the process of signing a contract with
the contractor to agree on specific rights and obligations;
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When the nature of the task requires, the employer shall
enter into an intellectual property transfer agreement with the
contractor, otherwise the employer can cancel the contractor’s
qualification of “winning the bid” and require him to return
the reward, and the contractor will be punished accordingly
by the crowdsourced testing platform.

5.2.2 Contractor Level

Regarding the ownership of intellectual property, the
intellectual achievements provided by the contractor on
the crowdsourced testing platform are at risk of unclear
ownership. In practice, with regard to intellectual property
issues, the employer and the contractor will make a separate
agreement on the ownership of rights by concluding an
intellectual property agreement; However, not every pair of
the employer and the contractor can conclude an intellectual
property agreement in a timely manner. The contractor’s
lack of awareness of its own intellectual property and the
employer’s neglect of reasonable and legal access to rights
casily lead to ownership disputes between the employer
and the contractor after the end of the crowdsourced testing
process and the termination of the crowdsourced testing
contract relationship. In the absence of agreement on the
crowdsourced testing subject, the ownership of intellectual
property is completely in accordance with the law; Generally
speaking, when the task involves the creation of a work, the
copyright of the completed work belongs to the trustee, that
is, the contractor; When the task involves patent research and
development, in the entrusted development, the right to apply
for a patent belongs to the researcher and developer, namely,
the contractor. The client, namely, the employer, can obtain
the priority to execute the patent right and patent transfer
free of charge, while in cooperative development, the patent
belongs to both the employer and the contractor.

5.2.3 Crowdsourced Testing Platform

As a broker, the crowdsourced testing platform’s legal
risk control of its intellectual property is mainly reflected in
whether its autonomous rules can balance the interests of all
parties in the crowdsourced testing relationship.

First, as a neutral broker, the crowdsourced testing
platform cannot be involved in disputes, so it should
have reasonable specific rules for the design of the whole
process of crowdsourced testing based on good faith and
the crowdsourced method selected by the platform; Collect
and keep confidential the true personal information of the
contractor and the employer; Set up rules for the settlement
of intellectual property disputes, and a neutral and fair online
dispute resolution mechanism, so as to give consideration to
the interests of all parties when intellectual property disputes
arise.

Second, the crowdsourced testing platform should
establish an intellectual property protection mechanism.
At present, the crowdsourcing mode generally selected
by the employer or the crowdsourced testing platform is
a one to many integrated crowdsourcing modes, and a
pricing and trading mechanism in which a single “winning
bidder” gets paid. As a result, before entering into a specific
contract with the employer, the contractor must put its
intellectual achievements on the crowdsourced testing
platform to compete with other contractors participating

in the crowdsourced testing. Accordingly, the intellectual
achievements of the contractor may be infringed in the
process of competition for “winning the bid”, which may
lead to intellectual property infringement disputes such as
unilateral plagiarism and mutual plagiarism of the contractor,
and even drag the employer into the vortex of infringement.
Therefore, the crowdsourced testing platform should put
an end to such situations in the autonomous rules, and set
corresponding penalties for violators. For example, in the
autonomous rules, the crowdsourced testing platform should
require all contractors to initially describe their knowledge
structure and innovation intention, sign a letter of guarantee
without infringement of intellectual property, and submit
a deposit. Those who violate the commitment should
be confiscated of the deposit, temporarily prohibited or
permanently deprived of the opportunity to participate.

Third, the crowdsourced testing platform should establish
a multilateral mutual evaluation credit evaluation mechanism.
In order to reduce the risk faced by crowdsourced testing,
the platform should have a credit evaluation mechanism
for all participants, and participants with low credit scores
will be automatically eliminated by the market. The main
evaluation connotation is as follows: review the contractor’s
understanding of the task, innovative ideas, participation
attitude, whether there are complaints about infringement
of intellectual property and other matters before evaluation;
Review the difficulty of the employer’s task, the size of the
amount of crowdsourced testing, the fairness of the report,
whether there is a fraud, and the payment speed of the
cost of crowdsourced testing; After reviewing the service
efficiency, the rationality of rules, difficulty in finding
innovative projects, convenience in submitting crowdsourced
testing reports, and perfection of the intellectual property
dispute resolution mechanism of the “crowdsourced testing
platform”, the evaluation will be conducted.

6 Conclusion

To address the problems such as the lack of credibility of
the current crowdsourced testing service model, insufficient
standardization of crowdsourced testing intellectual property
management, the inability to trace and confirm the source,
and the inability to verify the authenticity and reliability
of data, this paper proposes a trusted intellectual property
management framework for blockchain-based crowdsourced
testing based on the decentralization, traceability, tamper-
proof and other characteristics of the blockchain, as well as
IPFS, SHA256, and digital signature technology, to store
the crowdsourced testing intellectual property data on the
blockchain to ensure the security, reliability, tamper-proof
and traceability of data resources. Moreover, technology is
only a means to society, and any new technology means has
both advantages and disadvantages. Mechanized technology
alone cannot fully safeguard the intellectual property of
crowdsourced testing, and a legal guarantee mechanism
should be established to assist the operation of the new
management model.
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