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Abstract

Recently, as cloud environments have spread, security 
technologies have strengthened preemptive defense 
technologies that predict and prevent various attacks. 
For example, security intelligence solutions, which 
have experienced considerable challenges, do not have 
sufficient reference data to operate, but many companies are 
introducing reference operational solutions. Among them, 
the analysis of the correlation between the log and parsing 
log heterogeneity requires considerable time and manpower. 
In this study, we create a rule for the security scenario based 
on parsing techniques to extract and parse the log of the 
log using only meaningful data and propose a method for 
purifying that can detect an intelligent security threat.
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1  Introduction

With recent changes in the cloud environment, security 
attacks have been carried out continuously over a long period 
with a designated goal. As this is not a general attack method, 
it is difficult to respond to it using the pattern-matching 
method of existing signature-based detection methods [1-5]. 
The signature-based detection method registers a malicious 
code (Malicious Code: Malware) pattern, determines the 
malicious code and Uniform Resource Locator (URL) 
patterns, and blocks it depending on whether it matches 
the registered pattern [2-4]. Detection techniques based on 
signatures have the problem of not being able to properly 
respond to newly occurring malicious codes and intelligent 
variant malware [1-5]. To address these issues, further 
research is required to detect and defend against new threats.

To defend against attacks with increasing technological 
capabilities and ensure security visibility, companies operate 
by applying Security Information Event Management (SIEM), 
which collects and analyzes all internal event logs, and using 
Security Information Management (SIM) that integrates 
Security Event Management (SEM) [6-7]. SIEM supports the 
optimization of the IT operating environment through event 
collection and analysis, and integrates and analyzes the logs 
generated from all IT infrastructures. The main function of 

the SIEM is to collect logs generated from network flow data, 
security solutions, servers, and applications, and manage 
the life cycle of logs by standardizing them through internal 
log analysis. The collected and processed logs provide an 
intuitive security status through threat detection and statistical 
analysis through correlation analysis [8].

Although companies use SIEM to increase the level of 
security defense, there is no proper guide for the correlation 
and correlation analysis of information generated from 
heterogeneous logs, and event analysis is difficult because of 
interconnection problems with non-standard zed logs.

In this paper, we propose a method for detecting security 
threats based on scenarios through a correlation analysis of 
security logs generated from heterogeneous sources.

2  Problem Formulation

2.1 Analysis of Recent Security Threats 
Recently, the demand for security intelligence has 

increased in companies, regardless of the size of the 
organization. Compliance and obligations are strengthening, 
and data threats and breaches continue to pose challenges 
for technical security [9-11]. With the development of social 
media, protection of personal information has become an 
issue. Security threats are becoming more serious owing to 
the increasing number of users and the large amount of data 
and events generated by IT infrastructure [12-13]. Recently, 
security incidents, such as the leakage of large amounts of 
personal information and large-scale system failures, have 
occurred frequently because of external attacks. Attacks 
against security threats are difficult to detect even with 
current security technologies, and because they occur over a 
long period of time, even if the security infrastructure is well 
designed, they are not safe from attack threats [14]. Figure 1 
shows various types of attacks [12-13].

To preemptively respond to changes in the threat 
environment of advanced and diverse attacks, the importance 
of log analysis, which is not properly utilized even though 
it is the most basic data, is being recognized, as well as the 
efficient real-time collection of massive events occurring 
in security solutions, networks, servers, etc. We are at a 
time when the need for analysis is becoming a greater issue 
than ever before. Therefore, a technique is required to 
integrate and analyze various events and logs generated in IT 
infrastructures and effectively respond to security threats.
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2.2 SIME 
SIEM is a next-generation integrated log management 

solution that performs functions such as storing, analyzing, 
and deleting logs. It has the ability to detect attacks by 
profiling internal assets, integrating logs, and applying its 
own rules [6-7, 13, 15].

The  SIEM arch i tec ture  i s  shown in  F igure  2 . 
Heterogeneous logs are collected and processed in the event/
flow processing system, including formalization and rule 
processing, and then transferred to the correlation analysis 
system, where the collected events are analyzed. Although 
each is an independent form, it is composed of a single 
architecture and the incoming logs are stored in the database 
of the log/flow collection and processing system [6-7, 13, 
15].

Figure 2. Security intelligence platform

3  Analysis and Detection Design 
Structure

The design structure for the security analysis and 
detection consisted of four steps. The first step is to collect 
the logs that are parsed and stored in the SIEM solution 

database. Step 2 analyzes the collected logs for correlation 
and defines the columns of meaningful data. In the third 
step, a security scenario was created based on the refined 
data. Step 4 involved creating information leakage detection 
scenarios and rules to detect each type. Figure 3 illustrates 
these four steps.

Figure 3. Flow chart of the experiment

In the process of collecting and storing raw logs, it was 
confirmed through the experiments in Section 4 that it is 
more efficient to extract and parse only meaningful parts, 
rather than standardize all log contents.

Through the parsing method shown in Figure 4, large 
amounts of log data flowing in real-time can be efficiently 
managed. This is the first step towards efficient storage 
and retrieval from a database for correlation analysis. Data 
must be segmented elaborately for correlation analysis and 
designed in a hybrid form that combines NoSQL databases, 
which form the basis of big data. It is a relational database 
that has advantages in terms of complexity, capacity 
limitations, and data correlation analysis, and is a core 
technology in data collection and analysis. In addition, in the 
case of domestic security solutions, there is no standardization 
of the log format when parsing logs; therefore, inefficient 
processing tasks increase from the log collection stage. To 
solve these problems, the logs must be standardized, core log 
definitions must be created from the logs of representative 
security solutions, and reference materials must be provided 
to parse meaningful logs. The log parsing method and rule 
creation data produced in this manner are used as reference 
materials for creating and applying security threat scenarios.

 

 
Figure 1. Continuous increase in types of attacks and security incidents
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Figure 4. Example of raw log parsing

4  Experiment Result

4.1 Experimental Environment 
The logs used in the experiment were linked to 12 logs 

of this type, including the network flow, as shown in Table 
1. The experimental equipment was linked to Unified Threat 
Management (UTM): FortiGate, using the FG-200B model 
and a security printer (SINDOH D400) log. The hardware 
that generated the security log utilized a hypervisor (ESXi 
5.0) for test efficiency. Multiple servers for one virtual 
machine (VM) were configured, and SIEM installation and 
the log generator were configured by building a Linux server 
and replacing it with equipment that generated logs through 
Tail2syslog and SFTP protocols.

Table 1. List of logs used in the experiment
Log source name Description Type
FortiGate FortiNet FortiGate UTM Syslog
Mail-i SOMANSA Network DLP Mail-i SFTP
MyGuard1 MyGuard FIle Use Monitering SFTP

MyGuard2 MyGuard Processor Status 
Monitering SFTP

Privacy-i SOMANSA EndPoint Privacy-i SFTP

SecurityPrinter SINDOH Security Printer 
Security JDBC

v3_NodeDetail v3 Node Detail Clinet Last 
Update SFTP

v3_VirusAlertLog v3 Virus Alert Log SFTP
Solaris10 Oracle SUN Solaris UNIX Syslog
Windows2008 MicroSoft WINWOS2008 Syslog
Linux RedHat Linux 5.8 Syslog
Network Flow NetFlow Packet Flow

To configure the basic system log by the type of operating 
system (OS), RedHat6.2, Windows2008, and Solaris10 x86 
were installed, and the logs for each OS were linked using 
the Syslog protocol. The log configuration of the system is 
illustrated in Figure 5.

Figure 5. Linked log sources screen

Network flow data were collected using a mirror method 
at the interface between the internal and external network 
sections and were linked for use when analyzing logs and 
correlations between different types of data.

The software used in this experiment was IBM QRadar 
7.2.1 and ESXi5.0 evaluation versions. In addition to the 
actual equipment, the security solution log collects sample 
logs, retains the log structure of the original log, and contains 
random information that threatens security. The values were 
edited and linked in the form of text files using the SFTP and 
Tail2Syslog protocols. The experimental logical architecture 
is shown in Figure 6.

The hardware configuration consists of four VMs with 
an ESXi hypervisor in an IBM x3650 M3 box. It was created 
for each type of OS (Linux, Unix, and Windows) and linked 
using the Syslog protocol of the OS SYSTEM. Security 
sample logs collected on a Linux server were managed in 
one location and linked to an SIEM solution. The hardware 
configuration is shown in Figure 7.

The entire configuration, including the network, is 
configured to link the network flow data. At the top of the 
section entering the Internet, it is configured in the following 
order: “Router (local area network gateway) → Firewall 
(FortiGate UTM) → L2 switch → Server”. Network flow 
data is used to collect traffic data that flows both externally 
and internally. The port connected to the firewall was 
mirrored and interconnected at the L2 switch under the 
firewall, which is the point of contact with the Internet. The 
overall network configuration is shown in Figure 8.

4.2 Experimental Scenario
This security scenario is developed from the perspective 

of personal information leakage. This was created based 
on the scenario that detects information leaks through 
a correlation analysis of the logs related to personal 
information solutions. The experimental scenario used for 
personal-information leakage is shown in Table 2.



632  Journal of Internet Technology Vol. 25 No. 4, July 2024

 

Figure 1. Logical composition diagram 
Figure 6. Logical composition diagram

Figure 7. Hardware configuration

Figure 8. Physical configuration diagram

Table 2. Information leak detection scenario

Num Description
1 When sensitive information is extracted from NDLP log
2 In EDLP, when more network traffic than usual occurs in a terminal without sensitive information
3 When a secure printer tries to write to external media in violation of its policy (scanning and printing privacy documents)
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4.2.1 Extracting sensitive information from NDLP 
In Network Data Loss Prevention (NDLP), risk levels 

can be assigned and managed for each item of personal 
information that may be sensitive, and a method for detecting 
this is proposed. The detection experiment is illustrated 
in Figure 9. In the case of sensitive information, the final 
risk (Ri or Value) is calculated by adding the results of 
multiplying the sensitive information by the weight for each 
company. For example, when “sensitive information” = 
“account number,” it can be referenced or utilized in policies 
that can be managed by “risk,” etc.

Figure 9. Detect leakage of sensitive personal information

4.2.2 Sensitive information Detection and Correlation 
Analysis in EDLP
When sensitive personal information is detected above 

a certain threshold in the Endpoint Data Loss Prevention 
(EDLP) log, a rule is created by linking the detection 
process and network traffic generation information through 
a correlation analysis of the network flow data. Content 
detected in this manner can be considered an act of personal 
information leakage. This algorithm combines rules by 
analyzing the correlations between log sources and network 
flow data. An explanation for this is shown in Figure 10.

Figure 10. Example of creating log and flow data rules for 
correlation

4.2.3 Log Correlation for Secure Printers and Media 
Control
In this scenario, a user has violated the privacy policy of 

a secure printer by attempting to write to a USB. This policy 
scans documents related to personal information through 
security printer logs, and detects attempts to leak information 
through USB storage media.

As shown in Figure 11, a rule is first created using a 
security printer log. After filtering out users who violate the 
security printer policy, the log field value “Job” type detects 
the “SCAN” condition and registers it in the reference set. 
Additionally, the rule for using an external media control log 
is when a user who violates the security printer log based 
on filter conditions attempts to write to the USB. This is 

an example of creating a rule by analyzing the correlation 
between log sources.

Figure 11. Example of correlation analysis using a combination of 
logs and logs and a combination of rules and rules

By combining these scenarios, correlation and correlation 
analyses between logs can be performed. In this scenario, if 
a correlation is made with the security printer log among the 
linked log sources, information can be leaked if the scanning 
or printing behavior of the printer or an attempt to write to an 
external medium is temporally analyzed from the source IP 
that violates the EDLP solution. 

5  Conclusion

In this study, we analyze recent security threats and 
examine various security issues through related research. 
The types of information handled in security threats are 
diversifying, and the complexity of the security management 
environment is increasing owing to compliance requirements 
for large amounts of data. Extracting, purifying, and parsing 
meaningful parts from large amounts of data flowing in real-
time using existing methods, as well as forming relationships 
and correlation analyses of specific field values of logs 
with other logs, require considerable manpower and time. 
However, as confirmed through experiments, if data on 
scenarios and rule creation from various perspectives can 
be accumulated and utilized, it can be used as an excellent 
reference material for security managers. In addition, when 
parsing logs, a significant amount of effort can be saved if 
sample logs and loss sources are defined and shared for each 
security solution.

We verified this through experiments, starting with 
a method of parsing raw logs and creating and detecting 
security scenarios. Security scenarios were created from 
the perspectives of information leakage and infringement 
responses. In detecting information leaks, it was confirmed 
that false positives can be reduced, and accurate detection is 
possible only when the correlation between security solution 
logs at the endpoint level is well combined. This is only 
possible through an understanding of internal policies and 
security solutions. Even if the forms and types of security 
solutions are different, the major categories and scenarios are 
not significantly different. In addition, because each company 
has different solutions for internal intrusion prevention 
systems and web firewall systems in terms of the types of 
infringements, the content of creating security scenario rules 
is an excellent reference material when establishing internal 
security policies, even if the log parsing method is different. 
The expectation is that this can be put to good use.
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To operate security efficiently, an infrastructure must be 
established that can standardize the process of collecting 
and storing numerous heterogeneous logs and analyzing an 
integrated security system rather than analyzing individual 
security solutions. In addition, security knowledge that can 
publicly refer to cases and various references is required for 
a system that can predict and respond to advanced attacks 
through a correlation analysis between heterogeneous 
equipment and logs.

In this study, we focused on experiments from the 
perspective of information leakage; however, through future 
experiments and research on security attacks conducted over 
a long period of time, we plan to analyze attack forms for 
various types of infringements and use them as reference 
materials.
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