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Abstract

The utilization of network technology in Industrial
Control Systems (ICS) is becoming increasingly prevalent
due to advancements in the Fifth Generation Networks (5QG),
the Internet of Things (IoT), cloud computing, and big data.
These technologies have significantly enhanced intelligent
mobile device data transmission speed and interaction levels.
The connection of ICS devices to a network gives rise to
supplementary security considerations. Hence, this paper
must analyze and synthesize pertinent scholarly works on
cyber security and safety within the ICS sector. This paper
further categorizes the security risks that ICS may encounter
into six distinct areas: attack, detect, risk estimation, incident
response, protect, and incident prevention. Extensive
literature evaluations and rigorous research were conducted
to examine the subject matter thoroughly. Based on the
findings, comprehensive suggestions and strategic approaches
were produced for each specific area. This paper proposed the
ICS-based Purdue Enterprise Reference Architecture (PERA)
to evaluate the threat and solution for enhancing ICS security
and safety.

Keywords: Cyber security and safety, Industrial control
systems, ICS-based Purdue Enterprise Reference Architecture
(PERA)

1 Introduction

Industrial Control System (ICS) monitors and controls
many industrial sectors [1]. Over the past decade, ICS has
been characterized by a complete disconnection from external
networks, which are used to mitigate infrastructure device
attacks and risks. Unfortunately, ICS is currently unable to

Table 1. The history of cyber-attack occurrences throughout time

prevent the various attacks for many reasons; the typical
cyber-attack events are given in Table 1, where each has
caused significant global damage. For instance, most attacks
on ICS have been executed through the utilization of Remote
Access Trojans (RATs), illustrated by Stuxnet, one of the
infamous malware. Stuxnet attacks can be performed through
multiple methods, i.e., some attackers exploit the accessible
USB ports to enable pass through the internal networks and
targeted spear-phishing attempts involving email spoofing.

On the other hand, some attackers leverage Denial
of Service (DoS) to overflow the system buffer when the
process or program attempts to store data in a temporary area
that exceeds the authorized storage space. There are instances
where it might facilitate the execution of arbitrary code. This
capability may grant unauthorized access to a vulnerable
process, which enables the attacker to assume control over
essential industrial infrastructure.

One of the main challenges associated with traditional
ICSs is their reliance on outdated software and operating
systems, which exhibit multiple vulnerabilities. Furthermore,
many of these systems have autorun functionalities, making
them vulnerable to exploitation by malicious software.
According to the assessment of industrial security in 2022,
it was determined that around 94% of firms had encountered
various forms of security incidents [2]. Given the growing
focus of researchers on the security of ICS [3-6], several
works provide a broad outline of ICS attacks and recommend
solutions [7-12]. Table 2 presents the related surveys on cyber
security in ICS. This article investigated the state-of-the-
art literature reviews within the 10 years for comprehensive
analysis. In addition, this paper strengthens the focus on the
domains of attack, detect, risk estimate, incident response,
protect, and incident prevent for cyber security and safety in
ICS and related manufacturing fields.

Year Location Descriptions

2010 Iran The Stuxnet attack caused the destruction of core controllers in various industries.

2015 Ukraine There has been a BlackEnergy attack on the power grid, resulting in a widespread power
outage.

2017 Russia, Ukraine, India, China There is an ongoing WannaCry cyber attack that is targeting data encryption and

demanding ransom payments.

2020 Brno University Hospital, Czech A Czech hospital’s IT network was shut down by a cyber attack.
Republic
2020 US Dept. Health & Human Services There has been an attack on the servers, but the details are currently unknown.

2021 Colonial Pipeline, US

A ransomware attack caused a critical fuel network shutdown in the US.
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Table 2. Comparative analysis with other surveys on Industrial Control Systems (ICSs)

No. Year Study Feature Ref.

1 2020 Industrial Control Systems: ~ Analyzes attacks on ICSs in last 20 years and discusses each [7]
Cyberattack trends and attack in terms of its goal, description, impact, and potential
countermeasures solution to mitigate it.

2 2020 Cybersecurity for industrial ~ Surveys the shift of ICS from stand-alone systems to cloud- [8]
control systems: A survey based enviroments, leveraging the advancement in the field

on Machine Learning techniques.

3 2022 Cyber Security, Cyber Surveys the cyber security challenges in Industry 4.0 [9]
Threats, Implications and scenarios and provides a guideline solution to deal with each
Future Perspectives: A element of their cyber security issues.
Review

4 2022 Cybersecurity awareness in ~ Investigated the cyber security and information security [10]
the context of the Industrial ~ awareness in ICS and IIoT, providing the model and tools to
Internet of Things: A enhancing the cyber security awareness.
systematic literature review

5 2023 A comprehensive review of ~ Presented the systematic review of different methods cutting- [11]
cyber-attacks and defense edge techniques and possible solutions approaches to cyber
mechanisms for improving security in smart grids.
security in smart grid energy
systems: Past, present and
future

6 2023 Smart Grid Cyber-Physical ~ Surveys the various complex attack characteristics and types [12]
Situational Awareness from attack techniques and tactics perpectives in smart grid.
of Complex Operational Moreover, they provide their limitation and support the
Technology Attacks: A applicability of existing visualizations and co-simulation tools
Review to the real world.

7 2023 This study Presented broad overviews, strengthened focus on the

domains of attack, detect, risk estimate, incident response,
protect, and incident prevent for those cyber security and
safety in ICS and related manufacturing fields.

2 The ICS-based Purdue Enterprise
Reference Architecture

This paper aims to examine the influence of the ICS
sector comprehensively. Therefore, this paper proposed
the ICS-based Purdue Enterprise Reference Architecture
(PERA) to categorize Information Technology (IT) and
Operational Technology (OT) into levels zero (LO) and five
(LS). While the classification of equipment levels may vary
among businesses and processes, it ultimately relies on the
interconnection, reliance, and data transmission among its
components. Figure 1 illustrates the PERA model as the
case study in this work. Furthermore, this paper analyzes the
prevailing attack and defensive techniques. Implementing
the safety PERA is advantageous for ICS as it facilitates
monitoring environmental facilities, hence ensuring
compliance with safety standards throughout the ICS field.

e Level 0 — Physical Process Zone

This domain encompasses the assortment of sensors,
actuators, and other apparatus that bear direct responsibility
for the execution of assembling lubrication and other
physical processes. Many contemporary sensors establish
direct communication with cloud-based monitoring software
through cellular networks.

e Level 1 - Intelligent Devices Zone

This domain encompasses devices that transmit
instructions to LO devices, i.e., Programmable Logic
Controllers (PLC) and Intelligent Electronic Devices (IED).

e Level 2 — Control Systems Zone

This domain encompasses tangible operations’
management, surveillance, and control, i.e., Human and
Machine Interface (HMI).

e Level 3 — Manufacturing Operations Systems Zone

This domain monitors and manages production processes
inside the shop floor area, i.e., Supervisory Control and Data
Acquisition (SCADA) software and Distributed Control
Systems (DCS).

e Level 4/5 - Enterprise Zone

These domains include the conventional information
technology network, whereby the fundamental business
functions, such as managing industrial operations, are
conducted. The Enterprise Resource Planning (ERP) systems
work production schedules, material consumption, shipping,
and inventory levels.
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Figure 1. The ICS-based Purdue Enterprise Reference Architecture
(PERA)

3 Survey of Cyber Security and Safety in
ICS

This paper comprehensively reviewed the existing
literature and focused on the domains of attack, detect, risk
estimate, incident response, protect, and incident prevention.
Moreover, this paper examines the current assaults and
potential future trends to enhance relevant defensive
mechanisms, hence mitigating attacks. Figure 2 displays the
schematic diagram.

3.1 Attack

This paper aims to identify potential crises and prevent
system operation paralysis, data theft, and unauthorized
control permissions resulting from attacks in industrial
control environments. The research investigates attack
technologies and methods employed in such environments to
achieve this. It analyzes common attacks on ICS based on the
PERA framework, as presented in Table 3.

3.1.1 Cyber Security

Kravchik et al. [13] proposed using Neural Networks
(NN) to monitor and detect attacks in ICS. Meanwhile, The
author has presented two distinct attack algorithms and has
successfully demonstrated their efficacy.

The single-point infiltration strategy suggested by Sarkar
et al. [14] included using the HMI and employing control
theory to develop a perturbation-based generic assault for
ICS. The findings indicate that assailants can execute end-
to-end assaults with notable precision. Additionally, the
researchers put forward many defensive strategies in response
to these attacks.

Babu et al. [15] performed a concise assessment of
the risks to ICS, focusing on the security vulnerabilities of
SCADA systems. Their study aimed to provide researchers
with a comprehensive understanding of the security issues
and difficulties SCADA systems encounter.

3.1.2 Safety

According to Jin ef al. [16], there is a perceived need for
a technological solution in ICS to address the compatibility
between cyber security and functional security measures.
This is crucial to maintain the dependable operational safety
of ICS and effectively counter the growing threat of cyber
assaults. Applicable safety measures are used to assess each
cyber security measure, and any discrepancies are identified
using standard Safety Integrity Level 3 (SIL3) and Security
Level 3 (SL3). The results indicate that the coordination
strategy used in their study demonstrates compatibility
between cyber security measures and functional safety
measures. Furthermore, the coordination method could
facilitate advancements in cyber security for ICS.
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Figure 2. The systematic diagram for security and safety in ICS
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Table 3. List of different major ICS attacks and threat level in proposed PERA model

ICS Attack L0 L1 L2 L3 L[4 L5
#1 ICS insider v v v Y

#2 IT insider v v
#3 Common ransomware v
i Targeted ransomware v Y
#5  Zero-day ransomware N A A A A
#6 Ukrainian attack v v
#7 Sophisticated ukrainian attack v v
#8 Market manipulation v v
#9 Sophisticated market manipulation v 4
#10  Cell-phone WiFi v v
#11  Hijacked two-factor v
#12  IoT pivot N
#13  Malicious outsourcing N Y Y A A
#14  Compromised vendor website A Y A Y A
#15 Compromised remote site v

#16  Vendor back door v Y
#17  Stuxnet v v v Y
#18  Hardware supply chain N A A A A
#19  Nation-state compromise crypto v v
#20  Sophisticated credentialed ICS insider v v Y

Wang et al. [17] address application scenarios of Trusted
Computing 3.0 in the ICS of nuclear power firms, including
the system’s general structure, the building of trusted nodes,
system deployment, and the establishment of the whole
security system.

Zhou et al. [18] propose a security task scheduling
technique for ICS that incorporates a risk-based perspective
and considers the safe work system. This approach ensures
a prompt response to security breaches while maintaining
high protection. The process addresses the integration of
security and safety duties by implementing a predetermined
resolution plan, providing the seamless execution of security
and safety activities. Subsequently, a technique is developed
to enable real-time risk assessment, specifically focusing on
capturing the marginal impact on system risk arising from
implementing security and safety reconciliation processes.

While a wide range of attack methods exist, except for
those that do not require system entry, i.e., Distributed DoS
(DDoS) attacks, the primary objective of most attacks is to
circumvent defensive and detection mechanisms or measures
to gain access to the system. Once inside, the attacker
identifies vulnerabilities within the system, equipment, or
communication protocol, which are exploited to launch
attacks. Hence, the effective execution of system infiltration
and device scanning while evading detection and preventing
device damage resulting from malicious activities is a
significant concern in attacks.

3.2 Detect

Despite the existence of defensive mechanisms aimed
at safeguarding the system from potential assaults, the
possibility of a successful attack remains. Consequently,
implementing detection methods becomes imperative to
warn or alert the system during an ongoing attack promptly.
Currently, prevalent techniques for detecting intrusions
include malicious packet identification, Artificial Intelligence

(AI), Indicator of Compromise (IoC), traffic analysis,
aberrant behavior detection, and Intrusion Detection Systems
(IDS), among others. Given that the majority of OT assaults
often infiltrate the system via the IT side, the use of network
behavior analysis to identify IoC becomes advantageous
in facilitating early detection. Individuals use various
techniques to discover and detect abnormalities inside
the OT environment. These approaches include malicious
packet identification, traffic analysis, and abnormal behavior
detection.

3.2.1 Cyber Security

To address the problem, malware-based network threat
modeling techniques are designed for more than just ICS.
In their study, Mekdad et al. [19] introduced a framework
for modeling malware threats in ICS. The framework
incorporates the extraction and modeling level established
via the diamond model. To assess the proposed model’s
efficacy, the researchers analyzed the TRISIS network assault
as a case study. The results indicate that there is a likelihood
of targeted assaults on specific industrial devices inside ICS
networks via the use of malicious software.

The safety of Industrial Automation Control Systems
(IACS) was examined by Cheminod ef al. [20]. They
summarized the risk assessment, preventive, and detection
techniques associated with IACS. Additionally, the document
acknowledges that the intricate nature of IACS poses
challenges in promptly and efficiently addressing an attack
and restoring the system.

Ali et al. [21] conducted research to identify Machine
Learning (ML) algorithms that have the potential to detect
assaults on various kinds and motives of ICS and SCADA
attacks. The present study undertakes a comprehensive
examination of safety procedures within the ICS, followed
by the proposal of several preventative strategies aimed at
mitigating potential threats.
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3.2.2 Safety

Zonouz et al. [22] describe their research on PLC
code analytics, which uses safety engineering to identify
and classify PLC infections that attempt to damage power
plants physically. Their approach also uses control theory to
uncover complex and highly variable safety features used in
the hybrid code analytics technique.

Paridari et al. [23] provide a novel cyber-physical
security architecture for ICS. This design incorporates an
analytics tool for detecting attacks and a reliable estimation-
based technique for maintaining control resilience in the
case of an assault. The proposed architecture demonstrates
adaptability to existing ICS and has shown robustness and
optimal performance in the face of attacks targeting the
system. To evaluate the efficacy of the proposed framework,
a reduced-scale replica of an actual EMS station is used,
along with simulated attack scenarios.

Peng et al. [24] presented a fuzz test-based approach to
identify malware in ICS. The ICS software configuration file
is utilized as the sample file for fuzzing and as the corrupt
source file for corrupt analysis in the recommended approach.
First, use dynamic taint analysis to identify critical data in the
configuration file that likely contains a possible safety issue.
Then, modify the data and create an anomalous data file.
Lastly, execute the fuzz test. This method detects the majority
of security threats.

The primary focus in the field of detection is currently on
utilizing Al. However, exploring methods for acquiring more
efficient information and addressing the issue of preventing
attacks on Al is crucial. Neglecting the former may lead
to inaccurate detection, while ignoring the latter may
compromise the security of the detection system, allowing
attackers to exploit vulnerabilities.

3.3 Risk Estimate

To maintain the continuous availability of ICS, it is
essential to promptly assess the significance level after
detecting an attack. This assessment ascertains the urgency
with which the system must be remediated. When there are
several dangers and limited resources, it becomes imperative
to prioritize establishing the most necessary system while
deferring attention to the less crucial system. Before an
attack, most ICS strategies include doing a comprehensive
risk analysis of the whole system to identify potential areas
for improvement.

3.3.1 Cyber Security

Nicholson et al. [25] proposed the threats and
vulnerabilities encountered in classifying and integrating
SCADA systems. Moreover, they review and establish best
practices to protect critical infrastructure.

Yampolskiy et al. [26] proposed a novel Cyber-Physical
Attack Description Language (CPADL). The proposed
method offers structured descriptions of known assaults,
qualitative and quantitative evaluations of known Cyber
Physical System (CPS) attacks, and system vulnerability
analysis. It helps construct and populate a database of known
attacks and aids in analyzing assaults.

Catelani et al. [27] developed the analysis of failure
mode, effects, and criticality methods for critical infrastructure
systems. To remove subjectivity, a new analytical program

was proposed to assess value at risk thresholds. To
differentiate between very few failure modes and severe
failure modes.

3.3.2 Safety

Abdo et al. [28] proposed an innovative method for
integrating security and safety into industrial risk analysis.
This method includes the bowtie and attack tree to give a
detailed picture of potential safety and security situations.
Simultaneously, an example of a risk situation in a chemical
industry case study illustrates the usefulness of this strategy.

Joksimovic et al. [29] presented and described a
novel ARCADIS behavioral model and a real-world case
outcome. As input, the model takes track-condition data and
user performance requirements. The model simulates and
estimates infrastructure conditions (i.e., system states) for
various scenarios. The results, which include information
on important sites, are utilized in an optimization process to
minimize risk and costs.

Vusmari et al. [30] used the Fluid Stochastic Petri
Net (FSPN) modeling formalism to suggest an approach
that involves the comparison of safety metrics produced
from simulations of both the new and old system models.
This paper aims to evaluate the safety implications of a
new method for air traffic monitoring called Autonomous
Dependent Monitoring-Broadcasting (ADM-B). In addition
to conducting safety assessments, it is possible to extend the
scope of evaluation to include other types of systems. The
specific metrics used in this process may include, but are not
limited to, accessibility, reliability, and economic feasibility,
among other relevant qualities.

Currently, a limited number of risk analysis techniques
tailored explicitly to ICS exist. Most of these methods
continue to depend on expert opinion or use more generalist
risk analysis approaches. Several methodologies specialized
to ICS only evaluate the severity of established attack or
failure modes, while others are exclusively designed for
power plants or grid domains. Nevertheless, it is essential to
note that conventional approaches may not align seamlessly
with the specific requirements of ICS, which include a wide
range of safeguarded systems extending beyond power
plants and grids. Henceforth, it is necessary to establish
methodologies or instruments to analyze unidentified assaults
in the broader context of the ICS or to devise independent
approaches tailored to specific domains.

3.4 Incident Response

Some of it is essential for users or systems to undertake
measures aimed at mitigating the impact of the assault or
restoring the system to limit the extent of damage incurred.
This research aims to provide a comprehensive overview
of effective strategies for achieving desired outcomes in
response to various situations. Given the intricate nature of
ICS, most systems that come under assault are primarily
addressed by experts in the field or substituted with redundant
resources. There are a limited number of techniques capable
of autonomously restoring the system.
3.4.1 Cyber Security

Combita et al. [31] found two primary categories
of reaction in their analysis: preventative response and
reactive response. The approach may be categorized into
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two main methods: using game theory and utilizing a
model. Simultaneously, the authors also propose potential
avenues for further growth. The scope of this research is
limited to examining reactionary responses to accidents,
with preventative responses being categorized as part of the
protective response.

Rondeau et al. [32] introduced a forensic investigation
framework specifically designed for the Industrial IoT (IIoT)
in their study. This framework complements the forensic
approaches used in the lowest-layer physical and highest-
layer digital domains. The use of IIoT in Internet forensics
aims to maximize investigative benefits, reduce the time
required for reactive responses, and improve the effectiveness
of forensic investigation tools and procedures used in
courtrooms.

Ghosh et al. [33] presented the fault and behavior
monitoring tool to recognize behavioral anomalies and
isolate faults in PLC. Firstly, their methods collect the signal
log data from fault-free manufacturing systems and resolve
the problem of inaccurate log data with a result-oriented
approach. Then, a deterministic finite-state automaton is
constructed as a fault-free model of the PLC control process
to detect the PLC’s behavior abnormalities and faults. They
were finally isolating the abnormal device and notifying the
staff to repair it when the behavior abnormalities or defects
occur.

3.4.2 Safety

Spyridopoulos et al. [34] examined the solid digital

evidence to generate access security events. Meanwhile,

Table 4. List of defense strategies in proposed PERA model

some recommendations for data storage and processing in
their studies have been proposed.

Takagi et al. [35] provided a systematic approach to
designing cyber-attack prevention systems for ICS. The
decision-making method allows for development and
evaluation by process. Furthermore, incident reaction
scenarios to ensure safety and security are addressed.

Alotaibi et al. [36] presented a concept for an intelligent
system for tunnel and subway operations; the proposed
method can ensure the oxygen saturation level of inside
temperature of tunnel. The control system starts a quick
succession of fan operations when there is a high temperature
and carbon monoxide concentration, which enhances tunnel
ventilation.

This paper revealed that most systems still allow
professionals to deal with the problem once detected, while
most ICS scenarios are large and complex. Therefore, it is
critical to develop immediate and effective incident response
systems to reduce response time and human costs.

3.5 Protect

Defense in depth and DMZ are essential strategies
to strengthen asset security in the ICS fields. To prevent
abnormal attacks from external networks, the objective of
defense in depth is to set up a series of security barriers, and
the goal of DMZ is to separate the system between internal
and external networks. This paper presented some solutions
based on our proposed PERA for various attacks in ICS, as
shown in Table 4.

Defensive Strategy L0 L1 L2 L3 IL5
#1 Two-factor authentication v v v v v Y
#2 Firewall v v v v v
#3 DMZ v v

#4 Antivirus software v v Y
#5 Encryption A A Y A A
#6 Defense in depth VA N N Y A
#7 Least privilege v v v v v Y
#8 Need-to-know v v Y v
#9  Patch management v v S LS

3.5.1 Cyber Security

McLaughlin et al. [37] proposed a method for
vulnerability assessment step to find potential threats in
ICS. In addition, they addressed strategies and control
architectures to mitigate attacks and trends in current ICS
attacks and defenses.

Ren et al. [38] incorporated the possible identity
resolution system of IIoT and addressed its significance
and design principles from the identity resolution system’s
viewpoint. Provides the capabilities and characteristics of the
proposed identity resolution system and a broad framework
for evaluating them. In addition, the author categorizes
current identity resolution systems, examines prominent
strategies in use today, and compares them based on their

design principles and technology selections.

Hou et al. [39] proposed the evaluate and oversee
framework. This framework considers all security risks
throughout the ICS supply chain, from technical aspects
to people and organizational issues, enabling effective risk
decisions and identification of security requirements.

3.5.2 Safety

Safety and security must be thoroughly studied to keep
ICS from failing due to purposeful attacks from outside
the system or inside flaws. First, outside security breaches
undermine internal devices, leading to safety hazards.
Second, each sector is individual, with different goals, but
if sectors simultaneously contain security and safety, which
can achieve various goals in ICS. As a result, this paper
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investigates the other methods to link security and safety.

Gu et al. [40] analyzed and categorized the connections
between safety and security needs. Two examples are offered
to illustrate how to implement the proposed technique.

Khan et al. [41] perform a design strategy for trustworthy
ICS. Three different methodologies were proposed that
simultaneously work together. Firstly, a reliable and secure-
by-design creation of secure industrial control applications.
Secondly, provide a real-time comparison tool between
application execution and application specifications
execution at the ICS middleware level to safeguard field
ICS operations. Lastly, a vulnerability assessment for False
Data Injection (FDI) attacks results in the creation of ICS
application architectures.

Yuan et al. [42] analyze the reason for axel bearing failure
and provide ways to reduce the risk. It is recommended that
a condition monitoring system be devised to monitor the
axle bearing to keep functioning failure under control. The
author suggests gathering data on the axle bearing’s condition
monitoring system from various angles, i.e., vibration,
current, voltage, and temperature, to increase failure
detection accuracy. The multiple signals should be analyzed
using a physical and a data-driven model to optimize the
maintenance strategy.

This paper concluded that the potential hazards can be
eliminated through structured guidelines and processes to
provide recommendations and applicable countermeasures.
Defenders can help break the cyber kill chain before attackers
can carry out attacks by assessing system vulnerabilities
and detecting security incidents that have not escalated
into accidents. This includes detecting faulty equipment
and unavailable services and resources, which is critical
to determining the correctness and security of industrial
controls. Then, the company and the developer can decide
the implementation sequence of improvement according to
their operational requirements, from the priority level, system
risk assessment, and needed resources and costs, so that
the company can effectively improve the level of security
protection every time the system is strengthened.

3.6 Incident Prevention

A platform audit solution is needed to examine the
current ICS to provide valid reference values and safety level
assessments to facilitate subsequent control and improvement
of the operational system. People mainly use the NIST cyber
security framework, i.e., NIST 800-53, NIST 800-82, and
other network security standards, i.e., IEC 62443.

3.6.1 Cyber Security

Chaudhry et al. [43] compiled a summary of critical
security characteristics and constructed feature vectors that
could be used to assess database system security. In terms of
data storage and administration, this would assist researchers
in maintaining the security of CPS.

Lyu et al. [44] reviewed existing risk assessment
and management methods from the safety and security
perspective and integrated both. SIL is used for risk
assessment, and security is based chiefly on NIST 800-
82, NIST 800-53, and IEC 62443. In addition, the Security
Assurance Level (SAL) is used for risk assessment, which
makes it difficult to conduct comprehensive risk analysis

and evaluation. Therefore, they suggested that researchers
pay attention to extensive risk assessment methods from the
safety and security perspective.

Zahid et al. [45] reviewed the research on CPS security
requirements and CPS security risk management. They
integrated the standard approaches, methods, models,
techniques, assessment mechanisms, indicators, and
deficiencies of risk identification, assessment, management,
and mitigation. Through the literature review, some
suggestions for future research are put forward.

3.6.2 Safety

Wang et al. [46] built a unified safety supervision
system for handling hazardous chemicals, improving the
management of dangerous chemical safety.

Zhang et al. [47] created a safety audit approach
by examining the characteristics of typical hazardous
chemicals used to produce polychlorinated biphenyls and the
mechanisms behind frequent occurrences. Their method is
intended to enhance hazardous chemical safety management.

Deng et al. [48] presented a generic approach for
avoiding hazardous chemical accidents based on an incident
information clustering analysis using K-means clustering.
Dangerous chemical accidents were categorized using
a K-means clustering technique, which may help field
specialists or safety specialists divide many occurrences and
provide accident reference categorization. The proposed
approach may be utilized to prevent accidents with hazardous
chemicals. Developing an unsafe chemical accident
prevention information system would improve the security
and dependability of hazardous chemical manufacturing,
usage, transportation, and storage.

Although it is a shared recognition that safety and
security should be integrated for common consideration, and
the academic community has made efforts to this end, there
still needs to be relevant results that the public can trust. In
addition to the two sides using different standards for audit,
part of the reason is due to the time gap. Safety is usually
considered before the establishment of the system. At the
same time, security is primarily a measure or mechanism
added after establishing the strategy. In the face of ever-
changing attack methods, people often need to add or update
some systems, tools, mechanisms, and procedures to ensure
security.

4 Discussion

According to the above case studies review, this paper

recommends some measures for ICS and related fields.

e Vulnerabilities in ICS can primarily be attributed
to outdated software and firmware utilization.
Consequently, maintaining the system’s current state
is of utmost importance.

e Implementing regular password changes and utilizing
two-factor authentication are employed to enhance
the system’s security.

e Accessing the critical system using the USB drive is
strictly prohibited unless it has undergone thorough
examination by robust antivirus software.

e To enhance communication network protection
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in ICS, state-of-the-art detection and prevention
methods [49-56] can be implemented in industrial
sites.

5 Conclusion

This paper aimed to investigate and integrate the literature
on cyber security and safety in the ICS field. This paper
examines the methods used to defend against and launch
attacks on ICS by ICS-based Purdue Enterprise Reference
Architecture (PERA). In addition, this paper classifies
the potential security concerns that ICS may face into six
domains based on the attack, detect, risk estimation, incident
response, protect, and incident prevention. To conclude, we
hope that this review article positively impacts academics
and manufacturing to guide and motivate researchers and
ICS engineers to enhance their existing systems or works by
leveraging cyber security and safety mechanisms.
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