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Abstract

The explosive development of network technology has 
driven the evolution of civilization, leading to the higher 
crime rate. Hence, CCTV cameras have been widely deployed 
to monitor criminal behaviors. The video of CCTV is 
considered as significant digital evidence. Due to the property 
of digital data, it is easily to copy and modify without 
electronic footprint, unlike the physical records. In case, the 
law enforcement starts to employ the blockchain technique 
due to its advantages, decentralization, transparency, 
and traceability, which can improve the legal effect. 
Unfortunately, blockchain network produces the tremendous 
overhead when it processes the data preservation based on 
the distributed communication. Thus, the gap and burden of 
data synchronization are the derivative issues. In order to 
solve the above problems, we aim to realize a blockchain-
based pipeline custody system, so-called BPCS. The critical 
frame determination (CFD) technique is designed to catch 
the potential evidence image from the monitor, which is able 
to mitigate the storage cost of blockchain. Especially, the 
pipeline and directional ring strategy is proposed to aggregate 
the potential evidence in a batch file. This can reduce the 
burden on the chain of custody and shorten the time gap. The 
experimental results have demonstrated that BPCS can firmly 
possess the features of credibility and efficient through the 
comparisons and storage simulation.

Keywords: Surveillance camera, Custody, Blockchain, 
Pipeline, Directional ring strategy

1  Introduction

Undoubtedly, convenient life functions attract people to 
move to the city. This situation leads to densely populated. 
However, the higher the density of population, the higher 
the crime rate. Therefore, closed circuit television (CCTV) 
cameras have been widely deployed to monitor criminal 
behaviors [1-3], which belongs to Internet of Things (IoT) 
device. According to Comparitech [4], the report has 
given the top ten cities with the highest concentration of 
surveillance cameras in the world, as shown in Figure 1 
Cities of China are the top one with an average of 372.8 
cameras for every 1,000 people. Namely, each camera is 

responsible for guarding three humans averagely. Taking into 
a global consideration, every 1,000 people is observed by at 
least 60.5 cameras. Meanwhile, Piza et al. have indicated that 
mounting CCTVs in public place can effectively lower down 
16% of crime rate [1]. Undoubtedly, CCTV is a crucial tool 
for inhibiting the crime. The monitor system can record the 
long-term scene in specific areas and help recover the detail 
of incident. Therefore, the world has more than hundred 
million active CCTVs based on IHS research [5], where is 
set up in intersection, entrance, and exit. When the criminal 
incident happened, the video of CCTV is considered as 
significant digital evidence [3].

Figure 1. The top 10 cities with the highest concentration of CCTV 
cameras

However, CCTV recording the potential evidence might 
be compromised by malicious attacker. SonicWALL cyber 
threat report indicated that business reality has suffered from 
56.9 million IoT attacks [6]. Due to the property of digital 
data, it is easily to copy and modify without electronic 
footprint, unlike the physical records. Therefore, proving the 
chain of custody is particularly significant in a criminal case. 
Following the standard of ISO/IEC 27037 [7], the potential 
digital evidence shall be handled through identification, 
collection, acquisition, and preservation of standardization 
procedures by valid forensic clerk therefore it can be of the 
evidential value. Since the evidence is free of contamination 
by forensic member, it is ensured the admissibility in the 
court. Otherwise, it cannot be accepted by judge and jury. 
Furthermore, storing digital evidence in a single section has 
the concerns of evidence integrity. The law enforcement 
starts to employ the blockchain technique [12-17] due to its 
advantages, decentralization, transparency, and traceability, 
which can improve the legal effect. Also, the nation gradually 
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admits the blockchain network used in the law enforcement, 
including United States [8], France [9], China [10], and 
United Kingdom [11]. Unfortunately, blockchain network 
produces the tremendous overhead when it processes the data 
preservation based on the distributed communication. Thus, 
the gap and burden of data synchronization are the derivative 
issues. The former means that the time gap occurs when the 
digital data is uploaded and stored to the whole of peers in 
the blockchain network. The integrity of data might not be 
confirmed if it is tempered by attacker during gap period. 
The latter describes that the storage overhead of a 24-hour 
uninterrupted recording is very large; thus, uploading these 
data to the blockchain network for confirming the evidence is 
an unrealistic manner.

The critical characteristics of CCTV are as follows:
 ● Confidentiality: As people know that the data on 

the blockchain are visible and not all the evidence 
could be shown to the public. Thus, unauthorized 
participant shall not be able to learn the content of 
data in the blockchain.

 ● Integrity: All the information shall be kept the same 
to prevent evidence pollution. 

 ● Availability: A legal user shall be able to access 
the data on the chain once they can connect to the 
network.

 ● Scalability: Even data are generated quickly and 
enormously, the ledger overhead of each participant 
shall be light and feasible to realize the platform.

 ● Low storage overhead: When it is confirmed that 
the evidence is not contaminated, it is necessary 
to compare the copy data. This characteristic is to 
ensure that only a lightweight storage cost is required 
in recording the evidence. In a centralized method, a 
record copy is kept for future investigation.

In order to solve the above problems, we aim to realize a 
blockchain-based pipeline custody system, so-called BPCS. 
The authors integrate blockchain and image processing 
techniques [18-21] to preserve the critical video evidence. 
The distributed storage architecture of blockchain is applied 
to guarantee the integrity, traceability, and immutability 
of video evidence. This can increase the credibility of 
surveillance camera. As to the critical streaming media, we 
have designed a critical frame determination (CFD) technique 
to catch the potential evidence image from the monitor, which 
is able to mitigate the storage cost of blockchain. Especially, 
we have proposed the pipeline and directional ring strategy 
to aggregate the potential evidence in a batch file. This can 
reduce the burden on the chain of custody and shorten the 
time gap. The experimental results have demonstrated that 
BPCS can firmly possess the features of credibility and 
efficient through the comparisons and storage simulation. 

The rest of this article is organized as follows. The 
concept of blockchain is introduced in section 2, while the 
details of BPCS are described in section 3. The simulation 
results and corresponding analysis are explained in section 4, 
followed by the conclusions in section 5.

2  The Concept of Blockchain

The blockchain is a decentralized data storage technology 
[22], which has been widely applied to the fields of finance 
[22-23], industry [24], medicine [25-26], and IoT [27]. 
According to the cryptographic robustness, each block 
is stored in series to protect the data on the chain from 
being tampered. The block content is depicted as Figure 2, 
including the fields of timestamp, data, previous hash value, 
and hash value of the current block. Linking each block 
with the hash value of the previous one, the blockchain can 
achieve protection of the chain-like data. Users maintaining 
the blockchain data are defined as nodes. All these nodes 
share the responsibility for recording the data and comply 
with the same regulations to preserve the properties of 
decentralization, transparency, and non-tampering. 

Figure 2. A scenario of blockchain diagram

Once a node has completed the block calculation of 
Figure 2, the block is broadcasted to the blockchain. It is 
then stored in the ledger of each node after a verification 
consensus. Actually, the majority decision rule is adopted 
in the blockchain to confirm the correctness of the data. It 
means that the block content is true when more than 51% of 
the nodes have approved the block, and vice versa. Therefore, 
a trusted third party or any central agency can be removed 
from the preservation of data to achieve the decentralization. 
Furthermore, the shared data are not generated by a specific 
node and public to all. Without loss of generality, this has 
realized the transparency that everyone is able to check the 
data on the chain. As each block contains the hash value of 
the previous block, all blocks are strongly linked together 
with the definition of cryptographic one-way hash function 
[28]. In case that a node tries to modify a specific block 
content without being founded, it shall have the ability to 
modify 51% of the nodes in the chain simultaneously, which 
is regarded as an infeasible assumption. Thus, the essential of 
non-tampering could be confirmed.

Table 1. Notations used in BPCS
Symbols Definition

The background video frame.
A new video frame.

X(x, y) The pixel value of image  at location .
The average image of .
The mask of average operation.
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Symbols Definition
The difference image between  and .
The binary map of .
The critical image of .
The structuring element of dilation operation and
 erosion operation.
The evidence sign of 

The total number of surveillance cameras
Surveillance camera i, where i =1, 2, …, n
The video frame generated from

/
The start/end surveillance camera of one round 
aggregation, /  3 n

/
The private/public key of 

/
The signature/verification operation by /

One-way hash function
The batch file

/
The start/end timestamp of a 

Time threshold of one round aggregation

Time threshold of one surveillance camera for 
aggregation

3  BPCS: Blockchain-based Pipeline 
Custody System

The flowchart of BPCS is displayed in Figure 3, including 
the critical frame determination (CFD), aggregation phase, 
recording phase, and verification phase. The first phase is to 
determine if the captured frame is potential evidence or not. 
The potential evidence is then aggregated to a batch file in the 
second phase according to the pipeline and directional ring 
strategy. Hereafter, a surveillance camera hitting the eventual 
aggregation uploads the data to the blockchain network. Once 
a suspicion occurs to any specific data, the final phase can help 
an investigator verify if the data have been tampered or not. 
Notations used in BPCS are displayed in Table 1.

Figure 3. The flowchart of BPCS

3.1 Critical Frame Determination (CFD)
The CFD is to examine whether a frame has the region of 

interesting (ROI) or not. The outcome relies on the concept 
of critical motion detection. CFD consists of four operations, 
average filter, discrepancy processing, binary transformation, 
and characteristics extraction. Here we use an example to 

give an overview of CFD and the gradual outcomes are 
shown in Figure 4. Note that CFD randomly selects one 
frame from video per second.

(a) Background 
frame ( )

(b) New video 
frame ( )

(c) Mean image ( )

(d) Difference 
image ( )

(e) Binary map 
( )

(f) Critical image 
( )

Figure 4. Gradual outcomes of CFD

Step 1. Average filter: this step is to filter the noise in a 
frame.

Firstly, we have to decide a clear video frame, which 
is the background frame Fb, as shown in Figure 4(a). CFD 
continuously detects whether there is a new frame F or 
not, as shown in Figure 4(b). If it is a new frame, it will be 
captured. Here a 3*3 mask  is used to convolve the new 
video frame  from left to right and top to bottom according 
to (1) and (2). An average image  is then generated, as 
depicted in Figure 4(c).

.                          (1)

.                        (2)

Step 2. Discrepancy processing: this step is to distinguish 
the foreground and background to obtain a difference image 

. 
Following the example of step 1, the difference image 

 is illustrated in Figure 4(d). Based on (3), all the pixels 
of A subtract from the corresponding pixel values from the 
background frame  are the ones of .

.                (3)

Step 3. Binary transformation: this step is to transform 
the frame into binary image for capturing the ROI, which is 
called binary map (BM). 

The of the example is displayed in Figure 4(e), 
which is obtained from the difference image  by (4). The 
value 255 is set to indicate the moving objects when the pixel 
value of  is non-zero. Otherwise, the value equals to 0.

                     (4)
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Step 4. Characteristics extraction: this step is to 
strengthen the characteristics of the captured ROI and output 
a critical frame .

The critical frame  is calculated by (5), as shown in 
Figure 4(f), where the 3*3 structuring element  is depicted 
in (6), and the dilation operation and erosion operation are 
defined in (7) and (8), respectively.

.               (5)

.                                 (6)

.                         (7)

.                        (8)

Step 5. According to (9), if any pixel value in the 
critical image  is non-zero, which means that there exists a 
moving target in ,  is judged as potential evidence, P = 1; 
otherwise, it is determined as non-potential evidence,  = 0. 
Once  = 1 occurs, the target  is carried to aggregation for 
further custody.

                            (9)

3.2 Aggregation Phase 
Suppose that Figure 5 has six surveillance cameras and 

three rounds for example. A directed ring is formed from 
 to 6 along the arrow direction to run the strategy. A 

round includes three actions: start, aggregation, and end, as 
shown in the columns. Time is indicated by the color, and 
one color represents one second. The table with the same 
color represents the same time. For the third second, said the 
yellow block, round one and round two stay in aggregation 
phase, and the round three is in start section. 

Figure 5. The scenario of pipeline and ring strategy

Take the first round for illustration, the first camera 
generating critical evidence, said , is defined as 
. After it transmits data to , the strategy entering into 
aggregation. And a batch file is generated by  to aggregate 
evidences of . Once a critical evidence has been laid out by 

, the latest evidence has been added into the batch file and 
delivered to 3, and so on until it is passed to the final camera 

. Note that all the cameras could be the beginning node 
to independently launch the aggregation ring based on the 

concept of pipeline strategy, and two thresholds, T and TL, 
are designed to prevent endless waiting time. For example, 
T sets six seconds and TL sets two seconds in Figure 5. At 
the second second,  not only aggregates the data of the 
first round, but also starts the second round at the same time. 
In addition, in the second round, starting from  to 
aggregate data from different monitors to  in every two 
seconds, until the time of aggregation reaches the T threshold 
of six seconds, and so on for the third round.

Step 1. Data aggregation
(1) While  generating a critical frame :

 applies  to compute  and checks if there 
exists a batch file . If it is positive, the new frame is 
concatenated to the ; otherwise,  is transmitted to .

(2) While  receiving :
 checks if there exists a batch file . If it is positive, 

the frame is concatenated to the ; otherwise,  generates 
a new  to record the frame based on (10) and sets  as 
a  to be the beginning node of a new round. Before 
generating a new frame by itself,  keeps appending the 
received data to the  according to (11).

.                  (10)

.        (11)

(3) While  receiving a batch file bf :
 checks if the round time has reached T. If yes, BPCS is 

switched to recording phase. Otherwise,  keeps aggregating 
frames. In case that the batch file has been occupied at the 
node for more than TL,  packages and sends the current file 
including an empty record to  based on (12).

.
(12)

Step 2. Termination conditions
Termination criteria in BPCS include the number of batch 

file relay and the total delivery time. The number of a bf relay 
is limited to the total number of surveillance cameras n, while 
the total delivery time is bound to a predefined time threshold 
T. If one of the two conditions holds,  are 
recorded in the bf to complete the aggregation according to 
(13).

.        (13)

3.3 Recording Phase
When one of the termination conditions happens to a 

surveillance camera, it is set to be the Send  of this round. Later 
on, Send randomly chooses another surveillance camera  to 
backup the data. It further computes and uploads the hash 
value of bf to the blockchain.

Step 1.  computes  based on (14) 

.
(14)
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Step 2.  packages and uploads , , , and 
the file name to the blockchain.

3.4 Verification Phase
Once the integrity of video suffers from a question, an 

investigator can perform the following to verify and restore 
the video data.

Step 1. The investigator access all frames stored on 
the target according to the incident time. Note that the 
integrity of critical frames during the period is the verification 
target.

Step 2. The investigator applies  and  to figure 
out the block to obtain  

Step 3. The investigator captures the file name from 
the block to ask the backup of bf from other nodes. After 
receiving the backup data, the investigator computes the 
corresponding hash value and compares it with the one stored 
in the block. If they are the same, the received batch file is 
perfect to carry on the next step. The opposite means that the 
file has been polluted.

Step 4. The investigator employs  to extract Fi from 
 and compares the result with that kept in Si. If they 

are equal, Fi is complete. Otherwise, the data of Si has been 
polluted. Here, Fi could be recovered according to the backup 
data passing above step examination.

4  Results and Analysis

Property achievements of related works and BPCS 
are compared in subsection 4.1, including integrity, 
confidentiality, availability, scalability, and storage overhead. 
The storage overhead simulation is examined in subsection 
4.2, while the performance discussion of BPCS is explained 
in subsection 4.3. In the following, experiments under one-
hour monitor based on 720P resolution are completed to 
highlight the contribution of BPCS. The proposed scheme 
was implemented in Python with a personal computer 
running Windows 10 64-bit. It is equipped with an Intel Core 
i7-10510U 2.3-GHz with 8G RAM.

4.1 Property Achievements of BPCS
Achievements of different protection methods are 

shown in Table 2. In a traditional architecture, the content 
of the monitor image is only stored without the protection 
of evidence credibility. Once people are suspicious of the 
surveillance camera security, the integrity and credibility 
of the recorded images cannot be trusted anymore. As to 
a blockchain-based framework, the image credibility can 
be confirmed definitely. Nevertheless, the transparency 
and storage overhead have led to the potential risk of 
confidentiality and high maintenance cost. Compared with 
above-mentioned works, BPCS relies on the blockchain 
architecture to possess the advantages of integrity and 
credibility confirmation. Specifically, CFD has been used 
to lower down storage overhead of the full video to achieve 
availability. The symbol “Weak” listed in Table 2 means that 
the property cannot be firmly confirmed, while “Robust” 
denotes that it can be ensured definitely.

Table 2. Comparisons of property achievement

Methods 
Achievements

Traditional Blockchain BPCS

Integrity Weak Robust Robust
Confidentiality Robust Weak Robust

Availability Weak Robust Robust
Scalability Robust Weak Robust

Low storage 
overhead Robust Weak Robust

 ● Integrity
The property of integrity is to guarantee that no one is 

able to tamper the evidence data. In a traditional architecture, 
the monitor video is stored in database equipment without 
the assistance of other devices. In case that the surveillance 
or storage device suffer from hackings, a slice of intrusion 
vestige must cause the challenge of evidence credibility. No 
doubt that the integrity is hard to be ensured in traditional 
methods. On the other hand, this property can be firmly 
confirmed in a blockchain-based method and BPCS. It is 
due to the fact that both of them have inherited the non-
tampering characteristics from blockchain technique. 
Taking a deep insight into BPCS, recorded data could be 
divided into off-chain and on-chain types. The off-chain 
data focus on the preservation of potential evidence, while 
the on-chain data concentrate on the integrity of evidence. 
Regarding the preservation of evidence, the aggregation 
ring based on the pipeline strategy has been adopted to lay 
out multiple  to reach the target in subsection 3.2. 
As to the integrity guarantee, all the aggregated data are 
hashed and uploaded to the blockchain network. A successful 
modification behavior shall depend on the assumption that a 
malicious user is able to tamper with more than 51% of the 
data on the whole blockchain network, which is regarded as 
an infeasible task. 

 ● Confidentiality
The property of confidentiality is to ensure that no one 

is able to learn the video content without delegation. Since 
the distributed storage is adopted in blockchain architecture, 
all the nodes can read the data content. But in fact, the 
surveillance video contains lots of private information. The 
lack of a well-protected auxiliary may cause the disclosure 
of confidentiality. As to the confidentiality consideration 
in BPCS, the recorded data uploading to the chain have 
to be input into the one-way hash function to obtain an 
average hash value in the aggregation phase of subsection 
3.2. Although the data on the blockchain are public and 
transparent to all, it is computationally infeasible to recover 
the original image via the hash value according to the security 
assumption of one-way hash function [28]. Therefore, 
the confidentiality can be definitely ensured in BPCS. 
Regarding the confidentiality in a traditional architecture, a 
trusted centralization node is assumed to secure the video 
management. Thus, the confidentiality is also confirmed in 
the traditional method.

 ● Availability
The property of availability is to guarantee the credibility 

even when the video content has been challenged owing to 
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the intrusion suspicion of surveillance camera. Traditional 
cctv data storage adopts single-point storage mode. As the 
video content has been questioned somehow, the central 
node in the traditional architecture cannot prove that it 
has not been contaminated neither. That is, the property is 
hard to be ensured in a traditional centralized architecture. 
Therefore, the availability of its evidence validity is 
questionable. Concerning to the decentralized architecture, 
including the blockchain-based method and BPCS, a single 
node video challenging does not matter much in credibility. 
The suspicious data content can be certified and corrected 
according to the help of distributed nodes. Thus, the 
availability can be preserved definitely in these two methods.

 ● Scalability
Scalability refers to the ability of a framework to meet 

increasing storage demands effectively. In blockchain 
architecture, all users are required to maintain the same data. 
Over time, the amount of data stored by all users becomes 
difficult to estimate, and the mining profitability decreases, 
leading to discouragement among miners to continue working 
on the blockchain platform. This situation categorizes the 
scalability as “Weak.”

As to BCPS is described in chapter 3. The CFD 
seamlessly address the challenge of storage burden. Thus, 
the method significantly reduces the high cost of traditional 
blockchain based on the analytical result of subsections 
4.2. Consequently, the proposed method definitely solves 
the problem of disintegration of the traditional blockchain 
when the contribution of the participants in the chain is 
not proportional to the profit; thus, fulfilling the scalability 
requirement.

 ● Low storage overhead
This characteristic is to ensure that only a lightweight 

storage cost is required in recording the evidence. In 
a centralized method, a record copy is kept for future 
investigation. Namely, it achieves the low storage overhead. 
Considering a blockchain-based method, each node has 
to maintain a ledger containing a full copy of surveillance 
video. As all blockchain nodes have to spend a large scale 
of storage space for evidence credibility, the property of 
lightweight storage overhead comes to grief. Regarding 
BPCS in this field, CFD is developed to tell potential critical 
evidence images from surveillance video. The fact is that 
most of images in a 24-hour video are meaningless, while 
CFD can be applied to filter those non-potential images to 
lower down the storage overhead. The details of storage 
examination are explained in subsection 4.2. Additionally, 
the retrieved potential images are compressed through an 
average hash operation in BPCS. Aside from confidentiality, 
the storage overhead can be further decreased to comply with 
the characteristic of low storage overhead.

4.2 Storage Overhead Simulation 
To highlight the contribution, we examine and compare 

the storage overhead between blockchain-based method and 
BPCS. The storage space for a one-hour surveillance video 
is 6,338.56MB. It is impractical for all blockchain nodes to 
spend such a huge amount of space. For a 24-hour continuous 

surveillance video, each node has to take 148.56GB for chain 
maintenance. Even the video could be compressed via an 
average hash operation before uploading to the chain, a one-
hour storage cost can be decreased to 140.67MB. The amount 
of data size is reduced by about 45 times. Nevertheless, most 
of images in a video is meaningless and unrelated to the 
evidence credibility. BPCS follows this regulation to find out 
the potential critical images by the help of CFD and further 
reduces the space overhead. 

For a one-hour monitoring, the ratio of potential evidence 
located in video is set to 20%, 40%, …, 100%. A blockchain-
based method and BPCS are used to examine the overhead 
for recording these potential evidences. As illustrated in 
Figure 6, it requires 28.14MB for BPCS to store potential 
evidences under the scenario of 20%. It is only one-fifth of 
the blockchain-based method, while the main reasons include 
the contribution of CFD in telling potential critical images 
and the compression of average hash operation. In addition, 
it is easy to observe the fact that CFD is able to distinguish 
potential critical images and filter the meaningless ones 
no matter how many evidence ratios we increase. These 
examination outcomes have demonstrated the contribution 
that BPCS can efficiently integrate the blockchain concept 
and CFD to secure the evidence credibility with a lightweight 
storage overhead. 

Figure 6. Storage overhead under different ratios of potential 
evidence

4.3 Performance Discussions
To lower down the risk of data pollution and guarantee 

the efficiency of BPCS, the batch file data shall not be 
occupied in a single node for a long time. In the following, 
the average execution time of BPCS under one hundred 
examinations is used to help determine the settings of TL 
and T. For a single monitor, it takes 20.575ms in average 
to obtain a critical evidence frame, as shown in subsection 
3.1. A signature verification requiring 0.0004ms is then 
performed to confirm the source correctness of the batch file. 
After that, the monitor has to spend 47.9297ms to execute 
a signing procedure for aggregated data, followed by a 
0.0013ms concatenation operation. To sum up, it averagely 
costs 68.5047ms for the beginning monitor to complete an 
aggregation of critical frame, while it takes 68.5064ms for 
other nodes. Figure 7 has displayed the execution time of 
BPCS under different numbers of monitors.
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Figure 7. Execution time

Considering the minimum execution time of evidence 
frame generation and aggregation, which is 68.5064ms in 
average, TL is set to be 90ms. As to the determination of 
T, two main factors have to be taken into consideration, 
including the single node execution time and the buffering 
time. In case of 25 surveillance cameras, the minimum 
execution time without buffering is 1712.6583ms, while 
the maximum execution time concerning all factors takes 
68.5047+(25-1)x(90)ms = 2228.5047ms. To achieve a 
satisfactory trade-off between block overhead and BPCS 
efficiency, the mean value of the two execution periods is 
determined to be the T = 1970.5815ms. Accordingly, the 
setting of T = 9895.9015ms is obtained in the case of 125 
surveillance cameras

5  Conclusions

In this article, the blockchain concept and a developed 
CFD technique are integrated to realize a critical evidence 
custody system. The CFD can be used to lower down the 
storage overhead of surveillance camera, while the tamper-
free achievement can be confirmed based on the blockchain 
adoption. In particular, simulations have demonstrated that 
the pipeline and ring strategy of BPCS can reduce the block 
consumption on the blockchain network and guarantee the 
efficiency simultaneously.
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