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Abstract

As a new generation of electricity system, smart grid 
significantly improves electricity services’ efficiency, 
reliability, and sustainability. The smart meters, which are the 
essential terminals, help establish two-way communication 
between users and electricity providers. While enjoying the 
convenience of smart meters, users face many challenges. 
On the one hand, malicious adversaries could attack the 
smart meters and thus steal the users’ privacy. On the 
other hand, the computational overhead of electricity data 
verification is high for lightweight smart meters. To address 
above issues, a lightweight authentication and group key 
management scheme is proposed. In the proposed scheme, 
the physical properties of the Physical Unclonable Function 
(PUF) are exploited to defend against external attacks from 
adversaries. Moreover, the Chinese Remainder Theorem 
(CRT) is used to broadcast the updated group keys for the 
legitimate smart meters in the community. In addition, the 
aggregated signature is utilized to reduce the overhead of the 
data verification. Finally, the Random Oracle Model (ROM) 
is used to demonstrate that the proposed scheme meets many 
security requirements. Performance analysis shows that the 
proposed scheme is more suitable for smart grid compared to 
previous schemes.

Keywords: Smart grid, Authentication, Chinese Remainder 
Theorem (CRT), Physical Unclonable Function (PUF), 
Aggregated signature

1  Introduction

The smart power grid is a new type of power grid 
developed on the basis of the physical power grid [1], which 
not only improves energy utilization efficiency but also takes 
into account environmental protection. 

Compared to traditional grids, it integrates advanced 
modern technology, such as sensing and measurement 
technology, communication technology, information 
technology, computer technology, and control technology. 
The smart grid provides users with an economical, clean, 
and interactive electricity supply and establishes two-way 
communication between users and electricity providers. As 
the terminal equipment of the smart grid, the smart meters 

undertake some essential tasks–helping to collect, measure 
and transmit electricity data in real time and uploading the 
accumulated electricity consumption information to the 
control center. Based on these data, the control center can 
analyze electricity conditions to increase energy consumption 
efficiency and optimize the services provided by the smart 
grid (generation, transmission, distribution, and electricity 
utilization).

In the process of constantly enhancing the smart grid 
construction, a large number of various smart terminals 
are installed in various parts of the smart grid system. The 
structure of the power system is more complex. Although it 
has improved the intelligence of the system to some extent, it 
makes the system derive a huge amount of power information 
data. Since this type of data often contains critical privacy 
and strategic corporate information, we need to ensure that it 
would not be leaked during the transmission, collection and 
storage stages. Due to the large-scale application of cloud IoT 
technologies, the security risks faced by power systems have 
increased significantly. Therefore, it is important to carry out 
research on the data protection of the smart grid.

In the future, we can consider applying blockchain [2-
4] to the smart grid. Given the decentralized and distributed 
nature of blockchain, the power management system can 
improve data traceability. The use of blockchain can help to 
weaken the influence of the central node on data interaction 
and data storage performance, thus improving the security 
and scalability of the smart grid data management platform 
and making the platform more compatible with the social 
demand for electricity.

Smart meters bring much convenience to users and the 
control center, but frequent data interactions [5] also bring 
additional challenges to smart meters. Firstly, smart meters 
are lightweight terminal equipment [6]. Without hardware 
protection [7], an adversary may physically attack the smart 
meters to modify the electricity data or obtain the smart 
meters’ private keys through a side-channel attack [8], thereby 
disguising it as a legitimate meter. Secondly, if the adversary 
can steal fine-grained data from smart meters, it could 
become a potential threat to the users’ privacy. For example, 
it could try to guess when a user is at home/not at home by 
their electricity habits, and so on. Moreover, due to the large 
number of smart meters in the community, multiple data 
integrity verifications [9-10] are required, which results in 
high computational overhead. In this work, we first consider 
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some private data stored in smart meters. It increases the 
risk of keys and electricity data leakage. Therefore, we equip 
each smart meter with the PUF to resist physical attacks to 
protect users’ privacy. We find that some signature schemes 
[19-21, 23] have been proposed to address the security and 
privacy issues present in the smart grid, but there still exist 
some unsolvable problems. For example, a malicious meter 
can successfully forge a new signature to pass authentication, 
or different meters can launch coordinated attacks. Since 
smart meters have limited computing ability, we have better 
use CRT to help legitimate smart meters execute dynamical 
operations with less computational overhead. In addition, 
we find that the dynamic operations of smart meters also 
increase computational complexity and affect communication 
performance. Therefore, we take advantage of the aggregated 
signature to reduce the computation overhead during the 
verification phase by changing the verification operation from 
multiple times to once.

1.1 Contributions
•First of all, in our scheme, users can conduct one-to-

one authentication with the smart meter through their mobile 
phone when they move in. And the smart meter does not need 
to store any private key for authentication, so it can resist the 
adversary’s internal attacks to obtain the private key stored in 
non-volatile storage. 

•Secondly, a provably secure aggregated signature 
scheme is used to sign the electricity data of the smart meters, 
and the calculation overhead of the control center is reduced 
during the verification process. 

•Thirdly, the proposed group key management scheme 
uses the Chinese Remainder Theorem to reduce the 
computational complexity of the smart meters when joining 
or leaving the group.

•Finally, our scheme meets the proposed security 
requirements and is highly efficient, so it can be well applied 
to the smart grid environment.

1.2 Related Work
In recent years, many authentication schemes have been 

proposed for the smart grid. Tsai et al. [11] proposed an 
identity-based signature and encryption scheme to realize 
anonymous mutual authentication between smart meters and 
service providers, which reduced the computing overhead 
of smart meters. Odelu et al. [12] pointed out that Tsai et al. 
[11] can neither guarantee the security of the session key nor 
resist the impersonation attack of a malicious smart meter 
under the Canetti-Krawczyk adversary (CK-adversary) 
model [13]. Therefore, in order to solve the above problems, 
Odelu et al. [12] proposed an authentication key distribution 
scheme based on the elliptic curve ElGamal-type digital 
signature technology and IBE (identity-based encryption) 
technology, which realized several security functions. As we 
all know, the Elliptic Curve Cryptography (ECC) schemes 
have a smaller key size and computational overhead, so 
many authentication schemes based on elliptic curves have 
emerged as the times require [14-18]. However, none of the 
above proposals consider the possibility of the adversaries’ 
physical attack on the smart meter during the communication 

process, which may reveal some session keys and private 
data stored in the device. This paper uses PUF, a hardware 
facility built into a smart meter that does not need to store 
any long-term authentication keys to resist physical attacks. 
At the same time, users’ private data should also be protected 
from eavesdropping attacks or other attacks. Usually, the data 
can be signed and then sent to the service provider to verify 
the validity of the data. Many studies show that the aggregate 
signature technology can be used to implement the batch 
verification of signatures and thus reduce the verification 
overhead. Gentry et al. [19] proposed an identity-based 
aggregate signature scheme, which significantly reduced the 
total computation cost of signature verification. Boldyreva et 
al. [20] pointed out that if the adversary could find the repeated 
random number in the two signatures in Gentry et al. [19], 
he could carry out adaptive selection information attacks to 
forge a legitimate signature. To resist this attack, Boldyreva 
et al. [20] introduced an ordered multi-signature, including 
the order of the signature, which improved the scalability 
of the scheme. Still, the scheme lacked some random oracle 
inquiries. Lu et al. [21] aggregated the signatures of multiple 
nodes and sent them to the base station. All information can 
be authenticated by verifying the aggregated signatures, and 
it is probably safe under the random oracle model. At the 
same time, Guan et al. [23] realized data aggregation based 
on secret sharing technology to support batch verification 
of power data. Therefore, to improve the efficiency of 
signing and verification. This paper uses an identity-based 
aggregate signature technology to achieve the integrity and 
non-repudiation of power data and prevent the disclosure 
of user privacy. In addition, we discuss some methods of 
management of group keys [22]. Li et al. [24] proposed a 
scheme based on homomorphic encryption technology to 
achieve privacy protection, which supports forward security 
but also increases a lot of computational overhead. Lim et 
al. [25] proposed a group key distribution scheme based on 
group signature authentication, which has scalability but 
cannot meet the forward security and the backward security. 
Therefore, to meet the requirement of the forward security 
and the backward security, Mansour et al. [26] added the 
operation that the group needs to broadcast the key after a 
group member joined or left the group in the scheme, which 
only brought a small amount of overhead to TA. Funderburg 
et al. [27] pointed out that Mansour et al. [26] might be 
attacked by malicious group members by encrypting inter-
group communication information using only one symmetric 
key, so Funderburg et al. [27] proposed a layered key 
management system to track malicious group member. 
However, the proposed schemes have a relatively large 
computational overhead for key management. Therefore, our 
solution uses the Chinese Remainder Theorem. Thus, the 
updated group key can be calculated with only one modular 
operation, reducing the computational overhead.

1.3 Organization
Section 2 introduces the preliminaries, mathematical 

backgrounds, system model, security model, and threat 
model. Then our concrete scheme is proposed in Section 
3. In section 4, the security analysis is shown in detail. The 
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performance comparison with several other schemes is 
in section 5. Finally, Section 6 summarizes our proposed 
scheme.

2  Preliminaries and Background

This section mainly introduces some relevant background 
knowledge of cryptography, including the Elliptic Curve 
computational Diffie-Hellman (ECCDH) Problem, Physical 
Unclonable Function (PUF), aggregated signature, and the 
Chinese Remainder Theorem. The system model and security 
model of our solution and the security goals that need to be 
achieved are also shown in this section. 

2.1 Elliptic Curve Computational Diffie-Hellman
Elliptic curve cryptography (ECC) is an effective method 

for implementing public key cryptography. An elliptic curve 
can be defined as follows: An elliptic curve (E) over a finite 
field (Fq) denoted as E(Fq) has q elements. The equation of 
the elliptic curve over a prime field p is defined as y2 ≡ x3 + ax 
+ b (mod p). Let G be a cyclic group on an elliptic curve, 
given that P, aP, bP∈G, it is hard to compute abP∈G. Since 
there is no polynomial-time algorithm for solving this 
problem, we can take advantage of this hard problem to 
design secure protocols. 

2.2 Physical Unclonable Functions
Since the concept of PUF was formally proposed 

by Pappu in [28], it has been widely used for the secure 
storage of keys in cryptography. Currently, PUF is usually 
implemented with integrated circuits, and the circuit 
generates a unique output value that can remain constant 
under any external conditions. Also, any attempt to detect 
or observe the operation of the PUF will change the 
characteristics of the underlying circuit and make the PUF 
fail.

PUF is a physical challenge-response pair (CRP), not a 
purely abstract mathematical concept. The input of PUF is 
generally called a challenge, and c∈C usually represents the 
challenge; the output is traditionally called response and is 
characterized by r∈R. So, we can get such an equation R = 
PUF(C).

The basic application of PUF is mainly to help realize 
the authentication process. It is inevitable that some wrong 
authentication will be encountered. Therefore, people 
often use the concepts of inter hamming distance and intra 
hamming distance to describe this problem. For a PUF, the 
intra-distance and the inter-distance are defined as follows:

Intra-distance. Because the uniqueness and unclonability 
of PUF will cause two different PUF entities to produce two 
completely different responses, the inter-distance refers to the 
two separate PUF entities generated after a specific stimulus 
is an input. The distance between responses.

Inter-distance. Commonly, the response of PUF is 
inevitably affected by some external factors. Therefore, inter-
distance refers to a single PUF after a specific stimulus is 
repeatedly input twice—the distance between the responses it 

produces. Therefore, users hope that the intra-distance of the 
PUF entity is small enough and the inter-distance should be 
close to 1/2.

2.3 Aggregated Signature
A signature aggregation scheme [29] is composed of 

multiple signers, a signature aggregator, and a signature 
verifier, and the scheme mainly consists of five algorithms. 
The specific process is as follows:

Setup: Input security parameter k and output system 
public parameters params. 

Key-Extract: Input xi ∈ q
* , calculate the public yi = xi ∙ 

P, and generate the user key pair (xi, yi). 
Sign: Input the system parameter params, wait for the 

electricity data message mi , and output a single signature σi 
for the message mi .

Aggregate-Sign: Input n valid message signature pairs 
(mi, σi)(1 ≤ i ≤ n), and the aggregator outputs Aggregate 
signatures for these n valid signatures σ.

Aggregate-verify: Input params, n messages mi , and the 
aggregate signature σ. Output 1 if the aggregate signature is 
accepted, and output 0 if the aggregate signature is invalid.

2.4 Chinese Remainder Theorem
Sun Tzu’s theorem is an ancient Chinese method for 

solving linear congruence expression series, playing a pivotal 
role in number theory.
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3  The Overview of System and Security

3.1 System Model
The whole system model mainly includes the user’s 

mobile Device (D), Smart Meter (SM), Local Aggregator 
(LA), and Control Center (CC), as shown in Figure 1.

Device :  The smart  phone is  a  device for  legal 
authentication between the user and the smart meter. The 
primary function is to distribute a piece of complete identity 
information for the smart meter and to ensure the legitimacy 
of the connected meter. 

Smart Meter: Smart meter is a terminal device for the 
smart grid, measuring information about the user’s electricity 
consumption. There are n smart meters in the entire power 
grid area. After receiving the authentication request from the 
user, it can use its physical characteristics to conduct secure 
one-to-one authentication with the user. After receiving the 
response request from the control center, it can encrypt the 
data and send it to the control center.

Local Aggregator: The local aggregator is a bridge 
connecting the smart meter and the control center. It can 
verify the validity of the signature of the electricity data 
from each smart meter and aggregate these signatures into an 
aggregated signature and then send it to the control center.

Control Center: In our proposed system model, CC is 
a secure and reliable entity. In the communication process, 
CC needs to generate corresponding system parameters and 
is responsible for the online registration of meters and users 
and local collection. After receiving the aggregated signature 
of the users’ electricity data from the local aggregator, it can 
verify whether the smart meters in the entire group are legal.

Figure 1. System model

3.2 Security Model
The challenger C runs the setup algorithm Setup(1k), 

generates system parameters params, and sends the 
parameters to the adversary. The adversary executes the 
following queries.

Hash query: Due to the one-way nature of the hash 
function, at any time C gets the input of a variable-length 
number, C will return a fixed-length value to A.

Key-Extract query: According to the identity IDSMi 
, C 

runs the Key-Extract algorithm, calculates the corresponding 
private key ski , and returns it to A.

Sign query: For an arbitrary tuple (mi / IDSMi
), the 

challenger C performs the sign algorithm to generate the 
corresponding signature σi , and send it to the adversary A. 

Then A forges a signature, which is the aggregated signature 
σ generated by n smart meters SM = {SM1, SM2, ..., SMn} for 
n different information mi . If the following situations occur, 
we would say that the adversary A wins: The adversary 
outputs a valid aggregate signature σ* for message m = {m1, 
m2, ..., mn} and the adversary does not execute the Sign query 
for all IDSMi 

.

3.3 Threat Model 
In the solution proposed in this paper, the adversaries 

faced can be divided into internal adversaries and external 
adversaries. The inner enemies are entities directly involved 
in communication, including user equipment and smart 
meter terminals, and the external adversaries are entities that 
are not directly involved in the communication process. As 
described in the Dolev-Yao threat model [30], both internal 
and external adversaries can eavesdrop, tamper [31], replay, 
forge, delete or even inject some inaccurate data into the 
information. In this paper, we assume that Di and SMi are 
untrusted participants, while LA and CC are wholly trusted. 

4  Construction 

Table 1. Notations
Notations Definitions
CC Control center
Di, SMi ith device and smart meter
IDSMi

Real identities of smart meter
N1, N2, N3 Random number, whose size is 64 bits
∆T Validity period of message
λ The master secret key of CC
Ppub The public key of CC
kd Smart meter group key
T1, T2, T3 Timestamp in authentication phase
ti Valid period of electricity data 
H1, H2, H3, H4 Four secure hash functions

In this section, we describe the solutions proposed for the 
smart grid. Our scheme mainly includes the following phases: 
1) the registration phase of the user’s mobile phone and the 
smart meter in the home, 2) the one-to-one authentication 
phase between the user and the smart meter, 3) the signature 
and verification phase of electricity data, 4) the group key 
calculation, and 5) the group key update phase. Table 1 lists 
the main notations and their related definitions used in this 
paper.

4.1 Smart Meter Registration Phase
In the secure registration phase, each smart meter can 

obtain its own identity IDSMi
 from the user through the secure 

channel.
1) When the user moves into the community, they need to 

use their mobile phone Di to apply to CC for a legal identity 
IDSMi

 of the smart meter SMi at home, and to generate a 
random number Ci , and compute AU0 = (IDSMi

, Ci), which 
will be transmitted to SMi through the secure channel.

2) After receiving AU0, SMi stores the IDSMi
 in its own 
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memory, and then uses the internal physical structure PUF 
to calculate Ri = PUF(Ci) to obtain IDSMi 

→ CRP[(Ci, Ri)], 
CRP[(Ci, Ri)] will be sent to the user’s mobile phone Di  
through a secure channel, and then deleted from the memory 
of the SMi , only IDSMi 

 saved.

4.2 User-Smart Meter Authentication Phase
Figure 2 shows the one-to-one authentication process 

between the user and the smart meter.

1) The smart meter SMi generates a 64-bit random 
number N1 , sends its own identity IDSMi

 and N1 to Di , then 
Di checks whether there is a mapping IDSMi  

→ CRP[(Ci, Ri)] 
in the local database. If it does not exist, we need to resend a 
new one IDSMi 

, otherwise, the authentication phase continues.
2) Di chooses a 64-bit random number N2 , and generates 

a current timestamp T1 at that time, encrypts it with Ri to get 
AU1 = EncRi

{N2 || H1 (N1 
|| Ri || N2)}, and send T1, Ci, AU1 to 

SMi .

Figure 2. Ui − SMi authentication

3) After receiving the above information, SMi selects a 
new timestamp T2 , firstly check if T2 − T1 ≤ ∆T (an allowable 
maximum transmission delay) holds. Then use PUF to 
calculate Ri = PUF(Ci), and then use the Ri decrypt AU1 to get 
N2 || H1 (N1 

|| Ri || N2). Since N2 is a 64-bit random number, we 
divide the decrypted information into two parts, the first 64 
bits and the remaining part, so we can use the parameters that 
have been obtained to verify whether H1 (N1 

|| Ri || N2) is equal 
to the decrypted one. If they are equal, the authentication 
process continues. Choose a 64-bit random number N3, and 
then encrypt with the Ri to get the ciphertext AU2 = EncRi 

{N3 || H1 (IDSMi 
|| N3 || N2)}, and then send AU2 and T2 to Di; 

otherwise, end the authentication phase.
4) After receiving this information, Di firstly generates 

a new timestamp T3 , checks if T3 − T2  ≤ ∆T (an allowable 
propagation delay) holds, then perform a decryption operation 
DecRi

 (AU2), take the first 64 bits to get N3 , and then use the 
parameters that have been obtained to verify whether H1 
(IDSMi

||N3||N2) is equal to the decrypted one. If it is not equal, 
the authentication fails. Otherwise, the authentication is 
passed, and the mutual authentication process between each 
user’s mobile phone Ui and the corresponding household 
smart meter SMi is also completed.

4.3 Group Key Calculation Phase
During the group key calculation phase, each legal smart 

meter will obtain the group key.

1) CC selects random numbers rni ∈  *
q for n smart 

meters during the offline registration phase.
2) CC undergoes the calculat ion operat ions of 

1

,
n

i i
i i

rn a
rn
ββ

=

= =∏ .

3) Then chooses bi to satisfy ai × bi ≡ 1 mod rni .
4) CC calculates all the multiplied values of ai and bi ,  

vali = ai × bi , and calculates 
1

n

i
i

valτ
=

= ∑ .

5) CC chooses a random number kd ∈  *
q as the group 

key and calculates δd  = kd × τ.
6) CC signs δd to get SIGskcc 

(δd) with its own private key 
skcc , and calculate Kpub = kd ∙ P and broadcasts the above 
information to each smart meter in the group.

7) After the smart meter obtains δd from the CC, any legal 
SMi that has passed the authentication can obtain the group 
key kd through a modular operation δd modrni = kd .

4.4 Electricity Data Signature and Verification Phase
After the smart meter collects electricity data for a 

certain period of time, it needs to generate its own signature 
information for the data and then send these signatures to 
the local aggregator. After verifying the validity of each 
signature, an aggregate signature will be generated and sent 
to the control center. The entire signing and verification 
process is as follows:
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Setup: Given a secure parameter k, CC selects two cyclic 
groups 1 and 2 with prime order q > 2k of elliptic curve 
over a finite field. Then choose a generator g of 1, three 
secure hash functions H2, H3, H4(H2, H4:{0, 1}* → 1, H3: 
{0, 1}* → *

q), and a random number λ ∈  *
q as the system 

secret key, and CC calculates Ppub = λg and announces the 
system parameters  params = {1, 2, g, e, Ppub, H2, H3, H4}.

Key-Extract: CC generates the corresponding public/
private key pair for each SMi , where pki = ki = H2(IDSMi

), ski = 
λ ∙ ki.

Sign: SMi random selects ri ∈  *
q, computes Vi = ri ∙ g . 

Then calculates hi = H3(IDSMi 
|| ti || mi) and T = H4 (Ppub), where 

mi refers to the electricity consumption data of household 
users in a certain period of time ti . After that, SMi calculates 
Ui = hi ∙ ski + ri ∙ T. Therefore, σi = (Vi, Ui) is the signature of 
the electricity data mi collected during the time period ti .

Aggregate-Sign: LA performs the operation hi = H3(IDSMi 
|| ti || mi), T = H4(Ppub) and LA obtains σi only if the following 
n equations are all true: e(g, Ui) = e(Vi, T) ∙ e((hi ∙ ki), Ppub). 
After verifying that n single signature σi are valid, calculates 

1

n

i
i

V V
=

= ∑  and 
1

n

i
i

U U
=

= ∑ . Then σ = (V, U) is the aggregate 

signature of the power data mi of n smart meters in the time 
period ti .

Aggregate-Verify: Given IDSMi
 (1 ≤ i ≤ n), ti, mi and σ = 

(V, U), CC performs the following operations.
CC first calculates  hi = H3(IDSMi 

|| ti || mi), (1 ≤ i ≤ n) and 
T = H (Ppub). Then checks whether the following equation 
holds.

1
( , ) ( , ) ( ( ), )

n

i i pub
i

e g U e V T e h k P
=

= ⋅ ⋅∑ .                (3)

If the above equation holds, the n signatures are all legal, 
and the resulting aggregate signature σ is legal. Otherwise, at 
least one of the transmitted signatures is invalid. The control 
center can use the quick search invalid signature algorithm 
in [32] to find the invalid signature. The specific operation is 
not shown in this paper.

4.5 Group Members Join and Leave
When the smart meter joins or leaves the group, the 

key update operation needs to be performed. When a new 
smart meter enters the group, CC needs to broadcast the 
new group key to each legal member to prevent the newly 
added member from accessing the previous communication. 
Similarly, when a smart meter leaves the group, the group 
key must be updated to ensure that the leaving meter cannot 
access the updated group key.

For example, when a corrupted SMt (1 < t < i) needs 
to leave the group, CC needs to perform the following 
operations.

CC uses the previously saved γ to minus the meter’s valt 
that left the group to get the new γ' that γ' = γ − valt . Then, 
CC needs to choose a new random number k'

d and multiply 
it with the obtained γ' above to get the updated group key δ'

d 
= k'

d × γ'. After that, the CC can broadcast the updated group 
key information, so each legal smart meter in the group only 

needs to execute a modulo operation to get the new group 
key k'

d. In addition, since the meters {SMa, SMb, SMc}(a, b, 
c ≤ i) left the group, vala, valb, valc are not included in the 
new γ', so the meter that has left cannot correctly calculate 
the updated group key. In addition, since the valt  of the smart 
meter SMt

's leaving the group is no longer included in the 
new γ', it cannot correctly calculate the updated group key.

Adding a smart meter to a group is similar to the above, 
so we will not describe it in detail. Next, we discuss the 
situation of two batch operations.

Case 1: Batch leave
Suppose a group of smart meters {SMa, SMb, SMc}{a, b, c 

≤ i} need to leave the group. After the meters leave the group, 
the process for CC to update the group key is shown below. 
CC uses the previously saved γ to minus the removed meters’ 
vala, valb, valc to get γ' = γ − vala− valb−valc . Then, CC needs 
to choose a new random number k'

d  and multiply it with the 
obtained γ' above to get δ'

d = k'
d × γ'. After that, the CC can 

broadcast the updated group key information, so each legal 
smart meter in the group only needs to perform a modulo 
operation to get the new group key k'

d .
When a new smart meter joins the group, CC needs to 

broadcast the new group key to each legal member so as to 
prevent the newly added member from accessing the previous 
communication.

Case 2: Batch join
Suppose a group of smart meters {SMa, SMb, SMc}(a, b, 

c ≤ i),  need to be added to the group. After the smart meters 
are added to the group, the process for CC to update the 
group key is shown below.

1) Use the previously saved γ plus the newly added 
meters’ value vala, valb, valc to get γ' = γ + vala + valb + valc .

2) Then, CC needs to choose a new random number k'
d 

and multiply it with the obtained γ' above to get δ'
d = k'

d × γ'.
3) After that, the CC can broadcast the updated group 

key information, so every legal smart meter in the group, 
including the newly added meter, only needs to execute a 
modulo operation to get the new group key k'

d. Therefore, we 
can conclude that no matter whether n smart meter join or 
leave the group, CC only needs to broadcast an updated δ'

d to 
all legal meters in the group, which significantly reduces the 
computational overhead of CC.

5  Correctness and Security Analysis

5.1 Correctness
The correctness of the single signature verification 

process is given as follows.

( , ) ( , )
( , ) ( , )
( , ) ( , )
( , ) ( , ).

i i i i

i i i

i i i

i i i pub

e g U e g h sk r T
e g h sk e g r T
e r g T e g h sk
e V T e h k P

= ⋅ + ⋅
= ⋅ ⋅ ⋅
= ⋅ ⋅ ⋅
= ⋅ ⋅

                     (4)

The correctness of the batch signatures verification 
process is shown as follows. 
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1 1

1 1

1 1
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i i i
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n n

i i i
i i
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i i pub
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e g U e g h sk r T

e g h sk e g r T

e r g T e g h sk

e V T e h k P

= =

= =

= =

=

= ⋅ + ⋅

= ⋅ ⋅ ⋅

= ⋅ ⋅ ⋅

= ⋅ ⋅

∑ ∑

∑ ∑

∑ ∑

∑

             (5)

5.2 Security Proof
Theorem 1: Under the random oracle model (ROM), 

suppose an adversary can break this scheme within t' < t + 
(qH2

 + 2q
E
 + 3qS + n + 2) ∙ tsm , where qHi

, qE, qS, n, ε represent 
the number of times the adversary executes the Hi (i = 2, 3, 4) 
query, the private key extract query, and the signature query 
respectively. Then there is a challenger C that can deal with 
the ECCDH hardness problem with the advantage ε ∙ μqE+qS ∙ 
(1−μn) within t' < t + (qH2

 + 2q
E
 + 3qS + n + 2) ∙ tsm , where tsm 

indicates the time taken to calculate a scalar multiplication in 
the group G1.

Proof: Suppose the adversary A wants to solve the 
ECCDH difficult problem instance by constructing a 
challenger C, that is, given an instance (g, xg, yg) in the group 
G1, C can output the solution xyg of the ECCDH problem. C 
first executes the system initialization algorithm, defines the 
system public key Ppub = xg, generates the public parameters 
params: = { k, e, 1, 2, g, Ppub, H2, H3, H4} then sends them 
to the adversary. A conducts the following query:

H2 - query: When A sends an identity information IDSMi
 

to C, if there exists (IDSMi 
, ki) in the list H2List, C will return 

ki to A; otherwise, C performs the following operations: 
C chooses li ∈  *

q, flips a coin b to get the value, if b = 1, 
computes ki = li (yg) and sends it to the adversary, then add 
the record (IDSMi 

, ki) to the list. Define the probability of 
occurrence of this event as 1 − μ1. If b = 0, C computes ki = 
lig, sends it to A, and adds the record (IDSMi 

, ki) to the list. 
Define the probability of this event as μ1.

H3 - query: A inputs (IDSMi 
, mi), then C queries the list 

H3List, if there exists the corresponding record, return it to A. 
Otherwise, C randomly selects hi ∈  *

q , adds the record to 
the list H3List and transmits it to A.

H4 - query: When A queries for the hash value of Ppub, 
C queries the list H4List, if there exists the corresponding 
record, returns it to A. Otherwise, lets T = zg, adds the record 
to the list H4List, and sends T to A.

Private key extract query: When C enters IDSMi 
, the 

private key extract query will be performed, and the value 
of b in the list will be queried in the list H2List, then the 
following operations will be performed: If b = 0, C calculates 
ski = li(xg), adds (IDSMi 

, ski) to the list ExeList and delivers ski 
to A. If b = 1, C terminates the simulation.

Signature query: When A asks C for the signature of the 
electricity data mi and smart meter’s identity IDSMi 

, C will 
extract the corresponding hash value from H3List and H4List, 
then performs the following operations: If b = 0, C obtains 
the corresponding record from the list, selects Ui ∈  G1, and 

calculates i i i pub
i

U h l P
V

z
−

= . If b = 1, C stops the simulation. 

After stopping the query, A obtains the single signatures of n 
users and then calculates a valid aggregate signature. If the 
query is not terminated, we can get the following equation:

1

1,

1,

( , ) ( , ) ( , )

( , ) ( , ) ( , )

( , ) ( , ).

n

i i pub
i

n

i i j j
i i j

n

i i j j
i i j

e g U e V T e h k P

e g U e V zg e h l g h l yg xg

e g U zV h l xg e P h l xyg

=

= ≠

= ≠

=

= ⋅ +

− − =

∑

∑

∑

            (6)

Therefore, C can calculate 1,

n

i i
i i j

j j

U zV h l xg
xyp

h l
= ≠

− −
=

∑
 as a 

solution to the ECCDH difficult problem, and thus C solves 
an example of the ECCDH difficult problem. Let’s analyze 
the probability of the challenger’s success in this game. 
Define four independent events E1, E2, E3, E4.

E1 : C successfully passes the private key extract query.
E2 : C successfully passes the signature query.
E3 : A generates a valid aggregate signature σ for (IDSMi 

, 
mi).

                             Table 2. Features comparison
Ours [24] [34] [22] [10]

Key management √ √ - × ×
Message verification √ √ √ √ √

Data integrity √ √ √ √ √

Forward secrecy √ √ - × ×
Backward secrecy √ × - × ×
Authentication √ √ √ √ √

Unlikability √ × √ × ×
Physical attacks √ × × × ×
Replay attacks √ × √ √ ×
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E4 : There is at least one IDSMi
 in E3 that satisfies b = 1.

We can get Pr[E1] ≥ μ1
qE, Pr[E2] ≥ μ1

qS Pr[E3] ≥ ε, Pr[E4] ≥ 
(1 − μ1

n).
Then we can obtain the following inequality Pr[E1 ˄ E2 ˄ 

E3 ˄ E4] ≥ εμ1
qE+qS (1 − μ1

n). Obviously, it is a non-negligible 
probability, so it contradicts the hardness of the ECCDH 
problem. Therefore, no adversary can forge a legal signature 
to pass the verification.

5.3 Security Analysis
Here, we analyze the security achieved in our scheme. 

The security analysis of our scheme includes the following 
aspects.

1) Data Confidentiality and Data Integrity [35]: Due to 
the difficulty of the ECCDH problem, if the equation 

1
( , ) ( , ) ( ( ), )

n

i i pub
i

e g U e V T e h k P
=

= ⋅ ⋅∑  about the message mi and 

the signature σ holds, then no adversary can forge a legal 
aggregate signature in polynomial time to pass the 
verification, so our scheme can satisfy data confidentiality 
and data integrity.

2) Resistance to existential forgery: For an aggregate 
signature σ composed of n single signatures, even if the 
adversary can obtain the signature of n − 1 electricity 
information, it cannot successfully forge the legal aggregate 
signature. Therefore, our scheme can resist existential forgery 
attacks.

3) Anonymity/Identity privacy-preserving: During the 
one-to-one communication between the user and the smart 
meter, due to the existence of the PUF in the smart meter, 
even if the adversary performs a cloning attack or a physical 
attack, the correct IDSMi

 cannot be obtained, and in the 
signature aggregation phase, the information about IDSMi

 is 
transmitted by a hash value, even if the adversary obtains all 
the information on the insecure channel, he cannot calculate 
the user’s identity information. Therefore, our solution 
achieves anonymity/identity privacy protection.

4) Forward/Backward secrecy: The smart meter that 
has been removed cannot decrypt the subsequent broadcast 
ciphertext with the previous key to calculate the legal group 
key kd ; at the same time, the newly added smart meter cannot 
decrypt the previous broadcast ciphertext with the current 
key to obtain a valid group key kd . Therefore, our solution 
achieves forward/backward security.

5) Resistance to reply attacks: We assume that adversary 
A can monitor the communication of Di , SMi and CC and 
intercept the information in the communication. But this 
information contains some randomly selected numbers 
and a timestamp that marks the freshness of the message. 
Therefore, our scheme can resist replay attacks [33].

6  Performance Evaluation

In this section, we analyze the performance of the 
proposed protocol. Firstly, we compare our scheme with [10, 
22, 24, 34] and find that our scheme meets many security 
requirements. Then, we analyze the proposed scheme of 
computing cost in detail and compare it with other schemes.

6.1 Features Comparison
In this section, we perform the comparison of our scheme 

with [10, 22, 24, 34] in the field of key management, message 
verification, data integrity, forward security, backward 
security, authentication, and unlinkability. As shown in 
Table 2, [22] and [10] cannot update the group key, therefore 
cannot guarantee the forward and backward secrecy of the 
group key. And [24] can only achieve forward secrecy. In 
addition, in [10, 22, 24], the adversary can get two messages 
that can be linked to the same smart meter. These schemes 
[10, 24] cannot resist replay attacks. Finally, only our scheme 
can resist physical attacks.

6.2 Computation Cost Analysis and Comparison
In this section, we show the computational cost of our 

scheme and compare it with several other schemes. In 
addition, the execution time of some cryptographic operations 
is defined as Table 3. The simulation uses Java Pairing-Based 
Cryptography Library-2.0.0. Among them, the time required 
to perform a PUF operation is from the reference [36].

• TAG: Time required to perform the points addition 
operation A + B, where A, B ∈  G.

• TMG: Time required to perform the scale multiplication 
operation x ∙ C, where C ∈  G, x ∈  Z*

p.
• TP: Time required to perform bilinear pairing operation 

e (A, B), where A, B ∈  G.
• TAES−Enc: Time required to perform a symmetric 

encryption operation.
• TAES−Dec: Time required to perform a symmetric 

decryption operation.
• Tm: Time required to perform a modular exponential 

operation.
• THE:  Time required to perform a homomorphic 

encryption operation.
• TPUF: Time required to perform a PUF operation.
• TH1

: Time required to perform a hash operation, where 
H1: {0, 1}*→ Z*

p.
• TH2

: Time required to perform a hash operation, where 
H2: {0, 1}*→ G.

Table 3. Time required to perform cryptography operations

Cryptography operations Time (ms)

TAG 0.07610

TMG 15.82090

TP 17.26060

TAES−Enc 0.00794

TAES−Dec 0.00498

Tm 0.00030

THE 0.7400

TPUF 0.12

TH1
0.007380

TH2
23.61184
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We first calculate the computational cost during the 
authentication process. In our proposed scheme, the 
user performs an AES encryption operation and an AES 
decryption operation and calculates a hash value. The smart 
meter performs a PUF operation to get R = PUF(C), a hash 
value verification, an AES encryption operation, and an 
AES decryption operation. As shown in Table 4, the total 
computation cost during the authentication phase can be 
expressed as TPUF + 2 TAES−Enc + 2 TAES−Dec + 2 TH1 = 11.805ms. 
And we find that the computation cost in [10, 22, 24, 34] is 
11.7096ms, 17.2615ms, 67.219ms, 82.0086ms, respectively.

Then we analyze the computational overhead of the 
proposed scheme in the message verification phase. First, 
we need to perform an addition operation of the elements 
on the group and three point-multiplication operations in 
the signature generation phase. Then we need to perform an 
addition operation of the elements on the group and three 
bilinear pairing operations in the signature verification phase. 
As shown in Table 4, the total computation cost during the 
signature generation, and verification phase can be expressed 
as TAG + 3TMG and TAG + 3TP .

The cost of our scheme is lower than that of other 
schemes during the authentication phase, signature generation 
phase and signature verification phase, because we adopt 

some lightweight cryptographic operations. For example, 
during the authentication phase, we use the hash function to 
generate the key. However, bilinear pairing operations are 
used in [10] and [34], and it leads to more execution time. 
And in [24], the homomorphic encryption and decryption 
operations are performed when the key is generated. In 
the signature generation and verification phase, we take 
the advantage of the Chinese remainder theorem, and the 
control center only needs to perform one modular operation 
to support smart meters’ dynamic operations. However, 
other schemes [10, 23-24, 34] all need to perform more 
scale multiplication operations or bilinear pairing operations 
to verify the legitimacy of the user, which leads to more 
execution time.

According to Figure 3, we can find that the cost of the 
authentication process of our proposed scheme is only 
higher than that of the scheme [24], but [24] cannot resist 
physical attacks. In Figure 4, we can find that in the signature 
generation and verification phase, the computational cost of 
our proposed scheme is lower than other schemes, and our 
scheme meets all essential security requirements. Therefore, 
our scheme is suitable for secure communication and group 
key management in the smart grid.

                   Table 4. Comparison of computational cost 

Scheme Auth Sign Verify

Ours 1
+2 2 2PUF AES Enc AES Dec HT T T T− −+ + 3AG MGT T+ 3

PAGT T+

[24] 2 2HE AES Enc AES DecT T T− −+ +
1

2 MG H AGT T T+ +
1

3 2P HT T+

[34] 3 m pT T+
1

6 4MG H AG mT T T T+ + +
1

6 3P MG HT T T+ +

[23] 2
2 HT

1 2
4H H m MGT T T T+ + +

1
2 4H AG MGT T T+ +

[10] 1
3 2MG P HT T T+ +

1
8 5MG AG HT T T+ +

1
2 4H AG MGT T T+ +

Figure 3. Computation cost during authentication phase Figure 4. Computation cost sign and verify electricity data
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7  Conclusion

This paper proposes a user-smart meter authentication 
and group key management scheme to realize secure data 
communication in the smart grid. In our proposed scheme, 
the Chinese remainder theorem technology is used to 
calculate and update group keys. Through this technology, 
our scheme can guarantee both forward and backward 
security. Moreover, compared with several other schemes, 
only our proposed scheme can resist physical attacks 
because of the use of PUF. And in our scheme, only some 
simple cryptographic primitives are used under the random 
oracle model and formal security analysis to prove that our 
solution can achieve many security requirements. Finally, 
performance comparisons with other schemes show that our 
proposal is well suited to the smart grid.
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