An Image Steganographic Scheme Based on Edge Detection and Least Significant Bit Substitution 1027

An Image Steganographic Scheme Based on Edge Detection and Least
Significant Bit Substitution

Hsing-Han Liv', Sheng-Chih Ho™", Tui-Hsiu Wu'

" Department of Information Management, National Defense University, Taiwan
? Department of Management Information System, Takming University of Science and Technology, Taiwan
liu.hansh@gmail.com, hsz1028@gmail.com, wuashowshow@gmail.com

Abstract

This work presents a steganographic scheme based
on Laplacian-of-Gaussian (LoG) edge detection and least
significant bit (LSB) substitution. The cover image is first
divided into continuous and non-overlapping 4x4-pixel
blocks. The pixel at the top left corner of each block (first
pixel) is defined as the reference pixel. After the LoG edge
detection, the blocks are classified as edge or non-edge
blocks, and this information is embedded in the reference
pixels. Each non-reference pixel is then embedded with
5 bits and 4 bits of cipher text if it belongs to an edge
block or non-edge block, respectively. Compared to the
method of Tseng and Leng, Bai et al., and Ghosal et al.,
proposed method increased the capacity by 39.6%, 7.3%,
and 42.7%, respectively, in the “Lena” cover image. To test
the generalizability of our method, an embedding capacity
and image quality test were conducted using 10,000 512 x
512 sized greyscale images from the BOSSBase dataset.
Compared to the aforementioned previous methods, our
method improved the capacity by 33.9%, 2.7%, and 36.1%,
respectively, while maintaining an acceptable stego-image
quality. Finally, proposed method can resist the detection
of RS, pixel difference histogram analysis and second order
SPAM features.

Keywords: Information hiding, Least significant bit
substitution, Edge detection, Laplacian of Gaussian

1 Introduction

Owing to the rapid development of information
technologies, computers, and the Internet, multimedia signals
such as sounds, text, and images have found widespread use
through digitalization. Furthermore, the Internet has made it
possible to propagate digital information with relative ease
and incredible speed. However, this also creates security
issues as secret information can be leaked and stolen when
it travels through the Internet. Therefore, trustworthy
information transfer is a basic requirement in current Internet
technologies, and the value of some information is often
commensurate to its level of information security. In military
applications, information that is transmitted in an unguarded
form through the Internet is likely to be unlawfully
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intercepted, spied on, or altered by an adversary. Secret
information can be protected using cryptography, to provide
the first layer of protection, and steganography techniques,
which are gradually maturing. Although cryptography and
steganography are both methods used for the protection
and hiding of information, there are significant differences
between these methods. Cryptography is a process that
encrypts secret information (such as text or images) into a
meaningless set of random numbers, which ensures that no
one other than the intended receiver would be able to read the
information. Steganography is a technique that embeds secret
text into a cover image, in order to produce stego-image that
contain secret information [1]. This prevents information
transfers from being detected by adversaries, in order to
protect the secret information.

As the human vision system (HVS) cannot detect minute
changes in an image, it is possible to exploit this weakness
to create difficult-to-detect stego-images and thus improve
the security of information transfers. For example, when
information is embedded in a cover image (to create a stego-
image), the changes that occurred in the image are very
difficult to detect using the naked eye. Therefore, even if
the image is intercepted, it is unlikely that the intercepting
party will realize that it contains secret information. After the
transfer is completed, the intended receiver can simply use
the pre-specified method to extract the secret information.

Steganography can be broadly classified into techniques
that operate in the spatial or frequency domains [2]. Spatial
domain steganography (the more common of the two
approaches) is usually performed by embedding encrypted
secret information in the least significant bit (LSB) [3] or by
altering pixel values in the cover image. Frequency domain
steganography is performed by converting spatial-domain
pixel values into coefficients in the frequency domain,
hiding secret information in selected coefficients, and then
transforming them back into coefficients in the spatial
domain.

An ideal steganography must fulfil three requirements
[4]: imperceptibility, undetectable property, and capacity.
However, these requirements are mutually incompatible
with each other. A high capacity would inevitably reduce
the image quality, which reduces the imperceptibility and
undetectable property; conversely, improving stego-image
quality would reduce capacity. Therefore, the majority
of studies on steganography are focused either on image
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quality or capacity, but not both. The aim of this study is to
propose an algorithm that can simultaneously address both
these requirements. The method proposed in this study has
a high capacity, which facilitates its use for sending large
amounts of cipher text while retaining an adequate stego-
image quality. If the amount of cipher text is small, it would
improve the stego-image quality instead of wasting space,
thus ensuring imperceptibility and undetectable property.

Based on the aforementioned background and motivation,
the aim of this study is to use the Laplacian of Gaussian
(LoG) [5] edge-detection algorithm in tandem with LSB
substitution to construct a well-rounded steganography that
can enhance the capacity while maintaining an adequate
image quality. To validate the cipher text embedding and
extraction procedures of proposed method, it is implemented
and tested in Python. Image-quality analysis is also
performed on the stego-images to confirm the performance of
the method in terms of capacity and image quality.

2 Literature Review

2.1 Least Significant Bit Substitution

The idea of LSB substitution was proposed by Bender
et al. [6] in 1996. As the luminance of each pixel in a
grayscale image is an 8-bit number, a pixel may take values
between 0 and 255, where 0 is black and 255 is white. In
LSB substitution, the luminance value of each pixel is first
converted into the binary form. Secret information is then
embedded in the LSB, which has little effect on the pixel. As
the changes in color caused by small variations in luminance
within a grayscale image are difficult to perceive by the HVS,
information can be hidden in an image, as shown in Figure
1. Each pixel may be viewed as a luminance value, which is
always given by 8 bits. The greatest possible change is from
0 (black) to 255 (white), as shown in Figure 2, where 0 goes
to 2°— 1. Each bit has a different effect on the luminance
of a pixel; for instance, a change in the highest bit changes
the luminance of a pixel by 128, but a change in the lowest
bit only results in a change of 1. The lowest bit is called the
LSB, while the highest bit is called the most significant bit
(MSB). As it is very difficult for the HVS to detect changes in
the lowest bit, it is possible to hide information in an image
by altering the lowest bit—this is the basic principle of LSB
substitution.

‘ 27 | 26 | 25 24 | 23 } 22 | 2! | 20
T £Y
Most Significant Bit Least Significant Bit

Figure 1. Binary representation of a pixel value

255 < » 0

Figure 2. Illustration of pixel luminance changes in a
grayscale image

2.2 Optimal Pixel Adjustment Process (OPAP)

The optimal pixel adjustment process (OPAP), which
was proposed by Chan and Cheng [3], is a steganography
that uses the high embedding capacity of LSB substitution.
First, the pixels are classified into three intervals according
to their embedding errors (i.c., the error caused by the
embedding of secret information), and the pixels that cause
the smallest embedding errors are used as stego pixels. This
effectively reduces the loss of fidelity compared to that in the
case of simple LSB substitution. Therefore, OPAP retains
the high embedding capacity of LSB substitution while
remaining largely imperceptible to the HVS. Let us suppose
that p,, p,’, and p,” are the pixel values of the i-th pixel in
the cover image, the stego-image obtained from simple
LSB substitution, and the stego-image obtained from OPAP,
respectively. Let the embedding error be d = p,” — p,, and k
be the number of message bits to be hidden in each pixel. In
OPAP, the pixels are divided into three intervals according to
their value of d, and the p,” values are modified in a specific
manner (depending on the pixel’s interval) to obtain p,”, as
shown below:

Interval 1: 2" <d <2": If p, >2% then p, = p,-2"

; otherwise = pl = p

Interval 2: -2 < d < 2*". pl = p;
Interval 3: -2"< d < -2*": pi

i

<256 -2" then p; = p, +2*

; otherwise p; = p,

2.3 Edge Detection (ED)

An edge is a discontinuity between adjacent pixels, i.e.,
it is a visible inter-pixel difference. Therefore, edge detection
(ED) can be used to understand changes in the grayscale
values of an image, and it is usually performed by detecting
abrupt changes in intensity (luminance or depth). Therefore,
the aim of ED is to only extract the discontinuities of an
image, which results in the extraction of a set of contours
that describes the structure of the image, while discarding
all unnecessary information. Edges may be quantitatively
described as the set of pixels that exhibit significant local
changes in grayscale value, which exceed some given
threshold; they can also be described as long and thin image
features that are perpendicular to sudden changes in an
image. The goal of ED is to identify boundaries at which
abrupt changes in grayscale value occur. Some of the more
common methods for ED are the Canny, Sobel, Roberts,
Prewitt, Laplacian, and LoG operators.

In 1980, Marr and Hildreth [5] proposed the LoG
operator as an extension of the Laplacian operator. In the
LoG method, the image is first subjected to Gaussian filtering
before the Laplacian operator is used to detect edges. As the
Laplacian operator is a second derivative-based method, it is
susceptible to noise. Therefore, in the LoG method, Gaussian
filtering is first applied to reduce the noise, before using the
zero-crossings of the second derivative to obtain edges. Thus,
the image is smoothed before the ED is performed, as per
Equation (1):
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2.4 Image Steganographic Scheme Based on Edge

Detection

In 2010, Chen et al. [7] proposed a hybrid ED method
that combines the Canny and fuzzy ED methods. The cover
image is first divided into blocks, with each block consisting
of n pixels. In each block, the first pixel is responsible for
storing the edge information of the edge and non-edge pixels.
The status of each pixel is denoted as “1” or “0” if it is an
edge or non-edge pixel, respectively. The embedding phase is
controlled by three parameters: the number of pixels in each
block (n), number of message bits to be embedded in non-
edge pixels (x), and number of message bits to be embedded
in edge pixels (y). However, not every pixel is embedded
with a cipher text. As the first pixel of each block is always
used as an index, the total number of pixels containing cipher
text is reduced by 1/n.

In 2014, Tseng and Leng [8] extended the method of
Chen et al. [7] with a steganographic method based on
4x4 pixel blocks. First, the minimum mean square errors
(MSEs) associated with different LSB embedding lengths are
calculated, and the length that provides the minimum MSE is
selected. In contrast to the scheme of Chen et al., the method
of Tseng and Leng only requires one parameter, i.e., the
number of message bits embedded in non-edge pixels, x. The
embedding length for the edge pixels is the length that results
in the optimal MSE. However, the LSB embedding length
of the edge pixels must be greater than x, i.e., [x, x + 1], [x,
x + 2], [x, x + 3], or [x, x + 4], where the first and second
elements represent the LSB embedding lengths of the non-
edge and edge pixels, respectively. The case that provides
the lowest MSE is selected. This method is an improvement
over that of Chen et al. in terms of capacity and stego-image

quality.

Table 1. Comparison of ED-based steganographic methods

In 2014, Islam et al. [9] proposed a threshold-based
ED method to enhance the security of stego-images. First,
threshold selection is performed to find the Canny high
threshold such that a sufficient number of edges is selected
for the given payload. If a higher capacity is required, a
weak threshold is selected such that more edges are selected.
Thus, the strength of the threshold depends on the size of the
payload.

One of the flaws of the methods proposed by Chen et al.
[7] and Tseng et al. [8] is that some pixels are used to store
edge information instead of message bits, which effectively
reduces the capacity and image quality.

To address this problem, Bai et al. [10] proposed a data
hiding method, wherein only three MSBs are retained, and
the resulting “edge image” is then used for ED with the
Canny, Sobel, and fuzzy edge detectors. LSB substitution
is then performed on the last five LSBs to embed the secret
message.

In the method of Ghosal et al. [11], only the MSB is used
for ED with the LoG operator. Each pixel pair (Pi, Pi+1) is
then classified into three categories: pair of non-edge pixels,
pair of edge pixels, and pair of mixed pixels, and a specific
embedding length is defined for each category. Embedding is
then performed using Equations (2)-(6):

f=(N,x P+ P, )%N. Q@
D=(d-J). 3)
O=(D/Ns). @)

R=(D % Ny) . 0]
(P Pi) = (Pi+ O, Py + R) . ©6)

In these equations, N, is the number of embedded bits, O
is the quotient of D over N,, and R is the remainder of D over
N,

5

Method  Chen et al. [7] Tseng and Leng [8] Baietal. [10] Ghosal et al. [11]  Rezaei et al. Proposed
[12]
Edge Fuzzy edge + Modified Fuzzy Canny, Sobel, LoG DBSCAN LoG
detector  Canny edge edge + Canny edge  Fuzzy Logic + enhanced
detection Sobel

Results * Maximum ¢ Maximum e Canny: Maximum < Maximum * The PSNR of ¢ Maximum
embedding bits  embedding bits of =~ embedding bits of  embedding bits 50k bit (0.2 embedding
of 2.76 bppand  3.16 bpp and PSNR  4.11 bpp and PSNR  0f 3.09 dB and bpp) is 61.19 bits of 4.41
PSNR of 32dB  0of 33.58 dB 0f30.10 dB PSNR of 38.45 dB. dB and the

+ Ifimage quality  If image quality * Sobel: Maximum dB. PSNR was

is the priority, is the priority, embedding bits of ¢ If image quality maintained
the capacity is  the capacity is 4.05 bpp and PSNR is the priority, the above 30
0.5 bpp, which ~ 0.91 bpp, which 0f 30.69 dB capacity is then dB.
corresponds to corresponds to * Fuzzy: Maximum 1.09 bpp, which
PSNR of 51.1 PSNR 0f42.18 dB  embedding bits of  corresponds to a
dB 3.79 bpp and PSNR  PSNR of 51.48

0f34.32 dB

dB
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In 2022, Rezaei et al. [12] proposed the method that
convolves the cover image using an enhanced Sobel operator
prior to edge detection. For detecting edge areas, an adaptive
clustering method based on the DBSCAN algorithm is
proposed. The experimental results demonstrate that the
method improves PSNR by 3.98db compared to other
schemes. The aforementioned ED-based data hiding methods
are compared using the “Lena” cover image, and the results
are shown in Table 1.

In this study, the “Lena” cover image is used as the cover
image and edge detectors such as Canny, Sobel, and LoG are
used for the experiment testing the proposed method. As the
experimental results (see Table 2) show that the LoG edge
detector provides significantly higher capacities, the proposed
method uses the LoG edge detector to detect edges.

From this comparison, it can be observed that it is
possible to improve the capacity and stego-image quality in
ED-based methods by adjusting the number of embedded
message bits in smooth and edge regions. However, in the
above methods, some pixels must be used to store edge
information or are simply unusable for message embedding.
Therefore, the aim of this study is to also utilize the pixels
that store edge information for message embedding and
to avoid having pixels that cannot be embedded with
information in order to improve the capacity.

3 Method and Architecture

To avoid degradations in stego-image quality when
embedding large quantities of cipher text, in our method, the
cover image is divided into edge and non-edge blocks. Edge
blocks are embedded with more secret information than non-
edge blocks, which reduces the degradation of the stego-
image quality.

Cover image LOG image

e R
i

/ .,@—» 162160 164 |157) |120{152{136| 80
i 5 16 5 i B 2
7 44 sized mp Steps
i ‘ blocks 56|15 5 50 |32 | 4 | 16
=
;\."5 157|156 | 157 | 157 56 | 46 | 20 | 16

3.1 Architecture

The cover image is divided into 4x4 non-overlapping
blocks, and the LoG edge detector is used to identify edge
pixels and thus identify the edge and non-edge blocks. The
number of message bits for these blocks is then determined,
which is followed by message embedding using the OPAP
method to take advantage of the inherently high capacity
of LSB substitution. It is expected that this approach will
greatly improve the capacity whilst maintaining a good image
quality. The architecture of proposed method is presented in
Figure 3.

Table 2. Comparison of different edge detectors

Edge detector

Metrics Canny Sobel LoG
PSNR 35.05 34.10 30.50
bpp 3.81 3.89 4.41
Secret data
e E Information
hiding

Stego image

Edge image

Cover image

Edge block comparisan table

Figure 3. The system architecture of the study

3.2 Embedding Procedure

The embedding procedure of proposed method is
described below and illustrated in Figure 4.

Step 1: An edge image is generated from the cover image
using the LoG edge detector.

Step 2: The cover image is divided into continuous and
adjacent 4x4-pixel blocks, and the cover image is scanned in
a zig-zag fashion such that the blocks are non-overlapping
(as shown in Figure 5).

Pixel value of
LOG image

Pixel value of
cover image

601|159 /161|153 40 | 74 | 88 | 28

156 | 153 | 158 | 156 60| 32| 4 (16

Secret Data @ 1110000110110111111010110111111011001011011111001111000101001

The first bit is used to store edge

The first pixel in the block is the base pixel it

|162=|1[0|1|0I0[0|110|‘I P

v 1 5
The second bit is embedded 1 bit secret data

Embedded

0 4

Pixel values of stego image  Pixel values of OPAP image

b162( 172 163|150 162|156 163 [ 150
Base pixcl’//) 175|157 166 | 159 _ |159{ 157|166 | 159
157| 153|150 | 159 157 [ 153|150 159
153|158 | 146 | 153 153|158 162153

Original | Binary Secret | Stego Binary values of | OPAP | Binary values of
pixels values data pixels Stego pixels pixels | OPAP pixels
162 10100010 1 162 10100010

160 10100000 1100 172 10101100 156 10101100
164 10100100 0011 163 10100011 163 10100011
157 10011101 0110 150 10010110 150 10010110
160 10100000 111 175 10101111 159 10011111
159 Lol 1ol 157 10011101 157 10011101
161 10100001 0110 166 10100110 166 10100110
153 10011001 i 159 loo1ntel 159 10111
156 10011100 110l 157 10011101 157 10011101
153 10011001 1001 153 10011001 153 10011001
158 LOOL1110 0110 150 10010110 150 10010110
156 10011100 1l 159 10011111 159 10011111
157 Lool11101 1001 153 10011001 153 10011001
156 10011100 1110 158 10011110 158 10011110
157 Lool11101 0010 146 10010010 162 10100010
157 10011101 1001 153 10011001 153 10011001

Figure 4. Embedding process of proposed method
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Step 3: The first pixel of each block is set as the reference
pixel P,, as shown in Figure 6.

Step 4: The edge values of the relative positioned pixels
are compared, as shown in Figure 7.

Step 5: Generate the edge block table. After LoG ED, if a
pixel block has more than 14 pixels (excluding the reference
pixel) with pixel values equal to or greater than 32, it is an
edge block, and the first bit of the reference pixel is marked
as “1.” Otherwise, the pixel block is a non-edge block and
the first bit of the reference pixel is marked as “0.” The
number 14 is used as a threshold to determine whether a 4x4
pixel block is an edge block. In this study, different difference
values were tested during the experiments. A difference of
32 is the value of the best experimental result that can be
obtained.

Step 6: The pixel value of P,, is converted into binary,
and the number of message bits to be embedded using
LSB substitution is set to 1 bit. The edge information of
the block is embedded in the first bit of P,,, and the second
bit is replaced with 1 bit of cipher text. This produces the
embedded reference pixel P’,, as shown in Figure 8.

Figure 5. Zig-zag scanning of cover image

PiO Pil Pz'2 Pz'3
Py | Ps | P | Py
PiS Pi9 PilO P:’ll
PilZ Pz’l3 Pi14 PilS

Figure 6. Selection of the reference pixel

162|160 [ 164|157

160|150 181|153

156( 153 158 156

157|156 157| 157

Original Pixels

The first bit stores edge information

(72| o[22 | 2 [ 2t [ 0]

The second bit stores 1 bit of secret data

Figure 8. Bits of the reference pixel after its conversion into
binary

Step 7: The first binary bit of the reference pixel is used
to distinguish whether a block is an edge or a non-edge block
(“1” for edge blocks; “0” for non-edge blocks).

Step 8: Based on the edge information provided by the
reference pixel, LSB substitution is performed on the 15
other pixels in each pixel block, with an embedding length of
k bits for edge blocks and (k — 1) bits for non-edge blocks.

Step 9: OPAP (Equation (7)) is used to adjust the
embedded pixels.

p,+28, if d, >2"" and 0< p, +2" <255
p=4p -2 if d,<-2"and 0< p, -2 <255. (7)

D;, otherwise

Step 10: We return to Step 6 to embed cipher text in all
other blocks, until all of the blocks have been embedded with
cipher text.

The proposed steganographic process is presented in
Figure 9.

The cover image is divided
into continuous and non-

overlapping 4x4 blocks
The reference pixel P, of =
each block is determined Etaely, aiil spod

values of 232 are edge
pixels; otherwise, they
are non-edge pixels

Identificatio
n of edge
pixels

If a block contains 14 or
more edge pixels, the block
is defined as an edge block

This information  is
recorded in the first bit of
the reference pixel and an
edge-block reference table
is created

LSB substitution is used to
msert one bit of ciphertext
i the second bit of the
reference pixel

This
block is a
non-edge
blac]

First bit
of the
reference
pixel

This block
is an edge
block

Four bits of ciphertext Five bits of ciphertext
are embedded in the 15 are embedded in the 15
remaining pixels of the remaining pixels of the
block block

The optimal pixel

adjustment process
(OPAP) is performed

Figure 9. Flowchart of the steganography method proposed
in this study

3.3 Data Extraction Procedure

The data extraction procedure for the proposed method is
described below and illustrated in Figure 10.

Step 1: The stego-image is divided into continuous, non-
overlapping 4x4-pixel blocks.

Step 2: The first pixel of each block, P’,, is set as the
reference pixel.
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Step 3: The 1-bit cipher text is extracted from the second
bit of P’,,.

Step 4: The first bit of P’ is checked. If it is 1, the block
is an edge block; if it is 0, the block is a non-edge block.

Step 5: If the block is an edge block, 5 bits of cipher text

are extracted from the 15 other pixels; if the block is a non-
edge block, four bits of cipher text are extracted from the 15
other pixels.

The data extraction process is presented in Figure 11.

Stego image

_ _ The first pixel in the block is the base pixel
162|156 [ 163|150 P P
—_— —p
E 150|157 166 |150| [162=[1]0[1]0[0f0]1]0]
4x4 sized 157|153 150159 . ;
blocks 20 | 19311501199 | The second bit is embedded 1 bit secret data
i i el The first bit is used to store edge information
Edge | Embedded Stego Binary values of Stego Binary values of
A : pixels | Stego pixels pixels | Stego pixels
N q 162 10100010 157 10011101
172 10101100 153 10011001
163 10100011 150 10010110
150 10010110 159 10011111
175 10101111 153 10011001
157 10011101 158 10011110
166 10100110 146 10010010
159 10011111 153 10011001

Secret Data © 1110000110110111111010110111111011001011011111001111000101001

Figure 10. Extraction process of proposed method

Stego
image

The stego image is
divided into continuous
and  non-overlapping
4x4 blocks

The reference pixel P’
of each block is
determined

I

One bit of ciphertext is
extracted  from  the

second bit of P’y

This First bit This
block is of the block is a
an edge reference non-edge

black pixel block

Five bits of ciphertext
are extracted from the 15
remaining pixels in the
block

Four bits of ciphertext
are extracted from the 15
remaining pixels in the
block

Figure 11. Flowchart of cipher text retrieval in the steganography method proposed in this study

4 Experimental Results

The 1x7 _edge5, 3x3 _edge7, 4x4 edgel3, and 4x4
edgel4 block sampling approaches (see Table 3) were
compared in terms of capacity and stego-image quality with
the LoG, LSB, and OPAP methods using three standard
grayscale images that illustrated in Figure 12. To test whether

the proposed method is generalizable to all types of images,
a steganography experiment was performed on 10,000
512x512 grayscale images from the BOSSBase database. The
aforementioned block sampling approaches were compared
in terms of stego-image quality to determine the approach
with the best performance. After the optimal block sampling
method was identified, the proposed method was compared
to other data hiding method in terms of capacity and stego-
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image quality. Finally, the security analysis was used to
perform stego-image detection to test whether the proposed
method is resistant to steganalysis.

Table 3. Experimental block definitions of this study

in Table 4. The results of each experiment were evaluated in
terms of capacity (bits) and stego-image quality (PSNR, in
units of dB).

Table 4. Embedding lengths

No. Method Experimental block definitions

The cover image is first segmented into
1x7 non-overlapping blocks. LoG ED
is then performed. If five or more pixels
in a block have pixel values >32, the
block is an edge block.

The cover image is first segmented into
3%3 non-overlapping blocks. LoG ED
is then performed. If seven or more
pixels in a block have pixel values > 32,
the block is an edge block.

The cover image is first segmented into
4x4 non-overlapping blocks. LoG ED
is then performed. If thirteen or more
pixels in a block have pixel values > 32,
the block is an edge block.

The cover image is first segmented into
4x4 non-overlapping blocks. LoG ED
is then performed. If fourteen or more
pixels in a block have pixel values > 32,
the block is an edge block.

1 1x7_edge5

2 3x3 edge7

3 4x4 edgel3

4 4x4 edgel4d

Baboon | Jet
Figure 12. Experimental images of this study

Lena

4.1 Experimental Environment
The software, hardware and experimental subjects used
in this experiment are as follows:
® Hardware environment: Intel(R) Core(TM) i7-
10510U CPU ~ RAM 8G.
® Software environment: The proposed method was
coded in Python to test the correctness of the pro-
posed procedure and to test its generalizability using
different images.
® The steganography experiments were performed
on standard 128%128 grayscale images of “Lena,”
“Baboon,” and “Jet” and 10,000 512x512 grayscale
images from the BOSSBase image database [13].
® The methods were assessed in terms of capacity,
PSNR, and the structural similarity index (SSIM).

4.2 Experimental Results

Experiments were performed on the “Lena,” “Baboon,”
and “Jet” standard grayscale images and 10,000 512x512
grayscale images from the BOSSBase image database using
the 1x7 edge5, 3x3 edge7, 4x4 edgel3, and 4x4 edgel4
block sampling approaches. The embedding lengths are listed

Embedding length in ~ Embedding length in each type
each type of pixel of block
In edge blocks, 5 bits of cipher
text were embedded in all pixels
Edge =5; except the reference pixels, and 4

non-edge = 4 bits of cipher text were embedded
in all non-reference pixels in the

non-edge blocks.

4.2.1 Results with “Lena” Cover Image

With the “Lena” cover image and 5 bits (4 bits) of cipher
text in the edge (non-edge) blocks, the 4x4 edgel4 block
sampling approach resulted in the highest PSNR of 30.50
dB. The 4x4 edgel3 block sampling resulted in the highest
capacity of 4.49 bpp. The 4x4 edgel4 block sampling
approach resulted in the best SSIM of 0.889 (as shown in
Table 5 and Figure 13).

Table 5. Comparison between different block sampling
approaches with the “Lena” cover image, in terms of overall
steganographic performance

4x4 edgeld 4x4 edgel3

Cover

4x4 edgeld

edge:S edgezs edge:5
non-edge=4  non-edge=4  non-edge=4
PSNR: Capacity: .
30.50 dB 4.49bpp SSIM:0.889

1 1

4

2 3 2z 3
Payload(bpp) Payload(bpp)

Figure 13. Comparison between block sampling approaches
in terms of SSIM and steganographic performance with the
“Lena” cover image

4.2.2 Results with “Baboon” Cover Image

With the “Baboon” cover image and 5 bits (4 bits) of
cipher text in the edge (non-edge) blocks, the 4x4 edgel4
block sampling approach resulted in the highest PSNR
of 29.97 dB. The 4x4 edgel3 block sampling resulted in
the highest capacity of 4.68 bpp. The 4x4 edgel4 block
sampling approach resulted in the best SSIM of 0.919 (as
shown in Table 6 and Figure 14).
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Table 6. Comparison between different block sampling
approaches with the “Baboon” cover image, in terms of
overall steganographic performance

4x4 edgeld 4x4 edgel3 4x4 edgeld

Cover Image

i

edge=5 edge=5
non-edge=4 non-edge=4 non-edge=4
PSNR: Capacity: SSIM: 0.919
29.97 dB 4.68bpp

Payload(bpp) Pay load(bpp)

Figure 14. Comparison between block sampling approaches
in terms of SSIM and steganographic performance with the
“Baboon” cover image

4.2.3 Results with “Jet” Cover Image

With the “Jet” cover image and 5 bits (4 bits) of cipher
text in the edge (non-edge) blocks, the 4x4 edgel4 block
sampling approach resulted in the highest PSNR of 30.71
dB. The 4x4 edgel3 block sampling resulted in the highest
capacity of 4.46 bpp. The 4x4 edgel4 block sampling
approach resulted in the best SSIM of 0.868 (as shown in
Table 7 and Figure 15).

Table 7. Comparison between different block sampling
approaches with the “Jet” cover image, in terms of overall
steganographic performance

Cover Image 4x4 edgeld 4x4 edgel3 4x4 edgeld

—

——— ———— ——

| 7 S .7 — . -

P

edge=5 edge=5 edge=5

non-edge=4 non-edge=4 non-edge=4
PSNR: Capacity: _
3071dB 4.46bpp SSIM: 0.868

100
0.98
0.9
0.94

=092

@

@ 0.9
0,88

0.86

0.84

I 4 1 4

2 3 2 3
Payload(bpp) Payload(bpp)

Figure 15. Comparison between block sampling approaches
in terms of SSIM and steganographic performance with the
“Jet” cover image

4.2.4 Generalizability Test with BOSSBase Image

Database

The BOSSBase database [13] consists of 10,000 512x512
grayscale images, which comprise complex textures and
smooth regions as well as photographs of persons, objects,
scenery, and transportation tools. Therefore, the BOSSBase
database is representative of the vast majority of digital
images. The embedding parameters for these images were
edge = 5 and non-edge = 4, i.e., 5 bits of cipher text in non-
reference pixels in edge blocks, and 4 bits of cipher text in
non-reference pixels in non-edge blocks.

Under these conditions, all four methods resulted in
PSNR values greater than 31 dB; the 4x4 edgel4 block
sampling approach provided the best result (31.78 dB) while
the 1x7 edge5 provided the worst result (31.15 dB). The
best and worst performers in terms of SSIM were also the
4x4 edgel4 (0.801) and 1x7 edge5 (0.763), respectively.
All four methods had capacities greater than 4 bpp, with the
best being 4x4 edgel3 (4.24 bpp), which was followed by
4x4 edgel4 (4.15 bpp). The worst performer was 1x7_edge5
(4.01 bpp). The results are listed in Table 8.

Based on the capacities (bpp), PSNR, and SSIM values
obtained using 10,000 images from the BOSSBase database,
it was found that the 4x4 edgel4 provides the best PSNR
and SSIM values. Therefore, in subsequent comparisons
with steganographic techniques proposed by other authors,
the 4x4 edgel4 block sampling approach was used in our
method.

Table 8. Comparison between different block sampling
approaches in terms of steganographic performance and
SSIM

Method PSNR SSIM  bpp Capacity

1x7_edge5 31.15  0.763 4.01 1,051,885.28
3x3_edge7 3132 0.772  4.06 1,064,218.34
4x4 edgel3 3121 0.779 4.24 1,112,514.34
4x4 edgel4  31.78 0.801 4.15 1,088,073.67

4.3 Experimental Comparison with Other Method
4.3.1 Comparison with the Method of Tseng and Leng

In the method of Tseng and Leng [8], ED is performed
using improved fuzzy and Canny edge detectors, followed by
LSB substitution. MSE minimization is then used to select
the embedding length. The method of Tseng and Leng was
compared to our proposed method in terms of PSNR (dB),
with the same payload (bpp) and using the “Lena,” “Baboon,”
and “Jet” images. The results of this comparison are listed in
Table 9. Figure 16 compares the steganographic performance
of these methods.

It is shown above that our method outperformed that
of Tseng and Leng in terms of PSNR (dB) with the same
payload and the “Lena,” “Baboon,” and “Jet” cover images.
When the PSNR was maintained above 30 dB, the maximum
payloads of the method of Tseng and Leng were 3.16 bpp,
3.32 bpp, and 3.15 bpp, respectively, for the aforementioned
cover images. The corresponding maximum payloads of our
method were 4.41 bpp, 4.31 bpp, and 4.36 bpp, respectively.
Hence, our method provides significantly higher capacities
(as listed in Table 10).
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Table 9. Comparison between our method and that of Tseng and Leng

Experimental images Payload (bpp) Tseng and Leng Proposed method
PSNR (dB)
0.91 42.18 50.53
1.66 41.03 46.76
2.41 38.18 42.31
3.16 33.58 36.75
1.06 41.47 48.68
1.80 40.22 46.50
2.56 37.04 41.82
3.32 32.47 36.20
0.90 42.10 50.56
1.65 41.02 46.81
2.40 38.16 42.59
3.15 33.60 37.08
Lena Baboon Tet

55 55

—a— Tseng ~ Leng
—— Our Method

50 50

45 45

. \ 404
N

PSNR
PSNR

35 35

55
—&— Tseng * Leng
—34—= Our Method

—a— Tseng * Leng
e Our Method

501

45

PSNR

401

35

30 30
0 1 2 3 4 5 0 1

Payload(bpp)

2

Payload(bpp)

30
3 4 5 0 1 2 3 4 5

Payload(bpp)

Figure 16. Steganographic performance of our method and that of Tseng and Leng

Table 10. Maximum capacities of our method and the method
of Tseng and Leng

Lena Baboon Jet
Tseng and Leng 3.16bpp 3.32bpp 3.15bpp
Proposed method 441 bpp 431bpp 4.36bpp
Percentage increase (%) +39.6% +29.8% +38.4%

4.3.2 Comparison with the Method of Bai et al.
In the method of Bai et al. [10], the pixel values are first

converted into binary, and only the three MSBs are retained
to create an edge image. The ED is then performed using
the Canny, fuzzy, and Sobel edge detectors, which divides
the pixels into edge and non-edge pixels. Finally, LSB
substitution is performed on the pixels. As Bai et al. found
that the Canny edge detector provides the best capacity, the
results that were obtained using the Canny edge detector
were used for the comparison. Our method was compared to
that of Bai et al. in terms of PSNR, with the same payload, as
shown in Table 11 and Figure 17.
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Table 11. Comparison between our method and that of Bai et al.

. ) Bai et al. Proposed method
Experimental images Payload (bpp)
PSNR (dB)
1.22 47.942 47.969
2.11 42.458 42.803
3.22 33.176 36.768
4.11 30.095 30.788
1.19 47.813 48.283
2.19 42.268 42.048
3.19 37.255 36.363
1.91 46.961 46.180
291 39.921 37.372
391 33.856 31.292
Lena Baboon Jet
55 55 55
—e— Bai et al —o— Bai et al —&— Bai et al
—H—  Our Method ——  Our Method == Our Method
501 50 501
451 45 451
£ = =
oo (7] L]
[=™ =% f=
404 10 104
351 35 351
30 30 : 30
0 1 2 3 4 5 0 1 2 3 1 0 1 2 3 4
Payload(bpp) Payload(bpp) Payload(bpp)

Figure 17. Steganographic performance of our method and that of Bai et al.

Table 12. Maximum capacities of our method and the method of Bai et al.

Lena Baboon Jet
Bai et al. 4.11 bpp 4.08 bpp 4.10 bpp
Proposed method 4.41 bpp 4.31 bpp 4.36 bpp
Percentage increase (%)  +7.3% +5.6% +6.3%
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In the case of the “Lena,” “Baboon,” and “Jet” cover
images, our method outperforms that of Bai et al. in terms
of PSNR, for the same payload. When the PSNR was
maintained above 30 dB, the maximum payloads of the
method of Bai et al. were 4.11 bpp, 4.08 bpp, and 4.10 bpp,
respectively, for the aforementioned cover images. The
corresponding maximum payloads of our method were 4.41
bpp, 4.31 bpp, and 4.36 bpp, respectively. Hence, our method
provides significantly higher capacities (as listed in Table
12).

4.3.3 Comparison with the Method of Ghosal et al.

In the method of Ghosal et al. [11], only the MSB is
retained, which is followed by ED using the LoG edge
detector. Each pixel pair is then classified as an edge, mixed,
or non-edge pair of pixels. Here, our method was compared
to that of Ghosal et al. in terms of PSNR, with the same
payloads. The results thus obtained are presented in Table 13
and Figure 18.

The results show that, for the same payloads, our method
outperforms that of Ghosal et al. in terms of PSNR in the
case of the “Lena,” “Baboon,” and “Jet” cover images.

Table 13. Comparison between our method and that of Ghosal et al.

Experimental images Payload (bpp) Ghosal et al, Proposed method
PSNR (dB)
0.09 61.51 59.52
0.38 47.83 53.77
128 4281 48.26
3.09 38.45 36.94
0.13 60.05 58.65
0.55 43.13 3255
1.41 43.14 47.46
3.13 37.64 36.19
0.08 62.05 60.45
0.34 46.24 54.11
125 4432 4831
3.08 38.65 37.13
Lena Baboon Jet

65 65
—&— (hosal et al
== Our Method

PSNR
PSNR

65

—®— Ghosal et al
== Our Method

—#— Ghosal ct al
== Our Method

35
0

1 2 3 4 5 0 1
Payload(bpp)

2

Payload(bpp)

3 4 5 0 1 2 3 4 5
Payload(bpp)

Figure 18. Steganographic performance of our method and that of Ghosal et al.
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In the case of the “Lena,” “Baboon,” and “Jet” cover
images, our method outperforms that of Ghosal et al. in
terms of PSNR, for the same payload. When the PSNR
was maintained above 30 dB, the maximum payloads of
the method of Bai et al. were 3.09 bpp, 3.13 bpp, and 3.08
bpp, respectively, for the aforementioned cover images. The
corresponding maximum payloads of our method were 4.41
bpp, 4.31 bpp, and 4.36 bpp, respectively. Hence, our method
provides significantly higher capacities (as listed in Table
14).

Table 14. Maximum capacities of our method and the method
of Ghosal et al.

Lena Baboon Jet
Ghosal et al. 3.09bpp 3.13bpp 3.08 bpp
Proposed method 441 bpp 4.31bpp 4.36bpp
Percentage increase (%) +42.7% +37.7% +41.6%

4.3.4 Comparison with the Method of Rezaei et al.

To compare this method with that of Rezaei et al. [12],
the “Jet” image was used as the cover image. The PSNR of
the method of Rezaei et al. is 61.19 dB at 0.2 bpp, compared
to the PSNR of 60.45 dB at 0.08 bpp in the proposed method,
which is inferior. The method proposed by Rezaei et al. [12]
emphasizes the low distortion of stego-images, whereas the
proposed method focuses on the maximum capacity of stego-
images that can be achieved while maintaining acceptable
image quality. The steganographic requirements of the
proposed method thus differ from those of Rezaei et al.

4.3.5 Generalizability Test with BOSSBase Image

Database

In this experiment, our method was compared to those
of Tseng and Leng, Bai et al., and Ghosal et al., with each
method being configured to maximize the capacity. The
method of Tseng and Leng resulted in an average PSNR,
capacity, and SSIM of 30.77 dB, 3.10 bpp, and 0.75,
respectively. The method of Bai et al. resulted in an average
PSNR, capacity, and SSIM of 31.38 dB, 4.04 bpp, and 0.77,
respectively. The method of Ghosal et al. resulted in an
average PSNR, capacity, and SSIM of 36.37 dB, 3.05 bpp,
and 0.92, respectively. Our method (with the 4x4 edgel4
block sampling method) provided an average capacity of 4.15
bpp, which was higher than all the aforementioned methods
(as shown in Table 15). The PSNR of this study is inferior to
that of Ghosal et al. because the maximum hiding capacity of
Ghosal et al. is only 3.05 bpp, while that of this method is up
to 4.15 bpp.

Table 15. Averaged results from BOSSBase image database

Method PSNR SSIM bpp
Tseng and Leng [8] 30.77 0.75 3.10
Bai et al. [10] 31.38 0.77 4.04
Ghosal et al. [11] 36.37 0.92 3.05
Proposed method 31.78 0.80 4.15

4.3.6 Security Analysis of the Proposed Method
Because the main purpose of steganography is to
transmit secret messages through the Internet without being

noticed, the distortions caused by steganography must
be imperceptible to the HVS and common steganalysis
techniques. To this end, RS detection, pixel difference
histogram (PDH) analysis and second-order SPAM features
will be conducted on stego-images produced by proposed
method.
4.3.6.1 RS Detection

The security of the proposed method against the
statistical RS detection technology [14] is depicted in Figure
19. Figure 19(a) shows the results for the case wherein RS
detection technology is used for analysis of the Lena cover
image. Figure 19(b) and Figure 19(c), respectively, show the
results for the cases wherein 1-bit LSB and 3-bit LSB stego-
images were used for the analyses. Figure 19(d) shows the
result for the case in which the stego image generated using
the proposed method was used for the analysis. From the RS
detection results shown in Figure 19(a) to Figure 19(d), we
can see that the evaluated embedding rates were -0.01, 0.94,
0.89, and -0.08, respectively. This shows that RS detection
technology can effectively detect LSB steganography;
however, it cannot effectively detect the stego-images
generated using the proposed method. This shows that the
stenography method proposed in this study, which combines
OPAP and edge detection, is effective and robust against RS
detection technology.
4.3.6.2 Pixel Difference Histogram Analysis

The shades of grey of the pixels in an ordinary grayscale
image are usually represented by 8-bit values (0-255). In a
pixel difference histogram (PDH) analysis, the number of
times a certain adjacent-pixel difference value appears in
an image is counted. In this regard, this study performs a
security analysis on the cover image, original PVD and our
method, by examining the change in the features of the PDH
after embedding the cover image. The PDH of the cover
image has a distribution that is nearly normal, as shown
in Figure 20(a). However, as shown in Figure 20(b), the
height and width of the PDHs change after embedding and
some are no longer normally distributed. Such changes in
PDH features after embedding constitute an opportunity for
steganalysis. In comparison, as shown in (c) of Figure 20, the
PDH generated from our method still conform to a normal
distribution, and are thus relatively successful at defending
against steganalysis based on the PDH features.
4.3.6.3 Second-Order SPAM Features

Penvy et al. [15] presented second-order SPAM features
for detection of steganographic methods that embed in
the spatial domain. To prove the security of the proposed
method against the second-order SPAM features, 5000
cover images were retrieved from the BOSSBase image
database [13] and the corresponding stego-images of the
proposed method (4x4_edgel4) were used to carry out the
following experiment. The training image sets consisted of
3000 cover images and 3000 stego-images for the proposed
steganography algorithm. The remaining cover images and
stego-images were used for test image sets. The first step
was to extract the 686 features of SPAM of training images.
Furthermore, the stego-images and cover images were given
diverse labels. The purpose of the different labels used in
the Back-Propagating Neural Network (BPNN) training
stage was to obtain the relationship between feature sets



and classification categories. The second step was to use

a more flexible classifier,

discriminate between cover images and the stego-images.
Finally, according to the classification results, the detection
accuracy was calculated.

method against second-ord

o
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Table 16. From the SPAM detection results shown in Table
16, we can see that the accuracy was 62.8%. Table 16 shows
that the SPAM features cannot effectively identify the stego-
images generated using the proposed method and the cover
images. This verifies that the stenography method proposed
in this study is effective against second-order SPAM features.

BPNN, which was employed to

The security of the proposed
er SPAM features is presented in
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5 Conclusion

In steganography, the two most important concerns are
steganographic capacity and stego-image quality, which
are contradictory requirements. The aim of this study was
to develop a method that maximizes the steganographic
capacity while maintaining an adequate level of stego-image
quality. In the proposed method, the LoG edge detector is
first used to classify the pixels of the cover image into edge
and non-edge pixels. The cover image is then divided into
4x4 non-overlapping blocks; if a block contains 14 or more
edge pixels, it is considered an edge block. The pixels are
then embedded with cipher text, with the embedding length
depending on whether the block it belongs to is an edge or
non-edge block. When the PSNR is required to be >30 dB,
our method provided an average PSNR, SSIM, and capacity
of 31.78 dB, 0.801, and 4.15 bpp, respectively, with the
BOSSBase image database. In addition to having a larger
capacity than other comparable steganographic techniques,
the proposed method also performs well in terms of PSNR
and SSIM. Finally, proposed method can resist the detection
of RS, pixel difference histogram analysis and second order
SPAM features.
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