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Abstract

In today’s increasingly complex network environment,
increasingly severe network attacks, and real-time dynamic
changes in offensive and defensive scenarios, network
security technology has also evolved from passive security
to active security technology, and expanded from analyzing
unilateral security elements to comprehensively analyzing
overall network security. Aiming at the problem of inaccurate
assessment results due to the lack of comprehensive
analysis of threat information, protection information and
environmental information in existing assessment methods,
this paper proposes a defensive random game model. This
model analyzes threat propagation and establishes a threat
propagation access relationship network, and then establishes
a random game model for the game process of threat action
and protection strategy implementation to solve the mixed
strategy Nash equilibrium. The model comprehensively
analyzes the dynamic changes of the security situation
elements, ignoring the short-term situation elements
that will not change, such as topology structure, service
information, etc., and mainly analyzes the dynamic changes
of attack information, vulnerability information, and defense
measures, and predicts from the host and network levels. The
experimental verification shows that the prediction method in
this paper can improve the prediction accuracy and is more in
line with the offensive and defensive scenarios.

Keywords: NSSA, NSSP, Stochastic game model threat
propagation, Deep Q learning, Security situation elements

1 Introduction

Systematic and rational logistics management has
become a favorable condition related to computer networks
has made the network an indispensable part of people’s
work and life. With the increasing development of network
technology and the increasing complexity of network system
structure. Hundreds of millions of Youku information data
are sold on the dark web, the “dark cloud” virus has swept
back, and the new “worm” ransomware WannaCry swept the
world frequently. How to ensure that network users enjoy
the fruitful results brought by network technology while
avoiding the threat of network security incidents has become
an issue of increasing concern to society. The successive
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promulgation of the “National Cyberspace Security Strategy”
and the “Cyber Security Law” mean that the issue of cyber
security has risen to the level of national strategy, which has
attracted great attention from all parties.

Faced with the severe network security situation,
security researchers have conducted in-depth research on
attack threats, network vulnerabilities, etc., and already
have relatively mature network security technologies, such
as antivirus software, protective wall technology, intrusion
detection technology, VPN technology, Security scanning
technology, etc. A hardware or software program that
monitors a network for malicious activity or policy breaches
is known as an intrusion detection system (IDS). A network
security tool called an intrusion detection system (IDS)
was initially developed to identify vulnerability exploits
against specific applications or computers. It is software that
checks a system or network for malicious activities or policy
violations. A security information and event management
system are often used to report or gather any harmful activity
or violation. A virtual private network (VPN) is a network
security technique that establishes a secure and encrypted
connection across an insecure network, such as the internet.
Through the use of a virtual private network (VPN), a secure
and encrypted connection can be established over a less
secure network, such the internet. Using a public network
like the internet, a virtual private network can be used to
extend a private network. A virtual private network (VPN)
is a technique of extending a private network across a public
network like the internet. Security scanning, often known
as vulnerability scanning, is the process of looking for
vulnerabilities or undesired file modifications on a website,
web-based software, network, or file system. These security
technologies solve security problems from different entry
points. Each technology and its products can only solve a
relatively single network security problem. Its functions
are relatively scattered and single, and have specific and
limited characteristics. For example, firewall technology is
through software The technology combined with hardware
isolates direct communication between internal and external
networks to achieve access control technology that protects
computer network security; intrusion detection realizes active
defense network security technology through the discovery
of network attacks and intrusions, and discovers through real-
time monitoring of computer networks Whether there is a
network attack or other suspicious behavior.

Due to the limitations of its own technology, network
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security technologies with only a single function cannot
provide network managers with global information, which
affects the managers’ ability to respond to the network’s
global response and decision-making. If you simply
aggregate the massive and heterogeneous information
generated by these security products, it will not only bring
heavy computing and storage burdens, but also drown
valuable information in the massive information. How to
comprehensively, accurately, and real-timely assess the
network security status, make security management change
from passive to active, and predict development trends,
effectively reduce threats and damages, has become the focus
of increasing attention.

Network security situational awareness technology
has developed in this context. Network security situational
awareness (NSSA) incorporates security monitoring, security
visualization, detection methods, data fusion, automation,
dynamism, and complexity to attain greater degrees of
situation awareness. NSSA is a process of a comprehensive
analysis of network security status. NSSA mainly includes
four key technologies: situation data acquisition technology.
Among them, situation understanding technology and
situation prediction technology are key parts. Situation
assessment is the main content. NSSA realizes situation
analysis and prediction through various security analysis
technologies based on historical and current knowledge,
providing conditions for improving the network and various
equipment functions in the network, and improving the
network’s own defense capabilities. The required time and
the space the security will be used as the environmental
threat for both the comprehensive the status for the future.
The simulation is all within the structure and the context of
the internet and it is managed by the tools which provide the
essential information about the network security. Deep Q
learning is a regular neural network that helps in the mapping
action of the neural networks in the g-network for the
maximum output of the deep reinforcement of the Q-learning.
It makes the formation of the Q-value function in both the
input and the output values which makes the generated output
for the g-Value

1.1 Article Contribution

o The dynamic game based on a deep Q learning Net-
work analyzes the changes of the security situation
elements.

e the existing situation assessment and prediction tech-
nology is achieved by the game-based network.

e The prediction accuracy is improved by the experi-
mental verification with the offensive and defensive
scenarios.

e The attack information, vulnerability information,
and defense measures were analyzed by the dynamic
changes of the model.

1.2 Article Sectional Organization:
The remaining of the article is discussed as follows.
e Section 1 addresses the introduction
e Section 2 addresses the Literature review enumerates
the existing methods related to the article
e Section 3 elucidates the Research on Game theory

e Section 4 discuss the experimental result analysis
e Finally, section 5 concludes the research article

2 Literature Review

2.1 Cybersecurity Situational Awareness

In the direction of network security situation assessment
technology, Designed and implemented an attack situation
assessment software system called SSARE, which is based
on questionnaires to realize computer attack detection and
NSSE. The real-time situational awareness in distributed
networks is integrated with the existing network security
systems, and proposed an NSSE model for distributed
networks. Further the network system is divided into
several levels: system, host, service, etc., and proposed
a hierarchical network situation assessment method for
situation awareness [1]. After that, based on the analytic
hierarchy process, researchers comprehensively used fuzzy
the evaluation matrix, game theory, etc. to improve the
hierarchical method. The evaluation matrix enables users to
compare different ideas and rate them according to a set of
criteria in order to find the ones that are the most potential.
The amount of difficulty associated with concept execution,
as well as the level of value they will provide to the user
and the organization, are two common factors. The use of
neural networks is proposed to evaluate and predict NSS
based on the uncertainty of security factors, and reduce the
impact of objective factors [2]. This method first establishes
evaluation indicators, and then evaluates NSS based on BP
(Back Propagation) neural network. The logs of equipment
such as IDS, firewalls, host systems, anti-virus software, etc.
were fused through DS evidence theory to obtain potential
threats [3-4]. And integrate the CVE vulnerability database
information to finally get the real threat information to
evaluate the situation. The Common Vulnerabilities and
Exposures (CVE) database contains information security
problems that have been made public. One vulnerability from
the list is identified exclusively by a CVE number. Hidden
Markov Model to model the network state and use statistical
model characteristics to reduce the impact of the variability of
information on the evaluation in response to the misreporting
and underreporting of alarm information in massive data
[5]. The Hidden Markov Model (HMM) is a straightforward
method for modeling sequential data. The term “hidden
Markov model” refers to the fact that the Markov Model
generating the data is hidden or unknown to the user. More
particular, users only have access to observational data, not
state-level information.

Figure 1 shows network security situation prediction
steps and predicts the level of the situation. Data preparation.
Data normalization, Salient asset identification, situation
assessment, and prediction are the major steps of prediction
and the subprocess takes place in between like alert
procurement and alert formatting, etc.,
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Figure 1. Network security situation prediction

In terms of network security situation prediction (NSSP
for short), as early as 1999, the Information Assurance
Advisory Council organized the threat assessment and
early warning of cyber-attacks. By studying the threat trend
analysis process, The model predicts the real-time change
flow of network traffic when the network encounters threats
[6]. A threat analysis is a procedure used to identify which
system components must be safeguarded and the kinds of
security dangers (threats) against which they should be
protected. The security status of the future network. Uses the
autoregressive moving average model (ARMA) to predict
the time series generated by the network security situation,
but ARMA requires that the target sequence be processed
[7]. ARIMA, or autoregressive integrated moving average,
is a statistical analysis model that uses time-series data to
better recognize the data set or forecast future trends. If a

statistical model predicts future values from previous values,
it is called autoregressive. Using the Mar Kofu process
revises the prediction result. However, the modeling process
is quite complicated [8]. The NSSP method is proposed
and they pointed out that RBF has a better prediction effect
[9]. Based on previous and current security situation data,
Network Security Situation Prediction produces quantitative
predictions of incoming network security posture. The
neural network has the advantages of distribution and self-
organizing learning, etc., and it has a high value in dealing
with forecasting problems with the characteristics of multi-
variable and non-linear forecasting. Proposed a combination
of SCGM (1_1) ¢ model and immune principle to realize
situation prediction [10]. Realized the real-time prediction,
collected IDS alarm log information and network asset
information, took the attack sequence as the observation
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object, the network security state was the hidden state,
and the forward method was used for prediction [11]. An
intrusion detection system (IDS) analyzes network traffic for
unusual behavior and issues notifications when it is detected.
An intrusion detection system (IDS) may be used to assist
assess the number and types of attacks. This information
may be used by businesses to improve their security systems
or adopt more effective controls. In addition, an intrusion
detection system may assist businesses in identifying flaws or
issues with their network device designs.

Radiofrequency identification technology (English
abbreviation, also known as electronic label technology,
rose in the century, is currently a relatively advanced non-
contact automatic identification technology, its working
principle is to use radio frequency signals to achieve non-
contact automatic identification through space assistance
Target objects and obtain relevant data and deliver relevant
information [7-12]. A system called Radio Frequency
Identification (RFID) uses radio waves to passively identify
tagged objects. It is employed in a variety of commercial and
industrial applications, including inventory management and
the tracking of library checkouts. A sensor (is a device that
can perceive certain information and convert it into other
forms of signals according to certain rules. It is a detection
device that realizes automatic detection and automatic
control. It can achieve the transmission, processing, storage,
and storage of information. Display, record and control
requirements [13-16]. Figure 2 shows the Endsley situational
awareness conceptual model diagram.

,

4 A
g

Slt“a“""l"‘l Situation Situation
Eﬁ;dmt? understanding | prediction
xtraction
level 2 evel 3
(level 1) ( ) el

\
\. J

\ J

Figure 2. Endsley situational awareness conceptual model
diagram

Endsley’s situational awareness model depicts three
stages or processes in the development of SA states:
perception, understanding, and projection. The three
hierarchical stages of situational evaluation in Endsley’s
paradigm each serve as a required (but insufficient) stepping
stone to the subsequent, higher level. From perception to
interpretation to prediction, this model follows a cycle of
information processing. Perceiving the status, qualities, and
dynamics of important items in the environment is the initial
step toward obtaining SA.

Level 1 Situation Awareness is the perception of the
environment’s aspects. This is the process of identifying
the important parts or «events» that, when taken together,
help to describe the scenario. This level semantically marks
significant parts of the scenario for later processing at higher
levels of abstraction.

Level 2 Situation Awareness has the ability to
comprehend the current situation. This is the assemblage of
level 1 events into a larger, more holistic pattern, or tactical
scenario. This level is used to characterize the present
situation in words that are operationally relevant in order to
facilitate quick decision-making and action.

Level 3 Situation Awareness entails predicting future
events. This is a forecast of the tactical situation based on the
current circumstances. When time allows, this level facilitates
short-term planning and option evaluation.

2.2 Research on Game Theory in the Security Field

Game theory means that in a certain information
environment, the participant chooses a certain strategy to
maximize the benefits of itself, and studies the issue of
the balance of strategies between different participants. It
is also called game theory. Game theory is widely used in
economics, mathematics, and other fields, and the application
of game theory in the field of network security is becoming
more and more extensive [12]. The application in this field
can be summarized into two aspects: attack defense analysis
and security measurement [13]. A tool employed by analysts
in traditional psychoanalysis is the analysis of defenses. In
order to comprehend a patient’s subconscious mind more
fully, it alludes to the study of defense pictures that show
up in dreams. Attack models in quantitative analysis reveal
information about the underlying security-critical systems.
Knowing how such systems behave over time allows us to
determine if the chance of a system being penetrated is less
than a crucial threshold at any particular moment.

On the one hand, attack defense analysis (quantitative
decision-making) refers to constructing a game model based
on the game process of the offensive and defensive parties.
Offensive behavior is defined as a proactive assault that
employs force and hostility, whereas defensive behavior is
defined as a reactive action that uses force and aggression
to defend oneself from an attack. In games, a defensive
strategy seeks to prevent the other side from scoring, whereas
an offensive strategy is to score against the opposing team.
Game theory solves the problem of competition among
multiple participants with opposing goals. On the other hand,
security measurement is an important research direction of
network security, which is the evaluation of target security
attributes and security status. Security measurement based
on game theory refers to predicting the strategies of both
offensive and defensive parties and evaluating network
security on this basis. Network security measurement is
a large category, the results of which are affected by the
interaction between attackers and defenders. For example,
one indicator of risk assessment is the likelihood of a network
being attacked.

The NSSA method is proposed, however in the
comprehensive analysis of the game, the profit calculation
of the participants did not consider the cost issue and only
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considered the maximum situation assessment under the
minimum strategy lacks the calculation strategy Nash
equilibrium, which makes the result accuracy not high
[14]. Even if there is no dominating strategy, a game has a
Nash equilibrium. It’s also feasible for a game to have more
than one Nash equilibrium. A subgame perfect equilibrium
is a subgame perfect equilibrium in game theory. A Nash
equilibrium utilized in dynamic games is a refinement
of a Nash equilibrium. The strategy profile provides a
Nash equilibrium for every subgame of the original game.
Designed a game-theoretical framework based on the attacker,
the defender, and the user [15]. Established a random game
model with imperfect information describing the game state
between users and administrators [12]. Proposed a method in
a distributed network attack environment [16]. This method
takes advantage of the defender’s advantage in obtaining
information rights and imitates the attack behavior based on
the different capabilities of the offensive and defensive parties
to obtain information due to different permissions. The
attacker is induced to conduct attacking behaviors so that the
defender’s benefit is optimized. However, the game model
only considers the increase of the defender’s income without
considering the attacker, which has certain limitations.

The new sensor technology is constantly developing
towards miniaturization, multi-functionalization, digitization,
intelligence, systemization, and networking. At present,
sensors are in a period of transition from traditional to
new sensors. After years of technological improvement,
sensors are divided into three generations according to their
technological advancement: first, structural sensors, which
mainly use changes in structural parameters to collect and
read and write signals; secondly, solid sensors, which use
materials Some characteristics are made, and its characteristic
is that the function of the sensor varies according to
the different materials used. For example, the use of
photosensitive materials to make photosensitive sensors;
the last is smart sensors, this type of sensor is composed of
micro-processing technology and detection technology, and
its main feature is intelligent characteristics [17-20]. After
long-term development, sensor technology has become a
catalyst for the transformation and upgrading of traditional
industries, and it is expected to become an economic
growth point for a new type of industry. The time series
for the depth network will be in the LTE communication
system for the long and the short-term channel occupancy
for the authorized historical moments for the guide of the
simulations. The speed communication of the long-term
railway evaluation is done by the authorization of the channel
to find the current formation of the dynamic spectrum of
the authorization channels. This study is used in the access
of the LSTM network to manage the authorization of the
channels. The population growth of the twenty-first century
will be managing the food security and the efficiency of the
agricultural system of the weather conditions will definitely
make the lack of transparency of the multi-network system
it manages the decision support system to maintain the deep
Q-learning process. This is presented by the filtering and the
integration of the network access. This study was used in
managing the sustainability of the deep Q learning algorithm.

3 Preliminaries

3.1 Cybersecurity Situational Awareness

According to Endssley’s conceptual model of situational
awareness, network attack information, network vulnerability
data, etc. Data preprocessing is to perform correlation
analysis and data fusion after obtaining massive and
redundant network security data information to obtain a
standardized and standardized data collection. Correlation
analysis is used to determine the degree and direction of a
link between two variables. Correlation analysis is used in
the handling of security events to uncover inter-relationships
between security data in order to produce effective security
events, analyze these security events, and give technical
guidance for network management. The analysis of numerous
interconnected datasets that give complementary viewpoints
of the same phenomena is known as data fusion. Correlating
and fusing data from several sources allows for more accurate
inferences than analysing a single dataset alone. Then take
the data set as input and use a suitable model to quantitatively
analyze the network state. Situation forecasting obtains
the development trend of the security state by analyzing
historical and existing data and using appropriate models.

Situational awareness technologies are intended
to improve operational decision-making from the top
down. Decision-makers in a range of businesses have
long recognized the importance of situational awareness.
Situational awareness technology can be applied in fields
such as network security and industrial control. The same
framework is applied to different problems, so situational
awareness and NSSA are analogous to types and examples.
In summary, the following definitions can be given:

Definition 1 Network Security Situation (NSS): refers
to obtaining a comprehensive value that can represent its
security status based on various related security data in
the network system. NSSA technology mainly includes 4
key technologies: situational data acquisition, situational
understanding, NSSP technology and visual analysis
technology. The network security status prediction (NSSP)
examines previous network data and forecasts the network
condition in order to warn of potential future network
dangers. Predicting network security situations can help with
network defense, network security warning, and network
resource allocation. Further, the use of sophisticated tools and
procedures to evaluate datasets using visual representations
of the data is known as visual analytics. Data visualization
via graphs, charts, and maps assists users in identifying
trends and developing actionable insights. These data-driven
insights assist businesses in making better decisions. The key
technology of situational understanding technology is NSSE.
The complete NSSA process is shown in Figure 3.
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Figure 3. NSSA flow chart

The situation prediction, situation assessment and
situational data acquisition are processed for situation
visualization in the NSSA flowchart. The process flow of
NSSA is shown in the above Figure 3, the process begins
with the acquisition of situational data’s namely asset,
vulnerability, threat and performance these acquired data are
processed in the data processing module, then it moves to the
evaluation model where the datas are evaluated for security
after the evaluation assessment of situation takes place and
in the situation prediction phase there are two modules
predictive model, situation prediction. In the visualization
phase of situation the visual analysis is made for the situation
prediction and also for situation assessment, the statistical
analysis is considered for the data acquisition phase of NSS.

Definition 2 Asset data: refers to the asset information
being evaluated in the network. All asset information in the
network constitutes an asset data set .S The assets are
expressed as:

Asset = (id,, name, V,, type, ser, os, id, V)

Use id, to uniquely identify the asset information; name
to describe the detailed information of the asset name; the
value of the asset V, represents the importance of the asset,
and the value of the asset is quantitatively evaluated by
its three security attributes: confidentiality, integrity and
availability, and the asset Va = (val,, val, val,) is expressed
as a three-dimensional security attribute The value vector.
type is the type of assets, including hosts, servers, routers
and other network equipment. ser Service information for
asset operation. os is the operating system type. id, is the
identification of the basic operation information of the asset.
id, is the asset operating value obtained according to the basic
operating information of the asset, divided into 5 levels.

Definition 3 Basic operating information data: It is the

asset*

basic operating data corresponding to each asset. The basic
operating information identifies the performance of various
aspects of the asset. The operating information of a single
host is shown as follows:

Runh = (idw idus Vrha Pm> pq)mﬂow)

Where,

id is the basic operation information identification.

id, is the corresponding asset identification.

V,, is the operating value of host assets.

P, 18 the memory utilization.

Py 18 the CPU utilization.

flow is the flow rate.

The operation information of a single component is
shown as follows:

Rune = (id,., idav Vrea type, ﬁs 0)

id, is the basic operation information identification. id,
is the corresponding asset identification. V,, is the running
value of component assets. fype is the component type. £ is
the detection and protection capabilities. 8 is the component
processing flow.

Definition 4 Vulnerability data: refers to a data set
composed of system vulnerability data. The inherent
weakness of software or other assets that is used by assaults
is known as vulnerability, and will not be harmful when it
is not used. Attackers use vulnerabilities to launch attacks.
When the network system protection measures are relatively
complete or the network system is relatively secure, the
difficulty of exploiting the vulnerability will increase, and
the threat may not cause security damage. Multiple pieces of
vulnerability information form a vulnerable data set S,,,. A
single vulnerability is expressed as:

Vul = (id,, id,, name, p,, V)

Where,
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id, is the vulnerability indicator.

id, is the corresponding asset identification. name is the
name of vulnerability.

p, represents the probability of the vulnerability being
successfully exploited.

V, represents the degree of damage after the vulnerability
is exploited, which is the same as the asset value and also a
three-dimensional value vector. Each aspect is divided into 5
levels.

3.2 Network Security Situation Forecast

The basic process of NSSP refers to combining historical
data information and current network security status, using
appropriate models or algorithms to qualitatively. NSSP is
aware of the security of the overall operation of the network
system, real-time perception, and timely detection of
dangerous events, providing a basis for timely and accurate

Network

security

situation
value
input
vector

network security decision-making or emergency response,
and avoiding the occurrence of large-scale network security
incidents.

NSSP is an important part of NSSA. It obtains network
risk event information and network and node resource
information, based on quantitative analysis of network
security status, and uses reasonable theoretical models to
predict network development trends. At present, methods
such as neural network and time series are mainly used to
predict the network security status. Forecasting financial
data series has been effectively accomplished using neural
networks. Time series prediction techniques such as Box-
Jenkins and ARIMA presume a linear connection between
inputs and outcomes. The ability to approximate nonlinear
functions is a benefit of neural networks. The following
introduces a commonly used prediction method. The NSSP
based on RBF neural network is shown in Figure 4.

Network
security
situation
predictio
n value
output
problem

Input layer

Hidden layer

Output layer

Figure 4. NSSP based on RBF neural network

The input layer main function is to transfer the data
source sample information. Each neuron in the hidden layer
has an activation function, which completes the mapping
from low-dimensional to high-dimensional input data,
which is a radial basis function. There is no need for weight
connection, which is a non-linear relationship. The output
layer is responsible for linearly weighting the results obtained
by the hidden layer.

The mapping function is:

¥ =Y we(x - x

)i=1,2,3,...n

Among them, w, represents the relative weight of the
hidden layer and the output layer.

4 Network Security Situation Assessment
Model Based on Random Game Model

4.1 Cyber Security Posture Assessment

According to different classification methods, the NSSP
method can be summarized into the classification results.
There are three participants in the network attack and defense
environment: attackers, defenders, and legitimate users. The
attacker in the network system to get the best benefit, while
the defender takes security measures to prevent the attacker
from destroying. The conflicts of interest are antagonistic and
will not form a norm of cooperation. Legitimate users will
not cooperate with other parties by default, and they always
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hope to obtain maximum network resources at a lower cost.
In summary, the network security problem can be simplified
to a multi-player non-cooperative game process, where each
game party pursues the maximization of their own interests.
A non-cooperative game, as opposed to a cooperative game,
is one in which individual players compete with one another
and relationships can only exist if they are self-enforcing.
Cooperative game theory focuses on how much people can
appropriate given the value each coalition of players can
provide, whereas non-cooperative game theory focuses on
which movements players should logically perform.

We assume that all players participating in the game
process are rational and will choose appropriate strategies
to obtain the greatest benefits at the smallest possible cost.
The change of any party’s strategy may affect the change of
the other party’s income, which will change the selection
strategy, so the influence of the tripartite behavior is
integrated. The venerable tripartite model of attitudes remains
the most often used measuring paradigm for (explicit)
attitudes. The link between a latent attitude and its cognitive,
emotional, and behavioral expressions is described by this
tripartite model, which is a latent variable model. Under the
same circumstances, a rational attacker will choose a strategy
that is easy to use and harmful to the attack. On this basis, it
will consider reducing costs to increase revenue. Defenders
will choose vulnerabilities that have a greater impact on
system security to patch, and minimize the impact on system
availability. The behavior of legitimate users has a relatively
small impact on the outcome of the game, so the impact of
legitimate user behavior is not considered in this article. The
quantitative analysis of the benefits of each player shows
that the benefits of the offensive and defensive parties are not
completely equal, and the process is a non-zero-sum game.

The random is represented by the following octet:

Algorithm For Threat Propagation
Require: w, {state}, 5, a
Y «—aD, Y ({state}) <5
Y= wy(X |x; =0

A —0DxD

repeat

T—w®YT
A—T-W-AT

Y <A, 1’>

A ({state}) <0

Y ({state}) <5

until Y has converged

return Y

ADSGM = (I, S, 4, D, &, P, R, 6)

1. Participant /: The decision-making body, in this article
I1={i,i,}.

2. State space S: the state of the game system. The
transition process of the game state is determined by the
simultaneous influence of the actions of both offensive and
defensive parties.

3. Attacker action set 4, in state S,, 4, = (a,, a, ..., a,,),
A, €A, represents the attacker’s action set in state k. In
this article, the attacker’s action is defined as the threat
propagating to uninfected neighboring nodes, expressed as:
A, = (ay, ay, ..., a,,), where 4,(i) = m represents the action of
the threat propagating to node m at state &, and the attacker’s
action at state k according to the threat propagation algorithm.

4. Guardian action set D, in state S,, D, = (d,, d,, ..., d,)
D, € D, represents the guardian’s action set in state k. In this
article, the actions of the defender are divided into: eliminate
the vulnerability, cut off the propagation path, D, = (d,, d,,
.., d,), where D,(j) = n means to eliminate the vulnerability
of node n, D,(j) = e(m, n) means to cut off the propagation
path e(m, n). The set of actions of the defender to spread
the current access network according to the threat State and
propagation algorithm are obtained.

4.2 Network Security Situation Assessment Analysis

The analysis of network security is the process of
analyzing the network to find the vulnerability or attack,
by finding the components of network which requires
the immediate solution for the security in network and
the scanning of vulnerability in the network also helps to
determine the security of network. As the complete security
of network provides the decreased risk of theft, sabotage and
data loss.

The types of security analysis for network is shown
above in Figure 5. The analysis are fundamental, finding
coverage analysis and the point to point analysis. The
fundamental analysis is the process of measuring financial
factors and economic factors and produce the intrinsic values
to measure the security of a network. Fundamental analysis is
a technique for determining a stock’s real cost. It incorporates
financial information, external factors, events, and industry
trends. It’s vital to remember that a stock’s inherent value
or fair value doesn’t alter overnight. The finding coverage
analysis can be analysed based on the distance that takes to
reach the distance in the particular time period is considered
for the analysis. An organization can do a coverage analysis
to ensure that it is examining all expenses associated with
running a clinical trial and that all expenditures are covered.
Furthermore, organizations are not blindly funding a
research experiment because they did not conduct a thorough
investigation. The Point-to-point analysis is used in the
routing problem of a network, as it consists of set of points to
find the optimal route. Point-by-point analysis is a continuous
data analysis approach in which each data point is analyzed
separately. Computer-based real-time data capture works well
with point-by-point analysis.
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undamental

analysis

Finding Coverage

analysis

Point-to-Point analysis

Figure 5. Security analysis for network

4.2.1 Offensive and Defensive Revenue Quantification

In the network attack and defense environment, a rational
attacker will choose a strategy that is easy to use and harmful
to the attack. On this basis, it will consider reducing costs to
increase revenue.

The damage to the system includes damage to assets
and related links. The direct benefit of threat ¢ to asset i and
related edges in the k state is expressed as:

ua, (t, k) = Sdam; (f) - A cos ¢, (¢)

Sdam means safety damage to the system. 4 cos ¢
represents the cost of the attack. The threat benefit value is
determined to be 0, otherwise it is ignored.

Sdam_(¢) = Vdam, () + Z Edam (1)

eckE

E is the set of related path edges. Vdam means the
security hazard to the asset. Edam represents the loss caused
to the link. The calculation method is as follows:

Vdam,(t) = (V,, V) p.p,

Edam,;(t) = (V.) *Ap *pe,

When there are multiple vulnerabilities on asset i, take
the largest damage vulnerability to express.

Protectors protect asset nodes or links and deploy security
strategies to reduce damage caused by attacks. Considering
the nodes affected by the defender’s protection measures and
the affected propagation links, the value of the profit obtained
by the defender against the threat ¢ in the state & is expressed
as

ud, (t,k) = =Sdam, (1) + Y .y ..y D cost,(1)

Protective measures reduce the security damage caused
by threats to the system by Sdam. D cos ¢ represents the cost
of protective measures. Negative costs include the loss of
node service quality caused by the protective strategy. When
operating cost When it is very large, the return is assigned a
value of 0. The negative cost is expressed as:

D cos 1;(£) = 0,04, (i, ]) valy* Vit O (1, )) Ve * pe

6 (i, j) means adopting a protection strategy j the damage
coefficient to the usability caused by the attack i.
4.2.2 Game Matrix Quantification

Since the offensive and defensive random game model
is a synthesis, the attack action that the attacker can select
is represented, and the defense action that the defender can
select is represented by each column in the matrix. Therefore,
in each game state S,, for threat ¢. The inherent situation
is represented by the direct benefits of both offensive and
defensive parties, and the potential situation is represented
by the situation discount value of the future state. The matrix
game elements of the offensive and defensive sides are

expressed as (s; (,k), s,f; t,k)) .

Sjj (@ k) = 1 (2, )

K
+8)_ Py (S (O] S (), S (1), 4, (), D (), ()
i=1

d d
Sij (t,k) = Ty (#,5)

K
+8) Py (S (]S (0,5, (0), 4, (), D (/))S) (2)
i=1

K
=12 mij= 1,2, m pf 200, k1) p <1
i=1

S;; (t,k) means that the attacker adopts 4,(i) when
the threat ¢ is in the offensive and defensive state S,. It is
composed of two parts. The former r,f (t,k) means that the

attacker adopts A4,(j) and the defender adopts the attack of
D,(j) o’clock. The direct benefits obtained by the former, and
the latter represents the potential benefits.

The game process is shown in Figure 6, S; represents the
game state, and the game matrix is constructed in each game
state, and the action choices of the offensive and defensive
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parties determine the next moment of the game state.
According to the above formula, the quantification of

direct benefits can be considered in two situations. If i is

equal to j, that is, the attacker attacks node i and the defender

. d
protects node j, then 7 =— A cost,+ D cost, I,

i i = D cost;

— A cost,. If i is not equal to j, the attacker attacks 7, and the
defender protects j, then r,»]‘-’ = Sdam; —A cost,+ oD cost,, r,-;i

=—0 *Sdam; + 0D cost,— A cost,.

A5

LA 31

P
P

S
)

Figure 6. Game process diagram

The process of game theory is shown in the above Figure
4. The game theory is the process of designing strategic
interaction (S, S, S,, S, S;) between two or more players is
given as (P, Py,, Py;, P))) in the situation contains set of rules
and outcomes.
4.2.3 Situation Assessment Algorithm Based on ADSGM

This section introduces the algorithm for implementing
NSSE based on the above ADSGM model. The flow chart of
the algorithm is shown in Figure 5. The algorithm constructs
TPAN.

Based on TPAN to evaluate the NSS of the current state
Sy, consider the k-step propagation of the threat, K = 2, 3,
4, 5. Obtain the game state under each step of propagation,
denoted as S,= (S, Si, -y Sp), K =1, 2, 3, ..., K, for each
game state double matrix game, and calculate the expected
return and equilibrium strategy. According to the value
iteration algorithm, the calculation results of k steps are
substituted into £ — 1 steps, and finally the Nash equilibrium
in state S, is obtained, and the strategy set is obtained.
According to the Nash equilibrium of both offense and
defense in state S|, the network security situation value
is calculated and the reinforcement strategy is given. The
following is the detailed process:

Input: Security data

Output: Network security situation value, protection
strategy

Algorithm For Situation Assessment

1) input; current state .S,, game state S;

2) For each 4, in FA{

3)T=A,° time,

4) FVS = (HS, T, PVS, VTS)

5) Let h,,= S, id,

6) sa, (Au, 1) val, *threat,s PUV (v)//
Current host situation, consider spreading below
7) For h,, next two nodes {

8) 54, (Ay» ) = p () 56, (A, T)

9) )

10) sa, (V', T) val, «threat,* PUV (v) * num(v)
11) For each node 4 in HS{

12) S (1) = D sa, 1) + Y say (4,.T)

veF Vs, A, eFA,

13) }

14) Let SA represents the network situation value
15y 841 = 2o San(T)

heHS
16) return SA(T)

(1) Obtain network security data and perform data fusion
to obtain a standardized data set.

(2) According to the basic security data set, conduct
security incident analysis, and obtain the threat set S, that
caused the attack. A security incident is an occurrence that
indicates that an organization’s systems or data have been
hacked, or that the security procedures in place to secure
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them have failed. An event in IT is defined as anything that
has a significant impact on system hardware or software,
whereas an incident is defined as an occurrence that causes a
disruption in routine operations.

(3) Build a network of threat propagation and visits to ¢
el.

(4) For t €U, consider the K-step propagation of the
threat, and the offensive and defensive state of each step S, =
(Si> Sias - Sy) constitutes an defensive random game model,
and the equilibrium point is solved according to the sub-
algorithm slovel.

(5) According to the equilibrium point in the 4 steps,
calculate the game value of both the offensive and defensive
networks, and obtain the reinforcement plan.

(6) According to the sub-algorithm slovel, for the S|; state,
the attacker’s game value v,; and the defender’s game value
v,; are obtained, and the quantitative of the current state S, is

n
evaluated as: sa, = sa,;, + sa,,, = z Vdam,(t)+ o6 Z Doi*Si; .
i=1

(7) Repeat steps 3-6 for all elements in U..
(8) Sum the situation caused by all threats to solve the
overall situation of network security. The calculation formula

is: U,sa = log, ZC .
teU,

1) For each 4, in FA{
2)T=A,°time,
3) FVS=(HS, T, PVS, VTS)

Table 1. Network security situation assessment

4) Let h,,= S,* id,
5) sa;, (A, , T) val, «threat, PUV (v)//
Current host situation, consider spreading below
6) For £, next two nodes {

7) 50, (A, T)=p (S) s, (A, T)

8) }

9) sa, (V, T) val, «threat,* PUV (v) * num(v)
10) For each node % in HS{

1) Sa, (T) = z say (v,T) + Z say (A;,T)

veFVs, A, eFAy,

12)}

13) Let SA represents the network situation value
14y 4y = 2 S (T)
heHS

Result and analysis

The network security situation forecast analyzes the
past network data and predicts the network situation to the
warning of possible network threats in the future. Cyber
security is the application of technologies, processes and
controls to protect systems, networks, programs, devices and
data from cyber-attacks.

Table 1 shows, network security situation assessment, in
this table representation based on thread situation and server.

Figure 7 shows, network security situation assessment, in
this grid representation based on thread situation and server.

Server 0.586 1.867 2.486 3.85

13.09 23.26 36.39

Thread situation 0.98 4.78 8.58 12.38

16.18 19.98 23.78

40
35
30
25
20

Server

o un

15
10 '
1 2 3 4 5 6 7

Thread situation

Figure 7. Network security situation assessment
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Table 2 shows, network security situation prediction, in Table 3 shows, stochastic game model thread propaga-
this table representation based on quantization period and  tion, in this table representation based on stochastic signal
security situation value. and thread propagation.

Figure 8 shows, network security situation prediction, in Figure 9 shows, stochastic game model thread propaga-
this grid representation based on quantization period and se- tion, in this grid representation based on stochastic signal and
curity situation value. thread propagation.

Table 2. Network security situation prediction

Quantization period 1.67 256 345 434 523 6.12 7.01

Security situation value 0.78 345 12.7  17.56 23.52 2548 29.44

Table 3. Stochastic game model thread propagation

Stochastic signal 10 20 30 40 50 60 70

Thread propagation 5.67 2356 4145 5934 7723 9512 113.01

Network security situation prediction

30
25
(O]
3
z %0
2 515
QL +
w ©
210
5
. = A
1 2 3 4 5 6 7
Quantization period
Figure 8. Network security situation prediction
Stochastic game model thread propagation
120

100

o]
o

Thread propagation
B o))
o o

N
o

o

1 2 3 4 5 6 7

Stochastic signal

Figure 9. Stochastic game model thread propagation
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Table 4 shows, cyber security situational awareness, in
this table representation based on awareness program and
percentage.

Figure 10 shows, cyber security situational awareness, in
this grid representation based on awareness program and per-
centage.

Table 4. Cyber security situational awareness

Table 5 shows, the thread trend analysis process, in this
table representation based on thread situation and trend anal-
ysis.

Figure 11 shows, the thread trend analysis process, in this
grid representation based on thread situation and trend analy-
sis.

Awareness program 12.45 22.3 32.15

42

51.85 61.7 71.55

Percentage 3.45 4.67 25.89

37.11 48.33 69.55 70.77

Table 5. The thread trend analysis process

Thread situation 2.34 3.56 478

7.22 8.44 9.66

Trend analysis 3.67 4.98 6.29

7.6

8.91 10.22 11.53

Cyber security situational awareness

80
70
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Percentage
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' L
1 2 3 4 5 6

Awareness program

Figure 10. Cyber security situational awareness

The thread trend analysis process
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Figure 11. The thread trend analysis process
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5 Conclusion

With the popularization of the Internet and the rapid
development of network technology, the issue of network
security has become a hot issue that cannot be ignored. This
article first analyzes the latest developments in network
security, introduces the research work of domestic and
foreign researchers on the network security situation method,
analyzes and summarizes the shortcomings of the existing
NSSE and NSP technologies. In terms of evaluation methods,
this paper proposes an NSSE model based on offensive and
defensive random games, integrates the game information
of both offensive and defensive parties, constructs a threat
access relationship network. In terms of situation prediction,
this paper proposes an NSSP model based on the prediction
of security situation elements, which integrates various
situation factor information and predicts the overall situation
based on changes in situation elements. Through comparative
experiments, the effectiveness of these two methods is
verified.

The main work of this paper is as follows:

1. Introduce the situational awareness technology from
the detailed aspects of situational data collection, data
fusion, situational assessment, situational prediction, and
visual analysis. It focuses on the current research results
and advantages and disadvantages of knowledge reasoning
methods, artificial intelligence methods and statistical
methods in situation assessment. The network security
situation prediction technology is introduced from both
qualitative and quantitative aspects. The basic theory of game
is introduced, which provides theoretical support for the
following research.

2. ANSE model based on offensive and defensive random
games is proposed, which integrates threat information,
protection information and environmental information, and
comprehensively evaluates the network security situation.
In response to threat information, a network of threat
propagation visits is constructed, and the impact of threats on
the situation is divided into two parts: the threat situation that
has occurred and the potential threat situation. Quantitative
analysis of threat propagation and the implementation
of protective measures, and establishing a random game
model for its game process, solving the mixed strategy Nash
equilibrium, dynamically evaluating the network security
situation, and obtaining network security defense measures to
provide guidance for network security protection.
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