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Abstract

The smart energy system (SES) encourages data admin-
istration and information services developments, particularly 
smart grids. Presently, numerous SESs cloud environments 
are accessible to smart grids. Nonetheless, because of the 
semi-credible character of the SES cloud environments, 
achieving secured access, information storage, updates, dele-
tion, tracing, and revocation of ill-disposed clients is a genu-
ine concern. In this publication, an Ethereum blockchain-ori-
ented secured access regulation design upholding traceability 
and revocability is offered for smart grids to resolve these 
problems. The blockchain implements unified identity ver-
ification and saves all public-keys, users’ attribute sets, and 
revocable lists. The system administrator creates system 
parameters and sends private-keys to users. The domain ad-
ministrator prepares the domain’s security and privacy-pres-
ervation policies and executes encryption procedures. If the 
attributes correspond with the access policy and the user’s ID 
is unrevoked, they could acquire interim-decryption capabil-
ities from the edge/cloud servers. Tracking malevolent users 
for revocation is applicable throughout all stages, ensuring 
the system is secured under Decisional-Bilinear-Diffie-Hell-
man (DBDH) complex theory and can withstand multi-at-
tacks. Analysis revealed the size of the public/private keys to 
be shorter, contrary to relevant schemes. The overhead dura-
tion is less for generating the public-key, data encryption, and 
decryption phases. 

Keywords: Blockchain, Smart grid, Privacy-preserving, Data 
exchange, Revocation

1  Introduction

Intelligent sensor networks [1] render diverse opportuni-
ties for smart grid applications, comprising power monitor-
ing, demand-end energy administration, distributed storage 
harmonization, and renewable energy generators integration. 

A broad spectrum of sensors embedded in every grid domain 
and application is utilized to gather data within the smart 
grid ecosystem. This promotes the functionality and utility of 
big data in grids, termed big data in smart grids (BDSG) [2]. 
BDSG has been broadly investigated owing to its colossal ap-
plicable benefit to workers, administrators, and policymakers, 
notably, how BDSG can be shared securely while protecting 
clients’ privacy on the IIoT/IoT cloud platforms [3-5]. 

Nevertheless, the cloud-assisted [6] platforms have sig-
nificant security risks when managing grid-generated infor-
mation as a semi-trusted entity. Administrative rights could 
be exploited, and private information leaks from properties 
inherent to the edge/cloud computing architecture, such as 
heterogeneity, mobility, geo-dispensation, and location in-
formation. Several data encryption techniques have been 
employed to secure cloud data outsourcing to resolve data 
confidentiality and integrity dilemmas [7-11]. Attribute-based 
encryption is an example of access regulation technologies 
for untrustworthy cloud storage services [12-13]. Related 
cryptographic systems have been suggested previously to ac-
complish confidentiality and protect privacy [14-18]. Howev-
er, various concerns exist, expressly concerning malevolent 
user tracking and revocation.

With its initial release in 2009, crypto-currency, which de-
pends on a public distributed ledger called blockchain, arose, 
and thereafter, applying blockchain technology to cloud-as-
sisted IoT/IIoT became achievable [19-20]. Blockchain is a 
chronological, dispersed, verifiable, and tamper-proof ledger. 
Its nodes exchange data, collectively sustain the ledger, and 
utilize consensus mechanisms to guarantee data constancy 
[21]. However, blockchain is still not profoundly incorpo-
rated with smart grids’ generating, managing, operating, and 
selling as an emerging security technology. In smart grids, 
data must be exchanged across the overall production-trans-
mission chain, like consumption data, power costs, monitor 
sudden power behavior, etc. These data are chronologically 
timed and need to be tracked during the entire process. Con-
currently, it demands to be tamper-proof, inimitable, and 
trackable. Blockchain possesses the proper qualities to match 
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the demands of a smart grid [19-20, 22].
This article proposes a blockchain-oriented secured 

access regulation scheme that supports a smart grid’s trace-
ability and revocability. This paper’s main contributions are 
as follows. (1) A ciphertext-policy attribute-based access 
regulation design for the smart grid that sustains traceability 
and revocation is presented and proved secure utilizing the 
DBDH assumption. Rivaled with other systems, the public/
private keys size is smaller, and the duration overhead is 
more negligible in the public key generation, data encryption, 
and decryption phases. (2) Blockchain technology is applied 
to execute unified identity authentication and store all public 
keys, user attribute sets, and revoked user lists. Each user 
needs to be registered onto it. The blockchain in this prof-
fered design is an alliance chain.

1.1 System Architecture 
The framework of the proffered secure privacy-preserv-

ing BDSG Data Exchange Protocol is depicted in Figure 1. 
Five entities are entailed in the information flow: Grid Oper-
ator (GO), Edge Server, Distribution Grid Domains (DGD), 
Cloud Services Provider, and Blockchain. 

Figure 1. System architecture 

1.2 Related Work 
Access regulatory schemes built on attribute-based 

encryption are exhibited [7-10]. Ostrovsky [8] proposed a 
“one-to-multiple” outsourcing encryption system supporting 
a monotone access structure. An ABE system with proxy re-
encryption to resolve the lack of tracing and revocation in 
cloud environments is proposed by [7]. Yan and Meng [10] 
offered an access regulation design with direct revocation, 
where the revocation list is inserted in the ciphertext during 
encryption. Nonetheless, scheme [10], together with [9], 
cannot handle the updating enigma of the access policy. 
Within the designs of [7-10], both the encryptor and 
decryptor bear hefty computational overheads. 

A combination of blockchain technology and smart grids 
are evolving. Mengelkamp et al. [22] combined classical 
IIoT architecture and blockchain engineering to construct a 
smart grid disseminated network. Gao et al. [23] developed 

a sovereign-blockchain technology to alleviate smart grid 
consumer-data tampering. Agung et al. [24] devised an 
intelligent grid with secured immutable transactions, utilizing 
blockchain as a tool. Gai et al. [25] proposed a consortium-
blockchain-oriented technique to solve the situation of 
privacy leakage within smart grid. Wang et al. [26] integrated 
blockchain, Elliptic Curve Cryptography (ECC), dynamic 
Join-and-Exit mechanism, and batch verification to propose 
an authentication protocol for smart meters and utility 
centers.

2  Design: Overview and Construction 

2.1 Design Overview
Table 1 summarizes notations used in this work. The 

implementing processes of the smart grid design depicted in 
Figure 2, are as follows: 

Table 1. Notations used
Notation Meaning
λ Security parameter

PKs, MKs System Public and Master key

W Registration List

Lid, Uid Attribute Set and Identification of i

T, T* Access Structure

RvL  RvL* List of Revoked Users

U User Set

,ρ  Access Policy

CT Ciphertext

SKid Private-Key

m Plaintext

ϒid User’s Certificate

Figure 2. Process framework of the smart grid system 

 Users register to blockchain and apply for account 
address as an Identification termed  addrUid.
 GO picks λ arbitrarily and utilizes  Setup(λ) to obtain 

PKs, and MKs according to the system’s attributes universe Ls, 
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then transmit PKs and Ls to the blockchain. 
 The Users send Lid and Uid to the GO for registration.
 GO uses KeyGen() to generate (ϒid, SKid), assign it to 

the user per his Lid, and transfer ϒid to blockchain.
 The grid domain admin picks PKs, and RvL from 

blockchain, forms a matching access structure ( ,ρ  ), 
formulate an attribute matrix  , and invokes Encrypt() to 
return the ciphertext CT. Where the data is temporary, it 
saves to ES; else, convey to CSP, and convey ( ,ρ  ) to the 
blockchain.
 The user inquires into the grid domain’s data and 

sends ϒid  and Lid to ES or CSP.
 ES or CSP acquires PKs from blockchain and 

performs a policy comparison; if it matches, it delivers the 
decryption parameter to the user, who derives the plaintext 
utilizing algorithm Decrypt().
 CSP conveys ϒid to GO, and GO performs Trace() 

to investigate malevolent users. When a malevolent user is 
traced by the system, the user’s addrID is included on the 
revocation list, then forwarded to the blockchain. ES/CSP 
then re-encrypts the data. 

2.2 Design Construction
A scheme composed of nine stages is presented: 

init ial ization,  system-setups,  key-generation,  data 
encryptions, decryptions, malevolent-user tracing, data re-
encryptions, user updates private-keys, and CSP/ES updates 
saved private-keys of the users.                        

Stage 1. Initialization:
This is the blockchain registration stage. The user enrolls 

on blockchain by setting the user account password, pswd  
to receive the account public and private key combination 
(pubK, prvK). Then, users acquire the account address (ad-
drUid), formed according to pubK, and transmit addrUid to 
the blockchain, where addrUid ← IDGen(password) and ID-
Gen() generates an account address from the user’s account 
password.

Stage 2. System-setup:
Setup: The algorithm formulates MKs and PKs. Select 

two bilinear groups (𝔾, 𝔾T ) of order p (prime) and establish 
a bilinear map 𝑒̂ ∶ 𝔾×𝔾 → 𝔾T, where g is the generator. Set U 
= {addrUid|1 ≤ i ≤ n} as the user set. The query list W with 
the initial state ϕ comprises two items (randomparameter and 
addrID). Select a hash function H:{0,1} → 𝔾, H': 𝔾T → *

p

, pick two arbitrary numbers 𝛼, 𝛽 ∈ p . Correspondingly, 
the system outlets MKs and PKs, for MKs = {α, β} and PKs 
= {𝔾, 𝔾T , g, 𝑒̂(g, g) 𝛼, gβ, 𝐻(), H'()}. The Grid Operator se-
cretly keeps MKs. PKs is transferred to blockchain by running 
Save_Transaction(). 

GridDomainSetup: This algorithm generates a public-
key for each grid domain administrator. It arbitrarily 
chooses  gl ∈ 𝔾 for every domain, the initial version number 
dl,vrn ∈ *

p  of the DMK is secretly kept with the domain 

administrator DOl then computes ,ˆ( , ) l vrnde g g , and gdl,vrn. 

The system issues DPK and DMK, for { [1... ]DPK i l= ∀ ∈

{version, DOl, gl, ,ˆ( , ) l vrnde g g , gdl,vrn}} and DMK = dl,vrn. The 
domain administrator keeps DMK, and DPK transferred to 
blockchain. 

Stage 3. Key generation:   
KeyGen: After users’ registration, the system selects a 

user’s Lid and addrUid as its input. It issues SKid and ϒid. The 
algorithm arbitrarily picks r, rj , rd ∈ *

p .

{ , { :
r

id idSK version Usk K g j L
α
β
+

= = = ∀ ∈   

             ,
1 2, ( ) ( ) }j jl vrnr rrd

j j jD g D H Uid H attr= =  
, ,

1{ ( )
l vrn l vrn

id id

d rd

D DUsk D g H Uidβ ββ= = ⋅

                2 3, }}.d d

id id

r rr
D l DD g g D g= ⋅ =                        (1)

Each user  chooses  an ident i f ier  g id ∈  𝔾 ,  ϒ id =  

( )
2

, ,   l vrn l vrnd d
ididH Uid g gβ , SKid is transferred to user securely. 

ϒid is publicized and transferred to blockchain. To diminish 
hefty decryption computations, the Grid Operator delegates 
SKid to CSP/ES, then random picks component 𝓏  ∈ *

p , and 

TFid, TFsk'Did
 sent to the user securely. 

( )
'
1{ ' { ' : j

z r
zr

id id jTFid TFsk K g j L D g


+

= = =   =

               ,'
2 ( ) ( ) }jl vrn zrzrd

j jD H Uid H attr=

, ,

' 1{ ( )
l vrn l vrn

id id

zd zr d

D DTFsk T g H Uidβ β
⋅

= = ⋅

                 2 3 }}.d d

id id

zr zrzr
D l DT g g T g= ⋅ ⋅ =                         (2)

Stage 4. Data encryption:  
Encrypt: According to the access structure for the grid 

domain, an 𝑙 × 𝑛 weighted access matrix   is constructed, 
for 𝑙 signifies the number of attributes. The algorithm selects 
with randomness vector v  = s1, s2, s3, ..., vrn ∈  *

p  for the 

distribution of secret value s. Then computes λi =  v  ⋅ i . 

i  represents the row vector matching the attribute related 
matrix:

{ ,prmCT version vrn= =

              2ˆ, ( , ) sM C m e g g α= ⋅ , 1ˆ( , ) :l vrnd se g g

              21 2 1 2'
1 2, , ' , ,

id id

ss s s s
D D lC g C g C g C g C gβ β= = = = =

              , 12ˆ ˆ'( ( , )  ( , ) )d ss l vrnH e g g e g gV g
α

=  

              ': , ( ) }.i i
i i iy l C g C H attrλ λ∀ ∈ = =                   (3)
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The Grid Operator forwards CTprm to the ES if the CTprm is 
temporary or lately utilized; else, sends to the CSP.

Stage 5. Data decryption:
With this algorithm, ES/CSP handles hefty and complex 

computational resources with TFid. Firstly, it decrypts the 
attribute item of the ciphertext:

1

'
2

1 ' '

ˆ( , )
ˆ( , )

i

j

i j
i I

i

e C D
A

e C D

ω

∈

 



= 


 
∏    

           
,ˆ ˆ( ( ), )  ( ( ), )

ˆ( ( ), )

j i i l vrn i i

j i i

zr zrd
i

i I zr
i

e H attr g e H Uid g

e H attr g

λω λω

λω∈=∏  

     ( )( ) , 1ˆ ., l vrnzrd s
e H Uid g=                                             (4)

Then, proceed to decrypt the domain item of ciphertext, 
for multiple domains key, selects the related domain key, to 
get A2, then get A5 :

      
2 2

2

2

2 '

2 3

ˆ( , ) ˆ ˆ( , ) ( , ) ˆ( , )
ˆ ˆ( , ) ( , )

id id

id id

zts zrs
D D zrsl

zts
D D l

e T C e g g e g g
A e g g

e C T e g g
= = =  

3 2ˆ( , )A e C K= = 2

( )

ˆ( , )
r

se g g
α

β β
+

2( )ˆ( , )z r se g g α+=   

       1
4 1ˆ( , )

idDA e C T= , 1ˆ( , ) l vrnzd se g g= , 1ˆ( ( ), ) l vrnzrd se H Uid g

3 4
5

1 2

A A
A

A A
⋅

=
⋅

2ˆ( , )z se g g α= , 1ˆ( , ) l vrnzd se g g                         (5)

If 
( )1/
5

zAV g= , then cloud decryption is a success; if 

contrary, output ⊥   

, 12

, 12
1 1( )

5

ˆ ˆ( , ) , ( , ) .
ˆ ˆ( ( , ) ( , ) )

l vrn

l vrn

d ss

zd sz sz z

C m e g g e g g m
A e g g e g g

α

α

⋅
= =                     (6)

Here, the decryption is outsourced. The algorithm uses 
the user’s Transformed SK (TFsk) saved on the cloud to 
partly decrypt the ciphertext then convey it to the user. The 
user solely executes uncomplicated computations to finalize 
the ultimate decryption.

Stage 6. Malevolent users trace:  
Supposed a malevolent user leaks data, that user would 

be traced and included in the revocable list RvL. When the 
user calls for data, CSP/ES compares policies and sends 
ϒid  to the GO. The GO verifies the legitimacy of ϒid . If ϒid 

is legitimate, the related addrUid would be in list W. Else; 
the user possesses no authorization to decrypt the message; 
hence it is unnecessary to invoke tracing.

Verifyingphase: GO checks the authenticity of ϒid . GO 
inputs parameters that include Lid, PKs and ϒid . Then tests for 
the equation 

,,ˆ( ( ) , )l vrnl vrn dd
ide H addrUid g gββ  = ,ˆ( ( ) , )l vrnd

ide H addrUid g g
β

, if it matches, the user with addrUid did leak the private-key.

Stage 7. Data re-encryption:    
In the event of data exposure, the malevolent data could 

be queried utilizing the data header, and the revocation list 
will then be revised with the addrUid, the data would be re-
encrypted. In the event of leakage, the user’s private-key, and 
identification, is first uncovered. Then, the domain’s 
ciphertext is re-encrypted. The grid operator chooses dl,vrn+1 

*
p∈  with randomness, and calculates ( ) , 1, 1 , ˆ , l vrnl vrn ddg e g g ++ , 

then makes ( ) , 1 , 1ˆ, , ,l vrn l vrnd d
lDO e g g g+ +  public. It generates the 

re-encryption key 
( ), 1 ,l vrn l vrnd d

RenK g β
+ −

=  and sends to the 

CSP/ES to update the ciphertext.
   
CT = { version = vrn, 
       M, C = m ⋅ 2ˆ( , ) se g g α  , 1ˆ( , ) l vrnd se g g : 

             21 2 1 2'
1 2, , ' , ,

id id

ss s s s
D D lC g C g C g C g C gβ β= = = = =

       ': , ( ) }.i i
i i iy l C g C H attrλ λ∀ ∈ = =                           (7)

      1ˆ( , )T e ReT nKransC C= 1 , 1 ,( )ˆ( , ) l vrn l vrns d de g g + −=

      , 1 12
1 ˆ ˆ( , ) ( , ) .l vrnd ss

vrnC C TransCT m e g g e g gα +
+ = ⋅ = ⋅         (8)

Stage 8. Update user private-key:    
The Grid Operator generates for each user, TFsk, and 

then updated user private-key Usk and UskDid

, 1 ,

, , 1 ,

( )
1

( )

2

( )            
.

( )

l vrn l vrn

l vrn l vrn l vrn

r d d

d r d d

d H Uid
TFsk

d g H Uidβ β

+

+

−

−

 =
= 
 = ⋅

                   (9)

( )

{ , :
r

t
idUsk K g L g j L

α
β
+

= = = ∀ ∈

           , 1
1 2, ( ) ( ) }j jl vrnr rd

j j jD g D H Uid H attr+= =

, 1

1 ( ( ))
l vrn

id id

d

D DUsk D g H Uid β
+

= = ⋅

              2 3, }.d d
id id

r rr
D DlD g g D g= ⋅ =                           (10)

Stage 9. ES or CSP update private-key saved for user:  
After receiving TransCloudSK, ES/CSP updates the 

stored private-key of users:

, 1 ,

( ), 1 ,

( )
1

2

( )        

( ( ))

l vrn l vrn

z d dl vrn l vrn

zr d dd H Uid
TransCloudSK

d g H Uid β

+

−+

− =
= 
 = ⋅

,'
2 ( ) ( ) jl vrn zrzrd

j j lD H Uid H attr d=
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       , 1( ) ( ) jl vrn zrzrd
jH Uid H attr+=

, ,

1
2( )

l vrn l vrn

id

zd zr d

DT g H Uid dβ β
⋅

= ⋅

       
, , 1

( ) .
l vrn l vrnzd zr d

g H Uidβ β
+⋅

= ⋅                       (11)

3  Analysis 

3.1 Security Analysis  
The proffered scheme is built to endure the collusion 

attack among the revoked and prevailing users. This is 
achieved by embedding the user’s certificate from DGD into 
each user’s private-key. 

Definition 1 (Decisional bilinear Diffie-Hellman 
(DBDH) Assumption): Considering g, gx, gy, gz, R where 

*
2, , ,px y z Z R G∈ ∈  it is hard to determine if ( )ˆ , xyze g g R= .

Theorem 1. The proffered construction’s security is 
proved on the DBDH assumption and secured under the 
Ciphertext indistinguishability (IND-CPA) security model. 
Supposed the DBDH assumption withstands; thus, no 
polynomial adversary could selectively break the proffered 
design. If there exists an adversary A to break this scheme, 
a polynomial-time algorithm 𝔅 could be built to break the 
DBDH assumption.

Proof. The challenger generates parameters
ˆ{ , , , , , }, a b

T g g g q e   then sends to B  (note: variables 

a, and b are unknown to B ). B  aims to successfully deliver 
ga/b with the following interaction with the adversary A. 

Init: A discloses the access matrix ( )* *,ρ , Domain 

(Did), and the corresponding version number d*
l,vrn to be 

challenged.
SetUp: B  generate MKs and PKs, for MKs = {α, β}, 

ˆ{ , , , ( , ) , , (), '()}s TPK g e g g g H Hα β=   .  B  p i c k s  w i t h 

randomness dl,1,  dl,2, ..., dl,vrn* ∈ *
p , then computes 

( ) ,, ˆ, , l vrnl vrn ddg e g g

( ){ }, , ,ˆ, , , , ,l vrn l vrnd d
l lDPK version DO g e g g g=

( ){ }*
*, , , , .ˆ ,b b

l lvrnDPK version DO g e g g g=              (12)    

Phase 1 
1. Random Oracle H Query. A forwards queries to the 

hash function H for user identity, and attributes as follows:
• Random Oracle query for user identity. B  runs a 

user identity list LTaddrUid; if Uidaddr already in LTaddrUid, 
i.e., <Uid, Hi, li, ci> existed, then returns H(addrUid) 
= Hi to A.

• Random Oracle-query for user attributes . 
Algorithm B  runs user attribute list LTattr, to 
establish if attrj already exist in a tuple <attrj, Hattrj

, 

aj>. Then Hattrj
 is returned as response to the attrj  

query. If not, *, j
j

attr
j p attra H g∈ =  are chosen with 

randomness then, a tuple <attrj , Hattrj
, aj>  is inserted 

into the list, and Hattrj
 returned to A. 

       The merit of algorithm A in the above game is repre- 

       sented as 

1Pr
2

ˆb b  − ′ = .

2. Type-I Adversarial-Query. (KeyGen Query()):  B  
ascertains the user private-key list Type I

SKLT − , if private-key of 

Uid already present in Type II
SKLT −  it printout False then 

abolish the program. Else, execute: KeyGen(MKs, Lid, 
addrUid) algorithm to generate: (ϒid, SKid). The universe of 

attribute Lid satisfies the access matrix ( )* *,ρ , The 

addrUid current version number version < version*

( )/{ ,I I a r t
idSK Usk K g L gβ+= = = =                       

           ,: (( ) ) }.l vrni
j

dla t
id j attrj L D g H∀ ∈ =                   (13)

( ){ },( )/1 2( ) , .l vrn
i

id id id

dlI a r t
D D D lUsk D g g D g g

β
= = ⋅ = ⋅                   (14)

write , I
idaddrUid SK  to Type I

SKLT −  then return SKid to A.

3. Type-I Adversarial-Query. (KeyGen Query()). If 
private-key of addrUid already exist as < , I

idaddrUid SK > in 
Type II
SKLT −  it printout False then, abolish the program. 

H ow eve r,  i f  p r i va t e -key  o f  addrU id  appea r s  a s 
, II

idaddrUid SK  in Type II
SKLT −  then send II

idSK  to A. Else B  
executes KeyGen(MKs, Lid, addrUid) to printout (ϒid, SKid). In 
case the attributes universe Lid fails to fulfill the access matrix 

( )* *,ρ , the current version number of user Uid becomes 

version = version*

 ( )/{ ,II II a r t
idSK Usk K g L gβ+= = = =

             1 2: , ( ) }.j i
j

r rlb t
id j j attrj L D g D g H∀ ∈ = =        (15)

 
( )

3

1/1

2

( )
,

      

,

 i
id

id
d d

id id

lb
DII

D
r rr

D Dl

D g g
Usk

D g g D g

β = ⋅ =  
 = ⋅ = 

                     (16)             

write < , II
idaddrUid SK > to Type II

SKLT −  then return SKid to A.

4. Re-Encrypt Query. If the version-stamp of CTvrn is 
lower than the current-version, proxy re-encryption is 
performed. To begin, B  formulates the re-encryption key 
REnc = g(dl,vrn+1−dl,vrn)/β then updates the ciphertext to CTvrn*. B  
generates and sends the TransSK = { d1 = ((ga)li)r(dl,vrn+1−dl,vrn), 
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d2 =  g(dl,vrn+1−dl,vrn)/β . ((ga)li)r(dl,vrn+1−dl,vrn) } to A to update the 
private-key.

Challenge: A tenders m1, m2 with equal lengths, and B  

selects { }ˆ 0,1b∈  to encrypt, such that:

2* ˆ{ , , ( , ) sCT version M C m e g g α= = ⋅ , 1ˆ( , ) ,l vrnd se g g

          1 2 1 2'
1 2, , ' , ,

id

s s s s
DC g C g C g C gβ β= = = =

           2 ,  
id

s
D lC g V= =

, 12ˆ ˆ'( ( , ) ( , ) )d ss l vrnH e g g e g gg
α

 

          '; , ( ) }.i i
i i iy l C g C H attrλ λ∀ ∈ = =                       (17)

Phase 2: Emulates Phase1 
Guess: Ultimately, B  disregards A’s result and arbitrarily 

picks a UskI,i (as Type − I query’s reply) and a UskII,i (as Type 
− II query’s reply). Hypothetically, A could decrypt the 
challenge ciphertext b̂CT  if and only if it had 1

idDT of SKII,i 
matching Dj of SKI,i 

. <Uid'j, H'i, l'i, coin'i = 1> is denoted to 
correspond to SKI,i and <Uid'j, H'i, l'i, coin'i = 0> to correspond 
to SKII,i. To formulate the aforementioned theoretical 
evidence, (gb)l'i = (Hi)

rdl,vrn, meaning, gb.l'ir.dl,vrn = ga.lir.dl,vrn. 
Therefore, the output ga/b = gl'i/li represents the answer of B . 

Should B  not respond ⊥  in phase1, it means A 's 
opinion is indistinguishable from its opinion in the real-world 
attack. Then, for simulation, it computes B ’s possibility of 
success to complete the proof. Presuppose A makes qI Type − 
Iquery and qII Type − IIquery Then, the probability that B ’s 
response in phase1 is not ⊥  is ϒqI. (1− ϒ)qII  (in simple terms, 
it is presupposed qI  = qII). This value is maximized when ϒ = 
1/2. Consequently, B ’s probability of success during the 
simulation is 1/2(qI  + qII). B ’s probability of selecting the 
right SKI,i and SKII,i is 1/qI  

. qII , indicating that the advantage 
of B  is ε/2(qI  + qII)  . qI  

. qII  at its highest.

3.2 Security Properties Comparisons 
This section compares the security characteristics of 

the proffered scheme with other relevant designs. For this 
comparison, recently introduced attribute-based encryption 
data exchange frameworks [7-10] have been earmarked as a 
bench-mark. Precise outcomes are epitomized in Table 2.

Table 2. Comparison of security properties
Scheme Indirect 

user 
revocation

Direct 
user
revocation

Policy 
hiding

 Policy 
 comparison

Traceabili-
ty

IND-CPA 
based
security

[7] Yes No Yes AND gate No Yes

[8] Yes No No LSSS No Yes

[9] No Yes No LSSS No Yes

[10] No Yes No Access Tree No Yes

Proffered  
scheme No Yes No Access Tree Yes Yes

4  Simulated Experimentation

This section provides performance evaluation. Linear 
pairing and exponentiation operations are performed 100 
times utilizing a machine equipped with a Windows 10 
operating system (64-bit, Intel Core i5 CPU, @2.4 GHz, and 
16 G RAM) for a high level of simulation accuracy. 

4.1 Communication Overhead  
The expenses of communication are appraised with a 

comparison between the proffered design and schemes [7-
10] concerning the trajectories of encryption/decryption 
duration and public/private key generation duration against 
the number of attributes. Figure 3. exhibits the statistics. 
Figure 3(a) reveals that where parameter r = 1, the encryption 
duration for the five constructions grows linearly as the 
number of attributes grows from 1 to 10. Amongst them, [7] 
rises the quickest, claiming most encryption duration. The 
remaining four constructions rise nearly simultaneously, but 
the proffered scheme enjoys the least encryption duration. 
Figure 3(d) describes the trajectories of the encryption 
duration for the five constructions as the parameter r = 3. 

Figure 3(d) is similar to Figure 3(a). The uniqueness 
is the encryption duration of the proffered scheme being 
somewhat elevated than [8-10]. Next, the trajectories of the 
decryption duration for the five constructions are plotted. 
In Figure 3(b), where r = 1, the duration for decryption for 
[7, 9-10] progresses moderately as the number of attributes 
grows from 1 to 10, although [8] and the proffered design 
stay relatively constant. Figure 3(e) portrays the trajectories 
of the decryption duration for the five constructions, as 
parameter r = 3. Figure 3(e) is similar to Figure 3(b). The 
uniqueness is that the decryption rate of the proffered design 
is slightly elevated than [8]. 

Lastly, the public/private key generation duration 
trajectories are plotted for the five constructions. Figure 
3(c) presents the public-key generation duration trajectory. 
As displayed in Figure 3(c), while the number of attributes 
grows from 1 to 10, the public-key generation duration for 
[7-10] rises linearly. Specifically, [7, 9] rises the quickest; 
then [8, 10]. Further, the public-key generation duration of 
the proffered scheme stays virtually unchanged. Figure 3(f) 
reveals the private-key generation duration trajectory. The 
private-key generation duration for the five systems grows 
linearly by the number of attributes. Specifically, [7] rises the 
quickest, next is [8], and the other three systems progress the 
slowest maintaining relatively the same pace. 

4.2 Storage Overhead  
The appraisal for storage overheads compares the 

proffered design and schemes [7-10] regarding the trajectories 
of public/private key lengths against the number of attributes 
and the ciphertext length against the number of users within 
the revocation universe. Figure 4 demonstrates the details. 
As exhibited in Figure 4(a), as the number of attributes rises 
from 1 to 10, the storage overhead of the public-key in [7-
10] rises linearly, but the proffered scheme retains constant. 
Figure 4(b) reveals that growth in the number of attributes 
linearly gives rise to the private-keys’ storage overhead in 
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all fi ve schemes. However, the proff ered scheme enjoys the 
minimum rise.

In addition, Figures 4(c) and Figure 4(d) report that 

while the number of attributes rises, the ciphertext length of 
the proff ered design is nearly equivalent to [8-10] although 
signifi cantly less than [7]. 
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4.3 Throughput of Blockchain
The private chain platform: Ethereum is utilized for the 

blockchain in the construction procedure. The simulation 
machine operates on Ubuntu 18.04.6 LTS (Bionic Beaver) 
with Intel Core i7-8565u quad-core 1.80 GHz processor and 
8GB RAM. The reputed blockchain throughput represents 
the number of transactions (accesses) handled per second. 
This experiment simulates two circumstances of access to the 
blockchain in the smart grid. On the one hand, many smart 
grid applications read data from the blockchain; on the other 
hand, numerous smart grid applications write transaction data 
to the blockchain. The amount of transactions per second 
(tps) utilized in the simulation is from 100 to 1000, and the 
test outcome is the average number of which 1 represents 10 
runs. Figure 5 displays the performance of throughput along 
with delay for blockchain READ and WRITE transactions. 
During READ operations, the proffered design provides 
high throughput and low latency. Moreover, the proffered 
design works well within Ethereum private chain, while 
the throughput and delay operations are satisfactory when 
executing WRITE operations in blockchain. 

Figure 5. Blockchain operations: READ and WRITE throughput 
and delay

5  Conclusion

The cloud secure storage and data exchange for smart 
grid data has been challenging for several systems and users. 
This study offered a refined ciphertext-policy secured access 
regulation built on blockchain engineering that upholds user 
identification-based tracing and revocation. A distinctive 
identification parameter is generated and implanted during 
the private-key formation stage to detect and thwart collusion 
attacks with this design. Any user with attributes fulfilling 
the access policy and are not on the revocable list can 
successfully compute the decryption key. Malevolent clients 
would then be traced per the tracing record and revoked 
directly. 

In future research, we consider developing more generic 
constructions which do not require the DBDH assumption. It 
may also be interesting to design a blockchain data exchange 
protocol for public-healthcare systems with decryption-test 
that support flexible authorization.
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