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Abstract

Official  documents are considered as a cri t ical 
communications channel among agencies, organizations, 
and the public. With the rise of e-government, most official 
documents have been evolved from printed to electronic form 
in recent decades. However, the convenience of electronic 
documents also brings higher security risks. Through the 
integration of email and blockchain technology, this study 
proposes an architecture for the electronic exchange of 
official documents to bridge the gap between convenience 
and security. With the verification of the proposed system, 
the findings provide a valuable reference for the governance 
of agencies.
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1  Introduction

For the successful execution of public affairs, agencies 
need to exchange information with stakeholders. Official 
document is the most essential channel for exchanging 
information among agencies, organizations, and the public 
[1]. In general, agencies would implement the Official 
Document Management System (ODMS) to manage their 
official documents. To efficiently manage the sending and 
receiving of official documents among agencies, the System 
for Passing and Exchanging Electronic Document (SPEED) 
has been implemented by the central government in Taiwan.

The SPEED must have a confirmation mechanism for 
receiving of official documents. The trust for the assurance 
of the exchanged records is insufficient especially in the 
case of disputes. There were no transparent exchanging 
logs previously which resulted in a lack of trust between the 
sender and the receiver. Therefore, it is necessary to build a 
reliable and transparent environment for exchanging official 
documents. Users can trust that the exchanging logs which 
could not be tampered with. The sender and receiver access 
logs any time.

There are 35,000 users which belong to 26 exchange 
centers in the SPEED. Even though every exchange center 
has a backup system, it takes much time to recover system 
when encounters failure. Before the system is recovered, 

users in the failed center cannot send or receive documents. 
Owing to their responsibility, exchange centers have low 
willingness to expand its size. Therefore, the mechanism for 
easily increasing the scalability is required.

Email becomes a convenient communication channel 
between users and is widely used in modern society. SPEED 
is a proprietary system. It can effectively transmit official 
documents but it not popular to the public. If the exchange 
center can be replaced by email, it is not necessary to build 
exchange centers in the SPEED. Official documents will 
be easy to transmit to the public by email. However, the 
security of email is weak such as spam, phishing, spoofing, 
or no confirmation from receivers. These weaknesses 
of email will affect the effectiveness of communication 
among agencies. Blockchain technology which is useful in 
creating a trustworthy system can bridge the defect of email. 
Therefore, this study integrates email and blockchain to 
build a new architecture for exchanging official documents. 
The architecture can ensure the security and convenience in 
electronic exchange of official documents.

2  Literature Review

2.1 Deficiency of SPEED
The Taiwanese government began promoting electronic 

official documents in 1993 and has been committed to making 
it the main channel between agencies and organizations [2]. 
Via the Internet instead of postal mail, SPEED became the 
most important platform for exchanging official documents 
among agencies and improving the efficiency of government 
affairs [3-4]. The exchange process of SPEED identifies 
users and ensures the integrity and authenticity of data which 
cannot be counterfeited, intercepted, or tampered by others 
[5]. 

SPEED contains four layers which are described as 
follows [6].

(1) Management layer: This layer prompts users to reg-
ister in the address book which is similar the “Con-
tacts” of an email system through which users can 
exchange information. 

(2) Exchange layer: This layer undertakes the electronic 
exchange task. It serves as a centralized exchange 
center for affiliated agencies and executes the ex-
change to external agencies. This layer resembles an 
email system that sends documents from the sender 
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to the receiver. Figure 1 depicts the workflow of this 
layer.

(3) Agency layer: This layer provides an application pro-
gramming interface (API), i.e., sending and receiving 
module (S&R Module) for official documents, also 
named “jAgent” in Figure 1. This API becomes a 
component of ODMS for interfacing with exchange 

layer of SPEED. 
(4) Terminal layer:  This layer allows user to send and 

receive electronic documents via browser linked to 
ODMS without having to install any software on the 
user’s site.

 

Figure 1. Workflow of exchange layer

There are three issues within SPEED that can be 
improved.

(1) A centralized exchange center has the risk of single 
node failure. In other words, the failure of a node in 
the center may affect the availability of the whole 
system [7]. All the agencies covered by the center 
must wait for the system to be recovered or switched 
to the backup system before they can resume work-
ing properly. 

(2) The convenience of the system is limited. The public 
has not been included in SPEED. The sending and 
receiving of official documents between agencies and 
the general public are still in the form of hard copies. 

(3) The trust for the evidence of the exchanged records 
is insufficient especially in the case of disputes. A 
trustworthy mechanism is required to provide suffi-
cient evidence for persuading users to accept it.

2.2 Threat of Security for Email 
Email technology can strengthen communication 

between government agencies and the public [8]. Email 
increasingly replaces paper and is used in every working 
space [9] with the advantage of timeliness and flexibility 
[10]. While email has been widely used in government 

agencies for communication, the security of email has been 
problematic [11]. There are a lot of threats such as malware, 
social engineering, counterfeit, spam, and phishing. Those 
threats are increasing which in turn threatens the security 
of personal data [12]. While email servers provide filters 
to protect users from attacks, threat issues still exist [13]. 
For data protection, encryption and steganography methods 
are used frequently [14]. The encryption method scrambles 
information so that it cannot be understood by unauthorized 
users. The steganography method hides the information in 
diverse forms [15]. Thus, they prevent others from doubting 
the authenticity of the information [16]. Since the encryption 
method requires lots of computations, authentication is 
needed to enhance the protection of encrypted files [17]. 
Email is an effective communication tool, but it is prone to 
overload [18]. There are many studies discussing issues of 
interruption and efficiency caused by email [19]. The United 
States government promises to improve the service of email 
as a way of communication [20].

In order to prevent malicious mail and attacks from 
hackers and thus improving the security of email, many 
studies discuss the development of document encryption, 
digital signature and blockchain. If related technologies are 
integrated, the security of data and the authentication and 
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non-repudiation for user identification can then be ensured 
[21-24]. 

2.3 Credibility of Blockchain
The characteristics of blockchain technology include 

decentralization, integrity, reliability, traceability, and non-
repudiation of users [25]. Blockchain technology was first 
applied to the Bitcoin cryptocurrency [26-27], and has 
since been applied to fraud detection, identity management, 
document verification, and rights protection [28-33]. Via 
private key signature, transaction blocks and consensus of 
ledger are constructed to achieve the validity and authenticity 
of transactions [34]. The transaction records of the blockchain 
are based on a decentralized network ledger with many 
copies. The ledger will not be tampered with when one node 
is under attack [35]. Blockchain can behave as a tracking 
system which provides information to users regarding their 
transactions [36-37]. The Estonian government integrated 
the blockchain with digital ID to provide services for 
e-Residency. Blockchain has been used in the U.S. and 
E.U. to enhance the security of agencies’ online services 
[38]. Using blockchain technology, the Chinese government 
launched one-stop services to keep the changes of citizens’ 
records in their e-government system [39]. Blockchain has 
gradually affected the relationship among organizations [40].

Blockchain provides users with enhanced security by way 
of a mechanism which prevents data from being tampered 
with. However, blockchain still encounters challenges, such 
as privacy, complexity, throughput, and capacity [41]. Public 
service is a good opportunity for blockchain [42]. There are 
three types of blockchain: public blockchain, consortium 

blockchain, and private blockchain. The electronic exchange 
of official documents requires the management of authority. 
In addition, the users’ address book and transaction records 
are opened under permission. Consortium blockchain 
integrates certificates to verify the identification of users and 
achieve a secure and trustworthy setting for the exchange 
of official documents. Therefore, this study used registered 
consortium blockchain to achieve the goal of security.

3 Overview of the Proposed Architecture

Through the integration of email and blockchain, this 
study proposed an architecture for the electronic exchange 
of official documents to achieve its intended objectives, i.e., 
convenience in usage, security in exchanging information, 
and lower cost in implementing and maintaining system. 
The popularity of email makes it easy for users to join the 
proposed system. Figure 2 demonstrates the framework of 
the proposed architecture. In this architecture, the sending 
and receiving module (srAgent) of the web server and smart 
contract of the blockchain server are used as the core. In the 
meantime, it follows the regulation of the contract to write the 
exchanged logs into the blockchain ledger. This architecture 
provides users a secure and trustworthy environment for 
exchanging official documents electronically. All subsystems 
of this architecture are depicted in Figure 2. Application 
subsystem, email subsystem, blockchain subsystem, 
certificate authority (CA) subsystem, and the message 
queuing telemetry transport (MQTT) subsystem are shown in 
the corresponding sever.

Figure 2. Framework of the proposed architecture
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The subsystems in the proposed architecture are described 
as follows. 

3.1 Application Subsystem
This subsystem has the following roles. 
(1) Front-end service (React Application): It provides 

the interface for users to log in the system, verify the 
identification, upload and download official docu-
ments, and inquire simply by web browser and https 
protocol. 

(2) Back-end service (Application): It manages the us-
ers’ registration information and saves them into the 
Postgres SQL. The registration information includes 
primary and auxiliary information. The primary in-
formation includes user’s code, name, object identi-
fier (OID), email account, status, certificate informa-
tion and MQTT account. The auxiliary information 
includes backup email account, postal address, and 
phone number. The subsystem saves the uploaded of-
ficial documents in IPFS first and then uses message 
queue to activate the srAgent.

(3) Sending and receiving module for official documents, 
S&R Module (srAgent): This is the core of the appli-
cation subsystem in change of the following actions. 
A. The srAgent interfaces with the CA subsystem 

and verifies the identification of users via REST 
protocol.

B. The srAgent interfaces with the email subsys-
tem. On the sender side, the srAgent uploads 
the data regarding official documents to email 
subsystem. On the receiver side, the srAgent 
downloads the data regarding official documents 
from the email subsystem.

C. The srAgent interfaces with the blockchain sub-
system and writes the logs sent/received into the 
ledger. 

D. The srAgent interfaces with the MQTT subsys-
tem and sends a brief message regarding official 
documents to receiver. 

3.2 Email Subsystem
The email subsystem is used as the platform for 

electronic exchange of official documents. The application 
subsystem packs and uploads the signed and encrypted 
official documents in SMTP format to the registered email 
account. And then the email subsystem passes the documents 
to the designated receiver for replacing the exchange layer 
of the SPEED. When the user’s email account or server is 
abnormal, the srAgent will switch to the auxiliary account 
of the user. In short, this mechanism prevents the problem 
of SPEED where a single node failure will damage the 
execution of the exchange center. Therefore, it will enhance 
the robustness of the system.

3.3 Blockchain Subsystem
The blockchain subsystem is constructed upon consortium 

blockchain which stores all exchanged logs, receipts and 
user registration information in a fixed and traceable way. It 
generates a block via consensus algorithm to attach to ledger. 
The same ledger is distributed in every node so that the 

ledgers get consistency. The smart contracts established in 
this study are:

(1) Write exchange information when sending doc-
uments (wSendmsg): The wSendmsg writes all 
information related to the successful sending into 
the transaction ledger via gRPC (write) after the 
certificate and private-key signature from the sender 
received. Information written includes the number 
of documents, code and name of the sender, time of 
sending, code and name of the receiver, and subject 
of the official documents. The wSendmsg responds 
success or failure message back to the web applica-
tion.

(2) Write confirmation message when receiving docu-
ments (wRecemsg): The wRecemsg writes all infor-
mation related to the successful receiving of an offi-
cial document into the transaction ledger via gRPC 
(write) after the certificate and private-key signature 
from the receiver are received. Information written 
includes time of receiving, code and name of the 
receiver. The wRecemsg responds success or failure 
message back to the web application.

(3) Access the transaction ledger records (rSendmsg): 
Authorized users are allowed to inquire the electronic 
official documents exchange records via gRPC (read). 

(4) Read confirmation message after delivered docu-
ments are written (rRecemsg): After the wRecemsg 
writes the confirmation message, the web application 
sends inquired results via gRPC (read) to the sender. 
The sender might need to re-send the electronic of-
ficial document or send hard copies if confirmation 
message could not be found after the predefined time 
limit. 

(5) Write the registration information of the user (wReg): 
The wReg writes the code and name of user, and the 
email accounts into the registration ledger via gRPC 
(write) to write into the user’s address book. 

(6) Synchronize the registration information of the user 
(synReg): To save users inquiring about users who 
can be exchanged electronically, gRPG (read) is used 
to synchronize the address book to the web applica-
tion server.

3.4 Certificate Authority (CA) Subsystem 
In PKI mechanism, the certificate issued by the CA is 

used for user identity verification, document encryption 
and signature. This mechanism achieves the security and 
non-repudiation of the sender and the receiver, and the 
confidentiality of the document. It prevents the official 
document from being stolen or leaked by others, also 
the email accounts from being counterfeited. Through 
certification, the proposed system can block spam mails by 
using web application.

3.5 MQTT Subsystem
The mechanism of MQTT broker is implemented by 

sending an extra message upon delivery of the email to notify 
the receiver for double check. Since the proposed architecture 
doesn’t need to change the protocols of the email subsystem, 
the web application might fail to receive the official document 
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if the user receive email through specific client software such 
as Outlook. Therefore, the proposed architecture adds the 
MQTT subsystem to assist the user’s obtaining every official 
document surely. 

4 Experiment and Verification

This study implements a prototype to verify the feasibility 
of the proposed architecture. The environment and the result 

of execution for sending and receiving official documents are 
as follows.

4.1 Prototype System
Both the virtual machine and the container technology 

have been incorporated into the implementation of the 
prototype system. The prototype system includes subsystems 
which are shown in Table 1, and the system deployment is 
shown in Figure 3. 

Table 1. Major components of the prototype system
Subsystem Physical machine Virtual machine Number Software

Email

Format: DS918+, OS: 
DSM 6.2.4, 
RAM: 4G,
HD: 4T x4 =16T

None 2 Synology

Blockchain Intel NUC x 2,
8 core x 2,
RAM: 32G,
SSD: 1T,
OS: ubuntu 20.04,
divided to 8 VMs

VM Manager 1.5.1, 
OS: CentOS 7.8, 
@VM: CPU 2,
RAM 8G,
HD 200G,
Docker-ce 19.03.5

5 Hyperledger Fabric 1.4.8

Application
( I n c l u d i n g 
srAgent)

2
JAVA JVM: openjdk 1.8
Tomcat 
ActiveMQ Artemis

CA 1MQTT Mosquitto MQTT v3.1

Figure 3. Deployment of prototype system
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This prototype system is constructed as below:
(1) The email subsystem: Two physical email servers are 

used. For managing email server by its owner, the 
open-source Synology is used as the email subsys-
tem to simulate the exchange center of official docu-
ments. 

(2) The blockchain subsystem: The blockchain subsys-
tem is deployed on 5 VMs as 5 organizations (Orgs). 
For cost saving, system portability and efficient 
use of resources, a container management program 
(Docker-ce) is imported. We use Hyperledger Fab-
ric platform which is a consortium blockchain and 
allows developers to choose a consensus algorithm. 
Fabric has many plug-and-play components such 
as modular architecture and membership services. 
Fabric features include minority execution, majority 
verification / permission, fast processing and smart 
contract. These features meet the security require-
ments of electronic exchange system for official 
documents. Fabric peer is used to form a channel of 
registered users. The basic entity contains three types 
of nodes and Gossips, i.e., CA, Orderer, and Peer. 
The roles and tasks of all three nodes and Gossips 
are explained below [43].
A. CA is responsible for (A) registering, (B) sub-

mitting registered certificates (ECerts), (C) sub-
mitting transaction certificates (TCerts) and as-
suring the anonymity of blockchain transactions, 
and (D) extending and revoking the certificates.

B. Orderer is responsible for ensuring the ex-
changed transaction records are packed in a 
certain order and forming a sorted cluster with 
other Orderers. Furthermore, since the design of 
Fabric relies upon deterministic consensus algo-
rithm, the blocks eventually verified by the Peer 
will be consistent. Thus, the ledgers will be free 
from having forks.

C. Four roles of Peer
	The Endorsing Peer is responsible for (A) 

submitting a proposal for endorsement, and 
responding to allow or reject endorsement, 
(B) maintaining smart contracts, (C) 
verifying whether or not the proposal of 
transaction follows the smart contract, 
and (D) asking the Endorser to sign the 
proposal.

	The Committing Peer is responsible for 
(A) verifying whether or not a transaction 
is legal, (B) submitting the blockchain, and 
(C) maintaining the current status of ledgers 
and the storage of local database.

	The Leader  Peer  i s  respons ib le  for 
connecting the Orderer to download new 
blocks when they appear.

	The Anchor Peer is responsible for enabling 
its organization to communicate with 
another organization via Gossip.

D. Three tasks of Gossip
	I t  manages  the  Peers  by  constant ly 

exploring new nodes and discovering new 

memberships of the channel. 
	It passes ledger data to all Peers within the 

Channel. When one Peer receives a new 
ledger, it must update the ledger on the host 
and broadcast the most updated ledger to 
the other Peers as well.

	Through P2P, the nodes with old version 
ledger must update their ledger by Gossip.

(3) The application subsystem and S&R Module (srA-
gent): The application subsystem and srAgent are 
built on 2 VMs for sender and receiver respectively. 
We adopt spring boot framework to develop web ap-
plication program and use Tomcat for web services. 
The application subsystem serves as the interface to 
simulate the host connecting the senders and receiv-
ers. The srAgent serves as the interface among CA, 
email, blockchain, MQTT and application subsys-
tem.

(4) The CA Subsystem: The CA subsystem was installed 
on one VM. This CA subsystem uses certificates 
conforming to X.509 regulation for web applica-
tion users to verify their identity. These certificate 
authorities include GCA for government agencies, 
MOEACA for organizations, XCA for institutes, and 
MOICA for citizens. This implementation is helpful 
for practical integration. 

(5) The MQTT subsystem: The MQTT subsystem is 
established on the same VM of CA. The subsystem 
sends an extra message to the receiver for informing 
received documents. The delivery of this message 
will alert the receiver for checking the receiving of 
official documents in application subsystem.

4.2 Requirement of System Security and Experiment 
Setting  
An experiment setting is developed according to the 

architecture in Figure 2. The email subsystem is responsible 
for the exchange mechanism. The security and trust 
mechanism are provided by blockchain, CA certificate and 
the MQTT subsystem. The user interface is responsible for 
the application subsystem. The procedures where a sender 
sends a document, and the receiver receives it are shown in 
Figure 4.

Before sending, the sender must log in to the web 
application and pass the identity verification. The system 
will (1) request CA then CA responds true or false, (2) use 
the sender’s private key to sign and receiver’s public key 
to encrypt the document if CA responds true, (3) pack the 
document with SMTP and upload to the email subsystem, (4) 
send a short message to the receiver with the MQTT protocol, 
and (5) write the relevant transaction log into the blockchain. 
The sender can check the received status from the blockchain 
at any time. If the receiver has no confirmation, the system 
will obey the time schedule to start the task of re-sending the 
document. If the confirmation message has not been received 
on schedule, the sender must manually intervene.

The receiver can log in the web application any time to 
receive the latest official documents. Even if the user does not 
log in the web application, srAgent still polls the mail server, 
receives new mails, disassembles the mail packets, and puts 
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them into the file system periodically. 
After verifying the identity of receiver, the system will 

get the receiver’s private key to decrypt and use the sender’s 

public key to verify the signature and write the received time 
stamp into the blockchain. Thus, the sender can obtain the 
proof that the receiver has received the document already. 

Figure 4. Data flow of proposed system

4.3 Test of Sending and Receiving Document
Once the user logs in the web application successfully 

with their certificates by verifying the identification through 
the CA of the S&R Module, they can use the sending 
function and upload the signed and encrypted document 
to the email subsystem. When the upload is completed, all 
related information, such as the amount of the documents 
sent, the sender, time of sending, etc., will be written into the 
blockchain subsystem and sent via MQTT as a brief message 
to the receiver. In Figure 5, there are three documents sent 

by sender U001. Documents whose ID are 10983570018 and 
11059367811 have been received while the document with 
ID 10957477555 has not been received. When receiver U002 
received the document with ID 10957477555, the sender 
U001 can see its received time stamp as shown in Figure 6.

If the receiver logs in successfully, s/he can use the 
receiving function to download documents and acquire all 
related information including the amount of the documents 
received, the subject, the sender, and the time that the sending 
and the receiving were completed, etc. (see Figure 7).

Figure 5. Sender U001’s queried list with document (ID 10957477555) unreceived

Figure 6. Sender U001’s queried list with document received
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Once an official document has been uploaded to the 
email system by the web application via the S&R Module, 
all related information, such as the code of the sender, 
the date and time of sending, the code of the receiver, the 
amount of the documents, the subject, etc., will be written 
into the transaction ledger via the smart contract of the 
blockchain system. When the receiver has downloaded 

official documents from the email subsystem, the date and 
time of receiving will be written into the transaction ledger of 
the blockchain subsystem (see Figure 8). Once the ledger has 
been written by the sender, the S&R Module will send a brief 
message via MQTT (see Figure 9) to double check that an 
official document is coming for collection.

Figure 8. Content of blockchain record

Figure 9. Content of MQTT message

Figure 7. Receiver U002’s queried list 

4.4 Evaluation of the Proposed System
This study conducts the evaluation of an experiment 

when sending and receiving a document in the proposed 
system. The evaluation results of security, performance and 
convenience are as follows.
(1) Evaluation of Security 
A. Preventing from the tamper of blockchain ledger

The ledger with blocks 50-52 is shown in Figure 10. 
The linked block of ledger makes it uneasy to tamper 
with the blockchain. When an unauthorized modification 

of blockchain ledger occurs, the system will post error 
messages. The ledger will be locked before the recovery by 
the system. The error logs and denial of access are shown 
in Figure 11 and Figure 12 which proved the record of the 
blockchain ledger cannot be tampered with. Even if it has 
been tampered with, the system can detect the tamper, make 
the ledger unworkable, and recover the data. The test has 
successfully proven that the transaction of exchange is secure 
and trustworthy.
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B. Preventing from counterfeited identity 
All users must register with a certificate before they use 

the system. When any unregistered user logs in the system, 
it will fail. Therefore, it is difficult for users to forge one’s 
identity. When an unspecified receiver catches someone’s 
document, the document cannot be decrypted and read to 
ensure the confidentiality of the document. The use of PKI 
upon the management of users makes counterfeiting identity 
impossible. After sending an email, there is information 
with certificate and time stamp to ensure security, to prevent 
receiver from receiving counterfeited email.

C. Preventing from tampered document
If the document was tampered with before the email 

was received, the verification of signature will fail when 
the receiver received it. It means that the document has 
been tampered with. The document sent by email acquires 
certificate and signature which were encrypted by both the 
sender and receiver. The integrity and authenticity of the 
document are secured.
D. Preventing from missed email

When the document was uploaded into an email, the 
system will automatically send a message to the receiver. If 

Figure 10. Link of ledger blocks

Figure 11. System error logs

Figure 12. Denial of access 
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the receiver’s email was thrown into spam, the receiver could 
receive the message from MQTT still. Then, the receiver 
can ask the sender to resend the document. When the time 
stamp received is not written into the blockchain database 
within time schedule, the system will automatically resend 
the document. Therefore, the system can ensure the arrival of 
documents from sender to receiver.
E. Preventing from single node failure 

The node service will be stopped when the node fails. 
The entire system can keep running without its availability 
being affected.
(2) Evaluation of Performance
A. Response time and latency

The transaction logs of blockchain ledger shows that 
the time for signing and encrypting a document is close 
to that of SPEED. However, the email’s response time is 
quicker than that of exchange center. In case of a single user, 
the bottleneck of sending and receiving a document in the 
proposed system is in card readers instead of software. The 
response time is acceptable.
B. System capacity

In the case of multiple users, the capacity of the proposed 
system depends on that of the mail server. Since the users 
are distributed in different mail servers, the capacity of the 
proposed system is better than that of SPEED.
C. System availability 

At present, there are 26 exchange centers and 35,000 
users in the SPEED. The daily number of documents 
exchanged by agencies exceeds 6.58 million [44], and each 
exchange center has an average of up to 1,400 users. When 
an exchange center fails, users registered in that center cannot 
exchange documents. The proposed system replaces the 
centralized exchange center by email server. Therefore, when 
the email server of an agency fails, only the users registered 
in that server are affected and cannot operate properly. In 
other words, this proposed system can improve overall 
usability and availability.
D. System reliability:

The transaction logs are stored in a centralized database 
of each exchange center in SPEED. These records may 
be tampered with unauthorized actions.  Sometimes users 
questioned/unquire about the time of sending and receiving 
the document. This proposed system replaces the centralized 
database by the decentralized blockchain ledger. Once 
the transaction log is completed, it cannot be modified. 
Therefore, this proposed system can improve the reliability 
of the system.
 (3) Evaluation of Convenience

 Any organization can establish its own web application 
which integrates S&R Module provided by the proposed 
system. Unlike S&R Module, the proposed system also 
provides a web application or APP for general public. 
Through digital certificate, email, and appropriate device, 
individual user can communicate with agencies anytime and 
anywhere without passing a piece of paper. Smartphones, 
tablets, laptops or desktop computers with a browser can be 
used in the proposed system. Therefore, the proposed system 
is more convenient than before.

5  Conclusion

Openness and trust are crucial elements of agency for 
successful communication with other agencies and the public. 
API creates openness and blockchain builds up trust. Using 
API and blockchain can help agencies to reach their goals 
toward innovation and transformation. Thus, blockchain, 
API and email with digital certificate are used to create a 
new channel for government affairs which becomes open and 
trustworthy.

5.1 Research Contribution
The architecture proposed by this study has the following 

contributions.
(1) Secure and trustworthy network: The proposed 

system provides a ledger which cannot be tampered 
with. This system can also operate when a single 
node fails. The system provides high availability and 
reliability. The ledger of the system increases secu-
rity and credibility. The digital certificate verifies 
user’s identity so that it can prevent counterfeited 
identity. Furthermore, the digital signature and en-
cryption not only help the non-repudiation of users 
but also enhance the confidentiality and security of 
documents. It can be extended to connect individuals 
or worldwide organizations. Therefore, the proposed 
architecture indeed has its extension for users.

(2) Transformed government service: Any individual 
can use email to receive documents from agencies 
anytime and anywhere. Comparing to conventional 
paper document, the proposed system is free from 
the limits of space and time. Therefore, this system 
can provide the benefit of energy saving by reducing 
the use of paper.

(3) Open and transparent data governance: There were 
large numbers of documents exchanged among agen-
cies [44]. Through the integration of these related 
data into the blockchain ledger, it provides innova-
tion to the public by adding value to the data.

(4) Lower Cost of Maintenance: Since email is a neces-
sity to agencies, they don’t need to implement anoth-
er dedicated system for document exchange. Besides, 
almost citizens have their own email accounts. There 
is no extra cost for the training of the public. There-
fore, the cost is low.

5.2 Future Research
Based on the email and blockchain technologies, this 

study proposes an architecture for electronic exchange of 
official documents. The evaluation of security, performance 
and convenience have shown that the architecture is feasible 
and efficient. Nonetheless, there are still related issues 
which can be incorporated into follow-up research in the 
future. For instance, researchers can use a business-oriented 
email system with open API to integrate web application 
of the proposed architecture. Besides, this architecture can 
be extended to other fields such as commercial transaction 
application.
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