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Abstract

With the rapid development of the Internet and
information technology, the problem of zero-trust networks
has become increasingly prominent, and secure multi-party
computation has become a research hotspot to solve the
problem of zero-trust networks. The secure judgment of point
and line relationship is an important research branch of secure
computing set geometry. However, most of resent secure
computing protocols of point and line relationship are
designed in the semi-honest model and cannot resist malicious
attacks. Therefore, this paper analyzes the possible malicious
adversary behaviors and designs a secure protocol in the
malicious model. In this paper, the Paillier cryptosystem, zero-
knowledge proof, and cut-choose method are used to resist
malicious behavior, and the real/ideal model paradigm method
is used to prove the security of the protocol. Compared with
the existing solutions, the malicious model protocol is still
efficient and widely used in real applications.

Keywords: Secure multi-party computation, Point and line
relationship, Malicious model, Real/ideal model
paradigm

1 Introduction

With the rise of information technology, people enjoy the
convenience it brings. At the same time, the following
problems of network zero trust and privacy security also begin
to attract people's attention. The idea of secure multi-party
computing (MPC) was put forward by Yao [1] in 1982. It is
an important technology for information privacy protection. In
recent years, many cryptologists have devoted themselves to
the research in this direction. Since 1987, Goldreich and others
have conducted in-depth research on MPC [2-3]. The research
problems mainly include the following aspects: the
Millionaire problem [1, 4-7], confidential computational
geometry problem [8-10], confidential data mining problem
[11-13], confidential statistical analysis [14-15], confidential
set relationship judgment [16-17], etc. The models of MPC
computing include semi-honest model and malicious model.
Research issues include the establishment of security model,
security analysis, general protocol design, calculation protocol
of specific problems, analysis and comparison of protocol
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efficiency, etc. [18-22].

At present, almost all the MPC problems solved by public
key encryption algorithms are in the semi-honest model, and
there are few protocols against malicious enemies, but the
MPC protocol against malicious enemies is more in line with
the needs of practical applications.

The secure judgment of point and line relationship is an
important research branch of MPC set geometry. It has
important applications in military, aerospace, business, life
and other fields. In Reference [23], by comparing the idea that
whether the slopes of the straight lines formed by two points
in three points are equal, the relationship between points and
line segments can be judged confidentially. Reference [24]
solved the points inclusion problem by using inner product
protocol and hash function through the transformation idea of
triangular area problem. Based on Paillier cryptosystem.
Reference [25] designed two efficient rational number interval
secret calculation protocols and applied them to the problem
of point and line determination. Reference [26] designed a
protocol that could safely calculate two private points and
straight lines based on the Paillier cryptosystem. However, the
above protocols are in the semi-honest model and cannot resist
malicious opponents.

In view of the shortcomings and possible malicious
behaviors of the above secure judgment semi-honest model
protocols of point and line relationship protocol, we use some
cryptography tools to resist them, and finally propose the MPC
protocol of point and line relationship against malicious
adversaries. After analysis, the proposed protocol has more
efficient computing efficiency and security. The main
contributions of this paper are as follows:

(1) Firstly, based on the Paillier cryptosystem, a secure
judgment protocol of point and line relationship in the semi-
honest model is introduced and analyzed.

(2) Aiming at the situation that the semi-honest model
protocol may be attacked by some malicious attacks, the
secure judgment protocol against malicious adversaries is
designed with the help of the cryptographic tools such as the
zero-knowledge proof and cut-choose method.

(3) The correctness and performance of the protocol in the
malicious model are analyzed. The real/ideal model paradigm
method is used to prove that the protocol is secure in the
malicious model. Finally, the application scenarios of the
protocol are proposed.
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2 Related Knowledge

2.1 Paillier Cryptosystem

The Paillier cryptosystem [27] is introduced as follows:
firstly, select two large prime numbers P and 4 to

guarantee  gcd(pa,(p-1)(9-1))=1 ; secondly, calculate

N=pg and A(N)=lem(p-1,q-1): then choose a random

number g(geZ,."), such that the order of integral division
x—1

L=

yz(L(gimosz))_lmodN : finally, the public key is

is satisfied; define , and calculate

obtained: (N.g), private key: (4 4).
Encryption:

c=g"-r"modN?.
Decryption:

m=L(c*modN?)- zmodN .
Additive homomorphism:

E(m)=c, =g™r"modN*, E(m,)=c,=g"™r,"modN’ ,

then E(m, +m,)=cc,=g™ ™ (rr,)" modN?.

2.2 Proving the Equality of Discrete Logarithms

Zero-knowledge proof is a common cryptography tool in
MPC, which proves a fact to the other party without disclosing
private data. Reference [7] designed a solution to prove the
equality of discrete logarithms in the malicious model.

Let G be acyclic group with the unknown order m, 9

is its generator, h isanelementof G,and a=g*, g=h".
Prove log,a=Ilog, 3 butnot Xx.

The proof is as follows:
(1) Bob randomly selects a random number rin G,

calculates X =¢",Y =h",e=H(g,h,a,5,X,Y), where Hisa
single hash function, and sends r to Alice.

(2) Alice calculates y=r+exx,g’,h’, and sends g”,h’
to Bob.

(3) Because g'=g""=g'(g")°=g'a*=Xa* , and
hy:hf+ex:hf(hX)e:grﬂe:Yﬂe , SO gy/aE:X ,
h/p =Y ,  then H(g.h.a,B,g"/a%h" | %) =

H(g,h,a,8,X,Y)=e . Bob verifies that
H(g,ha B,9” /a’,h’ [ ) =e.

g’ , hY meet

2.3 Security in the Malicious Model

To prove that a protocol is secure in the malicious model,
we must make the protocol meet the security definition in the
malicious model. The real/ideal model paradigm was
proposed by Goldreich [3].

Ideas: Alice and Bob have data x and vy respectively.

They calculate f(x,y)=(f,(xy),f,(x,y)) with the help of

trusted third party (TTP). After the execution of the protocol,
both parties get f(x,y) and f,(x,y) respectively, but do

not disclose x and y. The steps are as follows:
(1) Alice’s and Bob’s inputs x and y respectively;

(2) The honest party will always provide the correct x,
y to TTP. Malicious participants may decide not to execute

the protocol, or provide wrong x' or y' when executing the
protocol;

(3) After the TTP obtains the inputs (x,y), it calculates
f(x,y) and sends f(x,y) to Alice, otherwise it sends a

special symbol L to Alice;

(4) If Alice is a malicious participant, it may ignore the
TTP after receiving f,(x,y). At this time, TTP sends L to
Bob; Otherwise, TTP will send f,(x,y) to Bob.

Because both participants cannot get other information
except their own f(x,y) from TTP, the ideal model

protocol is secure. If the real model protocol can achieve the
same security, then the real model protocol is secure.

In the ideal model protocol, participants have auxiliary
information z and take the process of jointly calculating

F(x,y) by strategy B as IDEAL ;. (XY) , which is
defined as that the enemy evenly selects a random number r
to make IDEAL_ 5 (x.¥)=7(X.y.2,r) where 7(X,¥,2,r) is

defined as follows (Note: if both parties in the malicious
model are malicious, it is impossible to design a secure
protocol, which will not be considered.):

e If Alice is honest, then

y(xy,z,1) = (f,(xY),B,(y, 2.1, f,(x,¥))),
Where y =B,(y,z,r).

e If Bob is honest,

Syt { (B.(02r, f,(,y), 1), 1),

(B.(xz.r £ (x,y)), F,(x,Y)),

In both cases, X =B,(x,z,r).

Definition 1 Security of malicious model protocol.

If an acceptable policy pair Kz(Ai,AZ) can be found in
the real model protocol 1T, there is an acceptable policy pair
B= (B,B,) in the ideal model protocol, making the

{IDEAL_ 5, (%, ¥)}, . S{(REAL 7 (X )}y - That is to say
1 securely calculates F.

if B,(x, 2,1, f,(X,y)) =L,
otherwise

3 A Secure Protocol for the Point and
Line Relationship in the Semi-honest
Model

The semi-honest model is the foundation of the malicious
model. Most MPC protocols in the malicious model are
designed in the semi-honest model. In Reference [28], one
party encrypts his elements using Paillier cryptosystem, sends
the results to the other party, and the other party decrypts the
results and compares them, to judge whether the point is on a
straight line. Protocol 1 for details is as follows.

Protocol 1: The MPC protocol for the point and line
relationship in the semi-honest model
Input: Alice’s input line L : Y=Kkx+b  and David’s input

point Py(X:,Y,).
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Output: Whether P, isonthe lineL.
Preparation: David uses the Paillier cryptosystem to generate
the public key (9,N) and private key 1 .
Specific steps:
(1) David chooses a random number I, and encrypts
X, toget ¢, =g*r"modN?, andsends ¢, toAlice;
(2) Alice chooses a random number I, and encrypts
¢, to compute the following result:
¢, =¢*g°r," modN? = g***(r,“r,)" mod N?,
sends C, to David;
(3) David deciphers v=kx,+b to getv=kx,+b, and
knows that the point F, isontheline L;
(4) David tells Alice the result.
The protocol ends.
Protocol 1 is designed in the semi-honest model. If one
party performs a malicious behavior, the other party will not
get the correct result. Therefore, the corresponding security

MPC protocol is designed for the possible malicious behaviors
in the following section.

4 Proposed MPC Protocol for the Point
and Line Relationship in the
Malicious Model

Solution idea: To design a MPC protocol in the malicious
model, we need to analyze the possible malicious behaviors in
the semi-honest model, and then design a MPC protocol in the
malicious model. So this section designs a malicious model
protocol for the possible malicious behaviors in Protocol 1.
The result of the protocol implementation is that the malicious
behavior can be stopped or found.

There are three kinds of malicious behaviors that can not
be prevented in the ideal model protocol: O refuse to
participate in the protocol; (2 provide false input, or replace
one'sinput; (3 stop protocol in the middle of the process, that
is, after getting the information, one party needs to prevent
other participants from obtaining their information. The ideal
model protocol can not prevent these malicious behaviors, so
the real model protocol does not consider these situations.

Also, when executing the Protocol 1, Alice and David may
carry out the following malicious behaviors:

(1) David’s possible malicious behavior (assuming that
Alice is honest at this time) includes two situations: (1 when

selecting a random number 1, to compute X,, David does

not select the real random number to analyze Alice's data later.
No matter what number David chooses, as long as Alice
chooses a random number, David can’t get Alice’s data. @
After decryption, he tells Alice the wrong value of Vv, which
makes Alice get the wrong conclusion.

(2) The possible malicious behavior of Alice (assuming

David is honest at this time): (D the r, selected by Alice
when calculating ¢, =¢,g°r," modN? = g***(r,"r,)" mod N
is not a random number. David can't get any information from
r,, because decryption eliminates the impact of r,. @ For

the malicious behavior of Alice telling David a wrong value
of Vv after decryption, David can use the zero-knowledge

proof method to prove V is the correct result to Alice in the
process of protocol execution. Furthermore, the protocol can
not be decrypted unilaterally, that is to say, both parties need
to decrypt together to get the final result. Protocol 2 is as
follows.
Protocol 2: The MPC protocol for the point and line
relationship in the malicious model.
Input: Alice’s input line L: Yy=kx+b, David’s input point
R (X, ¥o).
Output: Whether point P, on the lineL .
Preparation: Alice and David use the Paillier cryptosystem
to generate public keys (9,,N,) and (94.N,), private keys
A, and 4, , respectively.
Specific steps:
(1) Alice selects M random numbers a, (i=1..,m),
calculates ¢}, =g,**modN_? , ¢}, =g,*modN,’
and ci, =g, *modN,?, and publishes (c,,c},,C},).
(2) Bob selects M random numbers d; (i=1..,m),
calculates ¢}, =9,“*modN,* , ¢}, =g,* modN,’
and ¢, =0, ""modN,” , and
(Clg+Co:Ca) -
(3) Using the idea of cut-choose method, Alice
randomly selects m/2 groups of (Cl;,Ch,Chy)

publishes

from M groups of (cl;,Cy,Ch;) , and asks David to
disclose the corresponding d;X, and d;y, , and
verifies Cy =9,"% modN,? and
Ciy =0y " modN,? .

David randomly selected m/2 group (Cl,,Ch,,Ch,)
from M group (C,,C5,.C,) , and asked Alice to
disclose the corresponding ab and ak , and
verify ¢, =9,**modN,” and c}, =9,**modN,*.
If the verification is passed, the next step will be
executed, otherwise the protocol will be stopped.

(4)  Alice randomly selects one (Cy,Chy,Cly) from the

remaining (C,4,Cy,Cy) and selects a random

number aeZ, with a=0, reZ, . Calculate

Cd _ (C;:d )ak (CiZd)ab (C:i%d)ar.lNd mod Ndz _ gdad,(L<><0+b—y0)r.1Nd mOd Ndz

and publish ;.
(5) David randomly selects one (c,,c),,cl.) from the
(ClarCoarCsa)

number deZ,” with d=#0, r,eZ, .Calculate

remaining and selects a random

ca = (Claj)d (Czaj)dxO (CSaj)dy0 rZNa mOd Na2 = gaajd(kxo"b’yo)era mOd Naz

and publish C,.
(6) Alice , David

calculates m, =c,” modN,”, and sends M, and

calculates  m, =c, modN,?

m, to each other.

(7) Both parties use the zero-knowledge proof to prove
that the calculation is correct, that is, to prove

log,, my =log, u and log, m, =log, v. The party
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who fails to pass the proof is malicious.
(8) If both parties pass the proof, Alice can get

d;a(kx, +b—y,) by calculating L(m,)/L(u) and
judge whether its value is 0. David can get
a,d(kx, +b—Y,) by calculating L(m,)/L(v) and
judge whether its value is 0. If the result is 0, then
point Pyis on line L ; otherwise, point P, is not on
line L.

The protocol ends.
Correctness analysis: Through Protocol 2, both parties

can fairly know whether point P, is on line L without
disclosing their own information. The analysis is as follows:
(1) The (¢,,c,,.c.,) and (ci,Ch.C,y) published in step
1 and 2 don’t disclose information, because they add their own
random numbers. The purpose of step 3 is to verify whether
the correct ciphertext is published by both parties.
(2) In step 4 and step 5, Alice and David calculate
respectively:
Gy = (C1id)ak (CiZd)ab (C;d)arlNd mod Nd2
= (gddIXQ mod Ndz)ak(gdd' mod Ndz)ab
(g, " mod N,*)*r," mod N2
— gdad,kx0 +ad;b—ad; y, GNG mOd Ndz
— gdad,(kaer—yo)r.lNd mOd Ndz
C,= (Clal)d ((:Zal)dXO (CSal)dyo era mod Na2
=(g,”" modN,*)* (g, mod N,?)**
x(g, ' modN_?)® r,: mod N 2
— E_Jaaideraldka-ajdyU mod Naz
=g, () N mod N2
(3) In steps 7 and 8, the zero-knowledge proof is used to
verify whether the two parties have made malicious attacks:
_L(my)  L(c,”“modN,*) L(g,"r")™ modN,?
L(u) L(g,”*modN,?) L(@+N,)*modN,’
1+N,m2, -1
~ L@+ Ny )™ modN,* N, - mi,
L((L+ N 4,)mod N,

I+NA -1~ 2,
Nd
=d,a(kx, +b—vy,)=0.
_L(m,) L(c,"modN,?) L(g,"r,"*)™modN,
L(v) L(g,*modN.) L@+N,)=modN,’

1+N,m, -1
L@+ N,)™ modN,? N, - mA,
L(@+N,4)modN,2? 1+N,4,-1 4
N

=a,d (kx, +b - y,)=0.

If m=0,thenpoint P, isonline L, otherwise, point P,
isnotonline L.

In the whole process, no secret information is disclosed,
and both parties can calculate the result, which avoids the
unfairness caused by one party's calculation results telling the
other party, and completes the judgment of the relationship

between point and line in the malicious model, and the
correctness is proved.

5 Security Proof

Security analysis: the status and operation of both parties
in Protocol 2 are exactly equal, so we only analyze the possible
malicious behaviors of David and its impact on Alice’s data
privacy.

(1) In step 2, if David uses different (X,,Y,) in the

process of calculating (c},,c},,C,) , Alice can’t find it in the

verification in step 3. As a result, the (X,,Y,) in the

(cly,Chy.Cy) selected by Alice in step 5 is not a real number.

This situation belongs to the situation of false input, which is
also unavoidable in the ideal model and will not be considered.

(2) In the process of protocol, the only malicious behavior
that David can successfully implement is that a random
number d; he selects does not meet the requirements. It is

not found in the verification process in step 3, and it is just
selected by Alice in step 5. In this way, Alice will not get the
correct result.

If David wants to cheat through the above situation, his

best choice is to set a group of (C|,,Ch,,Ci,) that does not

meet the requirements in M groups of (c;,Ch,,Cl;) , and the
other m—1 groups meet the requirements. In this way, the
probability of successful cheating is the largest, equal to 1/m,
and the probability of success in other cases is smaller. If
m =20, and only one group does not meet the requirements,
Co 1_1
Clzz 10 200°
10 groups do not meet the requirements, the probability of
successful cheating is smaller or even minimal, that is:
10
1 ~ .
C}3X5=2-7xl0 " If David sets more than m/2 groups

20
that do not meet the requirements, it will be found in the
verification phase.

Alice may carry out malicious attacks and the probability
of successful cheating is the same. Therefore, the protocol is
secure. Next, we use the real/ideal model paradigm to prove
that the protocol is secure in the malicious model.

Theorem 1: The MPC protocol for the point and line
relationship is secure in the malicious model.

Prove: To prove that the protocol [ is secure in the
malicious model, we must be able to convert the acceptable

policy pair K:(Al,Az) in the real model protocol when

the probability of successful cheating is If

executing [1 into the corresponding policy pair B = (B,B,)
in the ideal model protocol, so that the output calculation of
A,A, in I cannot be distinguished from that of B,,B, in

the ideal protocol. Because both parties are not allowed to be
dishonest at the same time in the malicious model, we deal

with the two cases: A is honest or A, is honest,
respectively.

(1) A ishonest, A, is dishonest.

B, is determined by A, and he will execute the protocol
according to the requirements of the protocol. In this case:
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REAL, ;[ (K.b).(%.¥5)]

i i i (1)
:{F[(kvb)'Az(XOvYO)]vAz<<C1deZde3d)'mdls)}
Where, F is the output result, S is the message sequence
received by A, in the process of zero-knowledge proof,
1<i<m,

@ In the ideal model, because B, imitates the behavior

of honest A, it will send the real numbers k and b to TTP.

What dishonest B, will send to TTP depends on AS
2

decision. B, sends (X.Y,) to A,, then gets A, (X, Y,)
from A, , B, sends A/(X.Y,) to TTP, and gets
FI(k.b), A (X Y,)] from TTP.

@ Now, B, should use the F[(k.b),A(X,Y,)] totry
to obtain viewg [ (k,b),A,(X,,Y,)] that is indistinguishable
from view, [(k.b),A(X,.Y,)| obtained by A, when
actually executing the protocol, and give the
view; [ (k,b), A, (%, Y,)] to A, tooutput.

e B, randomly select k' and b so that
FL(KD) A (%.%0) | = F[(kib). A (%, %0)] . B,
the protocol with k' and b’, that is, B, acts as A with
A, to execute the protocol and sends all messages required
by step 1 of the protocol to A, .

e B, publishes the information required to be published
by A instep 4 of the protocol.

e B, and A, get the corresponding my for the
remaining part of the execution protocol, prove to A, that

the 4, usedin my calculation is correct by using the zero-
knowledge proof, and record the message sequence S’ sent
in the proof process.

@ B, calls A, with ((c;;,,c;’d,c;;),m;,S'). Output

simulates

A, ((clyCha i ), M5, S') . In this way, we get:

IDEAL, 5[ (k.b). (%0 ¥o)]
i’ i’ i’ ’ ' (2)
:{F[(k,b),Az(xo,yo)],Az((cld,CZd,c3d),md,S)}
For A, ¢,=c, , i =c,, , m,=m, (the first two =
because they both encrypt the ciphertext with the same

probability encryption algorithm, and the latter = because

they are calculated by random numbers  d;[KA(X,) +b— A(Y,)]

and d[KA(x,) +b—A(y,)], while d;,d; is indistinguishable).

At the same time, there is zero knowledge proof to ensure

S=g’ , S0 there is

REAL ;[ (K,b). (%, Yo) J=IDEAL, ;[(k.b).(%,¥)]  (3)

(2) A, ishonest, A isdishonest.
B, is determined by A, , and he will execute the

protocol according to the requirements of the protocol. A ’s
decision has the following two situations:

(D When executing I, A does not publish the results
or does not pass zero knowledge proof, thus:

REAL“;[(k,b),(xO, YO)] = {Ai[(cia’cga,cga)’ma’SJ7J-} (@)

Where S is the message sequence received by A in the
process of zero knowledge proof, 1<i<m.

@ If A publishes the results and passes the zero
knowledge proof, A, will receive F[A(Kk.b),(x.¥,)]. at
this time:

REAL ;[(k.b).(X: Yo ) ]

(A[(cchc)m S F[AKD) 0oy ]

If A publishes his own decryption results in the real
model protocol and passes the final zero-knowledge proof,
B, will get F[A(Kb),(%,Y,)] in the ideal model. If A
does not publish the result or fails to pass the corresponding
zero knowledge proof in the real model, B, tells TTP not to

send the resultto B, intheideal model,and B, willget L.

B, finally obtains viewg [ A(k.b).(X,,Y,)], which is
indistinguishable from the view, [ A (k,b),(X,,Y,)] obtained
by A when executing the real model protocol.

@O B, randomly selects a group of X, and Y, to make
FIA(Kb).(x.vs)]=F[A(kb).(x,,¥,)] , B, makes an
protocol with A by the role of A, , publishes the
corresponding (9;,N;,v"), and generates the corresponding
(c'.c'.c') according tothe X, and Y.

@ By, acting as A, , accepts the (c! .c! ,c') selected
by A for verification in step 4.

@ B,,actingas A,,calculates m; andsendsitto A,
and proves that the calculated m; is correct by the zero-
knowledge proof, that is, m’ =c.** mod N'2.

@ Finally, B, obtains the ((c/.c!.c’),m,S") (we do
not consider the subsequent malicious behavior of A |,

because A has obtained the information required for the
actual implementation of the protocol. He may not decrypt the
¢; or conduct the zero-knowledge proof in the end.)

® A outputs what B, outputs, that is,
(CRERERTLAE))

In the ideal model, when B, tells TTP not to send results
to B,:
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IDEAL_; [(k,b),(xo, yo)} = {Ai[(cli;,c;a,cga),m;,S’],J_} (6)

In the ideal model, when B, tells TTP to send results to
B,:

IDEAL ;[ (K.b),(%,,Y) ]

~ (A [ (el )ome, S FLA (kD). (3,50)] v

In either case, the outputsof A, and B, arethe samein
the real and ideal model, as long as it is proved that
(€.cch)m,s) and  ((c.c.c)m.S) are
computationally indistinguishable. Because (¢’ .c! ,c') and
(cl.c .c!) are ciphertext encrypted by the same secure

Paillier cryptosystem, their calculation is indistinguishable.
m, and m; are random numbers multiplied by constants,

and then encrypted and modulo exponential operation. The
calculation is also indistinguishable. Zero-knowledge proof

guarantees S =5 So:

REAL;[(k.b). (x5, %) J=IDEAL, ;[ (kb).(%,v5)] ~ (®)

Table 1. Overall performance comparison

To sum up, in the real model protocol, for A=(A,A,),

thereisa B=(B,B,) in the ideal model:

IDEAL, [ (k.b).(X: Yo) J={REAL, [ (kD) (X0 ¥o) ]} (9)
Therefore, Protocol 2 is secure in the malicious model.

6 Efficiency Analysis

In terms of efficiency analysis, we compare the efficiency
and overall performance with relevant references. In
Reference [23], firstly, by comparing whether the slopes of the
straight lines formed by two points of three points are equal,
the relationship between points and line segments can be
judged confidentially. Reference [24] solved the point
inclusion problem by using inner product protocol and hash
function through the transformation idea of triangular area
problem.Based on Paillier cryptosystem, Reference [25]
designed two efficient rational number interval secret
calculation protocols and applied them to the problem of point
and line determination. Reference [26] designed a protocol
that can securely calculate two private points and straight lines
based on the Paillier variant cryptosystem. However, the
existing protocols are in the semi-honest model and can not
resist malicious opponents. The proposed Protocol 2 can resist
malicious adversary attacks. Table 1 is a comparison of the
overall performance of Protocol 2 with Reference [23-26].

Protocol Fair

Cryptography tools

Attacker model

Reference [23]

No Paillier

Inner product protocol, hash

Semi-honest model

Reference [24] No function Semi-honest model
Reference [25] No Paillier Semi-honest model
Reference [26] No Paillier variant Semi-honest model

Protocol 2 Yes

Paillier, Zero-knowledge

Malicious model

proof, cut-choose method

When analyzing the efficiency of a protocol, we usually
consider two aspects: computational complexity and
communication  complexity. When  measuring the
computational complexity, because the complexity of modular
exponentiation is much higher than that of other operations, it
generally ignores other operational complexity of protocol
execution and only considers the numbers of modular

exponentiation operations with the highest computational cost.

Computational complexity: Reference [23] carries out
two times Paillier cryptosystem operations and one time
Paillier decryption operation, so a total of six modulus
exponentiation operations are carried out. Reference [24] has
a total of one inner product protocol. Reference [25] has
carried out 4 times Paillier encryption operations, one time
Paillier decryption operation and 3 times ciphertext modulus
index operations, so a total of 13 times modulus
exponentiation operations have been carried out. Reference

[26] carries out 2(l,+1) times Paillier variant encryption
operations and I +| times Paillier variant decryption

operations, total of 6(,+I) times modulus

exponentiation operations are carried out (both 1,1 are the

number of random ciphertexts selected by the author).

In Protocol 2, Alice and David start to perform one modulo
exponential operation respectively; subsequently, the two
parties carried out 3m times modulus exponentiation

operations respectively; if both parties verify the m/2

modular index, 3m/2 modulus exponentiation operation will

be carried out respectively, and 3m modulus exponentiation
operation will be carried out in total. Both parties will prove
the zero-knowledge of discrete logarithm once respectively,
and 6 modular exponential operations are required each time,
with a total of 12 modular exponential operations. Two Paillier
decryption operations need two modulus exponentiation
operations. To sum up, a total of 9m+16 modular
exponential operations are required (By analysis, generally
m=20 isenough).

From the above analysis, it can be seen that the

SO a
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computational complexity of Protocol 2 proposed in this paper
has increased, but not much. Protocol 2 is not comparable with
other protocols, because of different application scenarios and
security, Protocol 2 can resist malicious behavior. so Protocol
2 has wide applications. See Table 2 for details.

Table 2. Efficiency comparison of different protocols

Communication complexity: Reference [23] carried out
2 rounds of communication. Reference [24] carried out 3
rounds of communication. Reference [25] carried out 2 rounds
of communication. Reference [26] carried out I +I+4
rounds of communication. In Protocol 2, Alice and David
made 8 rounds of communication.

Computational complexity

Resist malicious

Protocol R Communication rounds .
(modulus exponentiation) adversaries

Reference [23] 6 2 X

Reference [24] 1 inner product protocol 3 X

Reference [25] 13 2 X

Reference [26] 6(l, +1) L +1+4 x

Protocol 2 9m+16 8 V

Experimental simulation: In order to show the efficiency
of our protocol, we compare Protocol 2 with references [23-
26]. The specific experimental environment is windows10 (64
bit) operating system, Intel (R) core (TM) i7-5500u CPU @
2.40GHz processor and 8.00gb memory. The experiment is
carried out with Python language.

Figure 1 is a comparison diagram of the time consumption
of each protocol with the increase of modulus. In the
experiment, the modulus of Paillier encryption algorithm is
the same, and the preprocessing time of each protocol is
ignored in the experiment. Calculate the average execution
time of five protocols under 128, 256, 512 and 1024 bit
modulus respectively. Among them, the ordinate represents
the time consumed (ms) and the abscissa represents different
modulus (bit) (in Reference [24], we set the modulus of each
time as the different time taken to complete an inner product
protocol.) As can be seen from the figure, the execution time
of Protocol 2 is better than references [23] and [26] when the
modulus <512 . Protocol 2 is better than Reference [24] when
the modulus > 512 . And the execution time of Protocol 2 tends
to increase steadily with the increase of modulus.

—@— Protocol2 Reference[23] —e— Reference[24]

400 —— Reference[25] —#— Reference[26]

Execution time

0 128 256 512
Modulus/bit

1024

Figure 1. Comparison of execution time of different modules

To sum up, Protocol 2 designed in this paper not only
maintains excellent communication efficiency, but also can
resist malicious enemy attacks. The security of the protocol is
greatly improved and more practical. For the first time, the
MPC protocol for the point and line relationship in the
malicious model is proposed. This protocol is optimal
compared with the existing protocols in terms of

computational efficiency, communication efficiency and
performance. (Note: For the malicious model protocol, bit
commitment, cut-choose method and zero- knowledge proof
are generally used to force malicious participants to act like
semi-honest participants. The increase of bitcoin commitment,
cut-choose method and zero-knowledge proof will greatly
increase the computational complexity and reduce the
execution efficiency, which makes the efficiency of malicious
model protocol and semi-honest model protocol impossible to
compare. We can use preprocessing or compute outsourcing
to improve efficiency, and these two methods are feasible in
our protocol. This part of the calculation has nothing to do
with confidential data. It can be precomputed or outsourced,
which can at least double the efficiency.)

7 Applications

The secure computational geometry problems have always
been a hot issue in MPC. The secure determination of points
and lines has important applications in aviation, land, marine
and other military fields (as shown in Figure 2).

< ~< f‘i’”‘"l,
Q_ "
Military-base'B @
B

_
- '&
M( ‘onstruction‘route

-7

Space debrls f

Figure 2. Application examples
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Example 1: The route of airline A wants to confirm
whether it will break into the military base B. In order not to
affect the operation of military base, they want to cooperate to
calculate whether the route intersects with the base without
disclosing their route position and base position.

Example 2: Two construction teams A and B hope to
cooperate in the development of a certain area. If A and B want
to ensure that the construction site of A is not on the
construction route of B without disclosing their construction
plan to each other in advance.

Example 3: In the process of human research and
development of space, different organizations have developed
their own space debris distribution map, and both sides ensure
that their own aircraft will not collide with the space debris of
other organizations in the flight process of their own flight
routes without disclosing their own data information to each
other.

8 Conclusion

Securely computing the relationship of the point and line
is widely used. Most of the current MPC protocols are
designed in the semi-honest model. On the premise of
analyzing the possible malicious behaviors, this paper designs
a MPC protocol of the relationship between point and line in
the malicious model by combining the zero-knowledge proof
and cut-choose methods, which can resist malicious attacks
and make our scheme more fair and feasible. The protocol
remains efficient through the efficiency analysis and has better
security by real/ideal model paradigm proof. In the future, we
will work out more MPC protocols in the malicious model,
which will make the actual MPC protocols both effective and
secure.
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