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Abstract

The performance of the Wireless sensor networks (WSNs)
identified as the efficient energy utilization and enhanced
network lifetime. The multi-hop path routing techniques in
WSNs have been observed that the applications with the data
transmission within the cluster head and the base station, so
that the intra-cluster transmission has been involved for
improving the quality of service. This paper proposes a novel
Hybrid Energy-based Secured Clustering (HESC) technique
for providing the data transmission technique for WSNs to
produce the solution for the energy and security problem for
cluster based data transmission. The proposed technique
involves the formation of clusters to perform the organization
of sensor nodes with the multi-hop data transmission
technique for finding the specific node to deliver the data
packets to the cluster head node and the secured transmission
technique is used to provide the privacy of the sensor nodes
through the cluster. The residual energy of the sensor nodes is
another parameter to select the forwarding node. The
simulation results can show the efficiency of this proposed
technique in spite of lifetime within the huge amount data
packets. The security of this proposed technique is measured
and increases the performance of the proposed technique.

Keywords: Wireless sensor networks, Energy utilization,
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1 Introduction

The WSNs is used to monitor the surroundings for
generating the real-time information and to increase the
performance of the WSN [1]. According to the various
problems, the data collection will be the main issue and
transmit the data packets in the network [2]. The cooperation
from the sensor node will involve the advantage of secured
data transmission. The main functionality for the sensor node
is to monitor the communication area and deliver the
information. The topology changes are happen in the network
for wireless communication so that the network may
acclimatize the environment changes [3]. The capability for
the single node is very much restricted that the Reachability to
monitor the environment in the communication range.

* Corresponding Author: Yunyoung Nam; E-mail: ynam@sch.ac.kr
DOI: 10.53106/160792642022012301003

Whenever the network is deployed, it is very hard to change
the energy supply of the sensor node [4]. Owing to the
restricted energy to gather the huge amount of data is another
problem in WSN communication model. Several protocols
are developed to construct the communication model that the
cluster head has directly communicated with the base station
for data transmission [5].

The WSNs is utilized to access the time based critical
metrics for reliable prediction of efficient detection in the
surroundings. The constructed framework has established the
prediction to provide the proficient energy consumption for
the resource oriented conscientious sensors [6]. Additionally,
the time augmented sampling information is implemented for
providing the detection in the surrounding outbreak. The
WSN based surveillance applications can present an efficient
framework to accumulate the situation based knowledge for
providing the enhanced security parameters. The most of the
existing methods are focusing on the abnormal events through
the centralized video surveillance system with WSNs [7].

The wireless sensor network is the widely used network
with several amount of sensor nodes utilize the sensing of
information from a specific area to transmit it to the base
station [8]. It has restricted resources for transmitting and
processing of sensing information. The energy efficient is the
primary problem in WSN with the mobility technique. The
mobile sink is utilized for gathering the data and transmitting
it in a random path. WSN also produces several real-time
applications which are used in industrial and agriculture field
[9]. The sensors are used for supporting the irrigation system,
fertilizing and also seeding in agriculture sectors. This will
help the formers to utilize the weather conditions well and
also identifying the diseases easily with restricted amount of
resource utilization. The poor deployment of the senor nodes
will cause the coverage hole problem and causes problem in
energy utilization [10]. For implementing clustering process,
the sensor nodes divide into several clusters for data
communication. Within the sensor nodes, a single node is
selected as the cluster head after satisfying the different
constraints of sensor nodes.

Cluster head is responsible for communication of data
packets into the base station. MLBC [11] technique is
implemented to produce the cluster balance with achieving
reliability and enhanced residual energy. EA-DB-CRP [12]
has implemented to produce the density related energy
utilization with efficient routing technique; it facilitates the
data communication within the base station and the sensor
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node. The suitable path is identified using efficient routing
technique to transmit the data packets. MOFPL [13] has been
implemented to generate the enhanced energy consumption
by multi-objective based fitness function for optimized
routing.

The network lifetime is another key parameter to explore
the WSN in real-time scenario and used to solve the
deployment related problems. Each node uses the battery
energy whenever data communication either transmitting the
data packets or receiving the data packets, it will be a critical
factor for designing the efficient WSN. The cluster related
routing methods have been designed to increase the energy
utilization while performing the cluster head selection and
data transmission in WSN. The developed WSN will have the
solution to the challenges of constructing the network with
new dimension of issues.

The advancements in the WSNs have motivated the
minimum cost and low energy consumption equipment’s. The
sensors have the signal processing system for sensing the
devices that generate the initiation of the wireless
transmission. The WSNs have several real-time applications
that gather the information from the adjacent nodes and
forwards the information with sensed information to the sink
node in the active transmission methodology. The WSNs will
monitor the surroundings and transfers the sensed information
to the wuser readable format. WSN envelop several
applications that include the military, hospital and home
based automation system. The main contribution of the WSN
is to enhance the lifetime of the network when the beginning
node is unable to broadcast the information to the sink node.
The data gathering for every node is dependable for
information gathering of the data packets into the sink node.
The aggregation procedure involves the reduction of data
traffic and saves the energy by combining dissimilar data
packets into one packet. Therefore several applications are
constructed for enlarging the lifetime of the network.

The main contribution of the proposed technique is:

1. The proposed methodology tends to concentrate in
energy-efficiency of the network by electing CH on the basis
of which holds high energy in terms of residual energy, less
distance to BS and threshold energy.

2. The proposed technique is constructed to select the
cluster head according to the node residual energy, distance
factor and number of neighbouring nodes.

3.A new routing technique is implemented in the
proposed work to increase the data delivery rate and to
enhance the network performance.

4. The performance of the proposed technique is verified
with the latest existing methodologies using NS2 simulation.

2 Related Work

Most research is carried out in the energy-efficiency
protocols in WSNs. The traditional LEACH protocol [14]
stands first in this area. LEACH follows that all the nodes are
given a threshold value and each node is requested to choose a
value between 0-1 in random. The node which holds lesser
random value than the threshold value is elected as CH. The
other nodes will act as member nodes to CH for this round.
LEACH follows TDMA schedule to send the data to BS in a

given period of time which reduces congestion between nodes.

This process is continuous in each round. The H-LEACH [15]
is introduced in which concentrates in energy optimization in

election of channel head. It also considers threshold function
for election of head. The node which holds maximum residual
energy is also considered for election and the node. The head
node is chosen between the node holds higher threshold
energy and the node considers maximum residual energy.
These schemes perform better than LEACH and HEED
protocol [16] but still the election process spends more energy
of a node which reduces lifetime of the network.

Energy of power consumption is the main area to be
concentrate to increase lifetime of the network. Thus, the
P-LEACH [17] is used for producing the optimal
cluster-based chain protocol is widely concentrating by
developing a novel algorithm to transfer data. This model
combines both PEGASIS [18] and LEACH protocol model
and identifies a novel approach to reduce the consumption of
energy which mainly consumes in sending the data over the
network. The enhanced scheme [19] introduces new dynamic
data transfer model to transfer data between the nodes.
Though this scheme improves the lifetime, it lacks in
effective CH selection. A novel energy efficient CH selection
and rotation mechanism has implemented to reduce the
energy consumption and repeated cluster forming in each
round. This can be obtained by transferring CH from a node
to nearest node of the same cluster which can able to
communicate all the member nodes based on the signal
indicator process. The signal indication is stored in NODE
packet which also consists of the node ID which is going to
act as CH for next round thus, made the rotation of CH
without forming the clusters in each round. This scheme
reduces the FND (First Node Die) ratio compared to the
existing schemes. ANEC detection technique [20] has been
implemented for compromising the detection in a cluster
related WSN to provide the security.

Taylor C-SSA [21] technique has been implemented for
addressing the energy related problems in multi-hop routing
while selection of cluster head and forwarding the data.
LEACH protocol is utilized for producing the optimized
selection of cluster head which communicates the data to the
base station. The WSN enabled IoT routing has been
performed through the enhanced technique of EECRP [22]
which has the centric routing model. An improved cluster
formation in a distributed manner that maintains the self
construction of the sensor nodes and position based cluster
head rotation has been distributed the energy within the
sensor nodes. While communicating the longer distance, the
technique has been used to minimize the energy utilization
and generating highest residual energy. The LEACH-C [23]
technique was proposed to construct the group of cluster head
nodes which are used to process the data in a particular way,
consider the performance parameter as residual energy and
compute the summation of the distance from every cluster
heads to the sensor nodes for optimized solution. GSTEB
protocol [24] has been constructed with the tree related
routing that produces the shortest path within the sink and the
nodes.

3 Proposed Work

WSNs play a vital role for data gathering and transmitting
data to produce the highest reliability. The multi-hop routing
procedure is the main parameter to transmit the high amount
of data and produce the enhanced network lifetime. The
multipath routing methods has an advantage of resource
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utilization and load balancing by minimizing the routing
failures like packet drops.

The multi-hop path identification procedure is related
with the mathematical formation to reduce the routing
overhead and minimized end-to-end delay. The network
congestion is high for single path data transmission; the
procedure with passive routing technique will find the
initialization process in the network to save the routing
related data and the sensor nodes require the data
communication can discover the useful path through the
routing table information. The energy proficient routing
procedure with multi-hop routing is implemented for data
transmission in WSNs. The overhead is reduced using this
kind of procedure and increase the network lifetime and the
sink node is used to allow the communication of constructed
cluster head to transmit the data packets. The scalability of the
WSN is increased and the utilization of the sink nodes has
afforded to optimize the energy utilization in the network.
The sensor nodes are constructed to discover the appropriate
sink node from the set of adjacent nodes and it doesn’t need
the whole communication path in WSNs. The important
parameter for the sensor node is computing the energy and the
storage capability. The storage routing data is required for
restricted storage space and the main problem for this
procedure is the possibility of updating the routing table data
in dynamic manner and the entire architecture is
demonstrated in Figure 1.
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flooding, discovery of path and energy utilization. Minimum
energy transmission path is constructed according to the
spanning tree from sink as root to leaf node. This property
implies energy efficient routing protocol by using the GPS
data for WSN.

The random deployment is used for the WSN that every
node is active and it is very useful for selecting the cluster
heads. The proposed technique is used to increase the
coverage area by the random deployment of nodes with useful
node density among the 2-dimensional areas. Theses sensor
nodes are deployed in the independent communication range.

The optimal collection of data is used to increase the data
Radius

transfer rate and is identified as 2 . The classification of
the environment is fixed with the sensor node and the storage
values using the Geo-spatial positioning system is having the
value of latitude and longitude values. The reliable data is
gathered and the adaptability is maintained. Figure 2
demonstrates the transmission range for communication of
the data packets.
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Figure 2. Transmission range

The spatial coordinate values are measured according to
the communication based data accumulation for providing the
processing of short-term analysis. The accumulated data has
communicated the spatial based coordinate values in the
network. Algorithm 1 demonstrates the classification of
environment using the Geo-Spatial positioning system.

Algorithm 1. Classification of the environment

Step 1: Select the most computable area in the region.

Energy Authentication
utilization procedure
\
.-J 4
/"' LY
F 4
J N\
> \
Performance Metrics
Routing overhead Residual Energy

Network Lifetime Throughput

Number of alive nodes

Figure 1. Proposed HSEC architecture

Step 2: The co-ordinate values are selected as the x-axis contains
the minimized elevation value (-x) to the maximized elevation
value (+x).

Step 3: The radius of the particular range is computed as the half
Radius

of the sensor transmission range as 2

Step 4: Fix the IoT sensor into the centre of the communication
range.

Step 5: Store the values of latitude and longitude with Geo-
spatial positioning system.

In the GPS model sensor nodes can act as self-organised,
they must generate communication with adjacent nodes
according to the position. This GPS can execute routing like
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Energy is the major concern for sensor nodes which are
deployed randomly for monitoring the environment. The
utilization of energy has optimized to prolong the network
lifetime. For the purpose of monitoring the environment, the
sensor nodes are capable of capturing the small changes
within the specified time slots. Normally, the humidity and
the temperature data are measured to enhance the adaptability
of the sensor nodes. By reducing the redundant data, the
optimized energy utilization is performed by the sensor nodes
in the network. The proposed technique has implemented this
concept of energy optimization. For the deployment of the
network, within every time periods, 7S, generates the
specified time periods T7Ss with the vector values in Eq. (1)

Vk: {dCl], daz, da3, veey daT5_1, daTs} (1)

The proposed technique utilizes the variance model to
identify the comprehensive variation (J.y) is received by the
sensor node Node; in total amount of time periods. The
comprehensive variation is computed using the variation in
periods (i) and the variation among the periods (dvqp) and it
is computed using Eq. (2)

561/ = 5v1‘p + 5vap (2)

Eq. (3) demonstrates the variance model for the
computational process.
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The variation within the sensor node data from the
different time periods maximizes the particular threshold
value (Py). The needed energy consumption from the
specified time periods has computed in Eq. (4).
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The intra period square summation is calculated in Eq. (6)
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The inter period mean value is computed in Eq. (7)
R ™

The intra period mean value is calculated in Eq. (8)

_ Fin
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The threshold value is computed in Eq. (9)
p= ‘V;n.no
in (9)

In the proposed technique, the sensor node data is
gathered the active time period to discover the threshold value,
the adjacent active nodes with time periods are computed.
The active time period is calculated in Eq. (10)

TP =TF, (10)

The passive time period is computed in Eq. (11)

TPZE =TH, an

If p< p_th, the active time period is minimized and the
passive time period is maximized, the active time period with
particular condition is computed in Eq. (12).

TPAct = TP, (pm - p)

Ptn 12)

The passive time period with condition is calculated in Eq.

(13)

+
rees =Tp, (2222)

Ptn a3

Algorithm 2 demonstrates the enhanced energy utilization
with the input of data for sensor node with time periods and
threshold value and produced the output of active time period
and passive time period.

Algorithm 2. Enhance energy utilization
Input: data for sensor node of the time periods, threshold
value

o . TpAct .
Output: The active time period " “x+1 and the passive

Pas
Px+1

time period T
Begin Procedure

For every sensor node Nodey do

Store the data gathered within the time
periods x-1 and x

If the current mode is in active condition then

Calculate the value of p

end if

if P = Per then

TPAL=TP,

Calculate
Calculate TP31= TFa
else
Tt = Th, 2Dy
Compute Prn
Pen +P
TPPY = TP, (——"
Compute i b Pen )

if current mode is in passive condition then
Forward the signal based on the wake up
TPPas . .
x  time period
end if

after
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End for
End procedure

The sensors are deployed for monitoring the continuous
improvement in the environment to gather the initial
information is a challenging work. The dimensionality of the
data gathering is used for minimizing the total amount of
redundant data with minimized amount of processing time.
The decomposition procedure is adapted for reducing the
dimensionality. The cluster head selection procedure is
demonstrated in Algorithm 3.

Algorithm 3. Cluster head selection

Begin Procedure
For every sink node in the network
if (Timemaxi < Timeynsg) then
Hopcount = Msg(Hopcount)+1
Updateiata
else
Forward (Packet;p, Nodep)
end if
End for
For every value in Nodejua
Update routing table with Nodeja
Compute Thnode
Select the node which satisfy the Thnoqe is the
cluster head
End For
End Procedure

The selection of cluster head for active data transmission
in WSNss is based on the time consumption and the threshold
value for the particular node. The Node information is
generated through the hop count and the threshold value is
generated to select the cluster head within the sensor nodes in
the network. Figure 3 demonstrates the cluster head selection
methodology that the clusters are formed and it will be
communicated with the sink node.

Sink node

=
@,

Sensor node

3) Sink node

Cluster Head

Figure 3. Cluster head selection

Based on the node deployment, the environment is
divided into 2-dimensional as the nodes are deployed on the
environment which is assumed as circular space. The nodes
are classified as the regular node, receiving node and cluster
head, the regular node is capable for sensing the environment

and forward the sensed data to the receiving node. After
collecting the message from the regular node, important
message is transferred to the cluster head based on the time
and threshold value.

Start

l

Node deployment

!

Divided into 2-dimensional

|

Calculate receiving strength

|

If receiving

strength is high

l Yes

Receiver node

|

End

Figure 4. Receiving node

In multi-hop routing, the active cluster head will check
time and energy utilization then the hop count will increase
and forward the data to the next active cluster head. Finally, it
reaches the sink while the authentication process will
continue. The active cluster head should have the minimum
time and maximum energy utilization, it will improve the
clustering. The receiving nodes are used to select the cluster
head according to the high energy and better network lifetime.
The proposed technique is used to select the cluster head for
every cluster optimally with every round of data
communication which has the improved network lifetime and
utilized network process that the cluster heads are used for
delivering the data to the base station. Figure 4 demonstrates
the entire process of the receiving node. Figure 5 illustrates
the regular node process.
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|
v
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|

If sensing

capacity is high
No
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Regular node

Receiver node

Establish communication Improve sensing capacity J

Figure 5. Regular node
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Figure 6. Cluster head

The cluster head is divided by passive and active that the
cluster head which is having as time < threshold act as the
cluster head. The cluster head is acted as the active within the
signal range and the gathered data could be transmitted to the
sink. The cluster head selection is the main factor that affects
the network lifetime and also used to solve the optimal
problem. The cluster head selection related messages and
control information are exchanged within the sensor nodes
while performing the routing process. Figure 6 demonstrates
the cluster head operation. The efficient authentication
procedure is demonstrated in Algorithm 4.

Algorithm 4. Efficient authentication procedure

Begin Procedure Efficient Authentication ()
For every sensor nodes in the cluster
Compute the Clip, CLpyw
Compute Cl*x = hash (Clip || Cl, |l biy,)
if Cl*pg = Clrg then
Discover clusteryode
Compute 7 = Clgx & clusterode
Compute ¢ = (clusteroge & Clip |l biyy)
& clusteryode
Compute @ =Clug || cluster,oge @ Clip Il bivy)
end if
Forward the Message, (z, ¢, »)

End for
End Procedure

node in the network has been done. The XOR function is
utilized to compute the values of first, middle and the last
values through the cluster node, cluster unique key and the
binary value. Figure 7 demonstrates the Node-to-cluster head
authentication, Figure 8 illustrates Cluster head -to- cluster
head authentication and Figure 9 denotes the Cluster head
-to-sink authentication.

Node Cluster head

(Authentication) (Authenticator)

Nodeyp,. password

A 4

Verify

Hash random key (binary)

Nodeyp, password, Clgx

Verify using XOR

Connection established

Figure 7. Node-to-cluster head authentication

Active Cluster head
(Authenticator)

Active cluster head
(Authentication)

Clip. Clpy,

Verify

Shared hash random key (binary)

Clip, Clpy, key

Verify using XOR

Connection established

Figure 8. Cluster head -to- cluster head authentication

Cluster head Sink
(Authentication) (Authenticator)

Clip. Clpy

Verify

Hash random key (binary)

Clip, Clpy,, key

Verify using XOR

Share and store the data into the sink

The Efficient authentication procedure is used to provide
the security for the cluster based data transmission. Every
cluster node contains the cluster identifier and password and
this information is stored in the table, the random key is
generated using the hash function through the binary value to
strengthen the security process. The original and the
generated values of cluster based random key is having the
same value then the process of identifying the best cluster

Figure 9. Cluster head -to-sink authentication

Table 1 demonstrates the notations and symbols are used
in this paper.

Table 1. Notations used for the proposed technique

Notation Value
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TS Timeslot
Vi vector value
da data generated by the sensor node
Ocv comprehensive variation
Nodey sensor node
Ovip variation in periods
Ovap variation among the periods
dayy data from the sensor node
N total amount of periods
Umean mean value of the data within the

time period
total mean value of the data

amean
Py, threshold value
Lo summation of the total value
Lamo summation of the inter period
Tin intra period square summation
Vin intra period mean values
Vamo inter period mean values
TPAL Active time period
Tpras passive time period
Cilp Cluster ID
Clyy, cluster password
Cl*gg generated random key value for the
cluster
Clrx original random key value for the
cluster
Clusternode cluster node
biyq binary value
Clux unique key for the cluster
T first value
® middle value
) last value
Timemaxi maximum time for transmission
Timemsg time taken for generating message
HOPcount hOp count
Packet;p packet identifier
Nodep node identifier
Nodedata node information
Thnode Threshold value for the node

4 Performance Evaluations

The Network simulator (NS2) is used to perform the
simulation and the WSN nodes are deployed randomly in a
communication range and the deployment is illustrated in
Figure 10.
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Figure 10. Deployment of sensor nodes

The proposed technique is compared to the relevant
techniques of Taylor C-SSA [21], EECRP [22], LEACH-C
[23] and GSTEB [24]. The simulation parameters are
demonstrated in Table 2.

Table 2. Simulation parameters

Parameters Value
cluster size 150 x 150 m?
space of the propagation free space
type of the protocol IEEE 802.11
limit of the propagation -100 dB
type of traffic CBR
size of the message 1000 bits
size of the packet 5010 bits
speed of the data 2.5 Mbps
transmission

An entropy characteristic has been defined by the reason
of deploying heterogeneous wireless sensor networks and
rotating epoch became ineligible. In clustering, entropy value
is predicted by each of the node in the network automatically.
In the next process the node which is having high residual
energy will mark as possible cluster head List. The result of
cluster head selection, the node which is having high entropy
will be selected as cluster head. It shows correlative measure
of residual and original energy.

The entropy is the randomized procedure for ensuring the
security using the data that the random sets has no particular
steps to provide the pattern which is gathered through
randomness generators. The entropy is utilized through hash
function that the keys having the algorithmic representation.
The entropy is computed for the total amount of bits with the
rounds and it is demonstrated in Figure 11.
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Figure 11. Entropy with total amount of bits

Figure 12 demonstrates the routing overhead with respect
to the mobility speed; this process will determine the
efficiency of the routing procedure in WSNs. The simulation
result shows that the proposed method has the minimum
amount of routing overhead compared with the relevant
techniques.
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Figure 12. Routing overhead

The network remaining energy is computed that the
balanced energy after the transmission of the data packets in a
secured data transmission in WSNs. Figure 13 demonstrates
that the proposed technique has the improved network
remaining energy compared to the relevant techniques in a
particular time frame. The residual energy in the sensor nodes
which are computed before the initial node dies; the energy
consumption in every round is used for performance
parameter comparison. The energy consumed by the network
is minimum value for active routing in the network.

Total Network Remaining Energy

200
% 180 \\‘\
bo
2
w —e—HESC
w 160
£ —m-Taylor C-SSA
E 140 EECRP
; ——LEACH-C
g 120 ——GSTEB
2
L
= 100

0 10 20 30 40 50
Time (sec)

Figure 13. Network remaining energy

A sensor node is declared as an active node whenever its
energy is more than zero that the performance evaluation has
been analyzed for dissimilar rounds starting with 100 nodes
for measuring the network lifetime. The experimental results
proved that the total amount of active nodes in the network for
the proposed methodology is larger than the related
techniques. The energy is the prime factor that the nodes
preserve the energy by generating the remaining balance load
of the cluster head. A sensor node is declared as an active
node whenever its energy is more than zero. A sensor node is
declared as an alive node which can able to transmit data and
it can receive data. Alive node can be active node or passive
node based on the environment monitoring. All the alive
nodes may not be active node. The amount of active nodes in
the network is demonstrated in Figure 14.
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Figure 14. The amount of alive nodes

For the proposed methodology, every node combines with
the cluster head by computing the residual energy and the
distance are the primary factor for cluster formation
procedure. The balancing load within the cluster head
enhances the network lifetime by delaying the initial node’s
death in the network. The mean lifetime for several repeated
performance of the proposed technique and the related
technique, whenever the routing process has been completed,
the proposed technique is well utilized for active routing. The
experimental results proved that the proposed technique
maintains the enhanced network lifetime compared with the
relevant techniques which is demonstrated in Figure 15,
Figure 16 demonstrates the average network lifetime and the
standard deviation network lifetime in Figure 17.

== HESC =+ Taylor C-SSA =+ EECRP == LEACH-C -=— GSTEB

144

1

12

o ————
=
]
& =
k-]
£
Z 4

1
100 200 300 400 500
Number of nodes
Figure 15. Network lifetime
—a— HESC =+ Taylor C-SSA =+ EECRP =e— LEACH-C —=— GSTEB

11

11

115

114

113

112

111 ~

}l — —

1 - —

1070 — |

Average network lifetime (in rounds)
E

100 200 300 400 500
Number of nodes

Figure 16. Average network lifetime



Hybrid Energy-based Secured clustering technique for Wireless Sensor Networks 29

—~—HESC  ——TaylorC-$SA ~ ——EECRP  —e—LEACH-C -+ GSTEB

34

32
2 2
3
i
£, p —
2] AN
i 16 \
2 = I —
Rt — —
E 12
£ —
o
g
a

6

4

2

5
5

200 300 400 500
Number of nodes
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The cluster sizes which are computed with the total
amount of members included in every cluster for the proposed
method and the related methods are computed. The variation
in the total amount of clusters in every cluster is minimum in
our proposed technique than the related methods while
generating the clusters, every node is combined with the
cluster head and the total amount of nodes, the space within
the node and the cluster head which is identified with similar
size in Figure 18.
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Figure 18. Number of members in a cluster
The average throughput of the proposed technique has
been attaining the highest exploration rate without the
particular deviation is higher than the related techniques in
Figure 19.
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Figure 19. Average Throughput

In the beginning state, the proposed technique has been
evaluated with the total amount of alive nodes and dead nodes
are identified through dissimilar amount of rounds from 0 to
2000. The alive nodes in the network are stored the energy for
producing the optimized solution. Moreover, the proposed
technique is utilized to select the cluster heads by maintaining
the enhanced network lifetime. The sensor nodes having

minimized amount of energy are identified for load balance
maintenance in Figure 20.
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Figure 20. Number of dead nodes

The proposed technique has the minimized
communication overhead percentage with dissimilar amount
of sensor nodes are deployed in the network. The sensor
nodes are avoided the packet loss according to the significant
cluster head selection procedure, reducing the energy drain
and maintaining alive nodes to the highly effective energy
related load balancing procedure in the network in Figure 21.
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Figure 21. Communication overhead

The control packet is delivered in a specific channel and
implementing the routing through specific data to the
forwarded node unless the data burst happens. The control
overhead is decreased through the deployment of multi-hop
routing framework that several control packets are exchanged
within the nodes and cluster heads. The control overhead is
used to identify the efficiency while active transmission of
data packets. The proposed technique is used to decrease the
control packets while providing network convergence to the
sensor nodes that are involved for the active transmission and
Figure 22 demonstrates the control overhead comparison.
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5 Conclusion

The proposed hybrid energy-based secured clustering
technique is implemented in WSNs to utilize the energy in
efficient way through the cluster based data transmission. The
multi-hop path identification in a secured way with the
adjacent nodes is constructed to provide the security to the
sensor nodes. The time complexity of the proposed technique
is compared with the existing approaches and the
performance result has proved that the proposed technique
has reduced amount of time complexity. The simulation
results show that the proposed method is performed well in
spite of data transmission and produce the data transmission
in an efficient way. From the performance analysis, when
number of nodes is increased, the control overhead will be
reduced. The direct advantage of these comparisons shows
that conservation of energy due to reducing free space loss.
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