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Abstract

Wireless Sensor Networks (WSNs) is emerged as a
promising technology in wireless networks and is
considered as an effective research area because of its
wide scope of applications in networking. Wireless
Sensor Networks are a form of self-organizing networks
with limited energy and communication ability. The
limited power batteries in sensor nodes, it is very difficult
and expensive to extend network lifetime for wireless
sensor networks. It is one of the main essential issues in
WSNs is to use an energy efficient routing protocol to
extend the network lifetime. In this paper, we propose an
Improved Trust based Energy Efficient Routing Protocol
(ITEERP) which includes energy efficiency in the
network and trust is ensured in routing with minimal
delay. The ITEERP is used for finding the optimal trusted
path between the source and destination by using the
weighted trust value of individual sensor node and cluster
head. The periodic end-to-end trust evaluation is done
between two SNs and between two CHs. Each SN is
responsible to report its trust evaluation to other neighbor
SN, in the same cluster to its CH. An achieves a reliable
secured data transmission in WSNs and also extends the
network lifetime of a network.

Keywords: Wireless sensor networks, Routing algorithm,
Energy efficient network

1 Introduction

Wireless Sensor Network (WSN) is an enormous
collection of intelligent, low-power, and multifunctional
sensor nodes which are connected to the base stations
(BS) [1-2]. The huge number of nodes, less available
data rates, and the resource constraints have restricted
the usability of generic ad-hoc routing protocols in
WSN. In order to increase the network lifespan and to
overcome limited battery capacity, capacity, the
routing protocols in WSN support the resource-
awareness and adaptivity [3-5]. Now-a-days modern
technological advances in Wireless Sensor Networks
(WSN) have led to the emergence of tiny battery-

powered sensors.

Hence, designing energy efficient routing protocols
in WSN, which utilize the limited network resources is
a key challenge to maximize the network lifetime. In
wireless sensor networks, routing protocols can be
categorized into three main types which include Flat-
based routing protocols, Location-based routing
protocols and Hierarchical-based routing protocols.

A flat routing architecture permits the sensor nodes
to carry out identical roles in the routing process.
Generally, the network is considered as homogeneous,
in Flat-based routing i.e., the same random access
wireless channel is shared by all the nodes in the
network, therefore the status and ability of each node
are identical. For this reason, all sensor nodes are set to
forward the sensed packets directly to base stations.
Some examples for Flat-based routing protocols
include SPIN [6], DD [7], Rumor [8] etc.

In order to provide better network scalability and to
reduce the overhead of flat sensor network architecture
another one hierarchical architecture was proposed.
This architecture segments the sensor nodes into
clusters and the nodes are differentiated based on the
tasks performed within each cluster. The size of the
network, is a design paradigm to reduce the energy
consumption because, with the help of hierarchy of
network, it eliminates network-wide flooding for
control information delivery and decreases the number
of data transmissions [9]. In a two-layer hierarchy
structure, low-level nodes also called as cluster
members (CM) are liable for sensing data from the
environment and also to forward the data to their
respective cluster head (CH). Whereas the high-level
nodes also called cluster heads are responsible for
compressing and sending the collected data to the Base
Stations (BS) [13]. Some example Hierarchical-based
protocols include LEACH [10], TEEN [11], TTDD [12]
and so on.

We propose a secured, low energy and clustering
hierarchical routing algorithm named Improved Trust
based Energy Efficient Routing Protocol (ITEERP)
which includes energy efficiency in the network and
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trust is ensured in routing with minimal delay. This
achieves a reliable data transmission in WSNs and also
extends the network lifetime of a network. ITEERP
adopts a three-layer hierarchy structure to reduce the
load on cluster heads and uses multi-hop transmission
for intra-cluster communication. This paper evaluates
ITEERP against other WSN routing protocols in terms
of network performance with respect to changes in the
network size. Simulation results show that ITEERP
outperforms better in term of Trust computation,
Throughput and Energy efficiency for large scale
WSNs. Environment-fusion multipath routing protocol
(EFMRP) to provide sustainable message forwarding
service under harsh environments [22]. QoS-aware
trust-based node-disjoint multipath routing mechanism
between source node and destination node in two-layer
clustered multimedia sensor networks [23]. K-Means
clustering where the Frequent Pattern-growth (FP-
growth) algorithm applied to each cluster [24].

2 Security Issues in WSNs

A wide variety of applications are used by the WSN
and also to deploy them in real world environments,
there is a need of efficient protocols and algorithms. In
WSN, security is one of the significant factors.
Generally, in the sensor networks, network layer
attacks falls into one of the below mentioned
categories [20].

(a) Selective Forwarding attack : In a selective
forwarding attack, malicious nodes may attack WSN
by simply dropping packages received or by refusing
to forward messages.

(b) Sinkhole Attacks: In this, with respect to the
routing algorithm, a malicious node attracts all the
traffic from a particular area.

(c) Wormholes: In this attack, a malicious node to be
found near the base station can tunnel messages over a
low latency link and the traffic is completely
interrupted.

(e) HELLP Flood Attack: In HELLP flood attacks,
the attacker broadcast routing or other information with
greater transmission power could convince every node
in the network that the opponent is its neighbor. To
provide security solutions to WSNs, Numerous
techniques have been developed such as Intrusion
Detection Systems (IDS), and secure routing protocols.
Our work focuses on Trust based Energy Efficient
Routing Protocol for WSNs.

3 Trust and Reputation Systems

Trust is a particular level of the subjective
probability with which an agent will perform a
particular action; the classification of Node trust
models can be falls under two categories: Centralized
and Distributed models. In Centralized trust models, to

calculate trust values of sensor nodes, base station or a
trusted intermediate node is used (indirect trust). But in
distributed trust models, sensor nodes calculate trust
values by themselves (Direct trust).

Usually, a trust and reputation model is composed of
various components [14-15]: The primary component
of a trust and reputation system called Gathering
information which is liable for collecting behavioral
information about other entities, for example peers,
agents, or paths. The collected information might come
from different sources [18]. It could be direct
observation (direct trust) or information provided by
peers (indirect trust). Once information about an entity
has been properly combined and weighed, a reputation
score is then computed. The primary objective is to
provide the clients a quantifiable approach in order to
decide which server node is most trustworthy. The
second step is that a client selects the most trustworthy
or reputable server entity, providing certain service and
then effectively has an interaction with it. Once it
receives the service provided, the client will access the
result and give a score of satisfaction. With respect to
the satisfaction obtained, the final step accepting and
rejecting, is carried out. Two innovative trust and
reputation models, namely BTRM-WSN [16], and Peer
Trust [17] are discussed.

4 Proposed Method

The proposed Improved Trust based Energy
Efficient Routing Protocol (ITEERP) is used for
finding the optimal trusted path between the source and
destination. These trusted paths were identified using
the weighted trust value of individual sensor node and
cluster head. The frequent peer-to-peer trust evaluation
is done between two SNs and between two CHs. In the
SN level, each SN is responsible to report its trust
evaluation to other neighbor SNs in the same cluster to
its CH which performs CH-to-SN trust evaluation
towards all SNs in its cluster. Similarly a CH is
responsible to report its trust evaluation towards other
CHs in the network to the base station which performs
station-to-CH trust evaluation towards all CHs in the
system. This ITEERP is used to calculate the trust
weighted value between the nodes and also the overall
trust metric is generated by combining both direct and
indirect method and can prevent security breaches
more efficiently.

4.1 Network Modelling

In this paper, it is assumed that in network model all
the sensor nodes are homogeneous and deployed
randomly. Also the sensor nodes are categorized into
clusters and the inter-cluster communications is
managed by a Cluster-Head (CH). On the other hand
the Cluster Members (CM) are responsible for sensing
and collecting the data about a particular phenomenon.
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Thus, a cluster-based WSN 1is used which consists of
multiple clusters, and for each cluster, a cluster head
(CH) and a number of Sensor Nodes (SN). The Figure
1 shows the network architecture.
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Figure 1. Network architecture

The network setting used is based on the

assumptions which include

+ Every base station and sensor nodes are stationary
nodes.

+ Each sensor nodes have the same resources and has

a unique identifier.

« The communication link among any two nodes is
identical.

These assumptions ensure an application-oriented
reliability and set the scope of the network model in
terms of node distribution, initial battery store, and
mobility status.

The CH nodes in each cluster have more energy and
resources than SN nodes. The CH in each cluster may
be selected based on the balance energy consumption
and its functionality. A SN in a cluster forwards its
sensor reading to its CH through its neighbor nodes in
the same cluster and thus the CH forwards the data to
the base station or the destination node (or sink node)
through other CHs.

4.2 ITEERP

The overall architecture of ITEERP is described in
this section. When a source node wants to obtain the
trust value of a destination node, both one hop trust
model and multihop trust model is used. If the
destination ID is within the cluster, direct trust model
i1s used or else the indirect trust model is used. Trust
can be defined as a confidence level that if a node can
trust another node. Here the trust value is used to find
whether a node is able to perform normally in WSNs.
In this paper, the trust value is assumed to be in the
range from 0 to 1 as in [19]. The node is completely
trustworthy and considered if the trust value is between
0.6- 0.9 or 1, and the node can be avoided if it is
between 0.1- 0.5 or 0. Direct trust can be calculated if a
source node can communicate or transmit the data
directly or without any intermediate nodes. Based on
the recommendations from other neighboring nodes the

indirect trust value is evaluated. The main properties of
trust include residual energy, communication and data
content as on [16] and [17]. Based on the above
properties the probability of the trust value is
calculated to find the path trust value.

In this paper ITEERP technique is used to find the
available trusted paths between the source and the
destination node. To calculate the trustworthiness of
the nodes, in this paper the combination of both direct
trust and indirect trust are used as in [18].

4.3 Methodology
4.3.1 Computation of Trust Value by Direct Trust

In Sensor Network, the nodes usually collaborate
and communicate with sensor nodes and also with the
cluster head to perform their tasks. Usually, all
communications in the network will consume a certain
amount of energy to transmit the information or the
data packets. Hence, the trust value for data content,
residual energy and communication are defined in
ITEERP. In order to find whether the data transmitted
have reached the destination without any alteration the
data content is used. To measure if the node is
proficient in performing its intended functions or not
the residual energy is used and the communication is
used to find whether the packets transmitted by a node
have reached the destination correctly or the node is a
selfish node, or replica node or malicious node. The
trust values for the above properties using direct trust
are computed as follows.

A. Data Content

The data content is evaluated based on the packet
drop ratio [16]. Packet dropping is defined as the ratio
between total numbers of packet lost to the total
number of packets send. This can be derived using the
Gaussian probability as follows

1 (d-p)
P, =———c¢ 20° 1)

Where P, denotes the data content probability, d,

indicates the packet delivery ratio of i" time and i
varies between 1, 2, ..., n. g is mean (and also its

median and mode). o is standard deviation and o is
variance.

For each node the probability value is calculated and
if the probability value is high that particular node is
chosen and used for the path selection to transmit the
data. Packet dropping ratio is low if the packet send by
the source node is received correctly by the destination
without any loss and has the high Packet dropping rate
if the packet received by the destination is less.

Trust value for data content z is computed as the
probability of the difference in number of probability
of packets dropped not occurring at time ¢ Thus the
data trust is calculated by
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B. Residual Energy

Every time when there is a data transmission takes
place the residual energy of that particular node will be
consumed. Then the probability value of remaining
energy is calculated and from that the trust value is
found which ranges between 0-1.

In general, an energy threshold 7, is predefined for
a sensor node as in [19] and it is compared with the
probability of residual energy p. If the p. <T,, then

due to insufficient energy the particular node is not
considered for the path selection. The residual energy
p, of a sensor node is considered to be in the range of
0-1. The residual energy p, is calculated based on the
consumption energy rate £, of a sensor node, where
E_ € [0, 1]. It is defined as the difference between total
energy of the node to the energy used by the node. The
probability of residual energy is calculated by:

1 RC0k

©))

Where e, denotes the energy consumed of i"™ time

and 1 varies between 1, 2, ... n.
The trust value 7, for residual energy can be

computed as the probability of the difference in the
probability of energy consumed not occurring at time z.
It is calculated by

7. =(1=p, (1) “4)

C. Communication Trust

Communication trust C; is a significant parameter to
calculate the trust value of a sensor node.
Communication C; is defined in a way such that if the
numbers of packets send by a source node has reached
the destination correctly without any packet loss.
Packet Delivery Ratio (PDR) is defined as the ratio
between total numbers of packet received to the total
number of packet send.

Thus PDR is evaluated as

C))

Where C, denotes the communication trust based on
the packet delivery ratio, d, is the number of packet

received in i" period and i ranges between 1,2,...n.
Therefore the trust value for the communication is
considered as probability of the difference in the
probability of packet received not occurring at time 7. It
is calculated by

7, =(1-C, () (6)

Algorithm 1. Trust Calculation Algorithm
Input : Source node A, Dest Node B
Output: Trust Value T
Step 1: Source node A Find the List of Neighbours
N;. in the cluster
Step 2: the Id of dest node B is checked in List of
Neighbours N; in the cluster by A,
Step 3: if the dest node B is in the list N;, Source node
A and dest B have direct communication.
Step4: (a) Calculate Data trust by means of Packet
Dropping Ratio by Gaussian probability as
eqn (1) and the trust value is evaluated as
7, =(1=P, (1))
(b) Probability of Residual Energy is
evaluated by eqn (3) and the trust value is
evaluated as 7, =(1—p,(¢))

(¢) Communication trust probability is
calculated using Packet Delivery Ratio as
in eqn 5 and the trust value is computed as
7, =(1=C, (1)

Step 5: If the dest node B is not in the list N;, it will
check for the other clusters and the Source
node A and dest B have indirect
communication. ie. A should get the
information from other cluster heads.

Step 6: tore the Trust Value T

4.3.2 Weighted Trust Value Calculation by Direct
Trust

To find the trust value for every path, the weighted
trust value for the individual sensor node is identified.
The weighted value for each individual node using
direct trust 7, is calculated by the summation of all

the parameters such as data content, residual energy
and communication trust. The weighted trust value for
direct trust 7, , of a single node is derived as follows

Ly=Xb. +F +C ™)

Where T, is the weighted trust value for direct trust,
P, denotes the probability of data content, p,
indicates the probability of residual energy, C, denotes

the communication trust based on the packet delivery
ratio.

4.3.3 Weighted Trust
Indirect Trust

Value Calculation by

In this paper, to calculate the probability trust value
using indirect trust, Dempster-Shafer theory is used for
each individual node as the concept in [19]. The belief
function is the main part and is based on two
fundamental ideas which include degrees of belief
about a proposition. This can be obtained from
subjective probabilities, and these degrees of belief can
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be combined together on condition that they are from
independence evidence [20-21].

The probability trust value for indirect trust is
evaluated by means of this belief function and by
combining the rule of belief, we can combine more
results from neighbor nodes. Based on the Dempster-
Shafer theory K, is defined as:

KD, =2, (T)+ 2,5 (T) + 5,5 (T) -eeeeeeeeeeee- 4%, (T) (8)

Where node nl < x< n, is an one-hop neighbor of
node S and node D.
The same process is used for indirect trust /, to find

the weighted trust value. It can be derived as follows
ID, =KD, )

Where ID, is the weighted trust value for is indirect
trust, and K, is the probability of summation of all

the one hop neighbor nodes. This process can be
repeated for all the available sensor nodes in each
cluster in the network. After the calculation of
weighted trust value of individual nodes by both direct
and indirect trust the average weighted trust value can
be calculated.
Average Weighted value

Based on the node weighted trust value, the average
weighted trust value for a single path for both direct
and indirect trust can be computed as follows

1 N
A, :NZ T, +ID, (10)
i=1

Where 4,, is the average weighted trust value for a
single path, T, is the weighted trust value of direct
trust for a single node, ID, is the weighted trust value

of indirect trust for a single node and N is the number
of available paths,. Thus the average path trust value is
identified by means of this equation and this technique
is used to decide whether the particular path can be
selected for data transmission or not.

5 Performance Analysis

In order to examine the performance of the proposed
ITEERP, we implemented our proposed system in
Network Simulator (NS2). The proposed IEESRP
system is compared with PEGASIS, ECRA, LEACH,
EBTRM. The parameters used in the simulation
experiments are listed in the below Table 1.

Several performance metrics are considered for
analyzing the performance the proposed method such
as Energy Consumption, Packet Delivery Ratio, Trust
Value Computation and Average Throughput.

Table 1. Simulation parameters

Parameters Value
No of Nodes 100-300
Topology size 400 x 400
Simulation Duration 500 sec
Packet Size 400 bytes
Initial energy 1 joules
Packet Interval 2
Communication Range 30 m

5.1 Energy Consumption

Energy consumption is defined as the consumption
of power or energy. Normally while increasing the
number of nodes the utilization of energy is also high.
Thus our proposed system consumes less energy when
compared with the existing protocols. The energy
consumption graph is shown below in Figure 2.
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Figure 2. Performance analysis of energy consumption

From the Figure 2, it is analyzed that, there is a
gradual increase in the energy consumption when the
number of nodes in the network increases. However,
when it is compared with the existing protocol the
energy consumption is less and it gives better result.

5.2 Packet Delivery Ratio (PDR)

In order to analyze the performance of the
network based on delivered packets Packet Delivery
Ratio is an important metric. PDR is defined as the
relation between the numbers of correctly delivered
packets from the total numbers of packets available.

Packet Delivery Ratio,

N,
PDR =—% 11)
N,
ap
Where N, the total numbers of delivered packets is,

N, is the total numbers of packets available. The

comparison analysis graph of existing methodologies
based on the network size is shown in the Figure 3.
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Figure 3. Performance analysis of packet delivery ratio

From the Figure 3, it is analyzed that, ITEERP has
the better packet delivery ratio when compared with
other protocols. But it has the finer result with
minimum number of nodes.

5.3 Computation of Trust Value

Computation of Trust value can be done based
on the number of received packets. The variation
among the number of packets sent to number of
received packets can be observed easily. These
variations may be cause by alteration of packets,
addition of packets, and packet loss. The probability
value of packets that has been altered, added and
missed can be derived as

_ prp

T,
E,

(12)

Where P, is the remaining packets and is defined as

P =P —P, P is the number of packets send, P. is

7 5 r

the number of received packets and F, is the total

packets. The performance analysis graph for the
computation of trust value shown in the Figure 4.
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Figure 4. Performance analysis of trust value
computation

It is observed from the Figure 4 that, there is a
progressive decrease in the trust value of the node
when there is an increase in number of nodes. Thus our
proposed system gives better results with high trust
value when it is compared with the other existing
protocols.

5.4 Average Throughput (AT)

One of the main important performance metrics is
Average throughput. AT is the average successful
message delivery rate over a communication channel.
Generally, the average throughput will be high for the
best system when the number of nodes increases. This
metric is considered to analyze the performance of our
proposed system by increasing the number of nodes.
Here the throughput is calculated by using the below
formula

S
T =r (13)

avg T_
P

Where S, denotes the total number of packets
successfully transmitted and 7, is the total number of

packets. The comparison analysis graph of the existing
protocols with the proposed is shown in Figure 5.
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Figure 5. Performance analysis of energy consumption

From the Figure 5, it is examined that the throughput
value of the proposed method is increased while there
is an increase in number of nodes when compared with
other methods. Also the proposed scheme gives better
results when the number of nodes in the network
increases.

6 Conclusions

In WSN, an efficient trust model is essential for
handling the trust related information in a secure and
reliable way. In this paper, we proposed an Improved
Trust based Energy Efficient Routing Protocol
(ITEERP) which improves the security in path
selection by integrating both direct as well as indirect
trust. The trust weighted value between the nodes and
also the overall trust metric is calculated. The
Simulation results show that ITEERP outperform well
by achieving a reliable secured data transmission in
WSNs and also the network lifetime of a network is
extended. Our proposed protocol is compared with
other similar trust models such as PEGASIS, ECRA,
LEACH, EBTRM and gives better results by
considering the parameters such as Energy
consumption, PDR, Trust value computation and
Average throughput.
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