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Abstract 

Blockchain technology has been known as a 

cryptocurrency platform since the emergence of its first 

and largest application, bitcoin. Blockchain contributes to 

the process of changing low-trust centralized transaction 

ledger held by a single third party, to high-trust 

decentralized form held by different verifying nodes. Due 

to its decentralized nature and security robustness, 

blockchain has big potentials to be applied in various 

fields beyond cryptocurrency. This paper aims to provide 

readers a more complete literature review of blockchain, 

compared with existing works. We introduce and explain 

various security properties of blockchain, provide a 

taxonomy of blockchain-based applications, and discuss 

challenges of blockchain in terms of security and 

performance. Furthermore, some research directions are 

given in the last section of the paper. 

Keywords: Blockchain, Systematic review, Security, 

Applications, Challenges 

1 Introduction 

Blockchain was invented by an unknown person, 

named Satoshi Nakamoto in 2008, to serve as the 

public transaction ledger of the cryptocurrency Bitcoin 

[1]. The invention of the blockchain for Bitcoin made 

it the first digital currency to solve double spending 

problem without the need of a trusted authority or 

central server. Bitcoin blockchain provides Peer-to-

Peer (P2P) network, which timestamps transactions by 

hashing them into an ongoing chain of hash-based 

Proof of Work (PoW), a consensus algorithm. This 

forms a record that cannot be changed without redoing 

the PoW [2]. The blockchains readable by the public 

are widely used by cryptocurrencies, and the Bitcoin 

design has inspired other applications [1, 3]. Security 

and privacy in communication networks are big 

concerns in any information systems. Blockchain with 

robust security features, for instance confidentiality, 

integrity, availability [4-9], as well as P2P communication 

mechanism, can address these issues. Figure 1 depicts 

the decentralization mechanism of blockchain in 

various information systems. Blockchain applications 

cover a lot of domains, such as healthcare [10], internet 

of vehicle data trading [11], voting [12], etc. 

 

Figure 1. Blockchain with the decentralization in 

various communication environments 

Many reviews and surveys, such as [13-16], have 

been introduced to provide readers general knowledge 

as well as various application aspects of blockchain. 

However, their works did not explain security 

properties of blockchain in a detailed manner. 

Classification of blockchain applications in existing 

works does not specifically discuss domain-oriented 

applications. In addition, few blockchain challenges 

and solutions were given in their reviews. In this paper, 

we make a systematic literature review of blockchain 

technology, which provides specific discussion on 

security, applications and challenges. Our contributions 

can be summarized as follows. 
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(1) We introduce and explain various security 

properties of blockchain. The relations and connections 

of these properties constitute the decentralized trust 

and enable distinct security features of blockchain. 

(2) Our work provides a specific taxonomy of 

domain applications enabled with blockchain technology. 

We include seven domains and aspects, in which 

healthcare and energy gain the highest blockchain 

research attention. 

(3) We present the challenges of blockchain 

regarding security and performance. Our work also 

reviews and recommends several solutions for specific 

issues. 

(4) Future research directions of blockchain 

technology are given based on the current research 

status inherent from our findings. 

The remainder of the paper is organized as follows. 

Blockchain basics are provided in Section 2. Research 

methodology is described in Section 3. Section 4 

presents discussion and explanation of blockchain 

security properties. We provide an in-depth taxonomy 

of blockchain-based applications in Section 5. Section 

6 discusses challenges of blockchain, and recomend 

corresponding solutions. Some concluding remarks and 

research directions are given in Section 7. 

2 Blockchain Basics 

Blockchain is a growing list of records, called 

blocks, that are linked using cryptography [1]. Each 

block in the sequence points to the immediately 

previous block via a reference that is essentially a 

cryptographic hash value of the previous block called 

parent block. The first block of a blockchain is called 

genesis block which has no parent block [13]. As 

shown in Figure 2, design structure of blockchain is 

mainly composed of block header and block body 

which contains a list of transactions. The block header 

contains various fields including version number, 

previous block hash, Merkle root, timestamp, difficulty 

target and nonce [17]. Moreover, a single digest 

generated by Merkle tree using secure hash algorithms, 

for instance SHA-256 hash algorithm [18], is uploaded. 

This digest is to cover the integrity of the origin 

evidence. Once recorded, the data in any given block 

cannot be altered retroactively without alteration of all 

subsequent blocks, which requires consensus of the 

network majority [19]. In other words, blockchain is 

resistant to modification of data structure. The 

consensus mechanism of blockchain is guaranteed by 

the algorithms, for instance PoW used in bitcoin [20]. 

It guarantees that a new block can be verified by all 

nodes within the network. 

Based on the nature of data accessibility, we 

categorize blockchain into four types: public, private, 

hybrid blockchain, and consortium blockchain. In a 

public blockchain, everything recorded in the chain is 

known  to  everyone.  On  the  other  hand,  only  the  

 

Figure 2. Blockchain data structure 

authorized parties or users are allowed access to the 

data stored in the private blockchain. The hybrid 

blockchain is the design integrating public and private 

ones in a single system. Whereas the consortium 

blockchain is designed by the combination of multiple 

private chains. 

3 Research Methodology 

We adopt the methodology introduced by Okoli [21] 

to conduct a qualitative review in this paper. Using the 

terms “blockchain” or “distributed ledger”, we 

searched the literature in well-known scientific 

databases including Scopus, IEEE Xplore, Google 

scholar, ScienceDirect, SpringerLink, and Web of 

Science. The initial total number of the searched 

records is n = 2229. Only English-written and original 

research papers were selected. In addition, for making 

a high-quality review with rigorous works, we only 

consider journal articles over conference papers, book 

chapters, etc. The number of records excluded based 

on these criteria is 1771 (n = 458). Next, 24 papers 

were removed due to the duplicates and unavailable 

articles (n = 434). A careful abstract screening was 

then made in accordance with the scope of our paper 

that includes three aspects (security properties, 

applications, and challenges). There were 89 articles 

excluded at this stage (n = 345), most of which 

primarily discuss the blockchain in terms of 

cryptocurrency development, consensus algorithm 

categorization, user perception, short comments, 

criticism, and so on. In order to avoid reinventing the 

wheel, only the original works were included in the 

literature of our paper, which results in a removal of 

nine review articles (n = 336). Finally, at the quality 

appraisal stage, we made a thorough assessment in 

which only the papers providing high blockchain-

centric contents or giving high blockchain-related 

research results were selected. After this full-text 

screening, 210 articles were excluded (n = 126). 

Specific flowchart of the literature search is described 

in Figure 3. The 126 selected articles were published 

during the period between 2016 and 2019. As shown in 

Figure 4, majority of the selected papers were 

published in 2018. The number of articles published in 

2017 is an approximately eightfold increase compared 

with 2016. In 2018, this number is a more than 

threefold increase compared to 2017. Blockchain 
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research attention remained relatively high up to the 

April of 2019. 

 

Figure 3. Flowchart of the literature search 

 

Figure 4. Year-wise description of selected articles 

4 Security Properties 

This section explains six security properties of 

blockchain including integrity, transparency, traceability, 

accountability, anonymity, and unforgeability. These 

security features are frequently recognized in 

blockchain-related works. 

Integrity is the property that makes sure sent data is 

received at the destination without any change [6]. 

Integrity can enable the availability of the services. 

Accuracy, authenticity and tamper resistance are the 

properties related to integrity [22-27]. Integrity 

property of blockchain guarantees data cannot be 

altered once recorded. This feature was discussed and 

employed in many approaches [5, 28-31], for instance 

electricity trading data [29]. 

Transparency of the blockchain is provided by the 

type of sequence-appending hash-chained data structure 

[32-34]. Transparency is achieved when something is 

uploaded publicly onto blockchain and is available to 

everyone. Transparency is a determinant element in 

bringing about trust mechanism of blockchain. 

Blockchain transparency can be applied in various 

fields [22, 35-40], for instance healthcare [38]. 

Research in [41] analyzes the importance of 

integrity and traceability. Traceability of data is 

generally achieved by recording data in blockchains 

and referencing that data by means of a specific 

identity like a hash value [25]. In [42], traceability is 

the property where identity of signers can be figured 

out when some group members work together. In 

addition, integrity and transparency of blockchain have 

connection with its traceability property [35]. This 

blockchain feature has become more prevalent and 

been used as a security solution in a lot of works [30, 

38, 43]. 

Integrity and non-repudiation are important features 

in [44]. Accountability is similar to non-repudiation 

where the actor cannot deny a committed transaction, 

which is the ability to attribute certain actions to a 

particular actor [28, 33]. Bitcoin blockchain employs 

elliptic curve digital signature to achieve accountability 

of the transactions. 

Anonymity of a user is assured that nobody can link 

the pseudonym to his/her real identity, such as his 

identity-card number, telephone number and so on [45]. 

Anonymity of users is the primary threat discussed in 

[45]. Also, this is a very important feature of 

blockchain applied in various sectors [22, 46-47]. In 

these works, anonymity can be regarded as privacy 

protection where identity and personal information of 

users are preserved. Moreover, blockchain address 

representing a destination for cryptocurrency payment 

can be used as a pseudonym. 

Furthermore, unforgeability of blockchain ensure 

that an adversary cannot pose as the user or corrupt the 

network. To this end, unforgeability in blockchain 

inherent from the data integrity combined with 

digitally signed transactions was adopted and 

employed in several works [31, 48-49]. 

The above-discussed security properties are 

primarily achieved by the public blockchain. The 

private one does not assure the integrity where the full 

immutability cannot be achieved due to the collusion 

attacks probably caused by the internal verifying nodes. 

Moreover, the anonymity can also not be warranted by 

the private chain, since the users within it may be 

identified by some certain nodes. Despite these 

shortcomings, the private blockchain with single 
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centralized node is still helpful in some cases, since it 

provides efficient private communication and low 

energy consumption. 

5 Taxonomy of Blockchain-based App-

lications 

Since the emergence of bitcoin, blockchain 

technology attracts more and more research interests 

due to its huge potential in various domains and sectors. 

We include 96 articles for the taxonomy of blockchain 

applications. The applications are categorized into 

seven domains and aspects: finance, achievement 

records, energy, healthcare, manufacturing and supply 

chain, shipping and delivery, and sustainability. Based 

on categorization result depicted in Figure 5, we can 

see that most domains have increasing numbers of 

research during 2016 to 2018. Healthcare and energy 

have rapidly increased research papers and present the 

largest portions in 2018. As we observe, blockchain 

research on manufacturing and supply chain also gains 

a significant attention with various branches. It can be 

inferred that blockchain would be an essential part of 

Industry 4.0. Figure 6 further describes various 

applications of blockchain technology. 

 

Figure 5. Distribution of selected papers according to 

identified domains 

 

Figure 6. Blockchain-based applications in various 

domains and aspects 

5.1 Finance 

Several new blockchain-based systems were 

proposed for detecting financial fraud [50-52] and 

preventing money laundering efforts [53]. Post office 

banking augmented with blockchain technology is one 

way to implement the transition from fractional reserve 

banking to full reserve banking [54]. A real-time 

cryptocurrency price monitoring system can allow 

investor to constantly check the cryptocurrency market 

(using a computer or a smart phone) [55]. Blockchain 

was also employed to simplify and enable trustless 

channel for funding [56-57]. In addition, payment 

fairness based on blockchain was introduced in some 

other works [58-60]. 

5.2 Achievement Records 

A theoretical model that can offer a potential 

solution for academic certificate issuing and 

verification using blockchain technology was proposed 

by [61]. Blockchain also enables a global higher 

education record platform [62]. Due to a blockchain-

based infrastructure [63], we can also document, store 

and manage learners’ credentials, and provides 

sustainable record of achievements. 

Peer review procedure is enabled with blockchain 

for currency exchange [64]. Blockchain also presents 

an opportunity to develop a token-based peer-review 

payment system [65]. Another new architecture called 

secure pub-sub (SPS) provides blockchain-based fair 

payment with reputation [45]. Furthermore, a practical 

implementation of a research data right management 

solution uses the blockchain as a mean of recording 

and verifying reuse [66]. 

5.3 Energy 

The trends to solar power storage will emerge as the 

future grid building block using blockchain support in 

the new distributed, bi-directional energy system [67-

68]. Secure blockchain-based IoT-enabled smart grid 

networks were proposed in many articles [35, 69-72]. 

The networks allow to interact in a credible and 

auditable manner for achieving a greater degree of 

efficiency, security, reliability, resilience, and 

sustainability. Due to blockchain, tampering with smart 

metering have also been addressed [73-74]. Micro-

generation of in-house energy with blockchain models 

provides the possibility of exchanging energy at a 

community level [75-76]. Users now can monitor how 

the electricity is used based on a blockchain-based 

system [77]. Their privacy was also addressed by the 

support of a blockchain-based data aggregation scheme 

[78]. Furthermore, security models for electric vehicle 

charging management have been proposed in 

blockchain ecosystems [79-81]. 

The concept of a blockchain-based microgrid energy 

market was proposed to eliminate the need for central 

intermediaries [82]. Integrated with blockchain, smart 
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contracts were employed in the energy transaction 

models [29, 83-84]. In particular, smart contracts 

enable P2P token bill system for energy assumption 

[84]. P2P electricity transaction platforms for smart 

grid were further proposed with blockchain [29, 48, 68, 

85-86]. Energy trading systems with the solutions to 

various security challenges were introduced for IoT 

[49], multi-signatures [87-88], and double auction 

mechanism [81, 89]. 

5.4 Healthcare 

Blockchain-based healthcare ecosystem was proposed 

for electronic medical record (EMR)/electronic health 

record (EHR)/personal health record (PHR) [41, 90-94], 

to secure health data and patient information during 

communication process. Along with that, personal data 

security of patients was addressed in some other works 

[95-96]. Health data, user anonymity and user privacy 

[97] in specific healthcare applications such as 

diagnosis improvements [98], remote cancer care [99], 

nail analysis management system [100], are strongly 

preserved by blockchain mechanism. Healthcare data 

and access control models enabled with blockchain and 

smart contract ensure patient own and control their 

healthcare data, as well as prevent unwanted assets 

from entering the wrong area [38, 101]. On the other 

hand, several blockchain-based IoT frameworks allows 

patients, providers, and third parties to have efficient 

interoperable access to medical records for specific 

purposes [27, 102]. Several similar medical data 

sharing systems were proposed in [103-105]. By the 

help of blockchain, sensing data produced by wearable 

sensors was securely stored for real-time monitoring 

and medical interventions [106-107]. Blockchain also 

helps in root exploit detection and feature optimization 

for medical data systems [108]. Transparency of 

clinical trial data can be improved by blockchain [109-

110]. Health data contribution [111], multi-level 

location sharing [112], and surgery chain [113] in 

healthcare systems was also introduced in the 

integration with blockchain. 

5.5 Manufacturing and Supply Chain 

Blockchain helps to prevent counterfeiting in 

additive manufacturing was presented by coupling 

lanthanide nanomaterial chemical signatures [114]. An 

agriculture supply chain system was proposed with 

double chain architecture based on public blockchain 

[115]. On the other hand, a private blockchain-based 

intelligent agriculture network was also proposed for 

enhancing security of the system [26]. Blockchain can 

also be a sustainable solution for the fashion apparel 

manufacturing industry [116]. An innovative blockchain-

based system was designed to ensure information 

visibility of blood cold chain and to minimize blood 

transfer time in special situations [117]. Coffee supply 

chain is energized by blockchain to streamline the 

supply chain process [118]. In addition, secure 

blockchain-enabled M2M communications were also 

designed for cotton spinning production [119]. 

Blockchain can be employed to protect pharmaceutical 

supply chain [120]. Transparent transaction data in 

drug supply chain is enhanced with Gcoin blockchain 

[121]. Blockchain-based credit evaluation system was 

provided to strengthen the effectiveness of supervision 

and management in the food supply chain [122]. Based 

on RFID sensors and open source technology, a wood 

chain electronic traceability system was introduced 

with blockchain architecture [123]. Furthermore, a 

novel blockchain-enabled ownership management 

system of RFID-attached products for anti-counterfeits 

can be used in post supply chain [124]. 

5.6 Shipping and Delivery 

Online shipment tracking framework enabled with 

blockchain can be used to complement current 

enterprise-based supply chain management solutions 

[125]. Employing blockchain and smart contract, 

information transparency between shipping lines, the 

shippers and efficient shipment management are 

achieved [126-127]. Moreover, blockchain-based 

distributed service with an incentive system allows 

faithfully transporting the patches to the recipient 

devices through wireless sensor networks (WSN) and 

IoT environments [128]. Based on permissionless 

Ethereum blockchain, a general framework was 

presented to create a trusted, decentralized proof of 

delivery system that ensures accountability and 

integrity [28]. Blockchain-based delivery framework 

was also proposed for drone-delivered services [30]. 

5.7 Sustainability 

Blockchains can provide sustainable practices in 

various aspects. For economic sustainability, thanks to 

the decentralized nature, blockchains can reduce costs 

and transaction times, reducing waste in manufacturing 

and production processes, for instance supply chain 

[129]. Blockchains also provide real-time communications, 

fast payment with reduced transaction fees, low 

product costs, and reduced delivery times [130]. It 

builds an innovative business model and contributes to 

a sustainable economy. In terms of social aspect of the 

sustainability, blockchains could solve inequality with 

the guarantee of the human rights and ethical acts [130-

131]. The fairness can also be enabled by blockchains, 

for instance, a number of products collected in a period 

of time is immutably recorded for a specific payment 

[132]. Along with the technological development, 

environment related issues should also be taken into 

account. Due to the immutable data recorded in 

blockchains, the vehicles that emit the highest level of 

greenhouse gases can be identified for the sudden 

measures [133]. In addition, blockchains and smart 

contract were used for a constant monitoring, which 

avoids drivers from driving faster (that increases 

emissions and fuel consumption) and saves energy 
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resources [134]. Blockchain technique was also used in 

identifying materials and products that use significant 

non-renewable resources [129], thus expediting 

environment preservation process. 

6 Challenges 

In this section, we discuss challenges of blockchain 

in terms of two aspects: security and performance. The 

detailed discussion is presented in the following. 

6.1 Security 

Majority (51%) attack is the most well-known attack 

with blockchain [135]. Majority is not enough and the 

51% attack was the chief concern [136]. Majority 

attacks also threaten to lightweight and manageable 

digital evidence preservation system on Bitcoin [18]. 

Majority attack in public blockchain is prone to be 

caused by powerful quantum computing. Another 

attack, called distributed denial of service (DDoS), is 

inherent from denial of service (DoS) attack, where 

attacker can flood inbound connection of a node with 

invalid large-sized data [87]. We recommend several 

solutions to deal with majority attacks and DDoS 

attacks in blockchain, which are provided in Table 1. 

Table 1. Security issues of blockchain and the solutions 

Issues Solutions 

Cyber attacks 

Majority (51%) attacks: is performed if attackers obtain 

control majority of computational power. They may reverse 

and alter past transaction, as well as generate blocks with 

malicious transactions (may or may not be caused by double 

spending) [87]. Majority attack in public blockchain is prone 

to be caused using quantum computers. 

‧ Quantum-safe blockchain platform that utilizes quantum 

key distribution across an urban fiber network for 

information-theoretically secure authentication [137]. 

‧ Novel anti-quantum transaction authentication scheme in 

the blockchain to construct lightweight non-deterministic 

wallets [138]. 

‧ Applying Grover’s quantum search algorithm to the 

general blockchain technology (for mining) [139]. 

DDoS attacks: is inherent from denial of service (DoS) 

attack, where attacker can flood inbound connection of a 

node with invalid large-sized data [87]. 

‧ Dynamically limit the maximum amount of creation 

transaction using Least Mean Square, in order to prevent 

DDoS attack in blockchain [140]. 

Illegal interests 

Selfíh mining: happens when the malicious nodes aim to earn 

greater gains against honest nodes. Selfish mining has a 

variant, called, stalker attack, and results in mining 

centralization problem [141]. 

‧ Proposing a practical modification to the Bitcoin protocol 

with a coalition that command less than 1/4 of the 

resources [136], which is better than the current reality 

where a coalition of any size can compromise the system. 

‧ Gamification-based approach for increasing participants’ 

motivation to participate in mining work [142]. 

Fraud transactions: is almost impossible to be changed, 

which is harmful to the entire economic environment [143]. 
‧ Novel polynomial-based modifiable blockchain structure 

for removing fraud transactions [143]. 

Anomalous behavior patterns: is caused by some nodes who 

attempt to cheat in the networks while the majority nodes 

behaves normally [144]. 

‧ A novel algorithm for behavior pattern clustering, which 

leads to deeper insights into the blockchain network and 

helps maintainers manage and organize the nodes [144]. 

This helps in preventing some nodes from having 

anomalous behavior patterns illegal interests. 

 

In addition to cyber-attacks, illegal interests in 

blockchain should also be taken into account. Selfish 

mining attack is performed if the malicious nodes does 

not disclose their newly mined blocks for gaining more 

rewards, especially if they have a significant 

processing power. Selfish mining can result in mining 

centralization, which breaks the decentralization in 

blockchain. In addition, fraud transactions and 

anomalous behavior patterns must also be prevented, 

so as to guarantee equality for all nodes in the 

blockchain. The illegal interests and corresponding 

recommended solutions are also provided in Table 1. 

 

6.2 Performance 

We discuss performance issues of blockchain in 

terms of three aspects namely, resource and energy, 

throughput and latency, and capacity. Resource, energy, 

throughput and latency are the biggest issues for 

blockchain implementations. When blockchains are 

designed with a cost-effective solution that can reduce 

the energy consumption in the mining, the environmental 

sustainability would be promoted. Capacity management 

is also very important, which helps in avoiding 

congestion, thereby improving mining efficiency. 

Table 2 presents the description of these issues along 

with our recommended solutions. 
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Table 2. Performance issues of blockchain and the solutions 

Issues Solutions 

Resource and energy 

‧ Economic approach for resource management of mobile blockchain, in which the PoW puzzle 

can be offloaded to the edge computing server, and the miners are priced by the provider [145]. 

‧ Reinforcement learning method embedded in a smart contract to minimize the energy cost 

[146]. 

‧ Defining five gas-wasteful patterns for smart contract in Ethereum and propose the 

improvement methods [147]. 

‧ Scalable practical byzantine fault tolerance (BFT) algorithm applied to large-scale distributed 

blockchain systems for reducing the communication costs [148]. 

‧ Proof of kernel work, a low-energy consensus for distributed access-control protocols [149]. 

‧ The provable data possession that carries out the mining and storage of new blocks, which 

greatly reduces computational cost compared to the PoW [150]. 

Throughput and latency 

‧ Presenting a performance analysis and suggesting using Hyperledger Fabric version 1.0 (over 

version 0.6), in which throughput, execution time, and latency are improved [151]. 

‧ The dynamic modified BFT consensus protocol in [148] allowing decrease in the latency and 

increase in the throughput. 

‧ A directed acyclic graph-based distributed ledger, called PowerGraph, is employed to deal with 

efficiency and latency issues of blockchain [72]. 

Capacity 

‧ Network coded distributed storage framework for blockchains [152]. 

‧ A novel parallel mining method adjusting the mining capacity based on the transaction load 

[153]. 

 

7 Conclusions and Future Directions 

Blockchain changes the traditional way of storing 

data in the central cloud to a trustless decentralized 

way. Inherent security properties of blockchain pave 

the way for massive applications, integrated with 

advanced technologies like mobile networks, edge 

computing or IoT. In this paper, we aim to make a 

systematic literature review of blockchain technology. 

To this end, we introduce and explain various security 

properties of blockchain. A taxonomy of blockchain 

applications in various aspects is provided in some 

depth. Our work also discusses blockchain challenges 

in terms of security and performance, then recommend 

several solutions. 

We give some future directions of blockchain 

research based on our findings throughout the review 

as follows: 

‧ More security properties of blockchain should be 

recognized: Apart from integrity, transparency and 

traceability, other security properties of blockchain 

including accountability, anonymity and unforgeability 

needs more attention and adoption in specific 

information systems. 

‧ Continue working on blockchain-enabled secure 

healthcare and energy applications: Future direction 

for healthcare sector may include genomic data 

sharing system or telecare medicine information 

system enabled with blockchain security. 

Blockchain features can also be considered for 

emission trading systems or green systems of energy 

sector. 

‧ Blockchain research on education and publication 

systems should be promoted: Education and research 

are essential parts in our life. The authenticity of 

education and research records enables the stable 

and sustainable development of our society. 

‧ Conduct more rigorous studies on security issues of 

blockchain: Although we found out certain security 

risks to blockchain, especially cyber-attacks, 

existing solutions to deal with these issues are very 

few. We encourage the experts on the related field to 

design more and better mechanisms that can 

preserve the decentralized nature and functionalities 

of blockchain. 

‧ Environmental unsustainability issue of blockchain 

should further be addressed: Massive energy 

consumption of the mining in blockchain may cause 

a negative effect to the environment. Based on our 

review, very few articles included this problem with 

an explicit outcome (except some solutions for 

resource and energy issues specified in Section 6.2). 

This paper encourages researchers, practitioners, 

lawmakers as well as governors to promote the 

related research and implement reasonable policies 

to address this important issue. 

‧ Hybrid blockchain is encouraged to be more widely 

designed: although the public blockchain achieves 

all security properties specified in Section 4, its 

efficiency is very low compared to the private chain. 

The public chain also cannot address privacy issues 

where the data is uploaded publicly. Therefore, we 

encourage practitioners to design the hybrid one 

integrating these two types of blockchain, which can 

achieve a high-security and high-efficiency system. 

The consortium chain that improves security of the 

private chain, due to multiple verifying nodes, is 
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also a good solution. 

‧ Deal with the legality of blockchain: To the best of 

our knowledge, the legality of some types of digital 

signature used in blockchain is uncertain and could 

not be used for the purpose of criminal justice. 

During our thorough review, there exists no solution 

that addresses the signature legality. A new security 

system with novel ideas should be proposed to deal 

with this important issue. 
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