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Abstract

Recently Wireless mesh networks (WMNs) have
emerged as a key technology to meet the challenges in
multimedia networks. Mostly the WMN are multi-hop in
nature and in order to achieve availability, the routing
protocols must be robust against both dynamically
changing topology and malevolent attacks. In WMN,
Security is one of the primary concerns due to the open
nature and to ensure security in wireless mesh network
(WMN) is a critical issue. To address the security
vulnerabilities, though several secure routing protocols
have been proposed but still there exist problems. In
order to overcome this, a Secured Optimal Trusted
Multipath Routing Protocol (SOTMRP) using fuzzy is
proposed which is an extension of our previous work that
improves the security in path selection. To ensure
security in video transmission an Improved Dynamic
DES algorithm (IDDES) is proposed and also to
authenticate the destination an authenticated 3-way hand
shaking mechanism is implemented in our system. The
Simulation results show that the secured SOTMRP
outperform well than other trust models by considering
the various parameters such as Average throughput,
Packet Delivery Ratio, Energy consumption, Trust value
computation and Control Overhead.

Keywords: Wireless mesh networks, Secure routing,
Trust value, IDDES, Fuzzy

1 Introduction

Wireless Mesh Networks (WMNs) have formulated
as a promising technology in wireless environment.
Wireless mesh networks (WMNs) are a multi-hop
network and are dynamically self-configured and self-
organized, with the network node which automatically
represents an ad-hoc network and organizes the mesh
connectivity [1]. WMNs are highly prone to various
types of attack such as Denial of Service (DoS) attack
and security attacks that occur in WMNes.

Though several security mechanisms such as
cryptography, confidentiality, authentication and message

integrity have been proposed to avoid security integrity
have been proposed to avoid security threats such as
snooping, message replay, and fabrication of messages,
still these approaches suffer from many security
vulnerabilities, which includes node capture attacks
and denial-of-service (DoS) attacks. The outdated
security mechanisms can able to resist only external
attacks, but not the internal attacks effectively which
are caused by the captured nodes to generate secure
communications.

The most approaches indirect observation is used
only to assess the nodes reliability, which are in out of
the coverage range of the destination node [1-3]. In
addition, most methods of trust evaluation from direct
observation [2-4] do not differentiate data packets and
control packets.

Integrated trust is evaluated by combining these two
trust value such as direct trust (Gaussian probability)
and indirect trust (Dempster-Shafer theory) and the
probability value for each path is calculated based on
the ELM algorithm. The probability value ranges
between 0- 1. An improved version of Dynamic DES
(IDDES) algorithm is used to deliver the data in more
secured manner.

2 Related Work

Recently, several trust models have been developed
by many researchers to build up trust relationships
among wireless Mesh nodes [5]. Based on the behavior
strategy banding D-S belief theory, one more related
trust evaluation algorithm called as Node Behavioral
strategies Banding belief theory of the Trust Evaluation
algorithm (NBBTE) is proposed in [6].

In [7] an improved automated graph based DDoS
attack detection mechanism based on Fuzzy Cognitive
Map (FCM) on SDNs. A collection based routing
protocol, called dynamic tree organizing routing
(DTOR) [8]. A cloud user behaviour authentication
model based on multi-label hyper-network [9].

A lightweight transparent authentication protocol
named LHAP for adhoc networks is proposed in [10].
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Wireless Sensor Networks (WSNs) play a crucial role
in industrial [oT [11]. Workflow scheduling is one of
the prominent issues in cloud computing [12].

In [13] A simple formula was designed to calculate
vehicular total buffer size in these two cases, and to
adjust the data flow to the receiver. ERASCA is
secured from malicious/selfish attack through battery
estimation technique [14].

By finding a secure end-to- end route for securing an
adhoc network from independent malicious nodes. The
trust-embedded AODV (T-AODV) routing protocol
was designed in [15].

In order to solve the above problem, we propose an
Optimized Weighted Trust Multipath Protocol to select
multiple optimal trusted paths for enhancing the
security in path selection from source to destination.

3 Proposed Method

The proposed Secured Optimal Trusted Multipath
Routing Protocol (SOTMRP) is used to find the
optimal trusted path between the source and destination
in order to transmit the video frames. The input video
is splitted into multiple ‘n’ sub streams and multiple
optimal paths were used to transmit these sub streams.
The optimal paths were identified using the weighted
trust value of individual node. After finding the trusted
paths Fuzzy inference system is used to select more
optimal paths [16]. This SOTMRP is used for
evaluating the trust weighted value between the mesh
nodes by combining both direct and indirect method
and can prevent security breaches more efficiently. For
node authentication a 3 way hand shake mechanism
[17] is used to avoid intruders.

3.1 Overview of SOTMRP

In this section, we describe the architecture of
SOTMRP. When a source node wants to obtain the
trust value of a destination node, both one hop trust
model and multihop trust model is used. For this direct
trust model is used or else the indirect trust model is
used. The trust is calculated based on node B’s direct
experiences with node A in the direct trust model.
Indirect trust model can be established when the source
node A receives recommendations from other nodes
about the Destination node B [16].

Trust be defined as a confidence level that whether a
node can trust another node [18]. In this paper, the trust
value is used to find if a node can perform normally in
WMNSs. Therefore the trust value is assumed to be in
the range from 0 to 1 as in [19]. The node is taken as
completely trustworthy if the trust value is between
0.6- 0.9 or 1, and that node can be avoided if it is
between 0.1- 0.5 or 0. If a source node can
communicate or transmit the data directly or without
any intermediate nodes then it is called direct trust [20].
The indirect trust value is calculated based on the

recommendations from other neighbouring nodes. By
using the properties such as residual energy,
communication, data content, inserted packet and
multiplied packets the probability of the trust value is
calculated to find the path trust value [21].

The overall block diagram is shown in Figure 1. In
this paper the combination of both direct trust and
indirect trust are used as in [20] to calculate the
trustworthiness of mesh nodes. These paths were taken
as input to the fuzzy decision making system to find
the optimal path for transmitting the video frames.

imhm Optimized
vailaple

path
o ) Fuzzypath

Path selection

by 3-way —H imyproved

handshake dynamic DES

Figure 1. Over all block diagram of proposed work

3.2 Methodology
3.2.1 Computation of Trust value by Direct trust

In WMN the mesh nodes usually collaborate and
communicate with neighbour nodes to perform their
tasks. Generally, it is known that all communications
in WMN will consume a certain amount of energy to
transmit the data packets. Hence, the trust value for
data content, residual energy, inserted packets,
communication and multiplied packets are defined in
SOTMRP.

The data content is used to find whether the data
transmitted have reached the destination without any
alteration. The data content is evaluated based on the
packet drop ratio [21]. If the packet send by the source
node is received correctly by the destination without
any loss then the Packet dropping ratio is low. But if
the packet received by the destination is less then it has
the high Packet dropping rate.

The residual energy is used to measure if a mesh
node is proficient in performing its intended functions
or not. It is defined as the difference between total
energy of the node to the energy used by the node. The
residual energy p, for a mesh node is considered to be

in the range of 0-1. The residual energy p, is
calculated based on the consumption energy rate C, of
a mesh node, where C, € [0, 1].

The communication is used to find whether the
packets transmitted by a node have reached the
destination correctly or to check whether the node is a
selfish node, or replica node or malicious node. The
trust value for the communication is considered as
probability of the difference in the probability of
packet received not occurring at time 7 [16].

The inserted packet is used to find the probability of
number of packets inserted at time t. The trust value for
the inserted packet can be calculated as probability of
the difference in the probability of packet inserted not
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occurring at time ¢ The trust values for the above
properties using direct trust are computed as in [16].

In addition to this, multiplied packets are also
considered in this paper. Multiplied packet is the
number of packets multiplied by the node and the
probability is evaluated based on the total number of
packet multiplied. It is defined as the ratio between
number of packet multiplied m, in i"™ period of time

where 1 varies between 1, 2, ... n. to the total number
of packet send. It is computed as

)

where p is the probability of packet multiplied.

Therefore at time t the probability of packets multiplied
are computed. The trust value for the multiplied packet
can be calculated as difference in the probability of
packet multiplied not occurring at time ¢ It is
calculated as

7, =(1=F,() 2)

Thus by using the above said parameters both the
direct and indirect trust is evaluated.

3.2.2 Calculation of the Indirect Trust

Due to the malicious attacks evaluation of mesh
nodes using only the direct trust is not accurate.
Among the source and destination if the
communication packets are higher than the threshold
range the direct trust method is used [15] else there is a
need of recommendations from the neighbours for the
evaluation of trust. In multi-hop trust model, initially
the source node needs to choose a set of neighbouring
nodes and based on recommendation and trust
propagation the indirect trust is evaluated.

The probability calculation for the indirect trust is
evaluated by means of Dempster-Shafer theory as the
concept in [22-23]. In order to make the trust more
efficient and secure the distance metrics from
neighbouring nodes and the appropriate trust values are
considered by using Evidence theory [21]. For example
when the source node S receives the recommendation
from the neighbours, and if it receives different trust
values, the difference value is measured as the trust
value for that particular node. Then the weighted trust
value is evaluated.

3.2.2.1 Probability of Indirect Trust Evaluation
using Dempster-Shafer theory

Dempster-Shafer theory is used to evaluate the
probability trust value using indirect trust method for
each individual node as the concept in [22]. The belief
function is the key part of this and is based on two key
ideas which includes degrees of belief about a
proposition which can be obtained from subjective
probabilities of a related question, and these degrees of

belief can be combined together on condition that they
are from independence evidence [24-25]. Assume that
there are more than one neighbor nodes between the
source node and the destination node in the indirect
observation.

3.2.2.2 Calculation of Distance Metrics
Neighbours Using Evidence Theory

From

The distance metrics from neighbour nodes are
evaluated using the maximum voting strategy in
Evidence theory for indirect trust calculation [16].
Assume that the probability value ranges between 0 - 1
and the threshold value is set as 0.5. if any metrics falls
below the threshold Value that is not considered and
assign it as 0. if the value is greater than the threshold
then it has the max value and it is considered. Thus if it
has the maximum voting strategy then the particular
node is treated as the good node else it is taken as an
intruder or an un authorised person.

3.2.2.3 Weighted trust value Calculation

The individual node weighted trust wvalue is
identified for finding the trust value for every path. The
weighted value for each individual mesh node using
direct trust is calculated by the summation of all the
parameters which includes data content, residual
energy, inserted packets, communication trust and
multiplied packets.

The same process is used for indirect trust to find the
weighted trust value. After the calculation of weighted
trust value of individual nodes by both direct and
indirect trust the average weighted trust value can be
calculated.

3.2.2.4 Average Weighted value

Based on the node weighted trust value, the average
weighted trust value for single path for both direct and
indirect trust can be computed as in [16].

By this the average path trust value is identified and
then by using the ELM the integrated trust evaluation
is made. This technique is used to decide whether the
particular path can be selected for data transmission or
not.

3.2.3 Secure Path validation by ELM

In order to validate and to make decision about the
secure path ELM is used. This ELM works based on
three criteria which includes

+ Normalization
+ Weight Value identification
+ Decision Function

Normalization is used to make a decision from the
huge data set. We assumed that the trust value of
normal node fall in the range of 0.6 to 0.9 or 1. To
make the optimized high value each data is divided by
the mean value. The weight value is considered as the
decision value to make decision about whether the
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node is a normal node or an abnormal node. Thus the
trusted available paths were identified by means of
ELM.

In the ELM algorithm the training set N consists of a
set of trust value of both normal node and abnormal
node. The mean value of the trusted nodes are taken as
the centers. The hidden value is the decision value ie.
For example, if the node value is 0.6 it can be taken as
the trusted value 1. The hidden values are set for output
weight and it is compared with each value. Finally, the
output Matrix is evaluated.

3.2.4 Fuzzy Path Selection

Fuzzy inference system is used to optimize the path
more efficiently as in [16]. Fuzzy control system
encompasses the collection and encoding of human
knowledge concerning prediction and classification,
with applying the predefined rules for a given set of
inputs [26]. The Optimal Path selection using Fuzzy
Inference System is shown in the Figure 2.

Rules MF

— E” E = —————
4 : 8
Best N 5 5 | Available
Paths 1] o paths
7]
<:=’; B
n —

Figure 2. Optimal Path
Inference System

selection using Fuzzy

From the Figure 2 it is known that set of trusted
available paths are given as input to the fuzzy inference
system. The inference engine works based on the rules
and fuzzifier output. The output of the inference engine
is send to the defuzzifier to get the optimal best paths.

In addition to this, this paper also considers the node
authentication and secure transmission. To authenticate
the destination node an authenticated 3 way
handshaking method is used as in [17] for transmitting
the message. Also to provide security an enhanced
version of DES namely Improved Dynamic DES
(IDDES) algorithm is proposed.

3.2.5 Authentication

After the selection of optimal best paths and
identification of destination node an authentication is
provided by using authenticated 3 way handshaking
methods before transmitting the data (message). This
authentication is provided in order to avoid fake or
false node. The encryption is done by using Improved
Dynamic DES (IDDES) algorithm. The Figure 3 shows
the authentication mechanism before transmitting the

data.

Source Key
Node § Distributor Kd

Link Establishment

A4

Message Authentication

¥

Key Delivery from Kg

v

Authentication by 3-way
handshake

Routing Setup

-l
%

Figure 3. Authentication Mechanism

1. The peer link establishment is done between the
Source Node S and the Key Distributer K,

2. Message authentication is done in using the
HELLO Message.

3. The Key Distributer generates the key and it is
delivered to the source node

4. An authenticated 3- way handshaking is done
between the access point and the Source node for
authentication.

5. Routing setup is done

3.2.5.1 An Authenticated 3 Way Handshaking

An authenticated 3 way handshaking method is used
as in [17] to authenticate the destination node for
transmitting the message. First the AP send a HELLO
message to the Source node or user with it MAC
address (APA), encrypted format of generated random
value (Eprx/APnonce]), Sequence ID (Sip,) and the
message 1 (MESI) as [APA, Eprx[APnonce], Sp,
MESI1]. Then the Source node generate a key and
authenticate with the authenticator. If the received
message is correct then the source node sends response
message to the AP as (S4, S, Snmonce, MES?2,
MICprg[Snonce, S;p, MES2]). Otherwise it generates
new key to send the message to AP. Then the
APverifies it and send back the response message to
user by incrementing the sequence IDas (4PA, Sip+;,
Snonce, MES3, MICprg[Snonce, Sip+; MES3]). The
Figure 4 shows the operation of an authenticated 3-way
hand shaking.

3.2.5.2 Algorithm

Step 1. Receive the first Message from AP as [4APA,
Eprx[APnonce], Sip, MESI ]

Step 2. Source node decrypts the [4Pnonce] value
and generates Snonce by calculating PTK to send
Message 2.

Step 3. Message 2 received by AP



An Authenticated Trust Based Security Mechanism for Video Transmission in Wireless Mesh Networks 761

Source Access
Node § Point AP

APA EpTx[APnonce]SmD MES1

-
e

Message 1

SA. S, Snonce, MES2 MICex
[Snonce, S, MES2]

Message 2

Y

APA_ Sm-1. Snonce, MES3, MICe1E
[Snonce, Sm-1, MES3]

Message 3

Figure 4. authenticated 3-Way hand shaking

Step 4. AP calculates PTK by using the same
mechanism to Verify MIC and send Message 3.

Step 5. After receiving the Message 3, first the
source node verifies and validates MIC.

3.2.6 Data Transmission by Improved Dynamic
DES

After authenticating the destination node the data
can be transmitted in a secure manner. So to provide
security we proposed an enhanced version of DES
namely Improved Dynamic DES (IDDES) algorithm.
The IDDES is done by using 2 steps.

1. Signature Generation

2. Signature Verification

3.2.6.1 Signature Generation

In order to transmit the data from source to
destination initially the Source node generates a
dynamic secret key to encrypt the data. The encrypted
message along with the secret key which is used for
encrypting the message is signed by the source node
before it forwarded to the destination. The generation
of signature is shown below.

Generation algorithm:
Step 1: Select a dynamic key dk, randomly, where

1<dk,<N-1.

Step 2: Compute x=A4 mod N, where (4,)=df,. If
x=0, gotostep 1.

Step 3: Calculate the hash value h < h(m,r).

Step 4: Calculate y =rdk h, +dk mod N If y=0, go
to step 2.

Step 5: The signature is the pair (x, y)
3.2.6.2 Signature Verification

After receiving the encrypted message, the
destination node verifies the signature by means of
signature verification algorithm. If the signature
matches then the destination will decrypt the message.

The signature verification algorithm is as follows.
Verification algorithm:

Step 1: Verify the signature pair (x, y) and it is in the
range of [1, N-1]. If not the signature is invalid.

Step 2: Then compute the hash function as
h, <« h(m,r)

Step 3. Calculate (4,) = dk, mod N

Step 4: The signature is valid if x = 4 mod N, else
it is invalid.

Thus by using the IDDES algorithm the data can be

transmitted securely using the optimized and secured
path.

4 Performance Analysis

To examine the performance of the proposed
OTMRP various simulation experiments are carried
out. We implemented our proposed system in Network
Simulator (NS2). The proposed system is compared
with Optimal Link State Routing (OLSR), (HWMP),
(SHWMP),(PA-SHWMP), Irregular Radio Model
(IRM) and EWTMRP. The parameters used in the
simulation experiments are listed in the below Table 1.

Table 1. Simulation Parameters

Parameters Value
No of Nodes 50
Area Size 1000 x 1000
Target Size [500, 500] x [500, 500]
Simulation Duration 600 sec
Queue Limit 20
Queue Size 100
Packet Size 552
Packet Interval 2
Communication Range 40 m
Buffer Size 25 packets

Several performance metrics are used for analyzing
the performance the proposed method which includes
Packet Delivery Ratio, Energy Consumption, Average
throughput, Trust value computation and Control
Overhead.

4.1 Packet Delivery Ratio (PDR)

Packet Delivery Ratio is an important metric used to
analyze the network performance based on delivered
packets. Packet Delivery Ratio is defined as the
relation among the numbers of packets delivered
correctly and the numbers of available packets. PDR is
calculated by using the below formula

N
PDR=—2 3)
N,
Where N, the total numbers of packets delivered is,

N, is the total numbers of available packets. The
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comparison graph for the packet delivery ratio is
shown in the Figure 5.
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Figure 5. Performance analysis of Packet delivery
Ratio

From the Figure 5 it is analysed that the packet
delivery ratio of the proposed OTMRP increases with
minimum number of nodes.

4.2 Energy Consumption

Energy consumption is the utilization of energy or
power by each node. Generally, when there is increase
in number of nodes the utilization of energy is also
high. Our proposed system consumes less energy when
it is compared with the existing protocols. The energy
consumption graph of the proposed system is shown
below in Figure 6.

_Emﬂ.__.——l-—l""' —#=OLSR

2 50 Jlg—  —=HWMP

2 SHWMP
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5 10 20 30 40 50 ——EWTMRP
'E Number of Nodes e SOTMRP

Figure 6. Performance analysis of Energy consumption

From the Figure 6 it is analysed that the energy
consumption is gradually increasing when the number
of nodes in the network increases. But when it is
compared with the existing protocol the energy
consumption is less and it gives better result.

4.3 Average Throughput (AT)

Average throughput is defined as the average
successful message delivery rate over a communication
channel. In general for the best system, the average
throughput will be high while increasing the number of
nodes. The throughput is high for our proposed system
when it is compared with the existing protocols and it
is calculated by using the below formula

r, =2 @)
N

Where N, the total number of packets is transmitted

successfully and N is the total number of packets. The
graph analysis is also shown below in Figure 7.
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Figure 7. Performance analysis of Throughput Value

From the above Figure 7 it is examined that the
proposed scheme gives better results when the number
of nodes in the network increases.

4.4 Trust Value Computation

Trust value is computed based on the number of
received packets. The variation between number of
packets sent and number of packets received can be
observed easily. These differences may be caused by
addition of extra packets, modification of packets and
loss of packets. The probability of packets that has
been modified, added and lost can be computed by the
following equation:

T =—" )

Where R is the remaining packets and is defined
as R,=N,—N,, N, is the number of packets send,

N, is the number of packet received and 7, is the total

r

number of packets. The performance analysis of the
trust value calculation is shown in the Figure 8.

c 1.5 —B-OLSR

g u.; Aetemte—d o HWMP
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ﬁ 10 20 30 40 50 =—#=EWTMRP
E Number of Nodes e SOTMRE

Figure 8. Performance analysis of Trust Value
Computation
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From the above Figure 8 it is observed that the trust
value of the node is progressively decreasing when we
increase the number of nodes in the network. When the
proposed system is compared with the other existing
protocols, it gives better results with high trust value.

4.5 Control Overhead

The major events in addressing a new protocol
include initialization of network, adding a new node,
deleting a node from the network and integration of
nodes. In general these procedures, as well as the
normal protocol operation, causes control overhead by
reducing the available band width. The performance
analysis of control overhead is shown in the Figure 9.

0.4

g =B SR
Eu_z et HWMP
a 0 SHWMP
£ 10 20 30 40 50 =4+—EWTMRP
=]

O Number of Modes = SOTMRP

Figure 9. Performance analysis of Control Overhead

From the Figure 9 it is analyzed that while the
number of nodes increases the control overhead also
increases gradually and when comparing with other
protocols it is very low. Thus it performs better and
provides improved results.

5 Conclusions and Future Work

In WMN, an efficient trust model is essential for
handling the trust related information in a secure and
reliable way. In this paper, we extend our previous
work Optimal Trusted Multipath Routing Protocol by
providing authentication and secure communication.
To provide security we proposed a Secure Optimal
Trusted Multipath Routing Protocol (SOTMRP) which
improves the security in path selection by integrating
both direct as well as indirect trust. Also to ensure
security in video transmission, an Improved Dynamic
DES algorithm (IDDES) is proposed in WMNs. And
an authenticated 3-way hand shaking mechanism is
implemented to authenticate the destination node. The
Simulation results show that SOTMRP outperform
well by providing security than other similar trust
models such as HWMP, SHWMP, PA-SHWMP,
EWTMRP and OTMRP by considering the parameters
Average throughput, PDR, Energy consumption, Trust
value computation and Control Overhead.
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