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Abstract 

Traditionally, we can analyze network traffic by 

capturing packets on the network and making statistics. 

However, as network bandwidth and network traffic 

increase, we will need more computing resources to 

complete the traffic analysis job on time. Using NetFlow 

technology may reduce the resources required for traffic 

analysis. However, as network bandwidth keeps growing, 

the time it takes to accomplish traffic analysis may 

increase dramatically. When resources and time are 

limited, applying the sampling technique to NetFlow 

generation may reduce the amount of time and resources 

required. Nowadays, NetFlow data are often used to 

generate various statistical reports. Thus, we must fully 

understand whether the sampling technique will affect the 

statistical results before applying it to the NetFlow 

generation. In this paper, 28 days of NetFlow data 

obtained from the Taiwan Academic Network were 

studied. The differences in the IP address list and top 

talkers for different sampling rates are examined. The 

results show that sampling NetFlow does affect the 

retention rates of IP addresses and top talkers in ranking 

lists, and the higher the sampling rate is, the greater the 

impact is. 

Keywords: NetFlow, Sampled NetFlow, Retention rate, 
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1 Introduction 

With the development of network technology and 

cloud services, more and more traffic is transmitted 

through the Internet. To keep a network run smoothly 

and efficiently, the network manager must know how 

the network is used. To figure out the transmission 

status of a network, the network manager may make 

use of tools like Tcpdump [1] or WireShark [2] to 

capture and analyze network packets. If we capture all 

packets of a network for a day, we can calculate the 

total amount of data sent by each sender and find the 

top N talkers for that day. However, with rapid growth 

in network bandwidth and widespread use of network 

applications, the amount of data generated per day 

increase gradually. Thus, the amount of storage space, 

as well as computation power, required to analyze 

captured packets increase even more dramatically. And 

eventually, the cost for acquiring computation and 

storage equipment may become unrealistic. 

In 2001, the backbone bandwidth of the Taiwan 

Academic Network (TANet) was 1 Gbps. Four years 

later, the bandwidth was upgraded to 10 Gbps. Then, it 

was further upgraded to 100 Gbps in 2015. According 

to the development of bandwidth increment, the 

amount of storage space required to store captured 

packets for daily analysis was increased from 10.8 TB 

to 108 TB and further increased to 1.08 PB. Also, to 

find the top N talkers of a given date, we need to find 

the senders and sort each sender according to the total 

bytes or packets of the sender. Sorting such a huge 

amount of data requires lots of computation and 

memory resources. Therefore, packet capture gradually 

becomes an unpractical solution for daily traffic 

analysis. To reduce the amount of data required for 

network traffic analysis, many network managers turn 

to adopt the NetFlow solution [3-4]. By taking only the 

header information of network packets, NetFlow may 

effectively reduce the amount of data required for 

traffic analysis and obtain the same statistical results as 

packet capture does. However, due to the continuous 

growth of network traffic and the capacity limitation of 

NetFlow export equipment, some network managers 

begin to deploy sampling NetFlow [5-10] to further 

reduce the amount of data required for traffic analysis 

and to ensure that the network traffic analysis can be 

completed in time. 

Currently, NetFlow data is often used to generate 

various types of network traffic statistical reports. 

Among these reports, the reports of top N talkers 

sorted by byte counts and sorted by packet counts are 

commonly used by network managers to profile 

network traffic behavior [11]. However, these top N 

talkers reports are originally generated from unsampled 

NetFlow data. If the deployment of sampling NetFlow 

is a must, it is important for network managers to know 

whether or not these statistical reports, especially these 
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top N talkers reports generated from sampled NetFlow 

data are consistent with the original ones generated 

from unsampled NetFlow data. Having the knowledge 

of the differences between these reports generated from 

unsampled and sampled NetFlow data, network 

managers may make better decisions and avoid 

unintended consequences. 

In the next section, we will explain how NetFlow 

works and review its sampling-related research. The 

sampling method and experimental design will be 

presented in the third section. In the fourth section, we 

will discuss the results obtained from these 

experiments. The fifth section is the conclusion of this 

study. 

2 Background 

This study is based on NetFlow technology, so in 

this section, we will first introduce what NetFlow is 

and its related techniques used in this study. Then we 

will review the related research on applying NetFlow 

sampling techniques to traffic analysis. 

NetFlow technology was first developed by Cisco in 

1996. It is originally an experimental network 

specification for collecting IP transmission information 

and has been set as an Internet standard [4]. Nowadays, 

NetFlow has been widely deployed on the Internet for 

network traffic analysis. NetFlow is based on the 

characteristics that when data are sent from a source to 

a destination, the packets of these data will be 

continuously transmitted. NetFlow will collect these 

packets periodically and generate a flow to represent 

that traffic. A flow is a record that contains the source 

IP address, the destination IP address, the source port 

number, the destination port number, the number of 

bytes transmitted, the number of packets transmitted, 

and other information of that traffic. A data sent from a 

source to a destination may generate more than one 

flow records. 

With the rapid increase of network traffic, the 

number of flows generated by NetFlow also increases 

dramatically. Foreseeing the need to reduce the number 

of flows generated, both commonly used versions of 

NetFlow format, namely version 5 and 9, have 

sampling-related fields in place. The version 5 format 

of NetFlow has defined the sampling mode and 

sampling ratio fields. Both are used in conjunction to 

implement NetFlow sampling. The version 9 format 

has defined six sampling-related fields and supports 

sampled NetFlow by packet sampling or flow sampling. 

Today, the backbone network bandwidth of the 

TANet is over 100 Gbps, and the number of flows 

generated per unit of time is quite huge. Considering 

the amount of data and the limitation of NetFlow 

export capability, Taiwan Academic Network currently 

uses NetFlow with a sample rate of 1:64 for data 

analysis. 

Many researchers have studied the sampling 

techniques related to NetFlow. The research results of 

[7] show that the estimation accuracy is not easy to 

guarantee when NetFlow is sampled statically. In 

addition, when NetFlow is sampled and then classified 

by supervised learning method, the accuracy of 

classification will be seriously affected [8-9]. And in 

[10], it shows that when NetFlow is sampled, the 

estimated file size will be different from the original 

one. These studies did not focus on the accuracy of 

finding the top N talkers after sampling NetFlow. 

However, considering sampling NetFlow has gradually 

become a necessity in today’s network operation and 

the top N talkers are essential information for network 

management, it needs to be known whether the content 

of the top N talkers list will be changed due to NetFlow 

sampling. 

3 The Retention Rate 

In order to know whether the contents of the top N 

talkers list will change due to sampling, we will 

compare the IP address list of the top N talkers 

generated from the unsampled NetFlow data with the 

same list generated from the sampled NetFlow data. 

There are several types of top N talkers lists. In this 

study, we will use the IP address of a sender 

(hereinafter referred to as srcip), the total number of 

data bytes (hereinafter referred to as byte) and the total 

number of data packets (hereinafter referred to as 

packet) sent by a sender as the objects of statistical 

analysis.  

To obtain the top N talkers lists, firstly, we shall find 

out the IP addresses of all senders and put each of them 

in the IP address list from unsampled NetFlow data. 

After all IP addresses are found, sort these IP addresses 

by the total number of data bytes and data packets sent 

by each IP address, and then take out the top 10, 50, 

and 100 places as the top 10, 50, and 100 talkers lists, 

respectively. These top N talkers lists for byte and 

packet will serve as the basis for comparison after 

sampling. 

Next, the original NetFlow data are sampled to 

generate the sampled NetFlow data. In this study, we 

will discuss the results of the sampling rate of 1:2
1, 

1:22, and so on to 1:210. Find the IP address list for the 

sampled data and sort these IP addresses by the total 

number of data bytes and data packets transmitted from 

these IP addresses. Then, take out the top 10, 50, and 

100 places as the sampled the top N talkers lists for 

follow-up discussion. 

3.1 Sampling Method 

The NetFlow data used in this study are generated 

from network traffic passed through a network node of 

the TANet. These data contain traffic records for 28 

consecutive days and have been fully de-identification. 

The NetFlow data for a whole day is stored in a single 
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file and the file which stores the data for the i-th day is 

referred to as Fi. For each file Fi, if the sampling rate is 

1:2j, every 2j-th flow is sampled and then put into the 

new sampled NetFlow file SFi,j. This sampling method 

which periodically selects every k-th flow is referred to 

as systematic sampling. The pseudo-code for 

systematic sampling method is shown in Figure 1. 
 

for i in {1, 2, ..., 28} 

for j in {0, 1, 2, ..., 10} 

   k = 0 

rate = 2j 

while not end of Fi 

read flow 

if k == 0 

output flow to SFi,j 

k = (k + 1 ) % rate 

end 

end 

end 

Figure 1. Pseudo-code for systematic sampling 

After the sampled NetFlow file SFi,j is produced, we 

proceed to examine every flow in this file and find the 

srcip, byte, and packet for each flow. And then, firstly, 

check whether srcip already exists in the list of IP 

addresses SETi,j. If it is not found in SETi,j, add srcip to 

SETi,j. Secondly, add the byte and packet for srcip to 

SUMi,j,byte{srcip} and SUMi,j,packet{srcip} respectively to 

find the total bytes and packets sent by srcip. After file 

SFi,j has been examined, we shall sort the lists 

SUMi,j,byte and SUMi,j,packet according to its value in 

descending order to find the sorted list SORTi,j,byte and 

SORTi,j,packet respectively. We then derive the TOPi,j,k,t 

lists from the top k entries of the sorted list SORTi,j,t. 

The pseudo-code for obtaining SETi,j and TOPi,j,k,t for 

SFi,j is shown in Figure 2. 

 

for i in {1, 2, ..., 28 } 

for j in {0, 1, 2, ..., 10} 

while not end of SFi,j 

read flow 

get srcip, byte, packet from flow 

if srcip not in SETi,j 

add srcip to SETi,j  

SUMi,j,byte{srcip} += byte 

SUMi,j,packet{srcip} += packet 

end 

for t in {byte, packet} 

SORTi,j,t = sort SUMi,j,t 

for k in {10, 50, 100} 

TOPi,j k,t = top k of SORTi,j,t 

end 

end 

end 

end 

Figure 2. Pseudo-code for obtaining the top talkers 

lists 

According to the pseudo-codes in Figure 1 and 

Figure 2, when j=0, the obtained IP address table SETi,0 

and top talkers lists TOPi,0,k,t will be used as a reference 

group. And, when j={1,2,…,10}, the obtained IP 

address tables and top talkers lists will be used as 

observation groups for subsequent difference 

examination. 

3.2 IP Address Retention Rate 

The retention rate of IP addresses is mainly to find 

out whether the list of IP addresses before and after 

sampling is the same. When the sample rate is high, it 

is likely to happen that flows with short-term activities 

may not get sampled. In that case, the IP address which 

appeared in these flows may get missing after sampling. 

To calculate the IP address retention rate for SFi,j, we 

shall check every IP address in SETi,0 to see if it still 

exists in SETi,j. The IP address retention rate is the 

percentage of the number of IP addresses that exist 

after sampling to the number of IP addresses before 

sampling. The pseudo-code for calculating the IP 

address retention rate is shown in Figure 3. In Figure 3, 

the IP address retention rate for SETi,j is denoted by 

RETi,j. 

 
for i in {1, 2, ..., r } 

for j in {1, 2, ..., 10} 

counter = 0 

while not end of SETi,0 

read ip-addr from SETi,0 

        if ip-addr in SETi,j 

counter ++ 

end 

RETi,j = counter / size of SETi,0 

end 

end 

Figure 3. Pseudo-code for calculating the IP address 

retention rate 

3.3 Retention Rate for Top Talkers 

The second observation that we want to make in this 

study is whether the list of top talkers is still the same 

before and after sampling. After examining a small 

portion of flow data, we found that the activities of a 

top talker are likely to be high density in a short term. 

It is possible that, if the sample rate is high, some 

activities of the top talker may not get sampled and the 

top talker may not be able to enter the top talkers list 

after sampling. The retention rate of top talkers is the 

percentage of the original top talkers who entered the 

list of top talkers after sampling. To calculate the 

retention rate of a top talkers list, we initially set the 

retention counter to zero, and then check all the IP 

addresses in the original top talkers list one by one. If 

the IP address does enter the top talkers list after 

sampling, we increase the retention counter by one. 

After all the IP addresses are checked, the retention 
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rate is the percentage of the number of the retention 

counter to the number of IP addresses in the top talkers 

list. The pseudo-code for calculating the retention rate 

of top talkers is shown in Figure 4. In Figure 4, the 

retention rate for TOPi,j,k,t is denoted by RETi.j,k,t. 

 
for t in { byte, packet } 

for i in {1, 2, ..., r } 

for j in {1, 2, ..., 10} 

for k in {10, 50, 100} 

counter = 0 

while not end of TOPi,0,k,t 

read ip-addr from TOPi,0,k,t 

if ip-addr in TOPi,j,k,t 

counter++ 

end 

RETi,j,k,t = counter / k 

end 

end 

end 

end 

Figure 4. Pseudo-code for calculating the retention 

rate for the top talkers 

4 The Experimental Results 

The NetFlow data used in our experiment are 

generated by the traffic passed through a network node 

of the TANet for 28 consecutive days. According to 

the evaluation methods introduced in the previous 

section, for each day, we can compute IP address 

retention rates for different sampling rates ranging 

from 1:21 to 1:210. Also, for every day’s top talkers by 

bytes and by packets, we can calculate retention rates 

for different lengths of lists and various sampling rates. 

Based on these results, we shall study the following 

issues: the IP address retention rates under different 

sampling rates, the retention rates for top talkers by 

bytes, and by packets after sampling.  

4.1 Different Lengths of Reference Periods 

Before we begin to explore the impact of sampling 

on statistical results, we need to understand the impact 

of the length of the reference period on the issues 

under discussion. Therefore, we will take the duration 

of 1, 6, 12, and 24 hours in a day as the reference 

periods to observe the impact on the retention rates of 

IP addresses and top talkers by bytes and packets. 

In the following experiments, the period around 

noon of a day is taken as the reference period for 

statistical calculation, and the average of 28 

consecutive days of the same periods was taken as the 

result. That is, NetFlow data from 12:00 to 13:00 per 

day are used as the reference period for one hour; 

NetFlow data from 10:00 to 16:00 per day are used as 

the reference period for six hours; NetFlow data from 

8:00 to 20:00 per day are used as the reference period 

for 12 hours; NetFlow data from 0:00 to 24:00 per day 

are used as the reference period for 24 hours. Table 1 

shows the periods used for examining different lengths 

of reference periods. 

Table 1. The lengths of reference periods 

Duration (hour) Period 

1 12:00-13:00 

6 10:00-16:00 

12 08:00-20:00 

24 00:00-24:00 

 

The IP address retention rates for different reference 

periods are shown in Figure 5. The results show that IP 

address retention rates which use 6, 12, and 24 hours as 

the reference periods are similar and the result which 

uses 1 hour as the reference period has only a slight 

difference. For example, when the sampling ratio is 

1:26, the IP address retention rates by reference periods 

of 1, 6, 12, and 24 hours are 0.22, 0.26, 0.27, and 0.28 

respectively. It means that the longer the reference 

period is, the smaller the difference is. But it also 

shows that when the reference period is longer than 6 

hours, the results are similar.  

 

Figure 5. The retention rates of IP addresses for 

different lengths of reference periods 

The retention rates of top talkers by byte for 

different lengths of reference periods are shown in 

Figure 6. The results show that retention rates by 

reference periods of 6, 12, and 24 hours are alike and 

the result which uses 1 hour as the reference period has 

a larger difference. For example, when the sampling 

rate is 1:26, the retention rates by reference periods of 1, 

6, 12, and 24 hours are about 0.53, 0.73, 0.79, and 0.81 

respectively. It shows that the length of reference 

periods has little impact on the retention rate and the 

longer the reference period is, the larger the retention 

rate is.  
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Figure 6. The retention rates of top talkers by bytes for 

different lengths of reference periods 

Figure 7 shows the retention rates of top talkers by 

packets for different lengths of reference periods. The 

results show that retention rates by reference periods of 

6, 12, and 24 hours are also alike and the result which 

uses 1 hour as a reference period has a larger 

difference. For example, when the sampling rate is 1:26, 

the retention rates by reference periods of 1, 6, 12, and 

24 hours are 0.53, 0.73, 0.79, and 0.81 respectively. It 

shows that the length of the reference period has little 

impact on the retention rate and the longer the 

reference period is, the larger the retention rate is. 

 

Figure 7. The retention rates of top talkers by packets 

for different lengths of reference periods 

Based on the above results, we will use a whole day 

as the reference period for the following statistical 

calculation and discuss the impact of different 

sampling rates on the retention rates of IP addresses 

and top talkers by bytes and by packets. 

4.2 Impact on IP Address Retention Rate 

To study how the sampling rate affects the IP 

address retention rate, we calculate the IP address 

retention rates for different sampling rates on a daily 

basis. The average value for 28 consecutive days in a 

month for a specific sampling rate is taken as the result 

of that sampling rate. The sampling rates that we 

studied are 1:21, 1:22, …, 1:210, and the result is shown 

in Figure 9. 

The experimental result shows that sampled 

NetFlow will significantly affect the retention rate of 

IP addresses. From Figure 8, we can see that with a 

larger sampling rate, the IP address retention rate will 

decrease significantly. For example, when the 

sampling rate is 1:26, the IP address retention rate will 

be about 0.28, which means lots of IP addresses will be 

missing after sampling. 

 

Figure 8. The impact of sampling rate on IP address 

retention rate 

4.3 Impact on Retention Rate of Top Talkers 

by Bytes 

After knowing the impact of sampled NetFlow on 

the retention rates of IP addresses, we continue to 

study the retention rates of top talkers by bytes for 

sampled NetFlow. We calculate the retention rates of 

top talkers by bytes for different sampling rates on a 

daily basis. The average value for 28 consecutive days 

in a month for a specific sampling rate is taken as the 

result of that sampling rate. The sampling rates that we 

study are 1:21, 1:22, …, 1:210 and the lengths of the top 

talkers lists examined are 10, 50, and 100. Figure 9 

shows the results. 

It shows that, after sampling NetFlow, the top 10, 50, 

and 100 talkers by bytes may become quite different 

from the ones before sampling. The results are similar 

for different lengths of the top talkers’ list. From 

Figure 10, we can see that the bigger the sampling rate 

is, the smaller the retention rate is. For example, when 

the sampling rate is 1:26, the retention rate of top 100 

talkers is about 0.80, that is to say, after sampling, 20 

IP addresses originally on the top 100 talkers list will  
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Figure 9. The impact of sampling rate on retention 

rates of top talkers by bytes 

 

Figure 10. The impact of sampling rate on retention 

rates of top talkers by packets 

be missing, and when the sampling rate is 1:210, 47 IP 

address originally on the top 100 talkers list will be 

missing. 

4.4 Impact on Retention Rate of Top Talkers 

by Packets 

To study how NetFlow sampling affects the top 

talkers by packets, we do a similar experiment as we 

do for top talkers by bytes. The only difference is that 

the talkers are sorted by packets instead of bytes. The 

result is shown in Figure 10. 

The result is similar to one of the top talkers by 

bytes. It shows that, after sampling NetFlow, the top 10, 

50, and 100 talkers by packets may become quite 

different from the ones before sampling and the results 

are similar under various lengths of the top talkers’ list. 

From Figure 10, we can also see that the bigger the 

sampling rate is, the smaller the retention rate is. For 

example, when the sampling rate is 1:26, the retention 

rate of the top 100 talkers is about 0.84, which means, 

after sampling, 16 IP addresses originally on the top 

100 talkers list will be missing. And when the 

sampling rate is 1:210, 47 IP addresses originally on the 

top 100 talkers list will be missing. 

5 Conclusion 

This study explores the differences in lists of IP 

addresses and top talkers caused by sampling 

technology. It is discussed whether IP addresses will 

disappear from the list because of sampling and 

whether the top talkers by bytes and by packets will 

change because of sampling. Based on the NetFlow 

data of 28 consecutive days in a network node of 

TANet, we examined the impact of different lengths of 

reference period and different sampling rates on the 

retention rates of IP addresses, top talkers by bytes, and 

top talkers by packets. From the experimental results, 

we have the following findings: 

(1) Increasing the length of the reference period can 

increase the retention rates of IP addresses, top talkers 

by bytes, and top talker by packets. 

(2) With the increase of sampling rate, the IP 

address retention rate will be significantly decreased 

after sampling. 

(3) With the increase of sampling rate, the retention 

rates for top talkers by bytes and by packets are 

decreased greatly. 

(4) With the same sampling rate and length of the 

top list, the result for top talkers by bytes and the result 

for top talkers by packets are similar. 

(5) Under the same sampling rate, the results for 

different lengths of top talkers list by bytes and top 

talkers list by packets are similar.  

The results show that when the sampling rate is 1:64, 

about 28% of the original IP addresses will remain in 

the list of IP addresses after sampling and about 81% 

of the top 100 talkers by bytes will still be the top 100 

talkers by bytes after sampling. The results also show 

that if it is necessary to control the IP address retention 

rate to be more than 70%, the sampling rate should be 

limited to less than 1:4. And if the retention rate of the 

top 100 talkers by bytes is to be controlled over 90%, 

the sampling rate should be limited below 1:16. 
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