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Abstract 

As businesses capitalize on access to a wider global 

audience via their online presence, the demand for better 

quality marketing materials has skyrocketed, for example 

partly evidenced by the demand for images. There are 

two key entities in the image publishing ecosystem, 

namely: image publisher and the customer. In such a 

business model, either the customer needs to pay first or 

the image publisher delivers the service first. However, 

there are trade-offs between either approach. Therefore, 

in this paper, an image recovery scheme for image 

publishing is proposed. Specifically, the image publisher 

provides customers with a browsing service, where 

customers can browse through the lower quality images 

before deciding which image(s) to purchase. Besides, the 

image publisher can set different price ranges or tiers, for 

example, based on the quality of the images or on the 

quality of the images and the quantity of the entire 

transaction (e.g., bulk/group discount). Findings from our 

simulations demonstrate the utility of the proposed 

scheme. 

Keywords: Threshold-based image protection, Image 

publishing, Image progressive recovery 

1 Introduction 

Image publishing ecosystem is the supply of images 
that are often licensed for specific uses, and examples 
include traditional macrostock photography, midstock 
photography and microstock photography [1]. There 
are two key entities in an image publishing ecosystem, 
namely: image publisher and customer. The relevance 
of image publishing in today’s society is, perhaps, 
evidenced by the various commercial offerings. The 
price of a single image varies, say between $1 and $15 
[2-4]. Images are used in a variety of settings, 
including in marketing and other visually demanding 
applications [5-6]. However, striking a balance 
between the interests of the image publisher and the 
needs of the customers can be challenging. For 

example, should a customer pay for the image or 
should the image publishing ecosystem delivers the 
image first? In the former payment model, the image 
publisher may lose prospective customers who are 
unwilling to pay for images without first browsing 
through the images. However, allowing the customers 
to first browse through images without paying, there 
are risks of copyright violation (e.g., taking a screen-
capture of the browsed image or copying the image, 
without paying for it). 

One of the building blocks in achieving a win-win 
payment model is image progressive recovery. The 
latter differs from conventional image encryption. For 
example, image encryption schemes such as chaos-
based image encryption schemes [7-9] and 
compressive sensing based image encryption schemes 
[10-12], AES or DES based image encryption schemes 
[13-15], data encryption and decryption operations are 
carried out between two authorized entities. Besides, 
the data obtained by the decrypting entity is the same 
as the original complete data. In other words, it does 
not allow the decrypting entity to decrypt part of the 
data. Image progressive recovery, however, allows an 
image to be shared among multiple authorized entities 
and can be gradually recovered by different decrypting 
entities. 

Another building block is threshold-based image 
protection scheme, which has been widely utilized for 
image protection among multiple parties [16]. 
Specifically, an image can be decomposed into 
multiple shares that are distributed to shareholders 
securely. The image is recovered only when the 
number of collaborating shareholders reaches the 
threshold [17-18]. Using such a scheme, images and 
other multimedia data can be losslessly recovered 
because the human eye is close to the low-pass or loss-
tolerant filter [19-20]. Therefore, progressive is a 
characteristic that distinguishes multimedia from data. 
There are a number of schemes that achieve 
progressive recovery, such as progressive threshold-
based image protection schemes [21-23] and 
progressive visual cryptography schemes [24-26]. All 
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these progressive schemes have a common 
characteristic in the sense that the image can be 
progressively recovered, and the quality depends on 
the number of parties involved (i.e., quality of the 
recovered image increases with the number of 
participating parties). In the context of our proposed 
scheme, when there are more paying customers, higher 
quality images can be obtained. 

Therefore, in this paper, we propose a win-win 
payment model, by allowing prospective customers to 
browse through low-quality images so that it can 
inform their buying process. The higher-quality images 
can be accessed by paying customers. In addition, the 
image publisher can also customize its offerings, for 
example by having tiered pricing. We coin this model 
as the win-win image recovery scheme for image 
publishing ecosystem. 

The rest of this paper is organized as follows. The 
relevant background materials are presented in Section 
2. We will introduce the proposed scheme in Section 3, 
prior to describing and presenting the simulation 
findings in Section 4. We then conclude this paper in 
Section 5. 

2 Preliminaries 

Threshold-based image protection scheme is one of 
two key building blocks in our proposed approach, and 
we will now revisit the scheme presented in [16]. 

For positive integers k  and n , where k n≤ , the 

image protection scheme based on a ( , )k n  threshold is 

a method of sharing an image to n  parties and at least 

k parties cannot obtain any useful information of the 

image. Supposing the set of parties are denoted as P , 

M  be a finite set of pixel values in the image, and 

each share takes value in a finite set S . All the pixel 
values space M  and the share space S  are identified 

with a finite field 
p

F  of size p . For the pixel values in 

a gray image are in the range of [0, 255], the prime 
number p  is usually set as 251p = . 

Sharing phase 

Step 1. The image I is first employed a reversible 
permutation operation to acquire a permutated image 
ˆI  Meanwhile, all pixel values larger than 250 in ˆI  

should be truncated to 250. 

Step 2. Divide ˆI  into several units. Each unit contains 

k  non-lapped pixels 
0 1 -1
,  ,  ...,  

k
a a a  that could be used 

to construct a 1k −  degree polynomial ( )f x . 

 2 1

0 1 2 1
( ) modk

k
f x a a x a x a x p−

−

= + + + +�  (1)  

Step 3. Suppose each party is associated with a finite 

field element α , the results 
1

( )f α , 
2

( )f α , ..., ( )
n

f α  

are pixel values in the corresponding shares. 
Step 4. Repeat step 2 and step 3 until all units have 

been processed, the n  shares 
1

SC , 
2

SC , ..., 
n

SC  have 

been constructed and then send them to n  parties in P . 

Revealing phase 

Step 1. Let A  denote the set of parties who involved 

in reconstructing the image, where the size of k≥A , 

and let SC
A

 denote the set of shares held by involved 

parties in A . It means that no less than k  distinct 

elements α  and the corresponding value ( )f α  are 

known. Therefore, the 1k −  degree polynomial ( )f x  

can be reconstructed. 
Step 2. The coefficients in ( )f x  are pixel values 

0 1 -1
,  ,  ...,  

k
a a a  in each unit. 

 
1 1,

( ) mod
kk j

ii j i j
i j

x x
f x y p

x x= = ≠

−

=

−

∑ ∏  (2) 

Step 3. Repeat step 2 - 3 until all pixels have been 

processed in shares, the permutated image ˆI  can be 
recovered. 
Step 4. The image I  can be revealed when the 
corresponding reversible permutation operation has 

been employed on ˆI . 

3 Proposed Scheme 

Image publishing ecosystem is the supply of images 
consists of two entities, namely image publisher and 
customer, respectively. Image publishers own various 
images. The image publisher makes profits by selling 
these images to customers and customers purchase 
images of different quality according to their own 
needs. Several qualities of an image can be set for paid 
customers and customers can access images of 
different quality levels according to their payment. 
Figure 1 shows an example of proposed scheme. 

 

Figure 1. An example of the proposed scheme 

In the proposed scheme, there is a 
1 2

(( , ), , , )t t s k n  

threshold, where 
1 2

1 t t k≤ < ≤ , s n≤ , 
2
t s≤  and 

k n≤ . All images in the image publishing platform are 

from the big data environment. When a customer sends 
a request to the image publisher for a pre-browsing 
service, the image publisher firstly decomposes the 
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image into n  shares including s  essential shares and 

n s−  non-essential shares. These shares are random-

looking. Then, the image publisher will send k  shares 

including 
1
t  essential shares the customer. Because 

some pixels in the image can be recovered when there 

are 
1
t  essential shares in k  shares, the customer can 

recover a lower-quality image. When the customer is 
interested, the customer can access images of different 
quality levels according to the degree of payment. 
More and more pixels can be recovered as the number 
of essential shares increased, the image can be 
reconstructed completely until the number of essential 

shares grows to 
2
t  and the image can be recovered at a 

high resolution. Thus, the customer will receive other 
essential shares from the image publisher and higher-
quality images can be obtained according to their 
payment. 

The proposed scheme consists of two phases, 
namely image decomposition phase, and image phase. 
The details of the scheme can be described as follows.  

3.1 Image Decomposition 

In the image decomposition phase, given an image 
from the image publisher, the image can be 
decomposed into n  shares. These n  shares consist of 

s  essential shares with higher priorities and n s−  non-

essential shares. The image decomposition algorithm is 
presented in Algorithm 1.  

 

Algorithm 1. Image decomposition 

Input: an image I  of size W H×  with ( , )thi j pixel 

,i j
I , where ( , ) {( , ) 1 ,1 }i j i j i W j H∈ ≤ ≤ ≤ ≤ , 

and five integers 
1
t , 

2
t , s , k , n  

(
1 2

1 t t k≤ < ≤ , s n≤ , 
2
t s≤  and k n≤ ). 

Output: s  essential shares 
1

SC , 
2

SC , ..., 
s

SC  and 

( )n s−  non-essential shares 
+1s

SC , 
+2s

SC , ..., 

n
SC . 

For ( 1i = ; i H< ; i + +  ) do 

       For ( 1j = ; j W< ; j + + ) do 

                Generate ( 1)k −  random elements; 

Construct a polynomial as Eqn. (3); 

                Generate a random element [ ]1 2
,t t t∈ ; 

                Construct ( )( ) ( )tg x f x= ; 

                 For ( 1r = ; r n≤ ;  r + +  ) do 

                        If ( r s≤ ) then 

                            [ , ] ( )
r r

SC i j f α←  

                        else 

                            
( )[ , ] ( )t

r r
SC i j f α←  

                        end 

                 end 

end 

end 

Step 1. Suppose there is an image I  will be published. 

Let 
,i j

S  denoted as the pixel value at the position of 

( , )i j  in I , where ( , ) {( , )}i j i j∈ , 1 i W≤ ≤ , and 

1 j H≤ ≤ . Repeat steps 2-4 until all the pixels in the 

image have been processed. 
Step 2. Construct a ( 1)k −  degree polynomial as Eqn. 

(3), where p  is a prime number, 
1
r , 

2
r , ..., 

1k
r

−

 are 

arbitrary random numbers over finite field 
p

F . 

 2 1

, 1 2 1
( ) modk

i j kf x S r x r x r x p−

−

= + + + +�  (3) 

Step 3. Suppose each share is associated with a finite 
field element α , s  essential shares can be generated 

as 
1 1

( )SC f α= , 
2 2

( )SC f α= , ..., ( )
s s

SC f α= . 

Step 4. Select a random number [ ]1 2
,t t t∈ for each 

,i j
S , 

then the ( 1)k t− −  degree polynomials ( )g x  can be 

constructed as Eqn. (4), 

 

( )

2 1

1 2 1

( ) ( )

       mod

t

k t

k t

g x f x

c x c x c x p− −

− −

=

= + + +�

 (4) 

where the coefficients are as follows. 

 

1

1

2 1

1

1

1 1

1

!
,

( )!

!
,

( )!

...

!
.

( )!

t

t

t

t

t

t

k

k t k

k

r
c r

r t

r
c r

r t

r
c r

r t

+

+

+

−

− − −

−

= ×

−

= ×

−

= ×

−

 (5) 

Step 5. The other ( )n s−  non-essential shares can be 

generated by calculating ( )

1 1( )t

s s
SC f α

+ +
= , 

( )

2 2( )t

s s
SC f α

+ +
= , ..., ( ) ( )t

n n
SC f α= . 

3.2 Image Progressively Recovery Phase 

In the image progressively recovery phase, the 
decomposed image can be progressively recovery by 
different shares. Therefore, the image publisher can 
provide different services for paid customers and 
others customers. When a customer asks for an image, 
the image publisher will send some shares (including 
fewer essential shares) to the customer. This customer 
can use these shares to recover a lower quality image 
for free. When there are paid customers or multiple 
customers co-promote, the image publisher will send 
some other shares (including more essential shares) to 
these customers and recover a higher quality image.  

In the image progressively recovery phase, assuming 
that the collected shares participating in recovering 

consist of 
1
l  essential shares and 

2
l  non-essential 

shares. To recover the image, there is a requirement 
that the collected shares must meet both the threshold 
condition and the essential condition in the proposed 
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scheme. The threshold condition and essential 
condition can be described as follows. 

 
1 2

1

Threshold condition:

Essential condition:

l l k

l t

+ ≥⎧
⎨

>⎩
  

When the collected shares meet both the threshold 
condition and essential condition, the image can be 
recovered. The more the essential shares participating 
in, the higher the quality of the recovered image. Thus, 
the image can be progressively recovered.  
Step 1. Extracting an unprocessed pixel from each 
essential shares and non-essential shares in the same 
position, respectively. These pixels can be denoted as 

1 1
( , ( ))fα α , 

2 2
( , ( ))fα α , …, 

1 1

( , ( ))
l l

fα α  and 

1 1
( , ( ))

s s
fα α

+ +
, 

2 2
( , ( ))

s s
fα α

+ +
, …, 

2 2

( , ( ))
s l s l

fα α
+ +

. 

Step 2. Using 
1
l  pixel values in essentia shares and 

2
l  

pixel values in non-essential shares, 
1 2
+l l  linear 

equations can be constructed and the coefficient matrix 

X
A  of the corresponding 

1 2
+l l  linear equations can be 

described as Eqn. (6). 

Since the rank of 
X

A  is 
1 2
+l l k≥ , the 

1 2
+l l  linear 

equations has a unique solution. 

1 1 1 1
1 1

2 2 2 2

1 2 10 1

1 1 1 11 1

1 2 10 1

2 2 2 22 2

1 2 10 1

1 2 3 1

1 1 1 1

1 2 3 1

2 2 2 2

1 2 3 1

=

0 0

0 0

0 0

t t t k

t t t k

t t t k

l l l ll l

X k t

s s s s

k t

s s s s

k t

s l s l s l s l

A

α α α αα α

α α α αα α

α α α αα α

α α α α

α α α α

α α α α

+ + −

+ + −

+ + −

− −

+ + + +

− −

+ + + +

− −

+ + + +

⎡
⎢
⎢
⎢
⎢
⎢
⎢
⎢

⎣

� �

� �

� � � �� � � �

� �

� �

� �

� �� � � �� �

� �

⎤
⎥
⎥
⎥
⎥
⎥
⎥
⎥

⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥

⎦
 (6) 

Step 3. Repeat Step 1-2 until all pixels in shares have 
been processed, the image can be recovered. 

4 Experimental Results and Analysis 

4.1 Experiment Results 

Figure 2 displays the results of proposed scheme 
based on ((1, 4), 4, 4, 8) threshold for a grayscale 
image. The test image can be provided for customers 
with four levels of qualities. Figure 2(a) shows an 
image ‘Clock’ published on the image publishing 
ecosystem, which size is 256 256× . When a customer 

sends a request to the image publisher for a pre-
browsing service, image publisher firstly decompose 

the ‘Clock’ into four essential shares (
1

SC -
4

SC ) and 

four non-essential shares (
5

SC -
8

SC ), which are 

presented in Figure 2(b) and Figure 2(c), respectively. 
Then, the image publisher will send four shares 

including one essential share the customer. And Figure 
2(d-1) shows the recovered image which can be freely 
obtained by customers. Higher quality images are 
available when a customer pays some fees. The higher 
the fee paid, the higher the quality of the image 
available. Other higher qualities of the recovered 
images are presented from Figure 2(d-2) to Figure 2(d-
4), respectively.  

 

Figure 2. Simulation results of the proposed scheme 
based on ((1, 4), 4, 4, 8) threshold for a grayscale 
image, (a) an image from an image publisher (b) four 
essential shares, (c) four non-essential shares, (d) four 
different-quality images can be offered to consumers 

Figure 3 displays the results of the proposed scheme 
based on ((1, 5), 5, 5, 10) threshold for a grayscale 
image. The test image can be provided for customers 
with five levels of qualities. Figure 3(a) shows the test 
image called ‘Peppers’ published by an image 
publisher, which size is 256 256× . When a consumer 

requests a service to the image publisher, five essential 

shares (
1

SC  - 
5

SC ) and five non-essential shares (
6

SC  

- 
10

SC ) can be generated and presented in Figure 3(b) 

and Figure 3(c), respectively. Figure 3(d) shows five 
different-quality images can be offered to the consumer. 
Figure 3(d-1) shows the recovered image based on four 
shares including an essential share, which can be freely 
obtained by customers. Higher quality images are 
available when a customer pays some fees. The higher 
the fee paid, the higher the quality of the image 
available. Other qualities of the recovered images are 
presented from Figure 3(d-2) to Figure 3(d-5), 
respectively.  

Figure 4 displays the results of the proposed scheme 
based on ((1, 4), 4, 4, 8) threshold for a color image. 
Figure 4(a) shows the test image called ‘Lena’ from a 
publisher, which size is 256 256× . All simulation 

results above prove that all the shares produced by the 
proposed scheme for both grayscale and color image 
are random-looking. And the image publishers can 
offer several levels of services for customers.  
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Figure 3. Simulation results of the proposed scheme 
based on ((1, 5), 5, 5, 10) threshold for a grayscale 
image, (a) test image ‘Peppers’ from an image 

publisher, (b) five essential shares (
1

SC -
5

SC ), (c) five 

non-essential shares (
6

SC -
10

SC ), (d) five different-

quality images can be offered to consumers 

 

Figure 4. Simulation results of the proposed scheme 
based on ((1, 4), 4, 4, 8) threshold for a color image, (a) 
test image ‘Lena’ from the image publisher, (b) four 

essential shares threshold (
1

SC -
4

SC ), (c) four non-

essential shares (
5

SC -
8

SC ), (d) four different-quality 

images can be offered to consumers 

Excepting global progressively recovery, there are 
some simulation results demonstrate that the proposed 
scheme also can be implemented to a regional 
progressive recovery. Figure 5 shows simulation 
results of regional progressive recovery on a gray 
image ‘Couple’ with a ((1, 4), 4, 4, 8) threshold. Figure 
6 shows simulation results of regional progressive 
recovery on a color image‘Car’ with a ((1, 3), 3, 3, 6) 
threshold. All simulation results discussed above 
confirm that the proposed scheme can achieve both 
global progressively recovery and regional progressive 
recovery.  

 

Figure 5. Simulation results of regional progressively 
recovery on a gray image with ((1, 4), 4, 4, 8) threshold 

 

Figure 6. Simulation results of regional progressively 
recovery on a color image ‘Car’ with ((1, 3), 3, 3, 6) 
threshold 

4.2 Computation Overhead 

4.2.1 Histogram Analysis 

Histogram of a digital image can assess the tonal 
distribution of pixels by the form of graphical. The x-
axis and y-axis of the histogram represent the intensity 
levels and the number of pixels in the image with the 
corresponding intensity level, respectively. Figure 7 
displays the histograms for the image ‘Clock’ and all 
the shares in Figure 2. Figure 7(a) displays the 
histogram of the image ‘Clock’ and the histogram of 
each essential shares and each non-essential shares are 
shown in Figure 7(b) and Figure 7(c), respectively. It 
can be seen from each histogram of shares that the 
pixels in each share nearly reach to the uniform 
distribution and the randomness between shares. Figure 
7(d) displays the histograms for reconstructed images, 
which can prove that the image publishers can offer 
several levels of services for customers. Higher quality 
images are available when a customer pays some fees. 
The higher the fee paid, the higher the quality of the 
image available. 
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Figure 7. Histograms for all the images in Figure 2, (a) 
histogram for the image ‘Clock’, (b) histograms for 
essential shares, (c) Histograms for non-essential 
shares, (d) histograms for different quality of recovered 
images 

4.2.2 Correlation 

Correlation between a pair of the variable is a 
statistical measure that is used to assess how strongly 
the pair of the variable is related to each other. If there 

are two images 
1
I , 

2
I  with the same size W H× , the 

correlation coefficient can be exhibited as Eqn. (7). 

When 
1 2

orr( , ) 0C I I = , there is no relation between 
1
I  

and 
2
I . When 

1 2
0 orr( , ) 1C I I< < , 

1
I  and 

2
I  are 

related. The greater the absolute value of the 
correlation coefficient, the stronger the correlation, the 
closer the correlation coefficient is to -1 or 1.  

1 1 2 2

1 2
2 2

1 1 2 2

( )( )
orr( , )

( ) ( )

W H

W H W H

I I I I
C I I

I I I I

− −

=

− −

∑ ∑

∑ ∑ ∑ ∑
(7) 

In the proposed scheme, the correlation can be 
utilized to measure the relation among pixels in the 
shares. The average vertical correlation coefficient, 
average horizontal correlation coefficient and average 
diagonal correlation coefficient of the generated shares 
in the proposed scheme based on ((1, 4) 4, 4, 8) 
threshold in Figure 2 are listed in Table 1. 

Table 1. The average correlation coefficients of shares 

Type of shares Horizontal Vertical Diagonal

Essential shares -0.0036 -0.0038 0.0032 

Non-essential shares -0.0041 -0.0031 0.0016 

 

4.2.3 MSE and RMSE 

Mean square error (MSE) defines the square of the 
differences of the corresponding pixels between two 

images 
1
I  and 

2
I . It is another similarity measure that 

is generally used to assess the quality difference 
between the shares and the original image. MSE can be 
described as Eqn. (8). 

 
2

1 2

1 1

1
( ( , ) ( , ))

W H

i j

MSE I i j I i j
W H

= =

= −

×

∑∑  (8) 

Root mean square error (RMSE) defines the square 
root of MSE, which can be described as Eqn. (9). 

 RMSE MSE=  (9) 

Generally, both MSE and RMSE values would be 
closer to zero when the reconstructed image is closer to 
the corresponding image. Besides, both MSE and 
RMSE values would be greater among generated 
shares. Table 2 gives some MSE and RMSE values 
between the image ‘Clock’ and the generated shares in 
the proposed scheme based on ((1, 4) 4, 4, 8) threshold. 

Table 2. MSE and RMSE values between original 
image and each share 

Images MSE RMSE 

I , 
1

SC  0.00863 0.0929 

I , 
2

SC  0.00849 0.0921 

I , 
3

SC  0.00847 0.0921 

I , 
4

SC  0.00837 0.0915 

I , 
5

SC  0.00944 0.0972 

I , 
6

SC  0.00942 0.0971 

I , 
7

SC  0.00944 0.0972 

I , 
8

SC  0.00943 0.0971 

 

4.2.4 PSNR and SSIM 

Peak signal to noise ratio (PSNR) is employed to 
measure the quality of the reconstructed image relative 
to the corresponding original image. PSNR can be 
exhibited as Eqn. (10). The larger of PSNR value, the 
more similarities between the reconstructed image and 
the corresponding original image and PSNR += ∞  

indicates the reconstructed image is the original image. 

 
2

10

255
10 log  dBPSNR

MSE
= ×  (10) 

A structural similarity index measure (SSIM) is 
employed to analyze the visual impact of an image. 
There are three characteristics luminance, contrast and 
structure in an image and the value of SSIM are equal 
to the multiplicative combination of these three 
characteristics. The value of SSIM ranges in -1 to 1 

and can be calculated as Eqn. (11), where 
1
I

μ , 
2
I

μ , 

1
I

σ , 
2
I

σ  and 
1 2
I I

σ  stand for the local means, standard 

deviations and cross-covariance for two images 
1
I  and 
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2
I . Usually, the coefficients can be set as 1

3

2

C
C = , 

1α β γ= = = . 

 
1 2 1 2 1 2 1 2

( , ) [ ( , )] [ ( , )] [ ( , )] ,SSIM I I l I I c I I s I I
α β γ

= × × (11) 

where 1 2

1 2

1

1 2 2 2

1

2
( , )

I I

I I

C
l I I

C

µ µ

µ µ

+

=

+ +

,  

1 2

1 2

2

1 2 2 2

2

2
( , )

I I

I I

C
c I I

C

σ σ

σ σ

+

=

+ +

,  

1 2

1 2

3

1 2

3

2
( , )

I I

I I

C
s I I

C

σ

σ

+

=

+

. 

The larger of SSIM value, the more similar between 
the reconstructed image and the corresponding original 
image and SSIM 1=  indicates the reconstructed image 

is the original image. 
We use two different thresholds as examples to 

measure the quality of the reconstructed images in the 
proposed scheme. The test images are from Figure 2(d) 
and Figure 3(d), respectively. Each examples are 
supposed that there are enough shares collected which 
including l  essential shares. Table 3 gives some PSNR 

and SSIM values of different reconstructed images. 

Table 3. PSNR and SSIM values of different quality of 
recovered images 

Threshold Level of service PSNR SSIM 

1l =  11.2607 0.0595 

2l =  13.8081 0.1241 

3l =  16.0679 0.2814 
((1,4)4,4,8) 

4l =  +∞  1 

1l =  10.4050 0.1465 

2l =  11.8728 0.2284 

3l =  14.0437 0.3499 

4l =  15.7622 0.4853 

((1,5)5,5,10) 

5l =  +∞  1 

 

4.2.5 NPCR and UACI 

The number of pixels change rate (NPCR) 
represents the ratio of different gray values of different 
encrypted images at the same location. The unified 
average changing intensity (UACI) represents the 
average variation density between different encrypted 
images, which is usually used for image encryption 
performance analysis. Both NPCR and UACI can 
assess the randomness between any two shares and 
they also are useful for determining the efficiency of 
the proposed scheme against differential attacks. 
NPCR and UACI can be exhibited as Eqn. (12) and 
Eqn. (13), respectively. 

 
1 2

1 1

1
( , ) ( , ),

W H

i j

NPCR I I D i j
W H

= =

=

×

∑∑  (12) 

where 
1 2

1 2

0,  ( , ) ( , )
( , )

1,  ( , ) ( , )

if I i j I i j
D i j

if I i j I i j

=⎧
= ⎨

≠⎩
. 

 
1 2

1 2

1 1

( , ) ( , )1
( , )

255

W H

i j

I i j I i j
UACI I I

W H
= =

−

=

×

∑∑  (13) 

To evaluate the randomness of the shares in the 
proposed scheme with threshold ((1, 4), 4, 4, 8) in 

Figure 2. Simply, let a share 
1

SC  as an example to 

compare with other shares and the results of NPCR and 
UACI values are listed in Table 4. As we can see from 
Table 4, all NPCR values over 99%  and all UACI 

values over 32% , which indicates the proposed 

scheme can withstand the differential attacks. 

Table 4. MSE and RMSE values between original 
image and each share 

Images NPCR UACI 

1
SC , 

2
SC  0.99626 0.3293 

1
SC , 

3
SC  0.99609 0.3270 

1
SC , 

4
SC  0.99615 0.3273 

1
SC , 

5
SC  0.99604 0.3680 

1
SC , 

6
SC  0.99597 0.3639 

1
SC , 

7
SC  0.99582 0.3629 

1
SC , 

8
SC  0.99580 0.3699 

 

4.3 Time Costs 

For different thresholds and sizes of images, the 
computational times in image decomposition phase and 
image progressively recovery phase are listed in Table 
5. In addition, Figure 8 also presents the average time 
costs of the proposed scheme. Since the computation 

complexity of Lagrange interpolation is about 2( )O N , 

where N  is the number of pixels in an image. As we 

can see from Table 5 and Figure 8, the proposed 
scheme is efficient for it has a lower computational 
complexity and fewer time costs. Therefore, the 
proposed scheme can be applied to the image 
publishing ecosystem in reality.  

5 Conclusion 

Given the increasing digitalization of our society 
and the widespread availability of image acquiring 
devices (e.g., mobile devices with high-quality lens), 
more images will be acquired and traded. This 
necessitates the design of a progressive image recovery 
scheme for the image producers, agency (which hosts 
the image publishing ecosystem that can be used to 
publish the images), and the customers. Findings from  
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(a) average time costs of the image  
decomposition phase 

 

(b) average time costs of the image  
progressively recovery phase 

Figure 8. Average time costs of the proposed scheme 

Table 5. Computational times in sharing phase and 
recovering phase of the proposed scheme 

Average computational time (s)
Threshold Image size Decomposi-tion 

phase 

Recovery 

phase 

128 128×  0.09476 0.09308 

256 256×  0.34071 0.38912 ((1,2)3,5,7) 

512 512×  1.60990 1.7040 

128 128×  0.18793 0.19279 

256 256×  0.41553 0.47393 ((1,4)4,4,8) 

512 512×  1.75165 1.77825 

128 128×  0.19684 0.20141 

256 256×  0.55132 0.57815 

 

((1,5)5,5,10) 

512 512×  2.34280 2.45347 

our experimental results demonstrated that the 
computational complexity and time costs incurred by 
both the image publisher and the customer are low (i.e., 
lightweight) and hence, practical. Future research 
directions include incorporating other features such as 
support for e-payment and reviews for the traded 
images. 
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