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Abstract

Multipath routing is an effective approach to transmit
large multimedia data in sensor networks to satisfy the
QoS requirements. This paper focuses on QoS-aware
trust-based node-disjoint multipath routing mechanism
between source node and destination node in two-layer
clustered multimedia sensor networks. First, node-
disjoint and non-interference logical pipes are created.
Then, based on the trust value of single sensor node,
single routing path and multiple routing paths, the node-
disjoint non-interference routing paths are established.
And the update and routing update process is also
designed. Finally, the proposed routing method are well
simulated. The simulation results show that our QoS-
aware trust-based routing mechanism can effectively
enhance the packet delivery rate, reduce the packet end-
to-end delay, and increase the Peak Signal-to-Noise Ratio.

Keywords: Wireless multimedia sensor networks, Trust
evaluated, Multipath routing, Logical pipe

1 Introduction

Multipath routing is the common mechanism
adopted for providing reliability in Wireless Sensor
Networks (WSNs) [1], and considered the most
effective way to ensure the quality of data service [2].
An Optimized QoS-based clustering with multipath
routing protocol for WSNs is proposed to solve energy
hole problem [3]. To achieve real-time, reliability
requirements of WSNs applications, a routing multipath
routing scheme with path bridging to enable cooperation
among the paths is proposed in [4]. It is also
considered an effective approach to transmit large
multimedia data in Wireless Multimedia Sensor
Networks (WMSNSs) [5]. Multimedia information in
WMSNs are usually of rich types and burst. Tight
Quality of Service (QoS) requirements in terms of
packet losses, delay and jitter is main challenges for
WMSNs [5-7]. And multipath routing consisting of
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different node-disjoint non-correlated paths is a viable
solution for the WMSNs [8]. A cross-layer adaptive
multipath routing for multimedia wireless sensor
networks under duty cycle mode is provided to
establish non-correlated and node-disjoint paths form
sources to the sink node in [8]. End-to end delay and
the energy consumption are the main problems for the
WMSNSs applications. Multipath routing can satisfy the
QoS requirements, but lead to other problems such as
multiple paths generation and traffic flow management.
The QoS-oriented multipath multimedia transmission
planning using multipath routing is designed to solve
the problems [9]. There are two reasons for using
multipath routing for data transmission in wireless
multimedia sensor networks :

(1) the data volume is huge. For example, an I frame
can be segmented into several small fragments and
transmitted through multiple routing paths;

(2) Reduce the data rate on each path to support
applications with high data rate.

Most applications require many WMSNs support
quality of service requirements, such as real time limit
(must be within a certain period of time to transmit
multimedia data to the monitoring centre), and
robustness (network can work normally when fault),
tamper resistance (network work normally when
deliberately attack), prevent hacking (external entities
can’t hacking into the network multimedia data), the
quality of the multimedia information, network
transmission quality, energy consumption, quality of
network coverage, network service time, as well as the
network reliability and fault tolerance, etc. WMSNSs are
widely used in the field of military and civilian makes
it very critical and important security and privacy
protection, such as military applications need strong
enough security system to cope with all kinds of
attacks, and the patient monitoring applications in the
field of civil privacy is very important, so to design and
build credible WMSNSs, research problems and deal
with the security and privacy protection, enables the
WMSN: to be socially accepted and widely used.
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QoS and security is two important factors which
influence the application of the WMSNs, and trust
management is considered effective to deal with this
problem. Trust management has been widely
researched in multi-agent systems [10], mobile ad hoc
networks [11], ubiquitous networks [12] and sensor
networks [13]. Some trust-based multipath routing
protocols have been designed for ad hoc networks. A
Bayesian statistical model for a multipath trust-based
reactive as hoc routing protocol is proposed in [14].
Trust-based on-demand multipath routing framework
and protocol are given for mobile ad hoc networks in
[15-16]. The trust-enhanced anonymous on-demand
routing protocol (TEAP) is proposed to restrain the
misuse of anonymity in [17]. Also, lightweight trust
management methods or frameworks for medical
sensor networks are well studied [18]. Li et al. [19]
designs a lightweight and dependable trust system for
clustered wireless sensor networks. Feedbacks among
cluster members are cancelled, and cluster header with
richer resource is responsible for more computing and
communication tasks. For fault-tolerant data
aggregation in wireless multimedia sensor networks,
trust-based framework is designed in [20]. A trust-
aware routing framework is designed implemented to
secure the WSNs against adversaries misdirecting the
multi-hop routing in [21]. A highly scalable cluster-
based hierarchical trust management protocol
considering multidimensional trust attributes for WSNs
is developed in [22] to deal with selfish or malicious
sensor nodes. And the protocol is applied for trust-
based routing and intrusion detection [22].

However, most researchers in the design or build
trust management system based on the trust agreement,
tend to focus on the evaluation of a single node or
single hop path trust level, and seldom consider trust
fusion of multiple routing paths, unable to evaluate by
multipath routing protocol to build the routing paths of
the overall service quality and level of trust, because of
multipath routing is to improve the wireless
multimedia sensor network, and multi Agent system,
mobile Ad hoc network service quality and reliability
of one of the important technical means.

Multipath routes can be used in wireless multimedia
sensor networks to transmit video, image, and other
multimedia information. The benefits include
balancing network load, improving the average
network capacity to ensure the quality of multimedia
transmission  service and  balancing  energy
consumption to avoid single point failure. On the other
hand, as an important supplement of cryptography,
trust management can be used to resist internal attacks,
identify malicious and selfish nodes, and improve the
security, reliability, and fairness of wireless sensor
networks. Furthermore, the QoS guarantee trust
management can be used to comprehensively evaluate
the trusted QoS guarantee level of multi-path routing,
and can provide the basis and reference for multi-path

routing update and load balancing. The main factors to
measure QoS demand of multimedia sensor network
include link bandwidth, delay, packet loss rate, energy
consumption, delay jitter and so on. And these factors
should be satisfied in multipath routing.

Considering that the data transmission efficiency
and reliability of multipath routing are higher without
shared nodes and communication links, most multipath
routing protocols are designed to be disjoint and
interference free. On the other hand, most of the
researchers focus on evaluating the trust level of single
node or single routing path; few consider the trust
computing of multipath routing which is effective
approach to guarantee the QoS in WMSNSs. Consequently,
based on the QoS-aware trust management, a node-
disjoint and interference-free multipath routing
mechanism for multimedia sensor networks is designed
in this paper.

2 Node-disjoint
Routing

Trust-based Multipath

2.1 Multipath Routes

The multi-path routing mechanisms from the source
node to the destination node can be divided into two
types: node disjoint and node joint. Node-disjoint
routing refers to the multi-hop routing paths that does
not share the routing node. And node-disjoint
multipath routing can be link disjoint or node disjoint
[23], where node disjoint is further divided into edge-
connected and 0-edge-connected. Figure 1 shows an
example of three types of multipath routes.

source O
source O | sink

source O ’
(¢) with common modes

Figure 1. Examples of Multipath Routing

In this section, routing mechanism is proposed to
establish the disjoint and non-interfering trusted
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multiple routing paths between source node and sink
node. It is assumed that the deployed wireless
multimedia sensor network is a two-layer clustering
topology. All cluster-head nodes and sink nodes
constitute the backbone network. The nodes within the
backbone network and those in the common cluster
have different communication frequency bands, so
there is no interference between them.

In the network topology of two-layer clustering
multimedia sensor network, multimedia sensor nodes
are grouped into clusters. Nodes with more abundant
resources in each cluster are called cluster heads. All
ordinary multimedia sensor nodes belonging to
different clusters form the bottom layer. The cluster-
head node forms the second layer network and is
responsible for transmitting the data of each cluster to
the destination node. A multi-hop routing path is
established between each cluster and sink node through
disjoint multi-path routing. Multimedia data generated
by ordinary multimedia sensor nodes are first
transmitted to the cluster head, and then transmitted to
the sink node through multiple non-intersecting routing
paths (backbone network formed by cluster heads)
without interference.

According to the network topology of two-layer
clustering multimedia sensor network, the multipath
routing is formed through two stages. First, the
multimedia data generated by the common nodes
within the cluster are transmitted to the cluster-head
node through multiple routing paths. Then, the cluster-
head transmits the received multimedia data to the sink
node through the multiple routing paths of backbone
network. Considering the above two routing processes
are similar, we abstract the problem as the multipath
routing between the source node and the destination
node. Obviously, it is also applicable to both intra-
cluster multi-path routing and backbone multi-path
routing.

2.2 Example of the Node-disjoint and Non-
interference Multipath Routing Topology

Suppose each node in a densely deployed
multimedia sensor network can perceive its own
position and other neighbour nodes within its
communication range. Figure 2 shows an example of
node-disjoint and non-interfering multipath routing
topology. The parameter “R” in Figure 2 is the
communication diameter of the nodes. And The
physical distance between logical pipes are equal to the
communication radius of the nodes, which ensures that
the three routing paths will not interfere with each
other on the communication channel.

Loged §

- - - - -
s
.,
—O0—0—D——D 1 %
¥, .,
__3 - - - - i \‘J\ v
/ \
F - - - 5 - -
F .
Ywuewn o~ C ) ¥ )_,(' ) '/'“‘,_ : L= Tt 1Y
Wata l - i - i Q r e T
%
Y Mg - o |
% e
% # 5
=E__ -~ - . - . /.1r _I‘-!‘:a-\m]n
% \ 5 0 W e
% of o) L Tanap s
—O————P -
- o - —_a " - Tan g pan

Figure 2. Node-disjoint and Non-interference
Multipath Routing Topology between Source node and
Destination Node

As shown in Figure 2, three node-disjoint routing
paths is established between the source node and the
destination node. And the three route paths are in three
logical pipelines respectively. And the physical
distance between neighbour logical pipes is set equal to
the communication radius of nodes to ensure the three
route paths cannot interfere each other.

For multipath routing, if any path fails, it needs to
restart path updating and recovery process, which
results in a large consumption of network resources. In
view of this, we set up backup for each node of the
main routing path within each logical pipeline, so that
it can be restored quickly when a node on the path fails
or is damaged. Backup nodes can also be used to
switch between the main path and the backup path, to
maintain the service quality of the routing path and
improve the life cycle of multi-path routing.

2.3 Node-disjoint and Non-interference Logical
Pipes

The main parameters used in the formulas in this
section are listed in Table 1.

Before the logic pipeline is established, the number
of routing paths need to be determined according to the
QoS requirements and network status of multimedia
sensor network. Let the expected quality of service of
the application is gos, the reliability requirement is rq,
the real-time requirement is 4q, and the channel error

rate is ber . Then, we can get the probability that the
packet reaches the destination node after /g hop:

Py, =(1=ber)" )

In order to forward m packets successfully, nm
paths are needed to guarantee the reliability rq, and at
least m paths within the nm paths to be able to be
used for data transmission. If each path has the same
hops, the probability of successful transmission is p, ,

and the probability of unsuccessful transmission is
1- p,, , which follows the Bernoulli distribution:
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Table 1. Main Parameters used in the Formulas

Sr. No Parameter Description
1 rq the probability that a packet is successfully delivered to the destination node
2 qos the expected quality of service of the application
3 hq the hops of the routing path
4 ber the channel error rate
5 m number of packets needed to successfully forward
number of paths able to be used for data transmission
6 nm Number of paths
7 Py the probability of successful transmission
8 1-p,, the probability of unsuccessful transmission

I"q chm(l phq nmiiphqj
1m0 (2)
=Y C., (1=(1=ber)" )" (1-ber)""
i=0

The normal distribution method can be used to
approximate the number of multipath routes, that is,
the value of m .

Mean value z = nm(1 - ber)™

Variance o = nm(1 —ber)" (1—-(1—ber)™)

For the standard normal distribution, P(n>nr)>rq,
where m<n<mnm and nr represents the minimum
path quantity satisfying rq . According to the

properties of normal distribution, we use the following
formula to get the value of m :

m=nr*c+u=nr *\/nm(l —ber)"(1-(1—-ber)")

+nm(1 - ber)™

©))

In which, nr+*o + u represents the expectation of

the normal distribution.

We assume that nodes can identify the locations of
neighbor nodes and themselves using location
algorithm or GPS information. And the location of sink
node is known for entire network. The location of the
cluster head nodes is shared within the cluster. Then,
we take the source node and destination node as central
axis and divide the logical pipeline according to the
required number of disjoint routing paths. Then, we set
the distance between the boundaries of adjacent logical
pipelines as the communication radius of nodes (if
more logical pipelines are needed, the communication
radius can be reduced by reducing the transmitted
power), to ensure no interference between nodes in
different logical pipelines. The method in reference
[24] can be applied to establish the logical pipeline.

2.4 Trust Management and Fusions

For sensor nodes in routing path, the trust value is
calculated based on packet-drop-rate, residual-energy,
and the queue length of the sensor node. Monitoring
packet dropping can help identify malicious and selfish

nodes, so we use packet drop rate to evaluate the
node’s trust value. In order to simplify and reduce the
load on resource-constrained wireless multimedia
sensor networks, we only passively monitor the
delivered packets to evaluate trust values. The Beta
distribution has been shown to be effective in
describing the binomial distribution at each time unit
by calculating the trust value based on the packet
delivery rate by the number of packets successfully
delivered. Resource constraint is a major challenge
faced by wireless sensor networks, and residual energy
is one of the key factors to measure the node trust level,
which determines whether the node can provide
continuous service capability in the future. Delay is an
important QoS guarantee requirement for wireless
multimedia sensor network application. The queuing
time of data packets at the relay node is a key factor
affecting the end-to-end delay of data packets, and the
forwarding waiting time of data packets at the relay
sensor node can be measured by the occupancy of
queue buffer. Specific calculation methods for single
sensor trust value is described in [25].

From Table 2 the mapping relationship between
MOS, PSNR and trust values based on packet loss rate
can be approximated. Especially for video streaming
transmission, routing path of packet loss rate directly
affect the final quality of video transmission, to assess
the video quality of two important parameters for the
Peak signal-to-noise Ratio PSNR and average Opinion
value MOS, usually, the smaller the packet loss rate,
the greater the PSNR and MOS value, as a result, for
the user, based on the trust of the packet loss rate value
reflects the user right by the path’s expectations of the
transmission of video quality, Objective mapping
relationship between the trust value based on packet
loss rate and PSNR and MOS.

The main parameters used in the formulas in section
2.4 are listed in Table 3.

The state of the routing path includes the
interference of the relay node, the residual energy of
the node, the backlog of traffic on the path and so on.
Therefore, in our proposed trust fusion mechanism, the
trust level of routing path state is calculated through
data delivery rate, node residual energy and packet
transmission delay. Methods of QoS-aware trust
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Table 2. The mapping relationship between MOS, PSNR and trust values based on packet loss rate

Sr. No MoS PSNR Trust Values based on packet loss rate
1 5 (Perfect)  greater than or equal to 30dB greater than or equal to 0.95
2 4 (good) greater than or equal to 29dB, less than 30dB ~ greater than or equal to 0.9, less than 0.95
3 3 (Fair) greater than or equal to 27dB, less than 29dB  greater than or equal to 0.85, less than 0.9
4 2 (Poor) greater than or equal to 25dB, less than 27dB  greater than or equal to 0.75, less than 0.85
5 1 (Bad) less than 25dB less than 0.75

Table 3. Main Parameters used in Section 2.4

Sr. No Parameter Description
1 0 packet - drop — rate
2 0, residual — energy
3 0, time — delay
4 0= {Qsz’Qg} QoS requirements
5 V set of nodes in deployed WMSN5s
6 MR multipath routing consists of » >1 node-disjoint routing paths
7 MP" = {Pl B -,Pn} a collection of disjoint paths from a source node to a destination node
8 vi(l<sm<k)eV relay nodes
9 v, source node
10 v, destination node
11 PY = (v,vi,0v ) the i" route path
12 T the lifetime of the established routing path
13 Ar, equal time window
” 0 < irust, (A1) <1 the trust value .of the.QOS requirement O, based on i" single routing path P at
the end of i” time window At
the “fused trust” of the QoS Requirement Q. at the end of ” the time window
15 Trust,. ;(At,) P
based on a subset I" € (Power set of MP") of routing paths
16 RESIDUAL _Er(v]") the residual energy of sensor node v
17 FULL _Er(v") the initial full energy of sensor node
18 OCCUPY _ Len(v}") the length of the occupied receiving and sending buffer queues on relay node v,
19 BUFFER _Len(v") the full length of receiving and sending bufter queues on v;"

evaluation for multipath routing is detailed in reference
[25].

For a single routing path P

= (v.\"v:"”’vik’vd) >
data are delivered from source node v, to the
destination sink node v, through & relay sensor nodes.

The number of relay nodes and the trust value of the
relay nodes are evaluation parameters of the trust level
of the routing path. According to “trust propagation
does not increase trust” and “Information does not
increase by propagation”, the trust value of the routing
path should not be higher than the trust value of the
relay node.

For specific multimedia sensor network applications,
the routing path might satisfy one or multiple QoS
requirements. In order to evaluating the comprehensive
trust level of single routing path considering multiple
QoS requirements, we fuse the trust value through the
follow equations:

trust,(At,) =n, xtrust,, (At,) +n, x trust, ,(At,) + 1,
xtrust, ;(At,)

Where,
k
trust, (At,) = H(trust(vm L (A ))
m=1 v

is the trust value of the packet-drop-rate based on
routing path P at time period Af;

trust,,(At,) = MIN[trust

1,2)

(At )y---, trust . , (At))]

is the trust level of single routing path based on
residual-energy;

k
> OCCUPY _Len(v")
trust, ;(At,) =1-2
> BUFFER _Len(v;")

m=1
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is the trust level of the single routing path based on
packet delivery queue length.
0<m <1, 0<n,<1 and 0<7, <1. The value of

n, , n, and 7, can be adjusted considering different

QoS requirements of applications. In particular, if
trust, ,(At,) =0, then trust,(At,)=0. This means that

if a path has an energy trust value of 0, the routing path
will be invalidated.

Before fusing the trust values of multiple disjoint
routing paths, we give the following two assumptions:

Hypothesis 1: Assume that the overall trust value of
a single routing path is greater than 0.5;

Hypothesis 2: The trust values of multiple routing
paths are independent of each other because multiple
routing paths are non-intersecting and non-interfering.

Based on the above two assumptions, we can
conclude that when more trusted paths are added, the
overall trust value of a set of routing paths increases
monotonically.

Trust fusion is the process of calculating the overall
trust value of a group of routing paths, and each
routing path in the group is node disjoint, has no
interference with each other, and has its own trust
value.

First, we compute the overall trust value of two
node-disjoint routing paths. Given two routing path
P e MP" and P € MP" have their own trust value

trust, (At,) andtrust, ;(At,) for the QoS requirement
O, at the end of time period Az, respectively. We use

a Bayesian method to fuse the trust values of the two
routing paths. The overall trust value Trust,, (At,) for

the QoS requirement Q; at the end of time period Az, ,
in which @ = {E.,E} , 1s computed as follows:
Trust,, (A1) =

trust, ;(At,)xtrust, (AL,) Q)
trust, (At )xtrust, (AL +(1—trust, (A,))<(1-trust, (AL))

Then, the overall trust value is iteratively computed
for the n node-disjoint paths MP" = {PI,PZ,,F;} Let

T rust, . . (At,) be the overall trust of a group of i—1
routing paths MP"' ={B,PB,---,P_;} for the QoS

requirement O, at the end of time period Af. By
fusing the trust value #rust, ;(Az,) of routing path

P, e MP" with Trust, ., /_(At,), the overall trust value

1

Trust,, (At,) of a group of i paths MP' =
{PI,PZ,---,Efl,P,.} for the QoS requirement Q, at the

end of time period Af is computed as:

Trust, , S A)=
Trust, ., J (A )xtrust, ;(AL,) (6)
Trust,,,. (A,)xtrust, (M) + (1 ~Thust,,, (Az,)) x(1-trust, (v,

2.5 Establish Process of Node-disjoint and
Trust-based Routing

The multipath logic pipeline can ensure that there is
no interference among multipath routes and nodes. In
each logical pipeline, only nodes located in the logical
pipeline are selected as the next hop for data
transmission. The next hop node is selected according
to the trust value of the node. And the backup routing
path is established considering the trust value of other
nodes in the pipeline. The destination node evaluates
the fusion trust values of the nodes in each logical
channel and feed back to the logical channel. The
destination node also performs a comprehensive trust
evaluation on all routing paths to determine whether
the required QoS is met or not.

The establishment process of node-disjoint and trust-
based multipath routing is as follows:

(1) According to the requirements of application
service quality, the number of logical channels from
the source node to the cluster-head node within the
cluster and the number of logical channels from the
cluster-head node to the sink node all need be
determined first using the method described in section
2.2, and then the logical channels are established
respectively.

(2) Initializes and computes the trust value for each
node in the network using the methods introduced in
[25]. Specifically, the nodes store the trust values of
themselves and their neighbors; the cluster-head node
is responsible for managing and maintaining the trust
values of all nodes in the cluster; and the sink node is
responsible for managing and maintaining the trust
values of all cluster-head nodes.

(3) Along the direction from the entrance node of
the logical pipeline to the destination node, the current
node selects the node with the largest trust value as the
next hop, and establishes the next hop backup node in
the current node routing table (the trust value can be
sorted according to the specific situation of the
neighbor node as the priority of the backup node).

(4) Step (3) is performed on all logical channels
between the source and destination nodes.

(5) According the methods described in section 2.4,
The destination node calculates the trust value of the
backbone routing path in each logical pipe using the
Algorithm 1 in [25].

(6) After routing paths within all logic pipelines are
established, the trust value of the established multiple
paths can be computed according the methods
described in section 2.4.

And the destination node makes a comprehensive
judgment on the trust value of disjoint multiple routing
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paths formed, to determine whether the established
multipath route meets the quality of service
requirements. And then, we establish a set of routings
that satisfy the quality of service and discard the
logical pipeline that has a negative contribution to the
overall trust value. The specific steps are shown below:

It is assumed that the application requirement for the
trust value in the multimedia sensor network is
Trust _qos , and the comprehensive trust value of the

backbone routing path in the logical pipeline is
PathTrust .
If PathTrust <Trust qos, it means that this path

has a negative contribution to the comprehensive trust
value of the entire disjoint multipath route. In this case,
the logical pipeline where the path is located is directly
abandoned.

For the routing paths PathTrust > Trust _qos , we

calculate its comprehensive trust value according to the
multiple routing paths trust fusion method.

The destination node feeds back to the source node
the set of trusted logical channels with values greater
than Trust qos .

(7) The source node selects the trusted logical
channel for packet delivery according to the set of
trusted logical channels feedback from the destination
node and the priority of multimedia traffic packets.

2.6 Update Process of Node-disjoint and
Trust-based Routing

Routing update is divided into two steps: backbone
path of logical pipeline update and multipath update.

The update process of the backbone path route
within the logical pipe follows the steps below:

(1) The nodes located on the backbone path
periodically assess the trust value of its neighbor node.
If the trust value of the next-hop node on the current
path is less than the value of the backup node on the
same path, the backup node with the maximum trust
value is set as the next hop, and the latest trust value of
the next-hop node is feedback to the destination node.

Table 4. Main Simulation Parameters

The destination node then reevaluates the trust value
for the whole path.

(2) If the updated trust value of backbone path in the
logical pipe is less than, the logical pipe will be
discarded directly.

The update process of the multi-path route follows
the steps below:

(1) If the backbone path route in the logical pipe is
updated, the destination node calculates its updated
trust value.

(2) If the updated trust value of the backbone path
route is less than Trust qos, first update the trusted

logical pipeline set, then delete the previous logical
pipeline from the set, and feedback the latest trusted
logical pipeline set to the source node.

(3) If the multimedia sensor network application
needs to improve the value of Trust qos, we only

need to re-adjust the set of trusted logic pipelines, then
delete those logical pipelines that do not meet the
application requirements, and feed the latest set of
trusted logic pipelines back to the source node.

(4) If the multimedia sensor network application
needs to reduce the value of Trust gos, we can also

simply add those that satisfy the current Trust qos to
the set of trusted logic pipelines.

3 Simulation

We simulate and evaluate the performance of the
proposed trust-based node-disjoint routing algorithm in
NS2, and the network topology was created as Figure 2.
We compared and analyzed the model proposed in this
paper with existing disjoint multipath routes, such as
EDM [26], RDGM [24], LDMR [27], and used video
transmission test sequence foreman (select different
routing paths for different frames) in the following data
analysis and comparison. The main network simulation
parameters are listed in Table 4.

Sr. No Parameter Value
1 Number of node-disjoint multipath routes 2,3,4,5,6,7,8
2 Number of nodes 300
3 Node deployment Random uniform distribution
4 Number of backup relay nodes 2
5 MAC 802.11 DCF
6 Simulation time 600sec
7 Source traffic type CBR and foreman video sequence
8 Packet size 512
9 Transmit power 0.7w
10 Received power 0.4w
11 Idle power 0.3w
12 Node initial energy 10J
13 Node queuing model FIFO
14 Node initial trust value 1
15 Size of scene 600m*600m
16 Node communication range 50m
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Figure 3 and Figure 4 shows the performance of
different routing mechanisms.
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Figure 4. Packet End-to-end Delay

As shown in Figure 3, with the increasing of the
node-disjoint routing path number, the proposed
routing mechanism and LDMR [27] have the higher
packet delivery rate. However, when the number of
disjoint routing paths is greater than 4, the packet
delivery rate will not increase with the increasing of
routing paths, which reflects that in the case of a
certain network size, excessive routing paths will
reduce data transmission performance. In this paper,
the number of disjoint logic channels required can be
calculated according to the QoS requirements of
multimedia sensor network applications.

As shown in Figure 4, the proposed routing
mechanism has the minimum packet end-to-end delay.
This is because the most QoS-trusted routing paths will
be selected to deliver the packets in our routing
mechanism, and the queue in buffer of the relay nodes
is an important metric parameter.

Then, we set the number of multipath routes as 3,
and observe the mean PSNR (Peak Signal-to-Noise
Ratio) of different disjoint multipath routes under
different number of video sources. All video packets
have the same priority.

As shown in Figure 5, we get the average PSNR
value of video frames obtained by sink nodes. And the
PSNR value using our approach is the best, because

each relay node has two backup nodes during the
establishment of multipath routing. When the traffic
load increases continuously, the relay node and backup
node can switch with each other according to the
change of node trust value, which ensures the
credibility and reliability of the routing path.

—— Our proposad mathod
—t— ST

= BoGM

—— T

mean PSHR

source of video sources

Figure 5. PSNR (Peak Signal-to-Noise Ratio)

4 Conclusions

In this paper, we propose a node-disjoint multipath
routing mechanism for multimedia sensor networks,
and the trust value is evaluated considering QoS
factors, such as packet-delivery-rate, residual energy of
nodes and time delay of packet delivery. Based on the
QoS-aware trust computation, we developed mechanisms
for trust-based routing in two-layer clustered multimedia
sensor networks. The designed node disjoint security
trusted multipath routing method is based on node-
disjoint non-interference logic pipeline and multi-path
routing QoS-aware trust fusion. According to
simulating the algorithms, we concluded that our
methods can afford an effective and secure QoS-aware
reference for designing multipath routing.

Multi-path routing trust fusion can effectively
evaluate the performance of multi-path routing trusted
QoS guarantee and provide reference for multi-path
routing traffic scheduling and load balancing. Energy
consumption may be the main shortages in the process
of non-interference logic pipeline establishment and
trust value calculation. In the future, the trusted node
disjoint routing protocol suitable for multimedia sensor
networks will be further developed considering the
energy consumption problem.
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