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Abstract 

Sensor cameras over wireless sensor networks are 

common devices to realize surveillance or data gathering. 

In general, the sensed images will be routed from sensors 

to gateways which can deliver the collection of images to 

the server. For routing, the nodes which are located 

between the source and terminate need to add some 

information (e.g., tags) into the images. Assuming that 

the communications among sensors and gateways are via 

insecure channels, encryption is a simple way to keeping 

confidentiality. However, except for using homomorphic 

encryption, it is not achieved to perform computation 

over ciphertext, so nodes cannot easily add message into 

the encrypted images. In this paper, we focus on a cloud-

edge model, and propose a new distributed encrypted 

image-based reversible data hiding scheme, where given 

an image the edge produces encrypted ones and 

distributes them to intermediate nodes which then 

generate the message-embedded encrypted image, and 

finally the cloud can recover the original image and 

extract the message. Our techniques mainly utilize 

exclusive-OR secret sharing as encryption, and apply 

difference expansion and simple preprocessing for the 

embedding strategy. The experimental results are 

provided to show the efficiency and effectiveness of this 

scheme. 

Keywords: Data hiding, Reversible data hiding, Encrypted 

image, Secret sharing, Cloud-edge model 

1 Introduction 

Wireless sensor networks (WSNs) [1] with smart 

sensors have gained worldwide attention in the recent 

years. Sensors are with limited processing and 

computing resources, and their cost is much cheaper. 

Those sensor nodes can be used to sense, measure, and 

gather information from the environment, based on 

some local decision processes, and then can send the 

sensed data to the user. Concealed data aggregation in 

WSNs is a method to provide that sensed data are 

consolidated and aggregated on their way to the final 

destination. For example, the collectors arrange sensors 

around the forest, the sensors can take pictures and 

send the sensed data to the relay points, and the relay 

points transmit the data to the server. This WSNs are 

also considered to be a Cloud-Edge (CE) architecture, 

where the sensors and relay points are referred to as the 

edges, and the server is as the cloud. 

Consider the sensed data as images by sensing 

cameras. Those images will be routed among edges 

and finally achieve the cloud side. Moreover, for 

preserving integrity over routing, the internal edges 

which are on a path between the source edge and cloud 

need to add some information (e.g., tags) into the 

images. Assuming that the communications among 

sensors and gateways are via insecure channels, 

encryption is a simple way to keeping confidentiality. 

However, except for using homomorphic encryption 

[2], it is not achieved to perform computation over 

ciphertext, so nodes cannot easily add message into the 

encrypted images. In this paper, we present a solution 

by introducing distributed reversible data hiding for 

encrypted image. It is efficient and suffices to capture 

the above cloud-edge scenario.  

1.1 Related Work 

Data hiding is an important issue in information 

security. Through data hiding, we can send secret 

message that cannot be detected by attackers [3-6]. 

Generally, the data hider embeds the message into a 

chosen image (referred to as a cover-image) to get the 

stego-image. No one can discover the image with the 

embedded message by human vision except the 

receiver who knows the extraction algorithm. There are 

two basic types of schemes in image-based data hiding: 

nonreversible data hiding and reversible data hiding 

(RDH). Only in RDH, the receiver can recover the 

cover-image by extracting the secret message. 

Therefore, if the cover image is significant, RDH 

occupies an important position.  

Difference expansion (proposed by Tian [7]) and 

histogram shifting (proposed by Ni et al. [8]) are two 

major methods to handle reversible data hiding 

schemes. Lots of RDH schemes follow these two 

concepts to improve payload and image quality. 

Recently, encrypted image-based reversible data hiding 

(EIRDH) was first introduced by Zhang [9], which 
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maps to the following scenario. The image provider 

would like to keep privacy of the cover-image, but still 

requires the data hider to embed the secret message. 

Therefore, the data hider embeds the message into the 

encrypted image which is generated by the image 

provider from the cover-image. Finally, the receiver 

can recover the original cover-image and extract the 

secret message correctly.  

The EIRDH scheme of Zhang [9] depends on XOR 

operations, divides an encrypted image into many 

blocks, and handles each block one by one for hiding. 

However, this scheme does not work in the case that 

the block size is small (the false positive rate becomes 

higher). In order to remedy the above weakness, the 

scheme Hong et al. [10] provides an adaptive way to 

choose the block size. Since that, EIRDH has grabbed 

research attention, and some schemes have been 

presented [11-13] to give good payload and image 

quality. 

1.2 Distributed Reversible Data Hiding in 

Encrypted Image 

Very recently, a new model formalized by Wu et al. 

[14] is similar to the pure model by Zhang [9] except 

for the setting of the service provider. This model is 

referred to as a distributed model which is instead of 

one single P , many specific parties jointly provide the 

service. Indeed, these parties are one control center 

(denoted by C ) and n storage and processing centers 

(denoted by 
1
, ,

n
S S… ). Note that the such storage 

centers are duplicated to work with the identical task. 

In the model, each 
i

S  will perform data embedding. 

However, summarizing the security definition of the 

model, the semi-honest adversary1 is assumed to able 

to only corrupt a threshold number (by c) of storage 

centers, C and the other uncorrupted centers are honest. 

In addition, Wu et al. [14] relied secret sharing [15] as 

image encryption, and also presented the first secret 

sharing-based RDHEI scheme. 

1.3 Contributions 

Our starting point is an observation for Wu et al.’s 

scheme [14] including three critical points which we 

would like to improve. 

‧ Polynomial recovery (also a.k.a. secret recovery) 

requires Gaussian elimination. The performance will 

become significantly slower if the degree is higher. 

‧ The operations over share generation and secret 

recovery fully rely on a modulo p =  251. The such 

prime induces that either their scheme performs 

shrinking for pixels (mapping [0, ..., 255] to [0, ..., 

250]) or it gives up five kinds of pixel values (e.g., 0, 

                                                           
1 An adversary A is semi-honest if can only eavesdrop but 

cannot tamper. In cryptography, we say if A  can tamper, 

then A  is malicious. 

1, 2, 254, 255) for data hiding. 

‧ Such the prime modulo p must be strictly larger than 

the degree of the underlying polynomial. This limits 

the number of storage centers without doubt. 

In this paper, we propose a new distributed RDHEI 

based on exclusive-OR secret sharing. This scheme 

pre-processes the image through the difference 

expansion before being encrypted. The encryption is 

the simple XOR secret sharing to produce encrypted 

images, where in particular XOR secret sharing only 

induces very low computational cost and is suited for 

light-weight edge devices sensors. The proposed XOR-

based method also can avoid the upper bound of the 

number of storage devices. Due to page limitation, we 

omit to show some implementation results for image 

quality and embedding capacity. However, those 

factors are almost identical to those of Wu et al. [14] 

since the data hiding techniques are the same 

difference expansion. 

1.4 Organization 

In Section 2, we introduce the building block, secret 

sharing, and then show our system model. We present 

our new scheme in Section 3. The discussions are 

provided in Sections 4. Finally, the conclusions of this 

paper are given in Section 5. 

2 Secret Sharing 

Secret sharing [15] is a method for protecting an 

image by dividing it into multiple encrypted shares. 

We use exclusive-OR secret sharing as the building 

block to construct the distributed EIRDH scheme.  

2.1 Exclusive-OR Secret Sharing 

In ( , )n n  secret sharing scheme, a secret message 

secret will be split into n shares (also called shadows) 

1 2
( , , , )

n
share share share… , where collecting n shares 

together can recover the secret, but any less than n 

shares cannot get any information about the secret. Let 

us briefly describe the ( , )n n  XOR secret sharing 

scheme.  

– Share Generation 

 Taking {0,1}lsecret∈ as input, this algorithm 

chooses uniform {0,1}l
i

share ∈ or all ,i  1 1.i n≤ ≤ −  

Set the last share as 1

1
( )n

i i
share share secret

−

=

= ⊕ ⊕  

where ⊕  is the bit-wise exclusive OR operation.  

– Secret recovery  

 This algorithm recovers secret by computing 
1

1
.

n

i i
secret share

−

=

= ⊕  

3 The Proposed Scheme 

In this section, we firstly describe the system model 
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including notations, and then present the details of the 

proposed scheme. Also, we provide an example to 

demonstrate the scheme. 

3.1 System Model 

The notations of the system are listed in Table 1. 

Table 1. Notations 

Notation Description 

R  receiver 

H  data hider 

P  image provider 

ImageEnc encrypting cover-image 

Embedding embedding secret bits into encrypted image 

ImageDec recovering the stego-image 

Extracting recovering the cover-image 
CI  cover-image 

EI  encrypted image 
EIwS  encrypted image with embedding secret message

SI  stego-image 

 

The system syntax is composed of four steps as 

follows: 

‧ ImageEnc: P  takes a cover-image CI, encrypts CI 

to produce encrypted images 
1

EI , ..., 
n

EI . P  sends 

1
EI  to 

i
H . 

‧ Embedding: 
i

H  embeds secret bits into 
1

EI , then 

gets the encrypted image with secret 
i

EIwS . 

‧ ImageDec: R  receives 
1

EIwS , ..., 
n

EIwS  from 

1
H , ..., 

n
H , and then recovers the stego-image SI. 

‧ Extracting: Finally, R performs data extraction to 

extract secret bits from SI , and then recovers the 

cover-image CI . 

Figure 1. shows the flowchart of the system. 

3.2 Details of the Scheme 

For clearly describing the scheme, we directly 

instantiate a pixel pair ( , )x y  along with the following 

steps. In fact, we can repeat to apply the procedure for 

the whole image. 

‧ ImageEnc: P  pre-processes ( , )x y  to compute 

2

x y
l

+⎢ ⎥
= ⎢ ⎥⎣ ⎦

 and ,d x y= −  and then computes 

x l d′ = +  and .y l d′ = +  Note that d  can be 

positive or negative, but does not influence on the 

results. By using sharing generation, for a pair ( , ),x y′ ′  

P  generates 
1 1 2 2

{{ , },{ , },{ , }}
n n

x y x y x y′ ′ ′ ′ ′ ′  where 

,j jx y′ ′  for all j, 1 1,i n≤ ≤ −  are chosen uniformly, 

and 1

1

n

n i i
x x x

−

=

′ ′ ′= ⊕  and 1

1
.

n

n i i
y y y

−

=

′ ′ ′= ⊕  P  then 

sends 
1

( , )
i

x y′ ′  to .

i
H  

‧ Embedding: For embedding a bit 1, we consider 

two cases:  

 

Figure 1. Steps of our new scheme 

– If n is odd, for all ,i 1 ,i n≤ ≤  
i

H sets 
i
x′′=  

0...01
i
x′ ⊕  and 

i i
y y′′ ′=  to get the result 

i
EIwS  

– If n  is even, for all ,i 1 1,i n≤ ≤ −  
i

H  sets 

0...01
i i
x x′′ ′= ⊕  and .

i i
y y′′ ′=  

n
H  does not perform 

any processing, and directly sets 
n n
x x′′ ′=  and 

n n
y y′′ ′=  to get the result 

i
EIwS . 

 For embedding a bit 0, 
i

H  does not perform any 

processing, and directly sets (
i i i

EIwS x x′′ ′=  and 

).
i i
y y′′ ′=  

‧ ImageDec: R  uses 
1

n

i i
EIwS

=

⊕  to get secret. R  

recovers x′′  and y′′  by computing 
1

n

i i i
x x

=

′′ ′′= ⊕  and 

1
.

n

i i
y y

=

′′ ′′= ⊕  

‧ Extracting: If x′′  and y′′  are both odd or both even, 

R  extracts 0b =  and recovers x x′ ′′=  and ;y y′ ′′=  

if not, extracts 1b =  and recovers x x b′ ′′= ⊕  and 

y y′ ′′= since b  is only embedded into the first pixel. 

R  can easily compute 
2

x y
l

′ ′+⎢ ⎥
= ⎢ ⎥⎣ ⎦

 and 
2

x y
d

′ ′−
=  

and obtain the original pixel pair of CI  by 

computing 
1

2

d
x l

+⎢ ⎥
= ⎢ ⎥⎣ ⎦

and .
2

d
y l

⎢ ⎥
= − ⎢ ⎥⎣ ⎦

 At the end, 

this step will output SM  and recovers CI . 
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3.3 Example 

Assuming a pixel pair ( , ) (4, 2)x y = , we pre-

process ( , )x y  to compute 3
2

x y
l

+⎢ ⎥
= =⎢ ⎥⎣ ⎦

 and 

2,d x y= − =  and then compute 5x l d′ = + =  and 

1.y l d′ = − =  By using share generation, for a pair 

( , ),x y′ ′   we generate 
1 1 2 2 3 3

{{ , },{ , },{ , }}x y x y x y′ ′ ′ ′ ′ ′  

where 
1 1 2 2
, , ,x y x y′ ′ ′ ′  are chosen uniformly from 0 to 

255. Suppose 
1 1 2 1

( , ) (4, 6), ( , ) (254, 72).x y x y′ ′ ′ ′= =  

2

3 1
255

i i
x x x

=

′ ′ ′= ⊕ =  and 2

3 1
79.

i
y y y

=

′ ′ ′= ⊕ =  For 

embedding a bit 1, we get 
1 1 1

( , ),ELwS x y′′ ′′=  

2 2 2
( , )ELwS x y′′ ′′=  and 

3 3 3
( , )ELwS x y′′ ′′= where 

1 1
0...01 5,x x′′ ′= ⊕ =  

2 2
0...01 255,x x′′ ′= ⊕ =  

3 3
0...01x x′′ ′= ⊕  

254,=  
1 1

6,y y′′ ′= =  
2 2

72y y′′ ′= =  and 
3 3

79.y y′′ ′= = . In 

ImageDec, we obtain the pair ( , )x y′′ ′′  by computing 

3

1
4

i i
x x

=

′′ ′′⊕ =  and 3

1
1.

i i
y y

=

′′ ′′⊕ =  Finally, we recover 

CI  and get SM  by extracting 1 5b x x b′ ′′= ⋅ = ⊕ =  

and 1.y y′ ′′= = . We can compute 3
2

x y
l

′ ′+⎢ ⎥
= =⎢ ⎥⎣ ⎦

 and 

2
2

x y
d

′ ′−
= =

 
and obtain the original pixel pair of CI  

by computing 
1

4
2

d
x l

+⎢ ⎥
= + =⎢ ⎥⎣ ⎦

 and 2.
2

d
y l

⎢ ⎥
= − =⎢ ⎥⎣ ⎦

  

Our scheme can support partial decryption (see 

Figure 2). Here we directly present the partial 

decryption which is run by a node. 

‧ Partial-ImageDec: It can partially recover the 

partially decrypted image from a pair of 
i

EIwS  and 

jEIwS  or more to get a partially decrypted image by 

doing XOR them. 

Here we remark that the proposed scheme can be 

modularly converted into a compilation that given a 

specific reversible data hiding in homomorphic 

encrypted domain, generates a distributed one. This 

technique is standard by [16] as long as the underlying 

scheme in homomorphic encrypted domain satisfies 

some properties. 

4 Discussions 

Now we implement two methods of Gaussian 

elimination decryption and XOR decryption respectively, 

and roughly compare their results. In Figure 3, we can 

find that the time of XOR encryption is linearly faster 

than the time of Gaussian elimination encryption about 

4 times, the time of XOR decryption is faster than the 

time of Gaussian elimination decryption about 7 times. 

For the total time, XOR is faster than Gaussian 

elimination about 5-ish times. According to the 

experimental results, we can observe that our method is 

more efficient than [14]. 

 

Figure 2. Partial decryption 

 

Figure 3. Performance 

Experimental results are discussed as follows. Image 

quality and payload are two significant factors to 

evaluate a data hiding scheme. Thus, we take USC-

SIPI image database [17] to measure image quality and 

payload of the proposed scheme. For payload, we 

consider the capacity as the following formulation.  

Total number of all embedded bits of secret message

Total number of pixels in a cover -image
Cap =  

At an intuitive level, Cap is 0.5 bpp if all of pixel 

pairs are suitable for hiding in our scheme. Since 

unsuitable ones usually exist in natural images, the 

payload should less than 0.5 bpp in practice. In 
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addition to payload, image quality is considered to 

measure mean squared error (MSE) and peak signal-to-

noise ratio (PSNR) as 

 
2

1

1
( ) ,

n

i

MSE pi pi
n

=

′= −∑   

 
2

10

255
10log ( ),PSNR

MSE
=   

where n is the total number of pixels, pi is the 

original pixel value in the cover-image, and pi is the 

modified pixel value in the stego-image. Figure 5 

shows the six cover-images (512×512 pixels). In 

Figure 4, we show PRSR and payload of our and Wu et 

al.’s schemes. 

  

(a) Lena (b) Peppers 

  

(c) Boat (d) F-16 

  

(e) House (f) Baboon 

Figure 4. PRSR and payload 
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(a) Lena (b) Peppers (c) Boat 

   

(d) F-16 (e) house (f) Baboon 

Figure 5. Cover-images 

4.1 Alternative Candidate  

There is an alternative method to design the 

distributed EIRDH. Instead of XOR-based and Shamir 

secret sharing, we choose an additive secret sharing 

over modulo prime p for n-out-of-n setting. For 

example, the secret is (mod ),s p  and then the first n-1 

shares are randomly chosen over modulo p (denoted by 

1 1
, , ).

n
s s

−

…  So, the last share is 
1

1

(mod ).
n

n i

i

s s s p

−

=

= −∑  

The secret recovery is trivial by collecting 
1
, , .

n
s s…  

The modification of our distributed EIDRH scheme 

includes the following two parts. The other steps are 

omitted, since they are very straight. 

1. The operation is addition over the modulo p. 

2. For embedding, each storage center computes 

1
(mod )p

n
 and then obtains 

1

i i
x x

n

′′ ′= +  if the bit is 1. 

5 Conclusions 

In this paper, we present a cloud-edge model of 

securely image gathering. We propose a new 

distributed encrypted image-based reversible data 

hiding scheme from exclusive-OR secret sharing. This 

scheme only relies on XOR operations, which is with 

very low computational cost and suited for light-weight 

edge sensor devices. We provide implementations of 

our and Wu et al.’s schemes with respect to performance 

of encryption and decryption, and show our scheme is 

more efficient. Moreover, it preserves image quality 

and embedding capacity. 
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