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Abstract 

With the rapid development of computing technologies, 

human-centered computing (HCC) has become an 

emerging multidisciplinary area which integrates 

ubiquitous computing, wearable computing, and so on. 

When large amounts of information has to be mutually 

analyzed, HCC aims to bridge the gap between people 

and computing systems. However, ensuring a secure 

transmission becomes challenging in HCC because 

malicious hackers tend to tamper with the Internet data. 

The massive amount of counterfeited or tampered data on 

the Internet damage data trustworthiness and impede the 

progress of HCC. To address this problem, this study 

presented an image authentication method based on the 

residual histogram shifting technique. In this technique, 

an image histogram is generated using block-based 

processing. Then, the histogram is modified to achieve a 

high embedding capacity. By manipulating the image 

histogram, secret or authentication codes can be 

embedded in the image itself to prevent private 

information from being tampered without consent. The 

quality of the obtained stego image is preserved because 

the shifting of the histogram is controlled to be within the 

minimum degree. Moreover, the proposed image 

authentication method is a reversible scheme which can 

recover the original host image from the stego image. 

From the experimental results, it reveals that the 

proposed method provides larger hiding capacity than the 

state-of-the-art methods, while maintaining pleasing 

image qualities of the embedded images. 

Keywords: Image authentication, Secure internet-based 

communication, Human-centric computing, 

Data hiding, Steganography 

1 Introduction 

Human-centered computing (HCC) can be 

considered as a combination of different disciplines, 

such as information science and human-computer 

interaction. Currently, the considerable progress in 

artificial intelligence (AI) technologies, such as deep 

learning and convolution neural network (CNN), has 

increased the processing efficiency of big data 

technologies significantly. For example, Yin et al. 

proposed a mobile marketing recommendation method 

[1] that considers the user’s location. By using an open 

dataset that contains the various behaviors of 10 

million user, the method presented in [1] presents an 

accuracy rate improvement of nearly 10% in both 

accuracy and recall rates. Another HCC example is the 

combination of medical diagnosis and AI to create an 

intelligent healthcare system [2]. Learning from tons of 

medical images using AI, modern technology is able to 

provide precise and trustworthy diagnosis. However, 

personal privacy protection should be highly valued, 

and the balance between utility and security of these 

medical data should be handled carefully [3-6]. 

On the other hand, a highly developed Internet 

technology not only changes the living habits of people 

but also exerts a greater concern of privacy protection 

on the Internet. Image data hiding or steganography is 

one of the most effective technologies that can prevent 

privacy leakage. It can be used to hide personal or 

government agencies’ secret data into images for 

transmission. Even if stego images are obtained by a 

third party, the secret data cannot be extracted and 

intercepted. Therefore, different image data hiding 

technologies are constantly innovated to prevent 

confidential information from being illegally acquired 

and is used in applications that require a high- or low-

level secure transmission. 

Image data hiding can be divided into two categories: 

reversible and irreversible. In irreversible data hiding 

methods [7-11], the original image cannot be recovered 

after hiding data, but the advantage is that it can hide 

data without restore additional information. Among 

them, least significant bit (LSB), pixel value 
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differencing (PVD) and exploiting modification 

direction (EMD) might be three of the most common 

techniques used to achieve irreversible data hiding. 

The concept of LSB, PVD and EMD can be found be 

in most papers involved irreversible data hiding more 

or less. The method of [7], proposed a data hiding 

method that can embed three secret bits into the group 

of three pixels by modification the each pixel at most 

+1 or -1. The method of [8] first mapped the image 

into 1D pixels sequence by a Hilbert curve. Then, the 

1D sequence is divided into non-overlapping units with 

two consecutive pixels, and the secret bits are 

embedded by exploiting the pixel value difference. In 

[9], a Generalized EMD (GEMD) was proposed. By 

dividing the cover pixels into different sub-groups and 

embedding data in individual sub-groups, GEMD 

significantly increases the data capacity of the 

traditional EMD method. 

In reversible data hiding (RDH) methods [12-16], 

they normally emphasize that when the image is 

transferred and received at the receiver end, the 

original image can be completely recovered without 

any loss of information. The types of images which 

usually involve RDH techniques include medical 

images, personal (private) images, confidential military 

images, and so on. The method of [12] utilized sparse 

representation scheme in patch-level to embed data by 

exploring the neighboring pixels correlation. A learned 

dictionary is also embedded into the cover image to 

decode the leading residual errors. The method of [13] 

proposed a data hiding method which estimates the 

image block complexity by evaluating the locations of 

neighboring pixels. Therefore, the extracted-bit error 

rate is decreased, especially when the block size is 

large. The method of [14] proposed a RDH method for 

the Joint Photographic Experts Group (JPEG) 

compressed image, where the zero discrete cosine 

transform (DCT) coefficients are unchanged, but those 

non-zero DCT coefficients are modified for data-

embedding. 

In RDH methods, histogram modification or 

histogram shifting is one of the most common 

strategies to hide data recently [17-21]. It hides data 

into the cover image by utilizing the characteristic of 

peak point and zero point of an image histogram. The 

method of [17] presented a histogram shifting method, 

which combines the linear pixel-error prediction 

scheme and the block truncation coding (BTC) 

technology to carry out the residual histogram shifting 

in compressed images. The method of [18] presented a 

RDH method, which embeds data into a cover image 

by selecting two expansion bins in each histogram and 

then performing a multiple histograms modification. 

The method of [19] presented a RDH method with an 

additional advantage of contrast enhancement by 

utilizing histogram shifting and pixel value ordering 

schemes. Moreover, the data capacity is increased, and 

the visual distortion is reduced. The method of [20] 

applied the histogram shifting technique in encrypted 

images, where the image histogram is first expanded 

by utilizing the homomorphic multiplication using 

public key cryptosystem. The method of [21] presented 

a RDH method for JPEG images, which first selects 

the high-frequency coefficients by analyzing the 

histogram distribution and embeds the secret data on 

those high-frequency coefficients. There are some 

techniques which can further improve the security of 

data-hiding. For example, chaotic system is one of the 

ways to generate pseudo random numbers, which can 

be applied to weak signal detection as well [22]. 

In this study, we aim to improve a steganography 

technique that is based on the histogram shifting (HS) 

technique. In general, when more than one peak point 

is utilized, the number of pixel occurrences at the peak 

points (i.e., the total embedding capacity) cannot be 

effectively utilized, the number of pixel occurrences at 

the peak points cannot be effectively increased. This 

effect occurs because of some restrictions in the 

selection phase of multiple boundary point pairs. To 

address this problem, this study presented novel rules 

for multiple pair selection and the corresponding data-

embedding procedure. 

2 Related Works 

In [23], Ni et al. proposed a reversible data hiding 

method based on the HS technique. The histogram of 

any input grayscale image is first generated, which 

implies that the occurrence frequencies of the pixels 

from [0, 255] are calculated. In the histogram, the 

search rule of boundary points is defined as follows: 

 
intensity value with highest occurence

.
intensity value with no occurence        

=⎧
⎨

=⎩

PP

ZP
, (1) 

Before the secret data is embedded, a pair of PP and 

ZP should be determined. There might be multiple 

intensity values which have the same highest 

occurrences. In this case, any of them can be selected 

as PP. Moreover, there might be multiple intensity 

values that have no occurrences. In this case, the ZP 

that is the closest to the determined PP is selected. To 

achieve the minimum image distortion for maintaining 

image quality, only the pixels within the range of [PP, 

ZP] (or [ZP, PP]) are moved. 

As shown in Figure 1, to create space for data that 

has to be embedded (the to-be-embedded data), the 

histogram is modified as follows: 
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(a) 

 

(b) 

Figure 1. Histogram modification when (a) ZP > PP, 

and (b) ZP < PP 

The range between the two boundary points, PP and 

ZP, is defined as the data-embedding region. The 

embedding capacity of the data-embedding region is 

determined using the number of pixels np in PP. 

Apparently, finding more non-overlapping regions 

leads to higher total embedding capacity in the output 

stego image. However, the required extra storage of 

recording the pairs of the peak points and zero points is 

more. In [24], Tsai et al. extended the study presented 

in [23], in which the predictive coding scheme is 

applied to generate a residual histogram and to enlarge 

the data capacity. The neighboring similarity is utilized 

to increase the possibility of obtaining a larger np 

value. 

3 Proposed Method 

3.1 Cascading Linear Prediction 

Figure 2 shows the overall framework of the 

proposed method. By generalizing our previous work 

[25], this study aims to present a high-capacity HS-

based data hiding method by simultaneously utilizing 

two aspects: 1) generating a more concentrated 

histogram; and 2) designing a more flexible embedding 

rule. First, the input image is divided into non-

overlapped square blocks with a size of n. The 

reference position of each block is defined as follows: 

 Ref. Position / 2 / 2  ( 3)= × + ≥⎢ ⎥ ⎡ ⎤⎣ ⎦ ⎢ ⎥n n n n , (4) 

where the symbol  indicates the rounded-down 

nearest integer and the symbol  indicates the 

rounded-up nearest integer. As shown in Figure 3(a), 

Pi  represents the i-th pixel value, where the subscript i 

indicates the pixel position arranged left-to-right and 

top-to-down orderly. To maximize the neighboring 

similarity, each image block can be further partitioned 

into non-overlapped hierarchies centered at the 

reference position. The cascading linear prediction 

scheme is performed so that no matter how big the 

block size is, only the 8-neighboring pixels can be used 

to generate the residual values. 

 

Figure 2. Overall framework of the proposed method 

By using a 6 × 6 block as an example, there are eight 

(predicted) residual errors in the first hierarchy, sixteen 

(predicted) residual errors in the second hierarchy, and 

eleven (predicted) residual errors in the third hierarchy. 

It was demonstrated that when the residual errors ri are 

calculated, the error prediction technique is performed 

progressively from the outside to the inside, as 

presented in Figure 3(b) to Figure 3(d). This implies 

that the prediction errors in the third hierarchy (Figure 

3d) are calculated first, then the prediction errors in the 

second hierarchy (Figure 3c) are calculated, and finally 

the errors in the first hierarchy (Figure 3b) are 

calculated. Conversely, while recovering the original 

image block, the original pixels values Pi are retrieved 

progressively from the inside to the outside, i.e., 

retrieving the pixel values in the first hierarchy 

positions first. After applying the cascading prediction 

technique in all image blocks, the residual histogram 

can be generated by counting the occurrence 

frequencies of individual residual errors cumulatively. 

3.2 Multiple Boundary Point Pairs Selection 

Note that due to the property of the prediction errors, 

each stego image has two residual histograms: one 

negative histogram and one non-negative histogram. 

Basically, we can embed data by the same embedding 

rule in each of them. For simplicity, hereafter we only 

discuss the case of non-negative residual histogram. In 

(1), the pair of boundary points refers to one peak point 

and one zero point, which defines a single specific 

data-embedding region. If a higher embedding capacity  
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(a) 

 

(b) 

 

(c) 

 

(d) 

Figure 3. Illustration of the proposed cascading prediction method 

is required, then the method presented in [23] has to 

search for more number of pairs of the boundary points, 

but the data-embedding regions cannot be overlapped: 

 [ ], , ,  i i j jPP ZP PP ZP i j⎡ ⎤∩ =∅ ≠⎣ ⎦ , (5) 

where the symbol ∅  indicates an empty set, and 

without loss of generality, we assume that <
i i

PP ZP  

and <j jPP ZP . 

After cascading prediction, the residual histogram is 

significantly concentrated (an example is presented in 

Figure 7a in Chapter 4). The advantage of having a 

concentrated residual histogram is the larger bin value 

np at the peak point, which equals to having a larger 

data capacity in the histogram-based data embedding 

methods. However, for a concentrated residual 

histogram, it typically looks like a Gaussian function 

with a quite small variance, which leads to the result 

that the first data-embedding region [PP1, ZP1] is 

usually significantly wide, and the selection of the 

second peak point (PP2) is thus limited.  

To address this problem, we proposed a more 

flexible search rule for finding multiple boundary point 

pairs as follows. First, all the positions of zero points 

(i.e. the residual values which have zero bin value) are 

found, and then, all the nonzero bin values are sorted in 

a descending order. For the first peak point PP1 (i.e. 

the residual value which has the largest bin value), the 

corresponding zero point ZP1 is determined by 

selecting the zero point that is the closest to PP1. The 

same procedure is conducted to find the subsequent 

boundary point pairs, and no zero point is allowed to 

correspond to multiple peak points. To maintain the 

image quality, a user-defined parameter α was used to 

control the largest acceptable distance between a peak 

point and its corresponding zero point. In other words, 

the distance −

i i
PP ZP  must be smaller than α. 

Otherwise, the peak point is discarded without carrying 

data in the data-embedding phase.  

3.3 Histogram Modification and Data 

Embedding 

An example of data-embedding with multiple pairs 

of boundary points is as follows. Assume that an 

original residual histogram is displayed in Figure 4(a) 

in which two pairs of boundary points 
1 1

( 0, 4)= =PP ZP  

and (PP2 = 1, ZP2 = 6) are found. Based on (2), for the 

first round of histogram modification, the residual 

values between 
1

1PP +  and 
1

1ZP −

 are shifted to the 

right by one residual unit. Both PP2 and ZP2 are 

separately modified based on whether they belong to 

the first data-embedding region as follows: 

 

2 1 1 2 1 1
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and 
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ZP ZP PP ZP
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To recover the original image, the modified pair 

2 2
( , )′ ′PP ZP  is recorded instead of 

2 2
( , )PP ZP . Similarly, 

for the second round of histogram modification, the 

residual values between 
2

1′ +PP  and 
2

1′ −ZP  are shifted 

to the right by one residual unit.  

After the histogram modification step by using the 

two modified pairs, the resulting modified histogram is 

shown in Figure 4(c). For data embedding, secret bits  
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(a) 

 

(b) 

 

(c) 

Figure 4. Payload comparison between [23] and the 

proposed method 

are embedded in 
2
′PP  and 

1
PP  in an ordered manner as 

follows: 

 
2 1

,  if  or ′ ′= + =
i i j i
r r s r PP PP , (8) 

where {0,1}∈
j
s  indicates the j-th to-be-embedded 

secret bit, and ′

i
r  indicates the stego residual value. 

At the receiver end, each residual stego-image block 

is generated by applying the same cascading prediction 

technique described in Section 3.1. Therefore, the 

residual histograms of individual image blocks are 

obtained. Data extraction and recovery are realized 

when the peak and zero point values are known. The 

information of 
2 2

( , )′ ′PP ZP  is first utilized for examining 

all the stego residual values ′

i
r , and the hidden secret 

bits are extracted as follows: 

 
2

2

1 and 1,  if 1

0 and ,  if           

⎧ ′ ′ ′= = − = +⎪
⎨

′ ′ ′= = =⎪⎩

�

�

j i i i

j i i i

s r r r PP

s r r r PP

. (9) 

where �
i
r  indicates the recovered residual value. Then, 

the reverse histogram modification is employed within 

the range of 
2

1′ +PP  and 
2
′ZP . For data extraction and 

recovery by using the information of 
1 1

( , )PP ZP , the 

same procedure is conducted repeatedly.  

4 Experimental Results 

A large number of experiments were conducted to 

demonstrate the effectiveness and superiority of the 

proposed technique. Eight standard 512 × 512 

grayscale images, i.e., Airplane (Figure 5(a)), Boat 

(Figure 5(b)), Girl (Figure 5(c)), Goldhill (Figure 5d), 

Lenna (Figure 5(e)), Sailboat (Figure 5(f)), Tiffany 

(Figure 5(g)), Zelda (Figure 5(h)), are shown in Figure 

5 were used in the experiments. The simulations were 

performed on windows 10 PC with an Intel Core i7 3.4 

GHz CPU and the 8 GB RAM. The testing programs 

are implemented by using Bloodshed Dev C++. For 

notational simplicity, the methods presented in [23], 

[24], and [25] are referred to as the HS, BPRHS, and 

CPRHS methods, respectively. 

    

(a) (b) (c) (d) 

    

(e) (f) (g) (h) 

Figure 5. Grayscale test images 
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In the experiments, in order to measure the visual 

quality of embedded images, peak signal to noise ratio 

(PSNR) was utilized, which was a commonly-used 

objective assessment index for image quality. The 

greater PSNR value was, the better visual quality of 

embedded image was. The calculation of PSNR value 

can be found in Eqs. (10) and (11): 

 
2

10

255
PSNR 10 log ,

MSE
= ×  (10) 

and 

 2

1 1

1
MSE [ ( , ) ( , )] ,

= =

= −

×

∑∑
W H

e

x y

I x y I x y
W H

 (11) 

where W and H were the height and the width of the 

images, respectively; ( , )I x y  and ( , )
e
I x y  were the pixel 

values at coordinate (x, y) of the original uncompressed 

grayscale image I and the embedded image Ie, 

respectively.  

Results of the hiding capacity and the embedded 

image quality of the histogram shifting (HS) technique 

are listed in Table 1. Here, pno denotes the pairs of the 

peak and zero points used. According to the results, 

hiding capacity of the HS technique increases with the 

increase of the pno value. Average hiding capacities of 

4486.75 bits and 8683.25 bits are achieved when the 

pno values are set to 1 and 2, respectively. Accordingly, 

average embedded image qualities of 53.223 dB and 

48.266 dB are achieved, respectively (in terms of 

PSNR). When pno is set to 3 in the HS technique, only 

four out of these eight images can find the required 

pairs of peaks and zero points for data embedding. 

However, the gains of the hiding capacity for these 

four images are 1 bit, 3 bits, 3 bits, 217 bits for these 

four test images Boat, Girl, Lenna, and Tiffany, 

respectively. 

 

Table 1. Results of the hiding capacity (unit: bits) and the embedded image quality (unit: dB) of the HS technique 

Hiding Capacity Embedded Image Quality Factors

Images pno = 1 pno = 2 pno = 3 pno = 1 pno = 2 pno = 3 

Airplane 9002 17042 N/A 53.242  48.275  N/A 

Boat 5614 10567 10568 53.128  48.219  48.218 

Girl 3739 7459 7462 55.223  48.381  48.381 

Goldhill 2683 5336 N/A 51.224  48.490  N/A 

Lenna 2908 5760 5763 53.850  48.179  48.179 

Sailboat 4263 8186 N/A 53.629  48.190  N/A 

Tiffany 5120 10153 10370 52.172 48.219 48.217 

Zelda 2565 4963 N/A 53.317 48.172 N/A 

 

Table 2 lists the results of the hiding capacity and 

the embedded image quality of the block-based 

prediction residual histogram shifting (BPRHS) 

technique. Average hiding capacities of 23736.375, 

44581.875, and 44590 bits were achieved using the 

BPRHS technique when the pno values were set to 1, 2, 

and 3, respectively. Accordingly, average embedded 

image qualities of 51.919 dB, 49.288 dB and 49.163 

dB are achieved, respectively. Among these test 

images, Airplane and Sailboat obtains the highest and 

lowest hiding capacities in the BPRHS technique, 

respectively. The residual images of these two images 

generated by the BPRHS technique are depicted in 

Figure 6 to help the readers understanding the relation 

between the occurrences of the prediction error and the 

hiding capacity.  

Table 2. Results of the hiding capacity (unit: bits) and the embedded image quality (unit: dB) of the BPRHS 

technique 

Hiding Capacity Embedded Image Quality Factors 

Images pno = 1 pno = 2 pno = 3 pno = 1 pno = 2 pno = 3 

Airplane 36532 63616 63620 52.150 49.713 49.713 

Boat 23047 44631 44637 51.864 49.282 49.282 

Girl 22442 43746 43767 52.059 49.269 49.268 

Goldhill 16463 31903 31909 51.755 49.016 49.016 

Lenna 24447 46009 46014 51.924 49.313 49.313 

Sailboat 16015 30672 30677 51.728 48.991 48.991 

Tiffany 28299 51469 51481 51.990 49.438 49.438 

Zelda 22646 44609 44615 51.881 49.283 48.283 
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(a) (b) 

Figure 6. Residual image histograms generated in the BPRHS technique

Table 3 presents the results of the hiding capacity 

and the embedded image quality of the cascading 

prediction residual histogram shifting (CPRHS) 

technique. From the results, average hiding capacities 

of 27264, 50951.375, and 50957.125 bits were 

achieved using the CPRHS technique when the pno 

values were set to 1, 2, and 3, respectively. 

Accordingly, average embedded image qualities of 

49.268 dB, 47.698 dB and 47.698 dB are achieved, 

respectively. The residual images of these two images 

generated using the CPRHS technique are depicted in 

Figure 7. Results of the hiding capacity and the 

embedded image quality of the proposed technique are 

listed in Figure 8 and Figure 9, respectively. The 

proposed scheme significantly improves the hiding 

capacity when the pno value is set to 3 compared with 

the capacities obtained using the BPRHS the pno value 

is set to 3. Results of image quality and capacity of 

these comparative techniques are depicted in Figure 10. 

The maximal image qualities of 62.695 dB and 63.284 

dB are achieved by the pixel value ordering technique 

(PVO) [26] and the quadtree-based pixel value 

ordering technique (QPVO) [27], respectively. Figure 

11 shows the embedded images by using different 

methods. 

5 Conclusion 

Data transmission is essential for HCC applications 

because machine learning requires a considerable 

amount of training data. In view of the privacy leakage 

concern on the Internet, ensuring the secure Internet-

based communication is an urgent issue. This paper 

proposed an HS-based data hiding method, which can 

be applied to image authentication for improving 

security. The experimental results reveal that the 

proposed method can maintain a high image visual 

quality even when a large amount of secret data is 

embedded in the image. As shown in Table 1, Table 2, 

and Table 3, the proposed algorithm outperforms the 

comparative method, especially in terms of data 

capacity. 

Table 3. Results of the hiding capacity (unit: bits) and the embedded image quality (unit: dB) of the CPRHS 

technique 

Hiding Capacity Embedded Image Quality Factors 

Images pno = 1 pno = 2 pno = 3 pno = 1 pno = 2 pno = 3 

Airplane 41328 71406 71410 49.540  48.063  48.063  

Boat 24938 48116 48121 49.275  47.975  47.974  

Girl 26255 51421 51431 49.402  47.373  47.373  

Goldhill 19905 38501 38505 49.013  47.315  47.314  

Lenna 28785 53776 53783 49.238  47.551  47.550  

Sailboat 17137 32950 32952 49.058  47.645  47.645  

Tiffany 32074 57419 57428 49.466  48.199  48.199  

Zelda 27690 54022 54027 49.148  47.462  47.462  
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(a) (b) 

Figure 7. Residual image histograms generated in the CPRHS technique 

 

Figure 8. Results of the hiding capacity of the proposed technique 

 

Figure 9. Results of the image quality of the proposed technique 
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Figure 10. Performance comparisons among the comparative techniques 

   

(a) HS with pno = 2 (b) BPRHS with pno = 2 (c) CPRHS with pno = 2 

   

(d) Our method with pno = 2 (e) Our method with pno = 6 (f) Our method with pno = 16

Figure 11. Embedded images of Airplane by using different techniques 
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