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Abstract

As cyber-physical systems (CPS) flourish, the data
security issues it encounters have increasingly become a
research focus in the field. And it has received
widespread attention from academia and industry.
Blockchain technology has the characteristics of
decentralization, openness, transparency, reliability and
non-tampering. It has natural advantages in solving the
security of the CPS. Thus, this paper first analyzes the
security risks associated with data storage in cyber-
physical systems and proposes the use of blockchain
technology to ensure the secure storage of data in CPS. In
traditional blockchains, the data layer uses Merkle hash
trees to store data; however, the Merkle hash tree cannot
batch add/delete and provide non-membership proof. In
order to solve this problem, this paper improves the
accumulator and uses the combination of accumulator
and Merkle hash tree to provide batch addition/removal
and non-membership proof. This paper constructs a
Merkle hash tree accumulator, and proves that the
scheme is feasible through correctness and security.

Keywords: Cyber-physical systems, Merkle hash tree,
Accumulator, Data storage

1 Introduction

The cyber-physical systems (CPS) is the next-
generation intelligent system based on embedded
systems, computer networks, control theories, wireless
sensor networks [1]. The cyber-physical systems use
the next generation network to realize the interaction
between computing process and the physical process,
and operates the physical entities in a remote, reliable,
real-time, secure, and collaborative manner in the
cyberspace, and realizes the calculation, communication,
and control function at all levels [2]. The CPS can not
only complete the functions that can be completed by
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the traditional embedded system, but also in the future
operating room, next-generation grid (energy grid),
smart dam system [3-5], future defense system, next-
generation automobile and its manufacturing, robot
manufacturing, next-generation  aircraft,  smart
buildings, smart homes, anti-rejection drugs and care
for patients will also be widely used in future emerging
fields, attracting widespread attention.

The cyber-physical system supports the deep
integration of informatization and industrialization.
Through the integration advanced information technology
such as perception, computing, communication, control
and automatic control technology, a complex system of
mapping, timely interaction and efficient cooperation
between human, machine, object, environment and
information elements in physical space and information
space is constructed [6]. The on-demand response, fast
iteration and dynamic optimization of resource
allocation and operation in the system are realized. In
the process of uploading data to the CPS source node,
the attacker can monitor and obtain the source of the
data, and use the data traffic to obtain the location of
the source node [7]. Many smart devices in CPS bring
a lot of data, so that centralized data centers (such as
cloud storage) unable to undertake corresponding
management tasks [8]. Cyber-physical system needs to
use information systems and physical equipment to
complete information exchange, which will bring
security issues during the transmission of information
[9]. Therefore, the security of cyber-physical systems
has attracted much attention, and blockchain can
provide the best solution.

To improve the data security of the cyber-physical
systems, some scholars have integrated blockchain
technology into CPS to improve security [10-12].
Blockchain technology has the characteristics of
decentralization, openness, transparency and non-
tampering, and provides trust, transparency and secure
data guarantee for cyber-physical systems [13-14].
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Moreover, smart contracts are introduced into CPS to
improve the security and automatic execution
capabilities of CPS [15]. In blockchain technology, the
data layer of the blockchain uses the Merkle tree to
store data. However, the Merkle tree has the following
disadvantages: it can only provide member proof, not
non-member proof and batch add/delete, and storage
takes up large memory. In recent years, cryptographic
accumulators have attracted more and more interest.
Because the accumulator has the characteristics of
strongness, universality, compactness, it can provide
the advantages of non-member proof, delete members
at will, reduce data storage memory, so this paper
improves the Merkle tree, combining the accumulator
and the Merkle tree, which can reduce the memory of
node data storage and better protect privacy.

This paper studies the storage mechanism of
blockchain data based on accumulators, and further
proposes a secure storage method of cyber-physical
data based on the blockchain. In addition, this paper
proposes the concept of adding/removing accumulators
in batches, constructs a specific scheme using Merkle
trees, and proves its security.

The main contributions of our works include the
following aspects.

(1) It is proposed to integrate blockchain technology
into CPS, which provides trust, transparency and
security data guarantee for cyber-physical systems. In
addition, the introduction of smart contracts into CPS
improves the security and automatic execution
capabilities of CPS.

(2) It is proposed to replace Merkle Tree with a
password accumulator to realize member addition,
deletion and non-member verification.

(3) An improved accumulator, combining RSA
accumulator and Merkle Tree, is proposed to realize
batch addition and deletion of members and non-
member proof.

The remainder of this paper is structured as follows.
Section 2 presents some related work on cyber-
physical systems, blockchain technology, hash trees
and RSA accumulators. In Section 3, the data security
issues of cyber-physical systems are described.
Moreover, in Section 4, the secure storage of data
based on blockchain-based cyber-physical systems is
described. Finally, Section 5 provides conclusions.

2 Related Work

2.1 Cyber-Physical System

Cyber-physical system is the integration of
computing, communication and physical processes.
The architecture is as illustrated in Figure 1 below. The
aim of CPS is to enable the physical system to have the
capabilities of computing, communication, precise
control, remote cooperation and autonomy, and to form
various corresponding autonomous control systems and

information service systems through the Internet to
complete the organic coordination between the real
society and the virtual space [16-17]. CPS has similar
capabilities to the Internet of Things, but CPS
emphasizes more on circular feedback, requiring the
system to play a feedback control role on the physical
world through communication and calculation after
perceiving the physical world.

Computation

Communication
Information

Figure 1. Cyber-physical system

2.2 Blockchain Technology

Blockchain is mostly known as the technology
underlying the cryptocurrency Bitcoin [18-19]. The
core idea of a blockchain is decentralization. This
means that blockchain does not store any of its
database in a central location, but will copy and
distribute the blockchain on the participant network.
Whenever a new block is added to the blockchain,
every computer on the network updates its blockchain
to reflect the change. This decentralized architecture
has the advantages of tamper-proofing and no single
point of failure vulnerabilities, which can ensure robust
and secure operation on the blockchain [20]. In
particular, everyone can access the blockchain without
being controlled by any network entity. This is enabled
through a mechanism called consensus, which is a set
of rules that ensure that all participants agree on the
state of the blockchain ledger.

Smart contracts are programmable applications that
run on the blockchain network. Since the first smart
contract platform known as Ethereum [21] was
released in 2015, smart contracts have gradually
become one of the most innovative topics in the
blockchain field. A smart contract is essentially a
collection of code and data, representing some business
logic running on the blockchain [22]. The smart
contract is located at a specific address on the
blockchain. A basic example of a smart contract can be
just to perform data update operations on the
blockchain. For example, after verifying that there are
sufficient funds in the account, update the account
balance before debiting. As a more complex example,
in the field of smart logistics, transportation costs can
be dynamically adjusted according to the request time.
The ledger will be agreed by both parties and will be
coded as a smart contract. The corresponding funds
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including the dynamic delivery fee will be
automatically transferred according to the delivery
time of the material.

2.3 Hash Tree

Hash trees are widely used to authenticate elements
as set members. On the whole, the hash tree is a tag
tree, the leaves are marked with different values x e X,
and the internal nodes are hashed on its sub-tags, and a
fixed anti-collision hash function is used. In a hash tree
prover, the positive proof consists of a minimum
amount of data, which is necessary to verify the hash
path from the leaf marked with x to the root.

2.4 RSA Accumulator

Suppose there is a set of k -bit elements
X ={x,x,,...x,} . Let N be a k' -bit RSA modulus
with k' >3k, namely N = pg, where p, g are strong
primes numbers. Using the RSA accumulator, we can
represent X compactly and securely with an
accumulation value acc(X), which is a k' -bit integer

defined as acc(X)=g" """ ") mod N, Where
g€ OR, and r(x,) is a 3k -bit prime representative,
computed using a universal hash function /.
According to the accumulative value acc(X), each
element in the set X hash a member witness, the value

is: W, = g " mod N . Given the accumulated
value acc(X) and the witness W_, you can verify the
membership of x, in X by computing W/ mod N

and checking that it is equal to acc(X). Any adversary
A, who does not know ¢(N), subject to computation

restrictions, cannot find another set of elements
X'#X such that acc(X")=acc(X) unless A breaks

the strong RSA assumption.

3 Cyber-Physical Systems Data Security
Issues

CPS counters security vulnerabilities and system
privacy issues, and there are many challenges in data
security, privacy, centralization, and networking [23].
The intelligent manufacturing of many smart devices in
CPS brings a lot of data, which makes the centralized
data center unable to undertake the corresponding
management tasks [24].

There are many types of CPS, while the security of
the specific physical system, but there are still some
are interlinked. For example, it is necessary to
implement a mutual trust mechanism between internal
nodes and external networks; the failure of important
nodes will affect some of the neighboring nodes, such
as the gateway node being maliciously attacked may
affect the entire local network [25-28]. Cyber-physical

systems need to use information systems and physical
equipment to complete information exchange, which
will bring security problems during the transmission of
information, mainly in terms of identity authentication,
privacy protection, integrity of data and information,
and access control [29]. The above problems will lead
to security risks in cyber-physical systems.

The cyber-physical system uses the application
control layer as the decision-making layer, mainly to
make decisions on task scheduling and resource
allocation, and analyze economic constraints [30-32].
The application control layer can provide a variety of
cyber-physical system platforms to integrate middleware,
business management, and data management technologies.
However, it should be noted that user information will
be involved through platform software, which can
easily cause information leakage [33-35].

Because cyber-physical systems have special
physical characteristics, both communication and
computing must meet real-time requirements. When
configuring resources in a limited scenario, the cyber-
physical system should meet adaptive requirements to
prevent excessive use of resources, thereby reducing
effective utilization. The network system will directly
affect the cyber-physical system, which is mainly
manifested in the awareness of the physical world and
control execution. The data transmission layer will also
be compromised by many factors such as denial of
service attacks, authentication attacks, and aggregation
node attacks [36-41]. In risk prevention, attention
needs to be paid to identity authentication, intrusion
detection, random key distribution, and traffic
detection.

4 Blockchain-Based Cyber-Physical System

Data Cecurity Storage
4.1 CPS Data Storage Model Based on
Blockchain

First of all, this paper deploys a blockchain-based
cyber-physical system data storage mechanism in the
smart factory, which is illustrated in Figure 2 below.

Integration
Level
cpsS

System
Integration
Level
CPS

Integration
Level
cpsS

Smart Contract

Figure 2. Cyber-physical system based on blockchain

The blockchain-based cyber-physical system data
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security storage mechanism uses distributed storage.
Firstly, the collected data is sensed by all devices in the
smart factory. The data of each collected device can be
transmitted to each other, and the data is uploaded to
the basic level CPS. The CPS of each basic level will
mutually store the information and transmission
records of data transmission between each other. Then,
the CPS at the basic level uploads the data to the CPS
at the integration level. The CPS at the integration
level deeply integrates and interconnects the uploaded
data. At the same time, it audits and authenticates the
newly accessed basic level CPS. Second, the system
integration-level CPS realizes higher-level data storage
for uploaded data. Finally, the data is fed back to the
smart contract, and the smart contract processes the
received data and generates a driving signal, which is
fed back to the smart factory system. Setting up the
smart contract can realize the user’s access authority
and the authority to obtain the type of data of the smart
factory.

4.2 Blockchain Data Storage
Based on Accumulator

Mechanism

Since the data in the traditional blockchain is stored
using Merkle hash trees, meaning that provide non-
member proof, batch addition and deletion cannot be
provided. By contrast, the accumulator has the function
of providing non-member certification. Accordingly,
this paper proposes to use the accumulator instead of
the original Merkel tree in the block to build an

accumulator-based blockchain data storage mechanism.

The architecture is as illustrated in Figure 3 below.

accumulator

[ g — T
‘ Block1 [€ Block2 [¢ | Block3 “Block ... [€]Blockn
head

|

' accumulator :
R value |
|

|

I | accumulator |
| Block ! value one fozne o
| b()dy NN, ** Nim |

Figure 3. Improved blockchain based on accumulator

In the improved blockchain in this paper, all full
nodes are connected to an accumulator, and full nodes
are used for data storage and data verification. The
Merkle tree of each block is replaced with an
accumulator. All light nodes are not verified, only the
current state and data transmission are stored, and the
Merkle tree is replaced with an accumulator. Each
block contains a block header and a block body. In
addition to replacing the Merkle tree in the block body
with an accumulator, this article also allows each full
node in the blockchain network to share an
accumulator, and light nodes do not. The Merkle root
hash value in the block header becomes the
accumulated value, and an accumulated value of 1 is

added. This accumulated value is the accumulated
value of the accumulator replacing the Merkle tree, and
the Merkle tree in the block body becomes the
accumulator. The data points #,,n,,...n, represent the

data collected by the nodes over a certain period. At
this time, the hash value is not computed in the block
body, but the accumulated value is computed, and the
obtained accumulated value exists in the block header.

The blockchain is jointly maintained by the network
nodes. The improved blockchain proposed in this paper
comprises an accumulator for each block, and then
each full node shares an accumulator, and the light
node also has an accumulator, but the light node does
not share an accumulator. Both accumulated values are
stored in the block header, and each block connects
each block by obtaining the hash value of the block
header. When you want to query historical data, you
can query it through the accumulator of the full node,
and you can also verify whether the data belongs to the
originally collected data. If you want to query the
specific historical data in a certain period of time, you
can query the corresponding data through the block
accumulator, whether it is the overall data query or the
block data query.

4.3 Improve Accumulator Definition

Because the accumulator usually has a single update
element, it is difficult to meet the requirements of
large-scale data addition. Therefore, this paper
improves the accumulator. An improved accumulator
is proposed, which can update elements in batches. The
newly added data can be added to the accumulator in
batches. For the elements to be deleted, useless data
can be deleted from the accumulator in batches. G, is

the element group, 4, is the accumulated value of the
element group G,, an algorithm with the following

functions: {Setup, AccVal, Wit, Verify, Add, Del,
UpdWit, Check}.

(DSetup: When the security parameter k is input, the
public parameter & is output, and other functions take

& as the input, and are set to run with a time

polynomial of k. The accumulator manager will save
the accumulated value and the G, element group.

@ AccVal: The given element group set G =
{G,,G,,...G,} is accumulated into the corresponding

,...4,}. The accumulated
value set X ={4,,4,,...4,} is accumulated as the

accumulated value {4, 4,

accumulated value acc.

(@ Wit: Witness is a random algorithm. Input the
element x, , if x, €X, indicating that x, has been
accumulated, then output the witness of the
membership W.

@ Verify: Verification is a random algorithm. The

witness W is used to check whether the element x
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belongs to the element group G, represented by the
accumulated value A4, . The witness W of x effectively

returns Yes, otherwise returns No.

(® Add: Adding is a random algorithm. The
accumulated value is updated by adding an element
group to the element group set G. Output a new
accumulated value A" and acc', an updated witness
w

add *
® Del: Deletion is a random algorithm. Delete
elements in batches from the element group set to
update the accumulated value, and output the new
accumulated value 4~ and acc’, an updated witness
Wdel .

(D UpdWwit. Witness update is a random algorithm.
Take the added value/deleted value, the updated
cumulative value and the witness update W_,,/W,, as
input, and return Yes, the witness is considered to be a
valid proof. Generally, this is performed by all parties
of the accumulator manager to verify the correct
update of the accumulator manager.

(®Check: It is a random algorithm. Take element
group G,, accumulated value 4, acc, and witness W
as input, and return Yes or No. Usually, the algorithm
will be executed by parties outside the accumulator
manager to verify that the manager updates the
accumulator correctly. If it is Yes, then W is
considered to be a wvalid proof, and the update
operation using the new accumulated value as the
accumulated value is valid. Otherwise, the witness W
is invalid.

4.4 Accumulator Scheme Based on Hash Tree

The batch update dynamic accumulator proposed in
this paper is realized by Merkle hash tree and
combined with RSA accumulator. The program
contains eight parts {Setup, AccVal, Wit, Verify, Add,
Del, UpdWit, Check}. This scheme accumulates the
corresponding accumulated value X ={4,,4,,...4,}

through the element group set G ={G,,G,,...G,}, the

accumulated value is used as the leaf of the Merkle
Tree, and accumulated into the accumulated value acc.
And this solution can also add and delete elements in
batches.

4.4.1 Specific Scheme

(DSetup: When the security parameter k is input,
the anti-collision hash function H of k security is
sampled from H, . Set to run with a time polynomial of
k. The manager will save the
accumulated value and the G, element group.

@dAccVal: The element group set G={G,,G,,...G,}

is accumulated by the RSA accumulator to the
corresponding accumulated value X ={4,,4,,... 4},

accumulator

where G, ={x,...x,}, G,,...G, also has n different
elements. The computation is as follows:
A =g W) mod N. A4,,... A, are solved in the
same way. If 4 is not a power of 2, copy the last
value of 4, until A4, is a power of 2, taking 4 element
groups as an example, as shown in Figure 4. Use the
accumulated value with 4, as its leaf hash function H

and return the root acc. Accumulated value
acc=(H.(HHH(4, 4,),...H(4,, 4,)...).

H(A1,A2,A;

Figure 4. Improved accumulator

@ wit:
computation of the witness is as follows: First, the
witness H =(W,,W,). The calculation formula of

On the input element group G, , the

1

witness W, in the first part is as follows:

W, = g " mod N. Obtain the witness of each
element in the G, element group. W, is the path and
location of the accumulated value 4, of the element
group G, to be verified in the Merkle Tree.

@Verify: The element group G,, two accumulated
values 4, , acc and the witness W is input. Witness W
thinks it is (W,,W,) . Recalculate whether the given
element group G, belongs to the accumulated value 4,
and whether 4, belongs to acc. If yes, return Yes,
otherwise return No.

®Add: Given a set of elements G° ={x",x5,...x"}
as an insertion. It can be inserted in the original G,
group, or the inserted element group additionally forms
a leaf of a Merkle Tree. If you insert the accumulated
value corresponding to a certain element group, the
computation is as follows: 4" = A,.’(’“‘Q)’ 701G mod N.
At this time, the accumulated value in the Merkle Tree
also changes correspondingly, for example, inserting in
the G, group, the computation is as follows: acc’ =

(H.(HH(H(A", 4,),...H(4,, 4,)...). The verification
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computation for the newly inserted element group is as

r(x)

modN. And
the path and location of 4, in Merkle Tree.
®Del: Delete an element set G~ ={x,’, x,,...x, }

from a certain element group G, . The number of

e
follows: x° =x"x5...x°, g "

exux® :x’@zx(;a

deleted elements is less than the number of elements in
the element group G,. The accumulated value changes

after deleting the element set, and the computation is as
follows: x° =x"xy...x7, A'=A4"“" modN . At this
time, the accumulated value in the Merkle Tree also
changes correspondingly, for example, inserting in the
G, group, the computation is as follows: acc’' =

(H..(HHH(A4 , 4)),...H(4, 4)...).

(DUpdWit. When input element group G,, accumulator
value 4,, acc and update witness W , it W =(W,,W,),
the algorithm outputs Yes.

(® Check: 1t is a random algorithm. Take element
group G,, accumulated value 4, acc, and witness W

as input, and return Yes or No. Usually, the algorithm
will be executed by parties outside the accumulator
manager to verify that the manager updates the
accumulator correctly. If it is Yes, then W is
considered to be a wvalid proof, and the update
operation using the new accumulated value as the
accumulated value is valid. Otherwise, the witness W
is invalid.

4.4.2 Correctness

The correctness of the tree accumulator means that if
the input element belongs to the element group set G,,

and if the corresponding witness W has been calculated
using Wit and UpdWit, the verification process should
pass. The scheme {Setup, AccVal, Wit, Verify, Add, Del,
UpdWit, Check} is correct. Both AccVal and Wit
algorithms will output the correct accumulated value
and witnesses, and the Add and Del algorithms will
output new accumulated values and witnesses. All the
probabilities in k are negligible.

Proof: First, show that the Verify algorithm is correct
for the accumulator. Suppose a certain input element
group G ={x,...x,}, A4 is its corresponding
accumulated value, and acc is the accumulated value of
Merkle Tree leaves. due to:

A[. — gr(x,)r(xz),mr(xm) mOdN (1)
acc=(H..(H(H(H(A4,4,), ?)
H(4;, 4,))...)
: i)
SN | SRR 5

and so,

|| IPLCALCY
Wr=g v mod N

i
:(gr()rl)r()c2 )1 (x,,) mOdN

(C))

4, traces the path and position in the Merkle Tree,
showing that 4, is added to acc. In a tree-based
accumulator, if the input element group is accumulated
into the accumulated value 4, and the accumulated
value 4, is accumulated into the acc through the

Merkle Tree, the witness can provide a valid proof for
the input element group.

When adding an input element group, for the newly
added input element group G® = {x°,x},...,x"}, it is
easy to verify the correctness in the same way; for its
witness W, is updated to W, the correctness of the

1 1

display is as follows:
®_ _o.0 ®

X, =XXy X (5)

. H\_@E o @X@:X@f(«ff@)

WEs =g mod N

— 14'r(x,®)r(xfB )...r(x/e) mOdN — A+

i

(6

When A% leaves in the Merkle Tree, calculate
acc'=(H..(H(H(H(A", 4,),...H(4;, 4,)...). For
element deletion, you can Verify correctness in the
same way.

4.4.3 Security

The security of the accumulator scheme is illustrated
by an experiment in which the opponent plays the role
of the user and tries to forge witnesses (that is, find
valid witnesses for elements that do not belong to the
set). In terms of security parameters, such opponents
must succeed with a very low probability. If the

opponent finds a set of elements G, ={x,,x,,...,x,}
c X, where X is the set of element groups, the element
x'€e X\G, and a witness W' can prove that x' has

accumulated in the possibility in the accumulated value
is negligible.

Merkle Tree accumulative set 4. We limit the
opponent, so he must select the element group G,, 4,

and acc for a series of effective operations, which can
generate the accumulated value Acc. By noting that in
the scenario we are considering, parties other than the
accumulator manager can use the Check algorithm to
externally verify the correctness of each update
operation, it can be proved that this last restriction is
reasonable. Therefore, as long as the adversary cannot
cheat the Check verification, security can be
guaranteed, that is, given an accumulator value acc
before the change, the adversary cannot effectively
generate the accumulator value after the change acc’,
the element group set G, and the corresponding the
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accumulated value 4, .
If the opponent A for all polynomial time has:

PI[E  Setup(A);(G, X . x,. W)  A(E);
x, & X;acc < acc(X):Verity(acc,x;,W,) ™
= true] < negl(1)

Then the accumulator is secure.
First, perform an adding operation to add a new

element group G®/G° to obtain G’ and the

corresponding accumulated values A" and A~ . The
corresponding accumulated value X of the element

group X ={4,4,,..., 4 }. By updating or replacing
the corresponding accumulated value 4, with the value

A"/ A", the new node value is obtained. During the
witness update, it must be ensured that the new storage
tree used to compute the new accumulated value has:
the updated 4, is the changed node value and can only

appear once.
5 Conclusion

This paper first analyzes the challenges of cyber-
physical system data security, then analyzes the
blockchain technology, and proposes a blockchain-
based cyber-physical system data security storage
mechanism. The data layer of the blockchain uses
Merkel trees to store data, but Merkel trees cannot
provide bulk add/delete and proof of non-membership.
It accumulates the advantages of strongness,
universality and compactness of the appliance. It can
provide non-member proof, reduce data storage
overhead, and better protect privacy. Therefore, this
paper constructs an accumulator-based blockchain data
storage. However, the traditional accumulator is not
secure enough to update elements in batches. Therefore,
in order to solve the problem of data storage expansion
in the blockchain, an accumulator based on an
improved hash function is proposed, combined with an
RSA accumulator. It is not only secure, but also can
add and delete elements in batches. Finally, the validity
and security of the proposed scheme are proved.
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