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Abstract

The negative information (the complement of the
original data) is a promising technology proven to
provide diversified secure functions of Applications on
Internet, such as privacy protection, intersection query,
and negative authentication and so on. In this paper, we
firstly propose a secure three-party authentication
intersection protocol based on negative database which
storing negative information. By carefully designing the
proposed protocol, we expand the three-party protocol to
multi-party instance while making the calculated
consumption and communicating round restrict to an
acceptable bound. In the two proposed protocols, we
achieve the completion of authentication and data
encryption transmission in one time. The server only

plays the role of authentication and auxiliary transmission.

At the same time, the client’s private information will not
be leaked to others in the process of calculating
intersections, and all the clients participating in the
intersection calculation can only obtain their intersection
information, while other database information can be
secure and confidential. This paper proves that a negative
database can be used for secure multi-party computing.

Keywords: Negative database, Authenticated, Intersection
protocol, Privacy preservation, Data security

1 Introduction

In recent years, with the development of network
technologies and the arrival of the era of big data,
information security and data security have received
more and more attention. Secure Multiparty
Computation (SMC) is a collaborative computing
problem that researches a group of non-trusted
participants on the premise of protecting private
information. It is also one of the research hotspot in the
international cryptography community. This problem
first proposed by A. C. Yao [1] in 1982 called
millionaires’ protocol that can be described as: Two
millionaires Alice and Bob want to know who they are
wealthier, but they do not want to let the other party
knows any information about their wealth. This is the

millionaire problem. In Secure Multiparty Computing
(SMC), p participants calculate y = f(x,...,x,), each

of which participant p, only provides x,, and ultimately

cannot get results other than y. In 2014, Jing et al. [20]
proposed a privacy-preserving data mining models
based on security multiparty computation. After many
scholars have conducted in-depth research, many
theoretical results have been achieved [2-3, 21]. R
Cramer et al. proposed general secure multiparty
computation from any linear secret-sharing scheme in
2000.

Privacy-preserving computational geometry (PPCQG)
is an important research direction of SMC. And the
protection of private-preserving set intersection (PPSI)
is a classic problem of PPCG, which is in the
commercial and military field. There are important
application prospects in other fields. For example,
when two or more confidential databases are in the
process of sharing, their owners hope to collaboratively
calculate the intersection without exposing their own
private data sets. This problem can be mathematically
modeled as Alice and Bob own secret data sets X and
Y, respectively, and both parties can calculate X NY
without leaking their own data. This problem can also
be extended to multiple parties, when three or more
clients hope to collaboratively calculate the intersection
without exposing their own private data sets. This
article will firstly design a three-party authentication
intersection protocol that includes two clients and one
server; secondly design a multiparty authentication
intersection protocol that includes n-1 clients and one
server.

For solving the set intersection problem, the
traditional protocol [4] has proposed a scheme based
on collective polynomials and homomorphic encryption,
the article [5] based on a threshold scheme and
homomorphic encryption, and the article [6] based on
scalar product protocol. However, in our protocol, we
use negative database to achieve this goal, which is,
calculating the intersection of two or more databases
without revealing private information.

Our proposed protocol is based on the Negative
database (NDB) [7-9]. The negative database is a new
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type of privacy protection technology, which refers to
the positive database can be negative, that is, according
to certain algorithms the positive database can be
changed into its complement. And then the algorithms
compress the complement. And after the negative
database compression process, the size of the negative
database can be almost the same as that of the original
positive database. In the intersection operation, the
parties involving in the intersection operation can
obtain the intersection result information without
leaking other information of their own database.
Negative database is a practical application of negative
representation, which [10] is a new way of representing
data first proposed by Esponda et al. [10-12] in 2004.
This paper aims at enhancing the security of data by
storing the compressed form of the complement of the
positive database. In [10, 13], Esponda et al. has
proved the fact that negative database is NP-hard to
recover the original data from negative database. At
present, some negative database generation algorithms
have been proposed. On the one hand to make the data
safer during the transmission; on the other hand, to
carry out security authentications [14-17, 23], data can
be hidden in this way. In the research, we found that
the data hiding nature of negative databases can be
used for secure multiparty computations to protect
users’ data security.

The advantages of our protocol are as follows:

« As an intermediary the server can complete the
authentication and use negative database technology
to encrypt the positive database, in this way, we can
complete the process of authentication and intersection
in one time, effectively reducing delivery times.

* Our protocol can not only achieve the goal of
intersection set based on negative database, but also
that of union, Cartesian product, etc.

+ The original database content will not be exposed in
the protocol.

The remainder of this paper is organized as follows:
Section 2 is about related work. Section 3 outlines our
proposed first three-party protocol. Section 4 and
Section 5 conduct a security analysis and a performance
analysis of our proposed protocol. Section 6 outlines
our proposed second multiparty protocol. Section 7
concludes this paper.

2 Related Work

2.1 Negative Database

As [12], assuming the original data is a database
containing nx records, that is, DB={x,x,,....x, } .
Each record in the DB is a binary string of length m .
The complete set is expressed as U ={0,1}", and the

complement set of DB as U — DB . NDB only stores
the record of U — DB, U —DB is often much larger

than DB. Usually, NDB needs to cover a large number
of binary string, which is difficult to accurately
represent and store one by one. “*” is defined as a “do
not care” notation to compress the NDB. The symbol
“*” can represent “1” and “0”. Given a string defined
upon the alphabet {0,1,*}, the specified positions are

the positions with value “0” or “1”, and the unspecified
positions are the positions with “*”. An example of the
NDB is given as follows in Table 1.

Table 1. Negative database instance

DB U-DB NDB, NDB,
0000 0001 %01 1%0%
0010 0100 11 *10%
0011 0101 010* *]%]
0110 0111 100* 111*
1010 1000
1011 1001

1100

1101

1110

1111

From the table we can see that the size of NDB can
be much smaller than that of U-DB, even smaller than
that of DB, and that one U-DB can generate many
different NDBs. If an NDB can be reversed to obtain
the DB in polynomial time, the NDB is said to be easy-
to-reverse, otherwise, it is hard-to-reverse. The
relationship between DB, NDB and U-DB-NDB is
shown in Figure 1.

U-DB-NDB NDB,

Figure 1. The relationship between DB, NDB and U-
DB-NDB

2.2 Morph Operation of Negative Database

Morph operation of negative database means the
process of converting a negative database to another
negative database, the two negative databases
correspond to the same positive database. Morph
operations can be performed repeatedly, these negative
databases obtained through variant operations are all
equivalent. When the positive database is unknown, it
is extremely difficult to determine whether the negative
databases are equivalent or not. Morph operation of
negative database was proposed by Esponda and
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colleagues in the article [11, 18]. In addition, the
morph operation used in this article need to satisfy the
following properties:

In our protocol, we will use a negative database
NDB1 and a random number r to complete XOR
operation NDB, = NDB, ®r, then to complete NDB, =

morph(NDB,). NDB2 is equivalent to NDB3, but

according to NDB2 and NDB3 cannot calculate the
random number r. We can improve security by using
morph operation many times.

2.3 A Relational
Databases

Algebra for Negative

Relational algebra for negative databases was
proposed by Esponda et al. in [19]. This article defined
a series of operations on sets that correspond to the
well-known relational algebra operators like Intersection,
Union, Cartesian Product, and etc. Each relational
algebra operation takes two or more negative databases
as input, and according to the algorithm, finally a result
represented by negative database was output. The
notations and definitions are defined as follow:

* X,y,z: strings;

* x[i,..., j]: positions i,...,j in string x;

+ U, : the universe set of string of length #;

« Q : an ordered list of n positions of a string of

length »;

* Y,and Y, :
strings of length » and m , respectively;

* DB, and DB, : positive database with length n and

ordered lists of string positions for

m, respectively;

* NDB, and NDB, : negative database of DB, and
DB

2

Definition 2.1 Match x M y: Two strings, x and y
match iff Vi((x[i]=y[i]) v (x[i]]1=%)v ([i]=%)).
Definition 2.2 Coalesce x® y: Two strings x and y
of length n coalesce into string z iff x matches y
and forall 1<i<n:

Ail= {X[i],if (L= i) v (Wli]=%)
Milif (xfi]=%)

Negative intersection, A , can be defined as:
NDB,ANDB, = {x:xe NDB,}U{y: ye NDB,}
Negative Union, U , can be defined as:

NDB,UNDB,
={z:z=x0Q y,xMy,(x e NDB, Ay € NDB,)}

Specific algorithms and other relational algebraic
operations please refer to [19].

3 Secure Three-party Authentication
Intersection Protocol Based on Negative
Database

In this section, we outline our proposed secure three-
party authentication intersection protocol based on
negative database. In our protocol, there are three
parties with two clients and one server. We use the
server as a medium, with the help of which the two
clients complete the authentication process, at the same
time transfer their own negative database to each other.

We first give the problem description, then introduce
the symbols used in the protocol, finally describe the
overall protocol process. This protocol comprises two
phases: registration phase, authentication phase.

3.1 Problem Description

Definition of our three-party intersection is as
follows:
Definition 3.1. Three-party Intersection Problem:
Assuming three participants are two clients, and one
server. The two clients’ private sets are X ={x,,...,x, }
and Y ={y,,...,»,} . Both participants want to know the
intersection of X and Y, ie. Z=XNY:
{x, |3k, x, =y, 1<i<nx,1<k<ny}, but they are not
sure of each other true identity, and do not want to
reveal any additional information about their private

sets. Therefore, there must be a server to provide
authentication and information transfer.

3.2 Notations

The notations used throughout this paper are defined
in Table 2.

Table 2. Notations

Symbol Description
id ,, id, Client’s ID
ID; Server’s ID
pw,, pWp Client’s password
m, n Private key generted by key
generation center
Public key of the clients M =g",
M, N .,
N=g".
r Private key of the server
R Public key of the server R=g"
NDB Negative databse generated by clients
morph(-) Morph operation to NDB
a,a,,b,b, Random number the clients select
H, ) are hash functions
Hi(i:0,1,2,3) ) ie=0.1,2) ¢

modeled as random oracles
H :{0,1}* > {0,1}* One-way hash function
Enc, (+)
Dec, ()

Symmetric encryption with key &
Symmetric decryption with key &
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3.3 The all-over Process of Our Protocol

The whole process will be described below, and can
be seen through Figure 2 and Figure 3.

Client Server
Select id , pw id » ID=H,(id)
Get a private key chooses a random number
m from key y PW =H;(ID| pw|y)

generation center,

and compute stores (ID,y) in the
public key registration table
M=g". send {7’PW:H,‘(,‘:0,1,2,3)(')}

to client and store.

<« {(V,PW.H, .50}

Figure 2. Registration phase

Client ) Server Client,,

Input id,,pw,,ID,=H,(id,), Input id,, pw,,ID,=H((id,)

Private database x , Private databasey ,
corresponding negative corresponding negative
database NDB, . database NDB, . b.,b, €, Z, ,
alaazeRZ;’AlzgulaAzzgaz B =g",B=g"
p=H(PW,|a),P =g", py=H,(PW,|1b) >
F,=g”
ky=H,(R" | P || PW,||ID, || IDg) k,=H,(R" || Q|| PW, | ID, || IDy)
NDB,=N® ©® NDB, , NDB, = M" ® NDB, ,
NDB,. = morph(NDB,) , NDB,. = morph(NDB,,) ,
U, = Enc, (PW, || 4 [INDB,.||IDy) U, = Enc, (PW, || B, || NDB,.|| ID,)
P AL A,, <] K.B, ,B,,
U,.D, U,,ID,

k= H,(A" | P, || PW, || ID, || IDy)
ky = H (B || By || PW, || 1D, || ID;) ,
(PW, || 4, || NDB,.| ID;) = Dec, (U,)
(PW, || B, | NDB,. || ID,) = Dec, (Uy)
PW,?=PW,, PW,?=PW,,
Sy = Enc, (NDB,. || B,)
S,=Enc, (NDB,, | Az)’

e ]DS N SA IDS 5 SB %
(NDB,. || B,) = Dec, (S,), (NDB,. || 4,) = Dec, (S,) ,
NDB, = NDB,, ® B,", NDB, =NDB,.® 4,",
NDB, = NDB,(\NDB, . NDB, = NDB, \NDB, .

Figure 3. Three-party protocol’s login, authentication and intersecion phase
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3.3.1 Registration Phase

Our protocol is defined over a finite cyclic group G
of prime order ¢ with g as a generator. Hash functions

{0,1}* — {0,1}* are denoted by H;, where i €{0,1,2,3}
and A, is a security parameter of A, When a client

wants to register his/her ID to server, he/she will do
following operations:
(1) The client chooses his/her id, pw and sends

these to the server.

(2) After receiving the registration request message
from the client, the server first chooses a random
number y, computes [D=H(id) and PW=H,(ID| pw| y).

Then stores (ID,y) in the registration table. At the
same time, sends {y,PW,H,,_, ,; ()} in the to the

client. The client stores these messages.

(3) After receiving the information from the server,
the key generation center will send a private key m to
the client and according to the private key compute

public key M =g".
3.3.2 Login, Authentication and Intersection Phase

(1) The clienty first inputs his/her id,, pw, ,id,, pw,,
and opens a session with the server. The client,
computes /D, =H,(id,), Client, computes ID, = H,(id,).

(2) Clienty, computes negative database NDB,

according to his/her private database X with the help
of negative database generation algorithm.

(3) Client, chooses two random number a,,a, from
RZ;’ computes 4, =g", 4, =g, P4 :HI(PWA ||a1)5
Py=g", k,=H,(R"|| P, ||PW,||ID, | IDy).

(4) Clients encrypts the negative database NDB,
with 4,, NDB,=N"* @ NDB, , then perform morph
operation on NDB,, NDB . = morph(NDB,) . Finally,
computes U, = Enc, (PW,|| 4, || NDB,. || ID;) . Sends
{P,, 4, 4,,U,, ID, } to the server. The clients does

the same step as client, but uses different parameters.
Clientg finally sends { P,, B,, B,, Uy, ID, } to the

server. On receiving the messages from the clients, the
server calculates k,=H,(A4" || P, || PW,| ID, | ID;) and
k,=H,(B/||P,||PW,| ID,| ID;) with its private
key. Then the server calculates (PW, | 4,| NDB,. | ID,)
= Dec, (U,) and (PW, || B, | NDB,, || ID,) =Dec, (Uy),
checks PW,?=PW,, PW,?=PW, , if true, then
encrypts NDBs by &, and kj, S;=Enc, (NDB,. || 4,),
S, =Enc, (NDB,. | B,). Finally sends {ID;,S,} to

clients, sends {ID,S,} to clientsg. On receiving the

messages from the server, clienty computes NDB,,
and B, by Dec, (S,), gets NDB, by computes

NDB,, ® B," . Finally, NDB, = NDB, (\NDB, . The

clients do the same step as clienty but uses different
parameters.

4 Secure  Multiparty  Authentication
Intersection Protocol Based on Negative
Database

This section briefly describes the issue of secure
multiparty intersections, and assumes that there are M
participants, B, P,...,P,, their private set is X, X,,...,.X,,
respectively. The M participants want to know the
intersection result between their private sets, but none
of them want to reveal any additional information
about their private collection sets.

The secure three-party intersection protocol based
on negative database can be easily extended to a secure
multi-party intersection protocol. The security and
efficiency analysis of the secure multiparty intersection
protocol based on the negative database is similar to
that under the three-party conditions. The following is
a detailed process of a secure multiparty intersection
protocol based on a negative database.

Registration phase:

For each participant, the protocol performs the same
steps as Figure 2.

Login, authentication and intersection phase

As shown in Figure 4:

(1) The client, first inputs his/her id,, pw,, id,, pw,,

id.,pw,., and opens a session with the server. The
clienty, computes ID,=H,(id,), clients computes
ID, = H(idy). Second, client, computes negative
database NDB, according to his/her private database

X with the help of negative database generation
algorithm. Third, client, chooses two random number

a,,a, from ,Z, computes 4 =g", 4,=g“, p,=
H(PW,||a). P,=g", k,=H,(R"| P,||PW,| ID,||ID;).
Fourth, encrypts the negative database NDB, with 4,,
NDB,=N® ®NDB,. Finally, computes U, =
Enc, (PW, || 4,||NDB,||ID, || ID.). That is, Clienty
will perform intersection operation with clientg and
clientc. Sends {P,, 4,, 4,, U,, ID,} to the server.

(For simplicity, the morph operation is omitted here.)
The others do the same step as client, but use
different parameters.
(2) On receiving the messages from the clients, the

server computes k, =H,(4 || P,||PW,|ID, | IDy)
with its private key. Then computes (PW, || 4 || NDB, || ID,)
= Dec, (U,), checks PW,?=PW , if true, continue.
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Client, Client, Client; Server
a,,a, € Z;’Al =g,
A2:g[2’pA’PA’ ky,
NDB,, NDB,., U,
P, A, 4,,U,.ID, >
b,b, &, Z; . B, =gi' >
Bz:glz,p,;,P,;, k];,
NDB, , NDB,., U,
Py, B,.B,.Ug.ID, >
i€y Zy I =g",

Izzgéva’Plv k/a
NDB,, NDB,,, U,

P.1,.1,,U,.ID,

k;, , Dec, (U,),
ky . Dec, (U,),
k; . Dec, (U,).

A

A

Figure 4. Multi-party protocol’s login, authentication and intersecion phase

Then encrypt NDBs by k., S, =Enc, (NDB, || NDB. || B,||G,).

That is, includes the negative database information of

other clients except the sender’s own negative database.

Finally sends {ID;,S,} to clients, sends {/D;,S,} to
clientg. {ID,,S.} to clientc.

(3) On receiving the messages from the server,
client, computes (NDB, || NDB,. || B, || C,) by Dec; (S,),
gets NDB, by computes NDB, @ B,”, also can get
NDB, by NDB.®C,”. Finally, we get NDB_ =
NDB, r_\NDBy ;NDBZ. The others do the same step as

client, but uses different parameters.
As shown in Figure 5, when the number of clients is
3 (set i = 3), perform the following operation.

S Security Analysis

In this section, we will prove that our protocol is
secure under semi-honest adversary model and
malicious adversary model.

5.1 Security under Semi-honest Adversary
Model

In this paper we assume that the participants in the
protocol are semi-honest, which means the participants
can execute the agreement strictly and correctly. They
will not exit the agreement or maliciously input false
information; but they will keep their own calculation
records, and it is possible to use these records to
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Input id,,pw,,ID,=H (id ),
Private database X , corresponding negative
database NDB, .

* __a _
al’aZERZq’Al_g ,4,=g

(NDBy || NDB. || B, || C,) = Dec; (S,,) ,
NDB, = NDB, ® B,",

(PW, || B, | NDB, || ID, | ID.) = Dec,, (Uy).,

(PW, ||C, || NDB. || D || ID,.) = Dec, (U.)

PW,2=PW,, PW,?=PW, , PW,?=PW,,
S, = Enc, (NDB, || NDB. || B,1|C,).

S, = Enc, (NDB, || NDB.. || 4,1|C,).

S. = Enc, (NDB, || NDB, || 4,|B,).

Client, p,=H/PW,|la),P, =g", (P,A4,AU,ID,} NDB, = NDB. ®C,"
k,=H,(R" || P, || PW,||ID, | IDs) NDB,_ =NDBXRNDBY;NDB7 .
NDB,, = N“ ® NDB, ,
NDB,. = Q" @ NDB,
U, = Enc, (PW,|| 4, ||NDB, | IDy || ID.)
Input id,, pw,, ID, = H,(id,)
Private database Y ,corresponding negative
database
* B ool B —ob
DBy bisty by =g 5B =€ (NDB, || NDB, || 4, | C,) = Dec,, (S,) »
) Py =H\(PWyb), B=g" NDB, = NDB,® 4,",
Client, & = H.(R" I P. Il PW. || ID. || ID {PB,BI,BZ.UB,IDB} 2
s =H,(R™ || B || PWy || ID, || IDs) NDB, = NDB, ® C,"
NDB,, =M" ® NDB, , NDB. = NDB,~NDB,~NDB, .
NDB,. =(Q" ® NDB,
Uy = Enc, (PWy || B, || NDBy || ID, || ID;)
Input id.,pw,, ID.=H(id.),
Private database z ,corresponding
negative database NDB, . ]
€6y €p ; ,C =g ,C,=g" (NDB, || NDBy; || 4, || B,) = Dech S s
_ NDB, =NDB,® A,
Client, pe=H(PW ), P =g", {P.;CC,U,ID:} u D
NDB, = NDB, ® B,
ke = Hy(R" || B, | PW, || ID, || IDy) o
, NDB. = NDB,~NDB,~NDB, .
NDB,, = M @ NDB,,
NDB,, = N® @ NDB,
U, = Enc, (PW, || C, || NDB. || D, || ID;)
ky=Hy(4" || P, || PW,|| D, || IDy) ,
ky =H,(B/" || Q|| PWy || 1Dy || ID;) ,
ke =H,(C" || E, | PV, || 1D, || D),
Server (PW, || 4 || NDB, || IDy || ID) = Dec,, (U,,).

D, S, Dy, Sc D, S,

Figure 5. Multi-party protocol’s login, authentication and intersecion phase (set i=3) Theorem 4.1 (Correctness)

extrapolate input from other participants. If the
protocol is safe for semi-honest participants, it is safe
in the semi-honest model. The security analysis of our
secure three-party authentication intersection protocol
based on the negative database under the semi-honest
adversary model is as follows:

Lemma 4.1 A negative database NDB, is generated

by a given positive database DB, and a random
number a. First let 4=g“, then compute NDB, =

morph(NDB, @ A), thus it is difficult to recover ¢
according to NDB, and NDB, .

Proof. First, A computed by a, recovering a from A4
is difficult. Then two arbitrary strings x and y chosen
from NDB, and NDB,, and the select of number a is

random, so it is difficult to recover the string 4 from
the positions marked as *. The only thing one has to
consider is the bits that have a certain value. So if the
adversary wants to recover the information about 4,
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he/she has to compute every string in NDB, and
NDB, . However, according to the morph operation

algorithm, the position with a certain value in
NDB, ® A and NDB,, nearly half of the values are

different, the other half of the values are same. As a
result, it is difficult to recover ¢ according to NDB,

and NDB, .

The secure three-party authentication intersection
protocol based on negative database gets the correct
intersection result.

Proof. In our protocol, three phases (login, authentication
and compute intersection) are carried out together. The
first login phase is done locally. And the client
calculates some parameters. NDB, and NDB, are

negative databases for N @ NDB, and M"” @ NDB, .
The client performs morph operation on NDB, and
NDB, and encrypts them locally. In the authentication

phase, the server verifies the authenticity of the user’s
identity, and reorganizes and encrypts information. We
explained in the previous proof recovering the random
number is difficult, in addition, the server cannot know
the private key of clients, so it cannot get the original
negative database. In the last phase, each client gets the
original negative database by his/her own private key
and finally gets the intersection database between the
two parties.

Theorem 4.2 (Can protect client’s privacy). In the
secure three-party authentication intersection protocol
based on the negative database, if the negative database
is difficult to reverse, the server cannot get any clients’
negative database information.

Proof. In our protocol, although the server receives a
negative database from the client, the server cannot
reserve corresponding positive database for the
negative database is difficult to reverse. In addition,
because NDB, is under the protection of the random

number, the server cannot get extra information about
the database X. And the server cannot compute
intersection directly for the negative databases are
encrypted by clients themselves locally, thus the
negative database information is safe on the server side.
Besides, the negative database is difficult to reverse,
and the others also cannot get real information in a
positive database. As a result, our protocol can protect
client’s privacy.

Table 3. Computational cost of our three-party protocol

5.2 Security under Malicious Adversary Model

This section will consider the following scenario
under the Malicious Adversary model: A malicious
participant may enter arbitrary data in anticipation of
recovering additional information about the other’s
private set.

Theorem 4.3 In the secure three-party authentication
intersection protocol based on negative database, if the
negative database is difficult to reverse, the probability
that each participant eventually recovers additional
information about the private set of other participants
by entering specific data is low.

Proof. In our protocol, the server only plays the role of
identity authentication and information transmission. If
the information is tampered with, it doesn’t make any
sense. The above theorems have also proved that the
server cannot get the user’s real information, so from
the server’s perspective, the protocol is secure. The
two clients use the server as the medium, which only
sends and receives information once. In this case there
is no interaction with other information in the server.
Moreover, one client can only get correct number ¢ by
guessing and cracking morph operation, thus the
probability of success is low.

Therefore, it is necessary to consider the situation
only when one client tricks the other client’s database
Y ‘s data by entering a specific set X. In this case,
client may generate a negative database corresponding
to a large positive database, and this positive database
may cover additional elements in Y. However, if this
positive database is not enumerable, the client cannot
check whether the elements in X belong to the
intersection result or not in the final stage. Therefore,
the probability that client will eventually get a clear
intersection result is extremely low, so the probability
that client gets extra information about Y is also low.

6 Performance Analysis

6.1 Three-party Protocol’s Space and Time
Complexity

Our three-party protocol’s computational cost will
be shown in Table 3.

Registration phase Login, authentication and intersecion phase Total
User 12T, + 4T, + 2T, + 4Ty + 2T, 127, + 4T, + 2T, + 4T o + 2T 5.
Server 27, 2T +2T, 2T, +4T,
Total 27, 14T, + 6T, + 2T, 5 + 4T yop + 2Ty 14T, + 8T, + 2T,y + 4T o + 2T,

In our proposed protocol, the server only needs to
store client’s /D and the password PW in registration

table, and it does not have client’s real password pw.
If we assume that / is the length of the password, and
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there are m clients have registered successfully, the
space complexity is O(/*m).

In the registration phase, the server needs to choose
a random number py, and the PW needs to be
generated by a one-way hash function. The time
complexity for concatenating the /D, PW and the
random number y is O(/). Supposing the time

complexity of the hash function is 7,, the time

complexity of the registration phase is o)+ Th. In the
login phase, we used public key encryption system to
complete encryption of NDB, which involves the
exponentiation. We used one-way hash function to
verify the authenticity of the identity. Supposing the
time complexity for generating an NDB is 7,,,, the

time complexity of XOR operation is 7,,,, and the
time complexity of the public key encryption system is

Table 4. Computational cost of our multiparty protocol

T,. Therefore, the time complexity of the authentication
phase is 14T, + 67T, +2T,,, +4T,,,. If SHA-512 is
selected as the one-way hash function, then 7, = O(/).
If the NDB generated by the K-hidden algorithm [22],
the T, =O(I*r*K), and if K and r are small, the
time complexity of 7,,, will be O(/). Consequently, if

SHA-512 and the K-hidden algorithm are adopted,
then the time complexity of the login and
authentication phase will reduce to 7, +O(/)+T.

Finally, the time complexity will add 27}, .

6.2 Multiparty Protocol’s Space and Time
Complexity

Our multiparty protocol’s computational cost will be
shown in Table 4.

Registration

phase Login, authentication and intersecion phase Total
U @m* +2m)T, +2mT, + mTy,, + (2m* =2m)Ty,,  (2m* +2m)T, +2mT, +mT,,, +(2m"* —2m)T,,,
e +2m 7?VDBQ +2 m TNDBQ
Server 2mT, mT, +mT, mT, +3mT,
Total T @m* +3m)T, +3mT, + mTy,, + (2m* =2m)Ty,,  (2m* +3m)T, +3mT, +mT,,, +(2m° =2m)Ty,,
ot " +2mTNDBﬂ -1-2mTNDBn

Note. In table 3, m represents the number of clients.

In the registration phase and login phase, the client
does the same process as three-party. So if the length
of the password is /, and m-clients have registered
successfully, the space complexity in this phase is
O(I *m), the time complexity is O(/)+7,. Unlike the
three-party protocol, the multiparty protocol requires
more calculations, and needs to calculate a separate
encrypted negative database for each participating
client, for example, cilenta needs to compute
NDB,,=N“ ® NDB, and NDB,.=Q" ® NDB, .
The more users that participate in the protocol, the
greater the amount of calculation required. We assume
the number of clients is m, then the time complexity
in this phase is (2m’ +3m)T, +3mT, + mTy,, +
(2m* =2m)Ty,y -

Finally, the time complexity will add 2mT,,, . Our

protocol still needs to be improved, so does the time
complexity.

At present, there are some efficient negative
database generation algorithms that improve the
operating efficiency of the protocol. However, there is
still much room for improvement in this algorithm. If
the operation steps in the algorithm can be simplified,
for example, removing the public key and the private
key, the security of the algorithm can be improved or

equivalent. We will continue to study and improve this.

7 Conclusion

This paper we first proposed a secure three-party
authentication intersection protocol based on the
negative database, and analyzed the security and
efficiency of the protocol, then expanded it to
multiparty. But it still has some room for improvement,
and there is still some work need to be carried out, for
example, simplifying the calculation steps. The use of
negative databases for building secure multiparty
computing protocols is a new and promising research
direction. In the future work, we will study how to
design more efficient variant operations and negative
database generation algorithms. We will also study
how to use negative databases for more security
multiparty computing problems. In our protocol,
intersection is just an example, and by this protocol we
also can compute union, cartesian product and so on.
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