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Abstract

In wireless coded cache network, data contents are
cached in a number of mobile devices using an erasure
correcting code, and thus users can retrieve data contents
from other mobile devices using device-to-device
communication. In this paper, we consider the repair
problem when multiple devices that cache data contents
fail or leave the network. By exploiting the wireless
broadcast nature, we formulate the repair problem over
the broadcast channels wusing an integer linear
programming formulation, aiming at minimizing the
number of necessary broadcast transmissions. We also
study the construction of repair codes and propose a
decentralized repair coding method. Simulation results
show that the performance using our method outperforms
that of traditional cooperative repair scheme, which is the
basic repair method for wired distributed storage systems.

Keywords: Wireless distributed caching, Network coding,
Repair scheme

1 Introduction

With the increasing popularity of smart mobile
devices, mobile traffic will boom in the near future.
Mobile data hungry applications, such as audio and
video streaming, cloud-based services and social
sharing, are more and more popular [1-2]. Adding
traffic beyond a certain limit will reduce the quality of
service (QoS) perceived by the users. Therefore, this
dramatic increase in demand poses a challenge on the
wireless mobile networks.

One of the recent suggestions to enhance the
spectrum efficiency in the 5G architecture is to bring
the content especially the popular files closer to the
clients, by deploying a large number of low-cost
wireless nodes with large storage capacity. These
nodes are usually referred to as storage nodes [3-4]. It
was suggested in [5] to store content directly in the
mobile devices, taking advantage of the high storage
capacity of modern smart phones. The requested
content can then be directly retrieved from neighboring
mobile devices, using device-to-device (D2D)
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communication. This allows for a more efficient
content delivery without additional infrastructure cost.
Caching in the mobile devices to alleviate the wireless
bottleneck has attracted a significant interest in the
research community in the recent years [6].

A relevant problem in D2D-assisted mobile caching
networks is the repairing of the lost data contents when
a caching device is unavailable, e.g., when a caching
device fails or leaves the network. In distributed
storage systems, reparability is an important design
issue. The work [7] introduced MDS code and has
stimulated a lot of study on efficient repair scheme of
failed nodes in wired distributed storage systems [8].
The data contents can be encoded by an (n, k)
maximum distance separable (MDS) code (n>k ).
Specifically, the content is split into k& fragments and
encoded into » fragments such that any k fragments can
be used to reconstruct the original file (MDS property).
Most of these works focused on single-node repair
scheme, meaning that nodes are assumed to be failed
one by one and the repair process is triggered
immediately when a node failure occurs. Moreover,
there is also some work focusing on cooperative repair
scheme [9] when considering multiple failed nodes.

Although designs for traditional distributed storage
can also be applied to wireless network, it is important
to understand the fundamental difference when
considering the repair problem in wireless caching
networks. The basic characteristic of the wireless
medium is its broadcast nature. The work in [10]
derived analytical expressions for the overall
communication cost of repair and download in wireless
D2D network as a function of the repair interval using
the traditional wired MDS code. The work in [11]
studied the repair problem in wireless storage network
when parts of stored packets in nodes are lost.
However, in practice, if a caching device fails or leaves
the network, all data cached in the device need to be
repaired.

Considering a wireless coded caching system as
shown in Figure 1. The caching network contains four
caching devices. These devices are supposed to store a
file containing four packets {ai, a,, b1, b,} encoded by
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a (4, 2)-MDS code. Suppose that node 2 and node 4
leave the network simultaneously, our aim is to replace
them by new devices, called the newcomers, i.e., node
5 and node 6. Using the cooperative regenerating codes
mentioned in [9], node 5 gets a;, a;+b; and b,, while
node 6 gets a», 2a,+b, and 2a;+b;. Node 5 can obtain
b, and b, by decoding theses inputs by MDS decoding
operations. Likewise, node 6 can obtain a,+b, and
2a,+b,. The data contents of the newcomers are
regenerated after six transmissions (See Figure 1(a)).
However, if we exploit the broadcast nature of the
wireless medium during the repair process, the number
of transmissions will be reduced. As shown in Figure
1(b), node 1 broadcasts a; and a,, while node 3
broadcasts a;+b; and 2a,+b,. Node 5 can decode out b,
and b, by performing linear operations (a,+b;)-a; and
2ay+tby-2a, separately. Similarly, node 6 can obtain
2a,+b, and a,tb,. Therefore only four broadcast
transmissions are needed.
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Figure 1. Wireless coded storage using (4, 2)-MDS
code

Inspired by the above example, we consider the
efficient repair scheme for the wireless coded storage
networks, broadcast nature of the communication
channel is investigated during the repair process when
there are more than one failed devices. Similar to
previous wired repair problems [7], the repaired
packets might not be the same as the lost packets but
the MDS property of the system is maintained. Our
aim is to minimize the number of transmissions for
devices to repair. The main contributions of this paper
are summarized as follows:

+ We study the repair scheme when multiple devices
that stores data fail or leave the network by
exploiting the wireless broadcast nature using an
information flow graph model.

+ We formulate the repair problem over the broadcast
channels using an integer linear programming
formulation, aiming at reducing the number of
necessary transmissions.

« We study the construction of repair codes and

propose a decentralized repair coding method.

Simulations  results  demonstrate  significant
performance benefits in terms of number of
transmissions.

The remainder of this paper is organized as follows.

In Section 2, we will give the system model and
problem statement. In Section 3, we will formulate the
problem as an integer linear programming using an
information flow graph model. The heuristic data
repair algorithm for maintaining the MDS property
with random linear coding will be presented in Section
4. Simulation results are shown in Section 5. Finally,
we conclude the paper in Section 6.

2 System Model and Problem Description

We consider the scenario which consists of a base
station (BS), and » mobile caching devices, D={d|,
d, ..., d,}. We assume that each caching device can
store ¢ packets at most, and devices are fully connected
by a wireless broadcast medium. The scenario is
usually applied when a group of smartphone users,
within proximity of each other, share the same data
contents with applications ranging from multimedia
content sharing, group multicast, and public safety [12].

At the initial stage, the base station divide a file to &
fragments and each fragment is then further equally
divided to ¢ packets, therefore there are ck packets in
total. We apply an (n, k)-MDS code on these packets
and then generate cn encoded packets, which are stored
on n caching nodes such that the any user (or data
collector) can retrieve the original file from any &
devices. These n caching devices are not reliable and
can fail or leave the network. The set of failed nodes is
denoted as F. When the number of failed nodes is
accumulated up to a threshold y, y>1, the repair

process is triggered. During the repair process, y new
devices which are selected as caching devices, will join
the system. We use N to denote the set of newcomers.
Therefore n-y active caching devices will broadcast
packets to the newcomers. We assume that n—y >k

so that the repair is always feasible. In other words, the
total number of available encoded packets, i.e., c(n-y),
must be greater than or equal to that of the original file,
i.e, ck.

It is worthwhile to note that the information about
status (active or fail) of a device can be collected by
BS with active detection. Furthermore, it is difficult to
obtain the failure model and network left model of the
devices. For simplicity, we assume that every device
fail or leave the network independently and identically.
The more accurate model for failure model and
network left model in repair design is non-trivial,
which will be left as our future work.

We consider the interference model in [13]: each
device can either transmit or receive through WiFi, and
all transmissions in the range of the receiver are
considered interfering. Since we consider a group of
devices within proximity of each other, each device
belongs to the transmitting coverage zones of other
devices, the D2D network is a fully connected D2D
network. Thus any transmission in the local area
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interferes with any other transmission, which means
that only one device can transmit at each time slot.

In order to maintain the MDS property, n-y active
caching devices will broadcast encoded packets to the
newcomers. In this setting, we aim to minimize the
total number of transmissions. It is crucial to determine
which caching device should transmit and what
encoded packets should be transmitted. In this paper,
the problem is that given the set of caching devices D,
the set of failed devices F, and the set of newcomers N,
how to encode and transmit packets in each
transmission slot to satisfy the MDS property. The
objective is to minimize the number of transmissions.
Such an encoding and transmission decision problem is
referred to as Wireless D2D Repair Code (WDRC)
problem. Table 1 shows the notations to be used in
constructing the graph model and the proposed
encoding algorithm.

Table 1. Notation

Symbol Description
n  Number of caching devices
D The set of caching devices
d; User device i
¢ Number of packets stored at each caching device
k  Number of fragments divided by a file
F The set of failed nodes
y  The threshold of the number of failed nodes
N The set of newcomers
Rs  The set of devices that a data collector connects to
t;  The number of transmissions from device d;

3 Wireless D2D Repair Code Problem

In the following, we will first develop constraint
conditions of the WDRC problem using an information
flow graph model, and then we will formulate WDRC
problem using an integer linear programming.

3.1 Information Flow Graph Model

After the repair process, we aim to maintain the
MDS property. In other words, data collector can
retrieve the whole file from any k& devices. We use Ry
to denote the set of devices that a data collector
connects to, thus, |Rs= k and Ry < (D—F+N). Let ¢; be
the number of transmissions from device d; via
broadcast link, 1 < i < n. From the following theorem,
we can obtain the constraint conditions of the WDRC
problem,

Theorem 1: In WDRC problem, for any Ry, |Rs=k, and

Rs < (D — F+ N), the following inequality holds,
CIRNDI+Y, o il 2 k.

Proof: We can model the WDRC problem as an

information flow problem in a multicast network,

which is described in a directed acyclic graph (shown

in Figure 2).

Figure 2. Information flow graph

The graph includes one virtual source node S which
has access to the original file, multiple caching devices
(including failed ones and newcomers), and two data
collectors, denoted as DC; and DC,. Each caching
device d; is represented by two vertices, i.e., in-vertex
In;, out-vertex Out;, and a directed edge /n—Out; with
parameter ¢, where c is the caching size of devices d,.
In the initialization stage that the data contents are first
stored at the caching nodes, which is equivalent to the
case that the source vertex S transmits packets to the

caching nodes and then becomes inactive. This is
modeled by adding the edges S — In; with capacity <o,
1<j<n.

During the repair process, device d; broadcasts ¢
packets to newcomer device d;, which is again modeled
by two vertices In;, Out;, and a directed edge In,—Out,
with parameter c¢. Note that the index of newcomer is
different from the index of the failed node being
replaced. Each of these n — y original devices, which
we call helper device, will broadcast encoded packets
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for repairing. For helper device d;, we add an auxiliary
vertex, which is denoted as B; to which Out; is
connected by an edge with capacity #. Edges with
capacity oo are added from vertex B; to In; of every
newcomer j. In other words, the vertex B; is used to
model the broadcast feature of the wireless channel

from device d;. Then, assume that there are (ZJ data

collectors, each of which is connected to % distinct
caching devices by infinite capacity links. Consider a
data collector which is connected to Ry caching nodes,
|Rs|=k, and Rs < (D — F + N). The cut from the source
to the data collector passes the edges with a sum
capacity C=c|R,ND]| +Z , The

necessary condition for the existence of a valid code
(such that all data collectors can reconstruct the
original file) is that the sum capacity of cut of the
information flow graph, i.e., C must be greater than ck,
i.e., the size of the original file. Thus,

c|RyND[+)] t >ck , which concludes the

d;eD-F-RgND "
proof.

Consider the example in Figure 2, the cut from the
source to data collector DC, is {Out; — By, Out; —
B3}, thus #; + £, > 2¢. The cut from the source to data
collector DC, is {Out; — By, In; — Outs}, therefore ¢,
+c>2c.

d,.eD—F—RSﬂDti

3.2 Integer Linear Programming Formation

Since only one device can transmit at a time slot via
the broadcast link, the total number of transmissions is

equal to Zd‘eDthi . Our objective is to minimize the

number of transmissions, thus the objective of the
WDRC problem is to minimize Z t, . From

dieD-F 1~

Theorem 1, an integer linear programming (ILP)
formulation of the WDRC problem is given as follows.
In the ILP formation, the family of inequalities
represents for the constraint conditions for repair
process from Theorem 1. By solving the ILP, we can
obtain a solution of WDRC problem which illustrates
how much encoded packets every caching device
should broadcast.

Minimize z t,
d;eD-F
Subjectto  ¢|RyND[+)., , o o onli 2¢k,
VR, c(D-F+N), R, |=k, @
t>0,t.eZ 1<i<n )

For any feasible solution of ILP, a corresponding
linear network coding strategy can be computed in
polynomial time using the algorithm described in [14].

Therefore, the difficulty in solving the repair problem
lies solely in finding the optimal solution to the ILP.
However, ILP is NP-complete. Therefore, it is
impossible to find the optimal solution of ILP within
polynomial time. Although there are effective methods
and software to deal with such problems for small scale
scenarios. For large scale scenarios, heuristic methods
is needed to find the sub-optimal solution within
polynomial time.. Thus, it is practical to find a
heuristic solution for WDRC problem.

4 Heuristic Solution for WDRC Problem

In this section, we will present heuristic data repair
algorithm for maintaining the MDS property with
random linear coding [15]. Random linear coding is a
simple and powerful encoding scheme, whose
performance is close to optimal throughput using a
decentralized algorithm in broadcast transmission
schemes. Specifically, each node in the network
transmits random linear combinations of the packets
that they receive, with coefficients are randomly
chosen from a Galois field. It has been proved that if
the field size is sufficiently large, the probability that
the receiver(s) will obtain linearly independent
combinations (and therefore obtain innovative
information) approaches 1. It should however be noted
that, although random linear network coding has
excellent throughput performance, if a receiver obtains
an insufficient number of packets, it is extremely
unlikely that they can recover any of the original
packets. This can be addressed by sending additional
random linear combinations until the receiver obtains
the appropriate number of packets.

Our repairing algorithm contains operations both at
caching devices and the newcomer devices. Firstly, let
us consider the operations at caching devices. For each
device d, e D—F, it can broadcast encoded packets

which can be selected from its cache randomly. When
newcomer devices receive theses packets, how to store
them to maintain MDS property remains a problem.
Secondly, let us consider the operations at
newcomer devices. In our repairing algorithm at
newcomer devices, each received encoded packet is
also multiplied by a coefficient independently, and
multiple encoded packets are added together (under the
arithmetic of the Galois Field). We add a check
operation to ensure that the coefficient selection will
not cause transmission waste. For the first c-1 encoded
packets, where ¢ is the caching size of the caching
device, if the related coefficients for received data are
all zero, then the coefficient for the last encoded data is
selected from GF(q)-{0}. Note that for random linear
coding, if a data collector has access to any » linearly
independent coded packets, it can use Gaussian
elimination to decode the encoded packets and retrieve
n original packets with high probability. In other words,
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it is possible that the data collector might not decode as
long as there exist one encoded packet that is linear
dependent with other encoded packets. Therefore, we
need to check whether this case happens and add more
transmissions to make sure the stored packets at
caching devices are linear independent. When a
caching device have constructed a stored encoded
packet, it checks whether the packet is linear
independent with the encoded packets it already stored,
in which case it is called an innovative packet. If not,
the caching devices will send feedback information to
device d,eD—-F to ask for new packets. The

procedure continues until each caching device d; stores
¢ innovative packets.

In summary, the details of the repairing algorithm is
summarized in Figure 3, e;, 1 </ < ¢ represents the /-th
encoded packet at the caching device.

To better understand the process of proposed
repairing algorithm, we also give an example shown in
Figure 4, nodes d, and d; broadcast data in sequence to
newcomers. First, ds5 receives a; and upon encoding, e,
= ay, e, = 2a,. Next, ds receives a, and e;= a;+2a, and
e,=2a,tra,. After receiving a,+b,, e;= 2a,+2a,+b, and
er= 4a1+a2+2b1. Finally, 61:201+ 4a2+b1+b2 and
e,=4a,+7ay+2b,+6b,. In this example, for which we set
q = 8 for GF(qg), it is observed that if the data collector
requests any 2 caching devices, then the whole file can
be reconstructed, which satisty the MDS property.

Caching device:

1. while (2 innovative packet request)

2 for(d;e D—F—Rg(IN
Randomly select encoded packet p” from d;;
broadcast encoded packet p’

end for

. end while

A

Newcomer device:
. g0, 1<I<¢c
Upon reception of new encoded packet e

1. tag —0;

2 for (1 —=1toc—1)

3.  Randomly generate coefficient ov from GF(g);
4 ifa#0

5. tag — 13

6. e —ep+ e

7. end for

8. iftag =1

9. Randomly generate coefficient ev from GF(g);
10. else

11. Randomly generate coefficient o from GF(q) — {0}:
12. . — 1 + ae;

13, if (stored packets are linear dependent)
14.  send innovative packet request

Figure 3. Repairing algorithm

) 7Y
a ay. & i} a+b 2
Node 1 ! 12 Node 3 ay+by. 2a;+b,
a; 2.{?34—53
T
2o tdartbyth; ay 01+202 {71+2{72—|—({71+blj 201+202+bl+(202+bﬂ
A+ Tart2b+6 b 2m 2a,+a; 2a+a;+2(ay+b,) da;ta,+2b+3(2a.+h;)

Node 5 $ Q
) S

Ao 3ay2b+hy | 2m 2a,+a,
2a,+6ay+b+2h, a a,+2a;
Node 6

2ﬂl+ﬂz+2(ﬂl+b ]_)

.{71+2(12+(£71+151)

)

4a 1+ﬂg+zb 1+(2(Tg+bg)
2{?1 +2ﬂz+b 1+2(2ﬂ2+bg)

Figure 4. Example of encoding at a storage node

5 Simulations

In this section, we demonstrate the advantage of our
repair scheme via simulations. We assume that there
are N total devices on a small cell with size v/N x/N .
A random subset of n devices are selected as caching
devices. (n, k)-MDS code is used to cache the data
content with finite field GF(g), where we set ¢ = 2°.

We assume that » and k are O(W ) . Every caching

device can store ¢ packets, 1 < ¢< 10, and devices are

fully connected by a wireless broadcast medium.
Failure devices are randomly selected among the »
devices. When the number of failed nodes is
accumulated up to a threshold y, n—y >k, the repair

process is triggered, and y new devices will join the
system. Therefore n-y active storage nodes will
broadcast packets to the newcomers. Note that all
devices are fully connected, the newcomers can be
selected randomly and uniformly from the devices
which has not cached data before.
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We implement our proposed schemes, including the
optimal solution by solving the ILP formulation with
existing solver (e.g., Lingo) for small scale scenarios,
which is time consuming, and the heuristic solution
using random linear coding. We compare the
performance of our scheme with cooperative
regenerating codes mentioned in [9], which considers
cooperative repair when multiple nodes failed. In order
to show the repair cost in wireless network, we use the
number of transmissions as performance metric as in
[9-11]. The communication cost is implied in the
number of transmissions for repair, and the
communication cost increases with the increase of
number of transmissions for repair. For each
simulation setting, we present the average performance
of 200 runs.

Figure 5 illustrates the performance of our WDRC
scheme. Figure 5(a) shows the impact of network size
N on the repair cost which is measured by the number
of transmissions for ¢=3, y=k. It is observed that with
the increasing of network size N, the repair cost in
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terms of the number of transmissions increases, as
expected. The reason is that the number of failed

devices is y=k, and £ is O(\/ﬁ ), then y increases with

increasing of N, and more failed devices generally
requires more repair costs. Figure 5(b) shows the
performance for ¢= 5, y=k/2. Compared to Figure 5(a),
as the number of failed devices y decreases and c
increases, the superiority of the proposed method
decreases in Figure 5(b), since the superiority decrease
of the proposed method induced by the decrease of vy is
more than the superiority increase induced by increase
of ¢. As Figure 5 shows, our solution reduces the
number of transmissions significantly as compared to
traditional cooperative regenerating codes due to the
utilization of wireless broadcast nature in the proposed
repair algorithm. It is also observed that the
performance gap between our heuristic solution and
optimal solution is small, which shows the efficiency
of our proposed solution.
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Figure 5. The performance of WDRC for different settings

6 Conclusion

In this paper, we consider the repair problem in
wireless network when multiple devices that stores
data fail or leave the network. By exploiting the
wireless broadcast nature, we develop the constraints
conditions for the repair problem using an information
flow graph model, based on which we formulate the
repair problem using an integer linear programming
formulation. We also study the construction of repair
codes and propose a decentralized repair coding
method. Simulation results show that the performance
of our proposed method outperforms that of traditional
cooperative repair scheme, which is the basic repair
method for wired distributed storage systems.
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