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Abstract 

The personal health records (PHRs) is a patient-

centered information exchange model that allows people 

to autonomously maintain and manage their own personal 

records, including access and share their lifelong health 

information. A method must be implemented to protect 

PHRs on unsecured network and to prevent unauthorized 

users from accessing and modifying the PHRs during 

data transmission with the servers. User authentication 

protocols should be able to ensure the safety of user 

communications and data transmission on unsecured 

networks. Password-based user authentication is the most 

widely used among the currently available authentication 

mechanisms because of its convenience and efficiency. A 

password mechanism offers advantages because of its 

simplicity and the dependence on human’s memories. On 

the other hand, it is easily cracked by brute force attacks 

such offline guessing attacks or spoofing attack and 

impersonation problems that may occur when the 

password is hacked. Therefore, this study aimed to 

investigate the usage of a dynamic password-based user 

authentication scheme on PHRs in which the 

characteristics of a dynamic password would prevent 

attackers from intercepting the correct password or 

guessing a user’s password. Additionally, the scheme 

developed in this study can also resist common attacks 

such as replay attacks, stolen-verifier attacks, server 

spoofing attacks, and impersonation attacks, among 

others. 

Keywords: PHRs, Data transmission, Password-based 

user authentication, Off-line guessing attacks, 

Dynamic password 

1 Introduction 

Personal health records (PHRs) have become a 

major model of patient-oriented medical information 

exchange. PHRs are stored in a centralized data center 

of a service provider and accessed throughout a 

network. Users can access their PHR service providers 

anywhere and create, manage, and control their PHRs 

at any time via web browsers and the Internet. The 

PHR model enables the relatively efficient storing, 

access, and sharing of medical information. In 

particular, the users have full control over their medical 

records and can effectively share their data with other 

users such as medical institutions, health insurance 

providers, family members, or friends. PHRs can 

improve the accuracy and quality of personal health 

care and lower health care costs.  

Since the advent of cloud computing, the majority of 

suppliers of health care information technology and 

healthcare providers have begun to transfer their PHR 

services to the cloud. Software service providers can 

provide cloud storage space and software as a service 

(SaaS) with almost unlimited and flexible storage as 

well as computational resources [1]. To reduce 

operating costs, an increasing number of PHR 

providers have moved their PHR application services 

and data storage to the cloud instead of building 

dedicated data centers. For example, Google and 

Microsoft are two major cloud providers which offer 

cloud-based PHR services, namely Google Health1 and 

Microsoft HealthVault. Investment in PHRs has been 

typically motivated by the goals of attaining profits and 

efficiency, increasing patients’ rights or improving 

disease management. Nevertheless, patients are 

primarily concerned with the security and 

confidentiality of their PHRs and other healthcare 

systems. In the United States, the Health Insurance 

Portability and Accountability Act (HIPAA) of 1996 [1] 

provided legal protection for the privacy and security 

of PHRs; however, it only applied to covered entities 

such as health plans, healthcare clearinghouses and 

healthcare providers. At the time, the legislation did 

not contemplate the emergence of cloud-based PHR 

service providers such as Dossia, Microsoft and 

Google; therefore, these service providers were not 

included as covered entities. 
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Healthcare organizations (HCOs) and e-health 

services covered by HIPAA encounter the problem of 

implementing effective and cost-efficient security and 

privacy policies and remaining compliant with HIPAA 

regulations. Under HIPAA, HCOs must implement 

comprehensive policies, standards, guidelines and 

procedures to securely maintain their medical 

information. Their security and privacy policies apply 

to PHRs, including electronic medical records (EMR) 

and electronic health records (EHR) [1]. Third-party 

businesses that provide PHR solutions are not subject 

to HIPAA regulations, but ensuring the security and 

privacy of PHRs is a critical issue for these businesses 

as well as patients. 

Storing PHRs in the cloud securely requires careful 

evaluation of privacy and system security. In 

comparison with traditional paper-based medical 

records, PHRs can be secured with additional features 

such as passwords and record tracking. However, 

patients may lose some actual control of their medical 

data when PHRs are moved to a cloud server. 

Furthermore, storage in the cloud renders PHRs 

vulnerable to various threats especially when HIPAA 

has yet to establish adequate regulations for 

safeguarding PHRs against threats from cloud 

computing. The threats include a lack of strict 

verification of user identity, insecure authentication 

and authorization of user interfaces, an abuse of cloud 

computing for illegal behavior, ill-intentioned 

employees of cloud service providers, problems 

associated with the sharing of space, and stolen data or 

services. Because of these threats, this study concluded 

that additional steps must be implemented to verify 

user identity and validate that sensitive patient data can 

be safely stored in a cloud server [2].  

A few medical systems have already cooperated 

with telecommunication companies to introduce cloud 

technology into medical application services. These 

include cloud-based electronic medical records, cloud-

based nursing information systems, and hospital 

information system clouds. Various hospital branches 

have introduced private medical cloud programs to 

provide patients with superior real-time medical care 

services, accordingly increase service quality and 

operational efficiency of these medical institutions. 

Combining PHRs and cloud services yields numerous 

benefits: 

(1) Reduced cost: Because cloud service providers 

provide an infrastructure, a platform, software and 

storage space, hospitals are not required to establish 

their own dedicated medical data centers, which reduce 

the cost of building and updating hardware and 

software facilities. Regarding platform as a service 

(PaaS) and SaaS, cloud service providers employ 

various information technology (IT) professionals who 

are responsible for developing each service. Because 

hospitals can select the most imperative services and 

forgo others, they can reduce their IT costs as well as 

the cost associated with human resources management.  

(2) Resource sharing and exchange: Cloud 

computing technology is based on the Internet. Files 

from various sources in the cloud can be accessed via 

the Internet, which enables the rapid sharing and 

exchange of medical information at all times.  

(3) Dynamic scalability of resources: PHR systems 

must be scaled up constantly to serve large numbers of 

users. A scalable system should be capable of 

supporting considerable growth of the number of users. 

Cloud services are extremely flexible in terms of 

vertical scaling (i.e., up and down) and can satisfy 

hospitals’ demand for the expansion of medical 

information systems and storage.  

(4) On-demand self-service: Cloud computing 

consists of a shared pool of resources (e.g., networks, 

servers, storage, applications, and services), which 

rapidly provide dynamic configuration. Depending on 

their needs, hospitals can purchase appropriate 

configurations from cloud service providers. When 

multiple users submit requests, the cloud optimizes 

resource utilization and configures services and storage 

for users flexibly.  

(5) Increased flexibility: Authorized users may 

access medical files stored in the cloud at all times. 

Furthermore, edits made to a temporary copy of a file 

by any user are automatically updated to the 

permanently stored file. The cloud is thus convenient 

for accessing data, integrating medical records, and 

sharing of medical resources without spatial and 

temporal limitations.  

(6) Elimination of restrictions to particular devices: 

Users may receive services through any type of 

computer or portable device (e.g., smartphones and 

various types of laptop computers) as long as they have 

a connection to the Internet. The elimination is 

advantageous to facilitate the use of health 

management services such as blood pressure monitors 

that are available on devices. 

(7) High scalability and service integration: Cloud 

computing can integrate information and services such 

as health education, health management, drug safety 

information, exercise programs, and dietary intake 

analysis from various providers. In addition, cloud 

computing data centers can store diverse data for 

management and analysis for various purposes such as 

medical research. Interhospital medical services and 

value-added information services for patients (e.g., 

telecare and family physicians) can also be integrated 

and extended through the cloud. 

Cloud-based PHRs can be effectively used to share 

medical information, which prevents the waste of 

medical resources and provides patients with the right 

to fully control their own medical records [2]. For 

hospitals, the cost of establishing PHRs in the cloud is 

considerably lower than that of building their own data 

centers. The infrastructure as a service, PaaS and SaaS 

offered by cloud service providers reduce the burden 
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on hospital management, allowing a hospital to focus 

on delivering high-quality medical services. 

Regarding the security of the cloud computing 

environment, the security mechanisms of the 

information system should be strengthened to 

effectively ensure the confidentiality and the 

authorized access to PHRs. To address the risk of the 

potential exposure of confidential patient data, PHR 

service providers should encrypt patient data as well as 

provide patients with fully control over the medical 

records they elect to share.  

To solve this kind of problem, relevant user 

authentication schemes and secret-key distribution 

protocols have been proposed [3-6]. Among these 

protocols, the password-based mechanism is the most 

widely utilized method because of its efficiency. Under 

such mechanism, each user is allowed to select and 

keep a password in mind, without the need for any 

additional assistant devices for user authentication. 

Unfortunately, most of this type of schemes is 

proven to be unable to resist off-line password 

guessing attacks [3, 5-8]. Adversary can correctly 

crack the password of a specific user by brute force 

attacks through intercepted information or self-

generated parameters. Endless possible problems are 

then presented with the hacking of the password. For 

example, the malicious attacker may masquerade as a 

server to communicate with other users or impersonate 

as the user to log into a server to acquire services.  

Therefore, a new user authentication scheme with 

dynamic passwords is proposed. While the scheme 

requires authentication, with dynamic passwords, the 

attacker will fail to accurately guess the password the 

user uses each time. Not only password guessing 

attacks and various common attacks like replay attacks, 

stolen-verifier attacks, server spoofing attacks, 

impersonation attacks, denial of service attacks on 

authentication mechanisms can be resisted, but also the 

perfect forward secrecy. The concept of this proposal is 

similar to one-time password user authentications, yet 

it does not have security problems or weaknesses 

appeared in these schemes [9-11]. 

Especially, this scheme is suitable for the 

environments requiring little verification that there is 

always a new password after the authentication. For 

example, a medical environment with great 

confidentiality is required for hospitals sharing or 

exchanging information within the hospital systems or 

among hospitals. The proposed scheme is appropriate 

in such environments since the authentication and the 

communications are not always required, perhaps only 

once a month or a season. 

The rest of this paper is organized as follows. 

Section 2 introduces the related works to this proposal. 

Section 3 illustrates the proposed user authentication 

scheme with dynamic passwords. Following, security 

analyses are done in Section 4, and conclusions are 

drawn in Section 5. 

2 Related Works 

Password authentication is regarded as one of the 

simple and convenient authentication schemes for legal 

users to utilize the resources of remote systems over 

insecure networks. It has been applied to many Internet 

systems, including remote login, government 

organizations, private corporations, and database 

management systems. 

The first remote user authentication scheme based 

on the concept of the password-based technology was 

proposed by Lamport in 1981 [12]. In his scheme, the 

system would provide each remote user with an 

identity and a password that, when the user tended to 

login to the system, the identity was first inserted into 

the system for authentication and then the password 

was input. Not until the password was consistent with 

the one in the verification table would the user be 

allowed to log in to the system. However, later some 

security flaws, which made the whole authentication 

system insecure, were pointed out in the scheme [13], 

thus many improved schemes appeared in terms of 

security and practicability of authentication in the 

following years.  

For instance, Hwang et al. proposed a single server 

authentication scheme [14]; Haller and Yeh applied 

S/KEY one-time password scheme [15]; and some 

researchers indicated the insecurity of S/KEY scheme 

[16]. 

Meanwhile, the Encrypted Key Exchange (EKE), as 

a family of password-authenticated key agreement 

methods, was proposed by Bellovin and Merritt [17]. 

The EKE could effectively amplify a shared password 

into a shared key, which might be further applied to a 

zero-knowledge password proof. 

In 2000 and 2001, Sandirigama et al. and Lin et al. 

proposed SAS [18] and OSPA protocol [19], 

respectively, which were supposed to be superior to the 

Lamport’s protocol, CINON protocol, and the PERM 

protocol [20], in terms of storage utilization, 

computing time, and transmission overhead. In 2002, 

Chen and Ku further proposed two malicious attacks 

on SAS and OSPA protocol [21]. 

Afterwards, with the convenience and popularity of 

smart cards, many smart card-based authentications 

and key agreement schemes were proposed to enhance 

the security and the efficiency of the systems [6, 22]. 

In those schemes, a client was only required to 

memorize a password and hold a personal smart card, 

in which a secret number issued by the server was 

stored. Also, it was not necessary for a remote server to 

pay extra cost for maintaining a security-sensitive 

verification table in those schemes.  

Furthermore, Das et al. proposed a dynamic ID-

based remote user authentication scheme based on 

password technology [23]. The scheme allowed the 

users to change and choose passwords freely without 

the server maintaining any password verifier table. It 
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was also secure against ID-theft attack, replay attack 

and other malicious attacks. However, Wang et al. 

indicated recently that it was completely insecure for 

its independence of the password [6]. 

In 2005, Fan et al. proposed a robust authentication 

scheme [24] based on the factoring problem. However, 

the key length of the server was long and the 

computation cost of the system was high in the scheme. 

Later, Wang et al. [7] further tried to solve these 

problems. Another schemes were also proposed later 

then. Liao et al proposed a single server authentication 

scheme; Song applied the concept of smart card to the 

password scheme [25]; and Tsai raised the method 

which was based on nonce for authentication protocol 

[26]. 

Recently, more authentication schemes are proposed 

in medical area. An ID-based system is published for 

long-distance medical care by Cao and Zhai [27]. 

Biometric scheme which applies Chaotic hash function 

is raised by Das et al. [28]. As well anonymity 

preserving scheme is proposed by Wen [29]. Further, 

dynamic-remote scheme is proposed by Huang and Wu 

[30]. 

Besides, cloud-based mutual authentication 

protocols have also been proposed for the use of 

medicine field, such as VPN agent system by Xie et al. 

[31], the anti-tracing scheme by Abughazalah et al. 

[32], the supply chain system from Lin et al. [33], and 

the enhanced scheme for forward security and 

anonymity protection proposed by Chen et al. [34]. 

In conclusion, for any proposed password-based 

user authentication schemes, the off-line password 

guessing attacks pose the biggest threat in terms of 

damage among various types of attacks [3, 5-6]. 

Endless possible problems are then presented after the 

hacking of the password, such as server spoofing 

attacks and impersonation attacks. In the most 

commonly seen trick of such attack, an adversary may 

masquerade as a legal user to access to the crucial 

information, intercept some transmitted values over the 

network, or generate various self-guessed parameters 

to hack the correct password of a specific user using 

brute force [3, 5-8]. Therefore, a new user 

authentication scheme with dynamic passwords is 

proposed in the following section. 

3 The Proposed Scheme 

In this section, we would like to present a user 

authentication scheme that incorporates the property of 

dynamic passwords into resisting on-line and off-line 

password guessing attacks. Besides, other common 

attacks such as replay attacks, stolen-verifier attacks, 

impersonate attacks, and server spoofing attacks will 

also be rendered ineffectual in our scheme.  

This scheme is composed of three phases which 

include the registration phase, the login phase and the 

verification phase. The main entities include users and 

the remote server. All users begin the registration phase 

by obtaining their exclusive smart cards and the login 

passwords. Following, they can login to the remote 

server through smart cards to acquire the desired 

services after the server has verified their identities, 

passwords, and the transmitted parameters. Figure 1 is 

the flowchart of this proposal. 

 

Figure 1. Flowchart of proposed scheme 

Before describing the details of our proposal, the 

notation defined and used in this scheme is shown in 

Table 1. 

Table 1. Notation defined and used in our scheme 

U the user 

pw the password of user U 

pw
new

 
the new password of user U, changed after each 

authentication 

ID the identity of user U 

S the remote server 

h(．) a public one-way hash function 

 a bit-wise XOR operation 

|| a bit concatenation operator 

 

3.1 Registration Phase 

Suppose user U wants to register with a remote 

server S. He would first propose a registration request 

so as to get his password and his smart card from the 

server as follows.  

Step 1: U submits his owned identity ID to S. 

Step 2: S checks the validity of ID, and then 

computes the related hash value v = h(K  ID), where 

K is the fixed secret number belonging to S. 

Step 3: S generates U’s password pw = [v]i, where 

[v]i means the random i bits of value v, 40≤ i≤ 104. 

Step 4: S generates the value s = h(pw || K). Note 

that s would be well protected by the device of smart 

card, and no other user can catch the value of s easily. 

Step 5: S personalizes U’s smart card by including 

the above parameters [h(．), i, s], and returns it with pw 

to U through a secure channel. 
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3.2 Login Phase 

When user U wants to log into the remote server S, 

U firstly inserts his smart card into a terminal and then 

keys in his identification ID along with his password 

pw. The smart card will execute the following steps 

automatically: 

Step 1: Read the stored values of the card s and i. 

Step 2: Choose a random number Nc to compute C1 

and C2, where C1 = h(Nc || s), C2 = Nc ⋅ pw. 

Step 3: Send out the user’s ID, the values i, C1, and 

C2 together to the remote server S through the common 

network channel. 

3.3 Verification Phase 

When server S receives a login request (ID, i, C1, C2) 

from user U, server S does the verification as follows: 

Step 1: Check the validity of user U’s identity ID. If 

the ID is legal, S accepts the service request; otherwise, 

the service request is rejected. 

Step 2: Restore the user U’s password pw by using 

the secret value K: v = h(K  ID), and pw = [v]i. 

Step 3: Compute the unique value s of user through 

the hash function h(pw || K). 

Step 4: Check whether the following equation holds 

true: 

 )||(? 2

1
s

pw

C
hC  

If the two values are the same, go to Step 5; 

otherwise, stop and reply the error message to U. 

Step 1: Compute the new password pwnew by [v]i', 

where i' is another random i bits of value v. 

Step 2: Use the pwnew to compute the new secret 

value s' = h(pwnew || K) and C3 = Nc  pwnew, C4 = 

h(s') ⋅ i'. 

Step 3: Find an appropriate value Ns to make the 

sum of s'．pwnew + Ns being equal to the original secret 

value s. 

Step 4: Send Ns, C3, C4 together with C5 = h(s || s') to 

U through the common network channel. 

3.4 Password Updating Phase 

When user U receives the reply message (Ns, C3, C4, 

C5) from the remote server S, U does the verification as 

follows: 

Step 1: Obtain the new password pwnew by C3  Nc. 

Step 2: Compute the new secret s' through the 

equation s' = (s – Ns) ⋅ pwnew
 -1. 

Step 3: Verify whether h(s || s') is equivalent to C5. If 

they are equivalent, user U confirms that S is valid. 

Step 4: Compute the i' through C4 ⋅ h(s') -1. 

Step 5: Send back C6 = h(s' || s) to server S for 

another side authentication. 

Step 6: Overwrite the value s stored in the smart 

card into s', and i into i'.  

3.5 Data Transmission Phase 

After the remote server S receives C6: 

Step 1: Compare C6 with the value h(s' || s) 

calculated to check whether both of them are 

equivalent or not. If they are, U is authenticated and 

granted access and obtain services and resources of S. 

A session key sk = h(s' || h(s')) will be generated and 

used for secure transmission during the following 

operations after the mutual authentication process is 

done.  

4 Security Analysis 

A password-based user authentication scheme is 

secure when it can resist various malicious attacks, 

including replay attacks, stolen-verifier attacks, on-line 

and off-line password guessing attacks, server spoofing 

attacks, impersonation attacks, and denial of service 

attacks. Specifically, because the current schemes are 

ineffectual in fending off off-line password guessing 

attacks, schemes are imperfect and insecure, therefore, 

we propose a dynamic password-based user 

authentication scheme that can effectively resist such 

attacks. Following, we will analyze in detail and 

demonstrate how the scheme satisfies in resisting the 

above-mentioned attacks.  

4.1 Replay Attacks 

A replay attack is a kind of network attack where a 

valid data transmission is maliciously repeated again 

and again. This kind of attack may be carried out by 

machinated adversary, who intercepts the data and 

transmits it repeatedly. To prevent such attacks in our 

scheme, we make use of two fresh and random 

variables Nc and Ns during the authentication process. 

Suppose that an adversary intentionally intercepts (ID, 

i, C1, C2,) from the login phase, and seems to be 

capable of impersonating the legal user to log into the 

server by replaying the message. However, without 

random number Nc, he cannot take out the related 

parameters to compute the correct C6 for the further 

confirmation of server S’s identity, even though he 

receives the replied message (Ns, C3, C4, C5) in the 

former verification phase. Furthermore, because the 

secret password changes with each round of 

authentication, if the attacker cannot effectively find 

out the correct values, his replied message will be 

rejected before it can execute the rest of the 

verification procedure. Therefore, the replay attacks 

will be fully failed. 

4.2 On-line Password Guessing Attacks 

On-line password guessing attacks occur when an 

attacker continuously guesses every possible password 

and tries to log into the server until he success. In our 

scheme, such attack will be recognized immediately. 
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Suppose an adversary attempts to validate the 

password of a legal user, he would guess a possible 

password to compute some parameters and start to 

execute the login phase. However, the probability of 

knowing the correct password is only 2-k, where k is the 

length of the password. According to our scheme, the 

server can detect abnormality by confirming whether 

h(C2 ⋅ pw-1 || s) is equal to C1. Generally, the third guess 

from the adversary is wrong therefore he will 

undoubtedly be kicked out of the system. Consequently, 

on-line password guessing attacks cannot work here. 

4.3 Off-line Password Guessing Attacks 

For any password-based user authentication scheme, 

the off-line password guessing attacks poses the 

biggest threat in terms of damage among the various 

types of attacks. In the most commonly seen method of 

such attack, an adversary will intercept some 

transmitted information or generate various self-

guessed parameters to hack the correct password of a 

specific user by using brute force. 

To render this kind of attack ineffectual, our scheme 

makes the password dynamic, i.e. the password used in 

each authentication procedure is different. Therefore, 

even if the adversary successfully hacks the password 

with brute force, the password will still be ineffectual, 

because the password will have changed, just as the 

password that will be used in the future for 

authentication will be different from the previous one. 

Furthermore, our scheme takes care in protecting s and 

s', the related parameters of new passwords. Anyone 

who attempts to get the two values must crack the 

cryptographic one-way hash function primarily, which 

is believed to be difficult to solve until now. Therefore, 

our scheme can withstand off-line password guessing 

attacks.  

4.4 Stolen-Verifier Attacks 

Stolen-verifier attacks mean that a machinated inside 

member can steal or modify passwords or verification 

tables of users stored in a server’s database. In our 

scheme, since the user’s password is recovered directly 

by a server by the way of using the parameters sent 

from the user at the verification phase, there is no need 

to keep passwords or verification tables in a server’s 

database. Therefore, the inside member would not be 

able to steal or modify the passwords. This attack is 

meaningless here. 

Moreover, the common problem of password 

synchronization in dynamic password-based user 

authentication scheme is also solved. Since no 

passwords or verification tables are stored in the 

server’s database, the condition of inconsistent 

passwords, which are stored by the user and the server, 

would never happen. 

4.5 Server Spoofing Attacks 

Adversaries can masquerade the identity of the 

remote server, and then carry out illegal, imperceptible 

authentication behavior with other users so as to obtain 

the private information of user through the transmitted 

data. This is known as server spoofing attacks: 

someone masquerades as the server to cheat users. 

Commonly, a conspiring attacker has two ways to 

successfully spoof users: one is through obtaining 

server’s secret and impersonating as the server to 

authenticate with users, or by guessing the user’s 

password and directly perform partial phases in the 

server part to communicate with users without the need 

of secret values. However, these methods are 

ineffective in our scheme. The secret value K is never 

transmitted through a common network channel 

therefore it is impossible for anyone to acquire. In 

addition, the user’s password is hard to guess as it is 

protected by cryptographic hash function and random 

values. Therefore, the server spoofing attacks can be 

detected and will thus fail eventually.  

4.6 Impersonation Attacks 

Similar to server spoofing attacks, the impersonation 

attacks signify that someone masquerades as the other 

legitimate users to log into a server for acquiring 

services. Obviously, this situation will not arise in our 

scheme, since the password is protected with 

cryptographic hash function and random values. An 

adversary, in fact, cannot generate and interpret 

authentication messages correctly without the 

knowledge of a user’s password. Consequently, a 

person who intends to masquerade as the user to 

acquire services is barred. 

4.7 Denial of Service Attacks 

The denial of service (DoS) attack restrains or 

inhibits communications between users and the remote 

server facilities. This attack may act on a specific user; 

for instance, an adversary may cause the server to 

reject the logins of a specific user until re-registration. 

The DoS attack rejects all or specific users by means of 

an offensive action on the server or by means of a 

falsification of the users’ transmitted parameters. Then, 

the attacker can inconvenience the user but cannot 

imitate the user. In this proposal, the dynamic 

password allows a legal user to change the password 

each time so that the adversary cannot know the 

current verification information of the legal user. In 

addition, there is no password or verification table 

stored at the remote server, hence the scheme can 

prevent the adversary from using the effective methods 

to execute the DoS attack. 

4.8 Smart Card Extraction Problems 

When the smart card is lost or stolen, unauthorized 

users can easily extract the stored values of the smart 
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card and obtain some significant information such as 

personal identity, password, or login parameters by the 

physical extraction manner. This may cause the 

attacker to impersonate the user to login to the system 

and get some resources or services illegally. However, 

this scheme adopts dynamic passwords to prevent this 

situation that the different password would be used at 

each time when the user logins. Therefore, when 

attackers attempt to masquerade legal users to login by 

computing the transmitted value C2 at login phase, they 

will fail without knowing the current password, even 

when they have got the users’ smart cards and 

extracted the parameters [h(．), i, s]. Consequently, the 

proposed scheme can resist smart card extraction 

problems. 

4.9 Perfect Forward Secrecy 

When a user authentication scheme has perfect 

forward secrecy, it means an adversary cannot derive 

any previous used session keys to crack the encrypted 

documents, even though the user’s password or the 

secret values are compromised by some malicious 

attacks. In our scheme, each session key is formed by 

the temporary value h(s' || h(s')). Whenever the 

communication ends between the user and the server, 

the session key will be revoked and no longer be used 

at the next round. When a user enters the system again, 

a new session key will be generated for him to encrypt 

the significant information during the current 

communication process. Therefore, it is very difficult 

for anyone to make use of all his known information so 

as to calculate any possible previous session key. We 

can declare that our scheme achieves perfect forward 

secrecy. 

4.10 Man-in-the-Middle Attacks 

Man-in-the-Middle attacks refer to attackers 

intercepting the data from the sender and the receiver, 

revising the contents, and re-sending the revised data to 

the sender and the receiver in the transmitting process 

so that they mistake that they are transmitting data to 

each other. The attack process is shown as follows. The 

sender A first transmits the required parameters to the 

receiver B. The middleman attacker C then intercepts 

the data and transmits the masqueraded parameter to 

the receiver B. B mistakes the data for the information 

delivered by A and then transmits the personal 

parameter back to A. C intercepts the data from B and 

further transmits fake data to A. Both A and B then 

generate the session key for encryption and decryption 

with the fake parameter; C therefore could transmit 

data with A or B but they do not realize that they are 

transmitting and exchanging data with C. 

To prevent the attack from occurrence, this scheme 

would hide the random number Nc. Without random 

number Nc, an attacker cannot take out the related 

parameters to compute the correct C6 for the further 

confirmation of server S to his identity, even though he 

receives the replied message (Ns, C3, C4, C5) in the 

former verification phase. Furthermore, because the 

parameters change with each round of authentication, 

when the attacker cannot effectively identify the 

correct values, his replied message will be rejected 

before it can execute the rest of the verification 

procedure. Therefore, it could effectively avoid Man-

in-the-Middle attacks. 

4.11 Security Proof 

Among all steps of the function, the most important 

protection of delivering parameter is a hash function. 

Hence, the utilizing hash function will be presented in 

this section as a secure method. Throughout the 

process, the hash function will be demonstrated as a 

“collision resistance” function which can establish a 

short and unique identifier. 

Each transaction ti is needed to be bound as the 

ledger state (t1, …, ti −1), so the ID of ti can be 

conceived. Every ID is prior transactions and it is 

needed to be only n bits long. Hypothetically, this issue 

can be solved if one to one map H is existed from {0, 

1}N to {0, 1}n for some large N� n and then H (t1 ||…|| 

ti) would be the corresponding ID appending ti to 

(t1, …, ti −1). However, it cannot work properly because 

– 2N is much bigger than 2n and there is no one to one 

map from a large set to a smaller set. Therefore, this 

problem is solved by utilizing the function H which is 

necessarily and essentially to be one to one. 

A collision-resistant hash function is a map that 

covers from a large universe to a small one that is 

“practically one to one.” In the sense that collisions for 

the function do exist while they are hard to find. 

The following result is the main idea which can be 

thought of the “birthday paradox.” 

Lemma. If H is a random function from some domain 

S to {0, 1}n, then T queries an attacker finds x≠x' such 

that H(x) = H(x') is at most T2/2n. 

Proof. Let us think of H in the “lazy evaluation” mode. 

A random answer is chosen in {0, 1}n when the same 

time it is made. (We can assume the adversary never 

makes the same query twice since a repeat query can 

be simulated by repeating the same answer.) For i < j 

in [T], let Ei,j be the event that H(xi) = H(xj). Since H(xj) 

is chosen randomly and independently from the prior 

choice of H(xi), the probability of Ei,j should be 2−n. 

Thus the probability of the union of Ei,j covers all i, j’s 

is less than T2/2n, but this probability is exactly what 

we need to calculate. 

This means that a random function H is collision 

resistant in the sense that it is hard for an efficient 

adversary to find two inputs that collide. Thus the 

random oracle heuristic would suggest that a 

cryptographic hash function can be used to obtain the 

following object. 

Definition (hash functions with collision resistant). 
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A collection {hk} of functions where hk:{0, 1}*→{0, 

1}n for k∈{0, 1}n is a collision resistant hash function 

collection. If the map (k, x) hk (x) is efficiently 

computable and for every efficient adversary A, the 

probability over k that A(k)=(x, x') such that x≠x' and 

hk(x)= hk(x') is negligible. 

4.12 Comparison Table 

To show how our proposed dynamic password-based 

user authentication scheme is suitable and efficient to 

be implemented, the comparison of our scheme with 

other related schemes are presentedas summarized in 

Table 2. Clearly, Wang et al.’s [6], Awasthi-Srivastava’s 

[35], and Hwang-Wu’s [9] schemes were all suffered 

from insecure attacks. The scheme proposed by Wang 

et al. was insufficient against off-line password guessing 

attacks and smart card extraction problems. Awasthi 

and Srivastava proposed the user authentication 

method based on symmetric cryptosystem and suitable 

in tele-medicine field; however, off-line password 

guessing attacks, denial of service attacks, and smart 

card extraction problems could not be withstood. 

Hwang and Wu allowed the users to dynamically 

change their personal passwords, yet smart card 

extraction problems were still happened. On the 

contrary, our scheme only requires few hashing 

functions and multiplication computations. With the 

analysis of the nine security concerns mentioned above, 

security on using the mechanism is assured. 

Table 2. Comparison table of computation costs and security attacks 

 
Wang et al.  

(2009) 

Awasthi and 

Srivastava (2013)

Huang and Wu 

(2017) 

Our Proposal  

(2019) 

Computation cost in registration phase 2H 2P+3H 2H 1H+1M 

Computation cost in login phase 2H 3H 2H 1H+1M 

Computation cost in verification phase 5H 4H 7H 11H+4M 

Replay attacks O O O O 

On-line password guessing attacks O O O O 

Off-line password guessing attacks X X O O 

Stolen-verifier attacks O O O O 

Server spoofing attacks O O O O 

Impersonation attacks O O O O 

Denial of service attacks O X O O 

Man-in-the-Middle attacks O O O O 

Smart card extraction problems X X X O 

H: one way hash function operations;  

P: public key encryption/decryption operations; 

M: multiplication operations; 

O: achieve the prevention of malicious attacks; 

X: cannot achieve the prevention of malicious attacks. 

 

4.13 Time Simulation Analysis 

Five measurements were made for each case of an 

average calculated value. Time is showed by 

milliseconds per 106 calculations. The system was run 

on a 64 bits Windows 10 with 1 core Intel i7 2.60GHz 

powered by 16GB RAM. 

Choosing a suitable one-way hash function is 

needed to implement the authentication scheme. To 

find a better execution time of hash function, the 

following experiments should be done. 

Exp 1: sixty-six characters are randomly chosen from 

the data that need to be encoded. Time cost of four 

different hash function method are shown in Table 3. 

Table 3. Time cost of different hash function methods 

Hash 
1st 

(ms) 

2nd 

(ms) 

3rd 

(ms) 

4th 

(ms)

Average 

(ms) 

MD5 647 628 625 634 633.5 

SHA-1 618 589 620 603 607.5 

SHA-256 736 727 734 717 728.5 

SHA-512 1065 1075 1040 1042 1055.5 

Exp 2: fifty characters are randomly chosen from the 

encoded data. Time cost of four different hash function 

method are shown in Table 4. 

Table 4. Time cost of different hash function methods 

Hash 1st (ms)
2nd 

(ms) 

3rd 

(ms) 

4th 

(ms)

Average 

(ms) 

MD5 757 799 808 747 777.75 

SHA-1 778 775 783 764 775 

SHA-256 852 887 839 862 860 

SHA-512 1171 1163 1169 1175 1169.5 

 

Exp 3: seventy-two characters are randomly chosen 

from the data that need to be encoded. Time cost of 

four different hash function method are shown in Table 

5. 
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Table 5. Time cost of different hash function methods 

Hash 
1st  

(ms) 
2nd (ms) 

3rd  

(ms) 

4th  

(ms) 

Average 

(ms) 

MD5 829 866 817 836 837 

SHA-1 886 960 914 885 911.25

SHA-256 1127 1231 1161 1157 1169 

SHA-512 1131 1126 1122 1100 1119.75

 

Exp 4: eighty-five characters are randomly chosen 

from the encoded data. Time cost of four different hash 

function method are shown in Table 6. 

Table 6. Time cost of different hash function methods 

Hash 
1st  

(ms) 

2nd 

(ms) 

3rd  

(ms) 

4th  

(ms) 

Average 

(ms) 

MD5 1049 1025 1012 1027 1028.25 

SHA-1 1003 1013 1017 996 1007.25 

SHA-256 1257 1241 1255 1243 1249 

SHA-512 1238 1227 1236 1223 1231 

 

Experiment results. the tables give the use 

comparison of MD5, SHA-1, SHA-256 and SHA-512 

cryptographic hash functions. As MD5 and SHA-1 are 

endanger and not secure, they need to be avoided even 

though they are several times faster than the secure 

SHA-2 ones. When choosing cryptographic hash 

function, everything depends on the context of usage. 

Benchmark tests for this context is needed. 

Besides, the use of multiplication is another 

operation of proposed scheme. We analysis the 

execution time of Karatsuba algorithm that is excellent 

method for performing multiplicative operations and 

investigating the multiplicand and multiplier having 4, 

8, 16 and 32 bit length. Moreover, the performance of 

Karatsuba algorithm is analyzed in terms of the 

number of multiplication and the total of processing 

time. The applications used for performance analysis 

are implemented using MATLAB R2014a and the 

computer used for testing has these features: Windows 

7 64 bit Operating System, Intel Core i5-3317U CPU 

1.70 GHz Processor and 4 GB RAM. The performance 

analysis of Karatsuba algorithm in terms of the number 

of multiplication for different bit lengths is given in 

Figure 2. 

The bit length increases along with the number of 

multiplication due to the processing of Karatsuba 

algorithm. In addition, the more the number of 

multiplication raises, the more amount of hardware 

increases. Therefore, the cost required to perform the 

multiplication operation rises. When compared to each 

other, the number of multiplication of Karatsuba 

algorithm is less than classical multiplication method. 

The performance of Karatsuba algorithm in terms of 

the total process time for different bit lengths is 

analyzed as shown in Figure 3. 

 

Figure 2. Performance analysis with the number of 

multiplication number 

 

Figure 3. Performance analysis with the total process 

time 

5 Conclusions 

In this paper, a dynamic password-based user 

authentication scheme is proposed to secure an 

information exchange of PHRs from offline password 

guessing attacks. The passwords’ changing ability will 

make the attacker difficult to catch the correct 

password, which means it gives a more protection for 

user from the attacks. Furthermore, it can also prevent 

another type of attacks that may occur after obtaining 

the password such replay attacks, server spoofing 

attacks and impersonation attacks. The comparison of 

the experiment results showed that our scheme has 

achieved a perfect forward secrecy that makes 

attackers difficult to crack and modify any previous 

encrypted documents. Therefore, it proves that our 

scheme has more strength, secure and efficient to be 

implemented.  
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