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Abstract

Consistency of web service composition is a challenge
for developing business applications. As web services are
naturally changeable, the way to deliver consistent web
services composition over unreliable web services could
pose a significant problem. We propose a framework for
semantic web services in healthcare domain that
automatically performs web service discovery,
composition and quality of service assurance, and,
performs error handling through the replacement policy
and fault-tolerant composition of web services that mixes
both exception managing and transaction approaches. The
framework enables the development of personalized
healthcare systems.

Keywords: Semantic web, Web service, Service
composition, Quality of service, Healthcare

1 Introduction

Service-Oriented Computing (SOC) promoted by
Everything-as-a-service model has become a paradigm
for designing, and delivering web applications
resulting in the explosive growth of web services on
the Internet [1]. Web Services provide a practical
approach for the machine-to-machine interaction in a
network. Web services provide a paradigm and help to
develop  distributed applications  through its
engineering design and also it provides many add-on
services for accessing business applications remotely.
These paradigms provide a new insight for the
development of Service Oriented Architecture (SOA)
[2]. In SOA, web services are communicated through
Simple Object Access Protocol (SOAP) protocol and
the web services are hosted in a universal registry
known Universal Description, Discovery, and
Integration (UDDI) where all the service providers host
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their web service endpoints.

In the era of SOC, Semantic Web plays a vital role
and it is the extension of the conventional internet with
the distinction that focuses importance on abstract
knowledge [3] Semantic Web provides common
formats for the interchange of information. It
additionally provides a standard language for recording
however knowledge relates to world objects. Semantic
Web is that the new generation internet that tries to
represent data such it will be employed by machines
for automation, integration, and reprocess across
applications. Moreover, Semantic Web is expressly
declaring the information embedded in web based
applications, providing semantics based access to the
net and extracting huge amounts of data available from
wireless sensor networks and Internet-of-Things (IoT)
[4].

Semantic web is largely based on and build upon
ontologies, shared representations of all domain
concepts and their relationships, which are very useful
for information retrieval tasks [5], automated
development of web application components and web
services [6], and developing vocabularies for business
models [7]. Ontologies are commonly developed using
Web Ontology Language (OWL), which provides a
standard that supports well in semantic search engines.
Web service discovery and composition requires
significant effort for solving composite tasks [8]
especially when a vast amount of services are widely
available. In Semantic Web Service Discovery based
on Ontology Mapping (SWSDOM), web services are
discovered by aggregating linguistic similarity,
structural similarity and instance similarity [9]. The
major challenge faced in the service-oriented approach
is how to automate Web service composition. The
challenge needs to address different methods; tools and
it should also be low-cost, time efficient and easy-to-
use [10].
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Related approaches for automated web service
composition include the use of Formal Concept
Analysis (FCA) to classify web services, and generate
a class hierarchy of similar web services, which are
further clustered to enable semantic matching, and
generation of the composition plans [11]; representation
of web services as conditional directed acyclic graph
and using centrality measure of social networks to rank
web services for composition based on their trust rating
[12]; Petri internet model for interactions between net
services and building ontologies that represent domain
knowledge that facilitates the mixture of the Petri
internet models with semantics-based mediation [13],
and fuzzy logic based search [14]; and the genetic
algorithm based approach that can be used for both
functional and the class testing [15].

The problem of finding web services most fitting for
composition can be addressed using machine learning
and heuristical optimization techniques such as Ant
Colony Algorithm [16], Harmony Search [17], multi-
step optimization [18], and natural language requests
[19-20]. Cloud patterns [21] can be employed to match
interfaces and automate the composition process, while
cloudification helps to improve performance of web
services [22]. Providing on-demand services in the
cloud raises the need to map distributed resources with
personalized service requests [23]. Using Markov
Decision Process [24] can help to solve different
optimization problems through dynamic programming
and reinforcement learning. The selection of the
continuously changing service can be supported by
ontology based on Quality of Service (QoS) and
through this approach the different Services can work
together towards improving the overall quality of the
service [25].

Selection of appropriate rules for web service
composition requires to consider the QoS characteristics
of web services [26]. Transactional properties
guarantee consistent outcome and proper execution of
the composite service. A versatile web service
transaction model [27] satisfies the request for the
point and permits flexible web service composition and
recovery from by replacement of web services
containing an unsuccessful web service. To enhance
concurrency, the results of the submitted sub-
transactions can be replaced for alternative synchronic
executions of sub-transactions [28]. In [29], the authors
addressed the problem of addressing service
observation through QoS and conjointly the authors
has planned a service observation system that is policy
primarily based on who monitors the whole standing of
the service. Pinto [30] evaluated the web service
composition performance and the authors have also
examined how the different tools can be integrated and
the entire performance was examined.

Several testing techniques can be considered for web
service testing such as penetration testing [31] and unit
testing [32], and integration testing [33]. Kim & Hong

[34] suggested a technique to improve the reliability
for the web service composition through Business
Process Execution Language (BPEL). This method
uses aspect-oriented programming when the service
fault occurs. If a service failure occurs, a set with
different recovery polices was specified and these
policies helps to handle and recover web service from
the fault during the web service composition. These
policies even help to monitor and manage web services
[35]. Another approach employed UML for Services
(UML-S) for a Model Driven Engineering (MDE) of
Web services and their interactions Business Process
Model and Notation (BPMN) provides notations for
describing messaging and control flows in web service
compositions. To ensure fault tolerance of web service,
simulation-based reliability analysis can be used [37].
Through this approach, service oriented applications
can change dynamically to attain their reliability and
improve performance measures [38].

The use of web services in the healthcare domain is
already high and increasing. There are various
reference architectures involving the service creation
and composition in healthcare domain. One example is
Parlay X that provides a set of standard Application
Programming Interfaces (APIs) for web services for
the network [39]. The integration of semantic web
technology and healthcare systems is the subject of
intensive research. Basically, in the healthcare IT
infrastructure, the messages are usually shared between
a service provider and a healthcare information broker,
and also they may pass the information enclosed in
those communications to other third healthcare parties.
The information is received by the broker about the
ease of use of medication associated records whenever
a server creates or updates medication-related
information. Then the broker keeps track of the
database that has a list of parties where patient details
can be obtained. When there is a need for a healthcare
service provider to retrieve the medication history for a
particular patient, then the system process a query to
the broker by giving patient ID. The healthcare broker
checks with all the third parties who have data related
with medication for the searched patient, and it collects
the data and reverts to the requested provider. So the
broker acts as an intelligent messaging mediator, which
can dynamically gather, process and analyse data.
Healthcare providers are forced to increase their
productivity of the current support systems due to
explosive expansion driven by internal growth and
acquisition. The number of services, new services built
over existing and new infrastructure, are considered to
be the main factors behind the complexity growth.

Healthcare applications provide complex services to
the users and to the businesses in which the outcome
can not be achieved by a single web service. A
composite web service framework is needed to solve a
complex functionality, through composing multiple
web services from various service providers. However,
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a rate of failure in composite service is much higher
than a rate of failure in an atomic service. During
execution of the composite web service, if one service
fails or is not available, then the entire service
composition fails. To address this problem, we propose
an error handling mechanism for web service
composition through the replacement policy for the
healthcare applications domain.

This paper is structured as follows: Section 2
illustrates the importance of bringing web services into
healthcare domain and analyzes different approaches
proposed by various researchers. Section 4 details
about the proposed methodology, algorithms and
architecture for web service composition. Section 5
narrates the system implementation for execution of
composed web services in different scenarios. Section
6 presents conclusion and future works.

2 Web Service Composition Based on
Telecom Approach

2.1 Business Model

Telecommunication  Information = Networking
Architecture Consortium (TINA-C) provides a model
that suits for every business enterprise, and the model
was adaptable for various vendors who are in
providing services and maintaining their relationship.
The model provided the TINA business model for
standardization of web services. Figure 1 displays
about the TINA business model that provides a set of
specifications, to maintain the standardization between
the healthcare service provider and software industries
[40]. This model helps to build a uniform platform for
providing various healthcare services. The community
users are able to build their own services or
applications over a network virtualization framework
without any complexities dealt with underlying
network technologies by maintaining the functionality
of network providers based on SOA. The building
blocks of SOA are web services and workflows of web
services.

SUBSCRIBER

INTINA RETAILER INTINA

LERVICE
ENTERPRISE  SUBSCRIPTION
OPERATOR e s e
FRAMEWORK
OPERATOR
SERVICE
CLIENT

APPLICATION = —USAGE

END USER

IN TINA

Figure 1. Telecom Information Networking Architecture
(TINA)

Figure 2 provides a business model based on Parlay
standards. Parlay X provides a group of API’s for the
software industries to access the functionalities of
telecommunications. This model provides features for
the users, operators and service provider to simply the
Telecom application development. The services are
accessed by the APIs by the different service vendors.
Several hindrances are there on the way of accepting
the web service technology, even though it promises
the universal integration. Research is been in progress
to address these hindrances that enables the adoption of
this technology for the future. Click-to-dial architecture
utilizes Parlay X web services for telephonic
communications over Internet Protocol (IP) television
(IPTV). With the implemented system, IPTV users can
connect calls over hand set or telephones just with a
button on the IPTV remote control [41-48].

BROKER
COMNSUMER RETAILER it
AR LA TTOR
FROVEINR

Figure 2. Parlay business model

2.2 Architecture

Figure 3 represents the proposed architecture. The
broker was developed who acts as an agent for
simplifying the communication between web service
suppliers and requester to satisfy the wuser’s
requirements. The role of an agent is to find the right
web services from the UDDI repository based on the
requirements from the request. This process aids to
solve the business process by composing the newly
find web services and then prepares them for the
execution. The monitoring is done during web service
execution and if any service failure insists then the
failed set of web services are determined and in
parallel the equivalent service subsets are identified.
Then the identified similar subsets are ranked as per
the policy and the best equivalent subset is selected.
The failed subsets are replaced by the new ones and
thus provide the proper web service composition. As a
result, the proposed architecture can overcome the
faults during the execution of a complex web service.
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SERVICE REQUESTER

Figure 3. System architecture for web service
composition

2.3 Algorithms

We propose three algorithms for identifying the
failed web service subset, to find the equivalent subset,
and to find the replacement service subset. The

working principle of each algorithm is presented below.

Algorithm 1. Failed subset identification

1. Calculate the distinction set from the composite
web service set and the failed web services.

2. Extract the subsets of all the remaining web
services.

3. Calculate the Union of all the sets in the extracted

remaining services set with the failed services set.

Algorithm 2. Equivalent subset identification

1. Formulates a rule to match the failed subset and
the newly formed subset.

2. Identify QoS constraints for matching the failed
service subset with the new set.

3. Match each QoS constraint with the new service
set. If they are matched, the new set is considered
to be an equivalent service subset.

4. Add an equivalent service set to the UDDI
repository

Algorithm 3. Replacement subset identification

1. Search in UDDI repository to find the equivalent
subset for the replacement.

2. Checked each web service was for the replacement
and create manageable subset.

3. If the manageable subset is not formed, then scan
for the QoS ranking of each web service.

4. Calculate the set distinction for the failed service
subset and the available composite web services
set.

5. Find the union of the equally identified set and the
already calculated distinction set.

6. Create the new composite service set.

5 Experimental Validation

5.1 Simulated Environment

For the experiment, we have developed web services
with the similar functionalities and deployed them on a
several computers. After that we have developed a
composite web service and deployed it on different
computer.

The computers used for this experiment have the
same configuration: Intel Core-i3 2.40 GHz (4 CPUs),
2 GB RAM, Microsoft Windows 7 professional 64 bit,
and JDK 1.7. All the computers are connected through
Local Area Network (LAN).

We have developed various versions of a fault-
tolerant composite service, in which each version uses
replacement policy and replica to handle the errors. To
validate our technique, we inject faults within the
system and simulate with various faults such as
network fault, association loss and server crash fault.
We use code insertion, code modification, timeout
victimization, and timer fault injection techniques. If
any fault happens within the execution of a composite
net service then rather than composing entire service
once more solely the failing service set is replaced.

To collect the results, the composite service is
invoked 1,000 times and the response time is recorded
and average time computed.

5.2 Results

Our model was analyzed with atomic service and
composite service. Reliability factor and the
composition time were measured. We have also
analyzed the working process of our model during the
failure. Table 1 gives the semantic similarity
comparison between replica and replacement policy.
The experiment was conducted for the reliability and
composition time with including and excluding web
service semantics. The results show that the
replacement policy has proved 82% reliability through
the inclusion of service semantics. The existing replica
method can provide reliability of only 54% without
using service semantics and 61% by enabling service
semantics.

Table 1. Replica and replacement policy comparison
through semantic similarity

Reliability (Composition Time, ms)

Method
cHnoas Without Semantics With Semantics
Replica 54 % (270 ms) 61% (640 ms)
Replacement Policy  73% (344 ms) 82% (624 ms)

In Table 2, QoS constraints was added for replica
service and the replacement policy and the results were
compared. Without including the semantic and QoS,
the replica can provide 54% reliability, and the
replacement policy can achieve 79% reliability, but in
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case of semantic inclusion, the replica can achieve 61%
reliability and the replacement policy can reach 86%
reliability. From these results we can see that the
replacement policy is far better than replica even
without the inclusion of semantic. For both Table 1 and
Table 2, we have done 10 iterations with various
services and the results were averaged.

Table 2. Replica and Replacement policy comparison
through QoS constraints

Reliability (Composition Time, ms)

Methods Without Semantics With Semantics &
& QOS Ranking ~ QOS Ranling
Replica 54 % (270 ms) 61% (640 ms)
Replacement Policy ~ 79% (519 ms) 86% (783 ms)

In order to compare the efficiency of our proposed
semantic model, we have done an experiment in a
simulated environment with 150 web services taken
from the Parlay X standards and the results are shown
in Table 3.

Table 3. Efficiency comparison of the proposed and
existing system

Existing w/o Proposed work

S. No

Semantics with Semantics
1 0.1 0.54
2 0.12 0.65
3 0.32 0.75
4 0.41 0.94
5 0.5 0.8

The experiment was conducted in 10 iterations, and
each time 15 web services were executed and the time
was measured. From the greater result in efficiency, we
have found to include semantics in our proposed
method.

In Figure 4, we have validated the accuracy of our
proposed method we have conducted an experiment in
a simulated environment for the service composition
by including QoS metrics. We have conducted 10
iterations with 250 web services.

Efficiency comparison of the proposed and Existng systam
1 T T T T

T T
Without Semantics —+—
0.9 = W\th'Sem.a_ntics ——

0.8

0.7 -

0.5 gy

0.4 . | ; e

Time in 1ane seconds

0.3k B

02 =

01 — e i I L I I i
Different iterations

Figure 4. Efficiency comparison of the proposed and
existing system

We have considered 1500 web services from the
UDDI repository which are given by third party service
providers for the healthcare domain. These services are
then enhanced with semantic annotations then the
composition was done. The standard of the web
services was under the policy of ParlayX. The graph
was plotted for different iterations and we have
visualized the results for 5 iterations. The results are
presented in Figure 5., which shows the composition
time for both replica and replacement policy. Once the
failure occurs, the time taken by the replica to
composite the service is much higher than replacement
policy. So in this scenario the replacement policy was
considered to be the best option to handle the
composition even after the failure occurs.

Compeosition Time after Mailure

2.5 T T T T
Replacement solicy —+—
5P Raplica —— |
o
15 & . 4
- i — -
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&5 z -
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Figure 5. Composition time after service failure

Reliability of both replica and replacement policy
methods was analyzed and found that the reliability of
replacement policy was better and we have used 1500
web services to find the better reliability and the results
are presented in Figure 6.

Reliability before Failure
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Figure 6. Reliability before service failure

In Figure 7, the reliability of the analyzed methods
after the failure occurs is shown. We have identified
that replacement policy was better than replica in all
the iterations. For experiments, we have used the same
set of web services as in case of the composition
process.
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Reliabilty after Failure
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Figure 7. Reliability after service failure

6 Conclusion

Web service composition plays a vital role in the
domain of web services which merely in need of
automation especially in the discovery and selection of
services. The proposed framework concentrates on the
selection of the set of services that discovers web
services to satisfy the user-specified requirements.

In this paper, we have proposed a novel approach for
semantic web service composition model for the
healthcare domain using the web service replacement
policy. If a web service set fails at the execution, then
the replacement service subsets are discovered
dynamically.

The experimental results show that the proposed
technique works well when compared to previous
methods. The execution time is much faster than other
random search approaches. The proposed technique
reduces the amount of web service subsets by half.
Summarizing, the planned technique considerably
improves the success rate and execution time just in
case of failures throughout execution of a composite
service.

Therefore, applying replacement policy in the
healthcare service domain provides a great effect on
improving computation time when it comes for
handling thousands of users and millions of service
requests. This mechanism also helps the medical
semantic web service to lead the system to determine,
choose, and compose web services automatically.
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