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Abstract 

Ring signature is an anonymous authentication that 

authenticates the message while protecting the identity of 

the authentic signer. It is suitable for many scenarios, 

such as electronic voting, anonymous access control, etc. 

Most certificateless ring signature schemes currently 

known used bilinear pairings. The computation cost of 

the pairings is much higher than that of the scalar 

multiplication over the elliptic curve group. Therefore, it 

is quite significant to design certificateless ring signature 

without pairing. In this paper, we constructed a new 

certificateless ring signature scheme and prove it to be 

secure in the random oracle model, under the assumption 

that it is hard to solve the discrete logarithm (DL) 

problem on elliptic curve group. Our scheme does not use 

pairing operation, taken into account the computation 

costs for signing and verifying, it is more efficient than 

all the certificateless ring signature schemes currently 

known. 

Keywords: Certificateless cryptography, Ring signature, 

Elliptic curve, DL problem, Random oracle 

model 

1 Introduction 

In traditional public key infrastructure (PKI), there is 

a dependable certification authority (CA) which is 

responsible for issuing a certificate binding the user to 

his public key. That brings the certificate management 

problem. To solve the problem, Shamir [15] introduced 

identity-based public key cryptography, there is a 

credible private key generator (PKG) which is 

responsible for generating a private key for an user 

according to his identity. However, it results in the key 

escrow problem. 

To solve the two problems, Al-Riyami et al. [1] 

introduced certificateless public key cryptography, 

there is a semi-trusted key generation center (KGC) 

which is responsible for generating a partial private 

key for user with respect to the identity of user. The 

full private key of user includes two parts: partial 

private key generated by KGC and a secret value 

chosen by user himself. 

In 2001, Rivest et al. [14] put forward the concept of 

the ring signature. In this setting, a signer can choose 

several members to form a group and generate a 

signature without the assistance of the other group 

members. By verifying the generated signature, any 

verifier confirms that the message was signed by 

someone in the group but cannot identify the real 

signer in the group member. 

Ring signatures are applied to some actual scenarios, 

such as leaking secret anonymously and accessing 

control anonymously. For example, a reputable official 

wants to reveal an important information to the media, 

but he does not want to reveal his own identity. He 

may choose a few similar officials to form a group, 

then generate a signature on the information on behalf 

of the group, and send it to the news department, after 

receiving the signature, the verifier is sure that this 

information come from someone in the group, but he 

can not find out the true signer. Another example, in 

access control anonymously, an authorized entity can 

select several other qualified personnel to form a group, 

then generate a signature on the access request on 

behalf of the entire group, after receiving the signature, 

the data manager can confirm the request come from 

someone in the group, but can not determine the real 

signer. This approach not only ensures the security of 

the data but also protects the accessor’s personal 

privacy. 

1.1 Related Work 

Since ring signature was first formalized, many 

practical ring signature schemes and their variants have 

been proposed. Bender et al. [2] proposed the first 

constructions of ring signature scheme in the standard 

model. Yuen et al. [23] constructed the first linkable 

ring signature scheme, and gave the proof of security 

in the standard model. Chow et al. [3] presented an ID-

based ring signature scheme, which requires only two 
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pairing operations for any group size. Herranz [8] 

proposed an identity-based ring signature scheme, and 

prove it to be secure based on RSA problem. Nguyen 

[13] constructed an identity-based ring signature 

scheme, the size of signature is constant. Deng et al. [6] 

proposed two identity-based threshold ring signature 

schemes, and gave the proof of security based on 

computational Diffie-Hellman problem. Since the 

certificateless public key cryptosystem was formalized, 

many certificateless signature schemes [11, 12, 16-19, 

22] have been proposed. However, there are only 

several work published on certificateless ring signature 

(CLRS) schemes [4-5, 7, 20-21, 24]. Chow et al. [4] 

put forward the security model of CLRS and proposed 

a concrete construction, which requires n  pairing 

operations and 3 1n +  exponentiation operations. 

Zhang et al. [24] presented another CLRS scheme, 

which requires 5 pairing operations and 4 3n +  

exponentiation operations. Chang et al. [5] proposed 

the formal security definition which captures the user 

partial key replacement attack, then designed a 

concrete CLRS scheme which requires 4 pairing 

operations and 4 4n +  exponentiation operations. 

Wang and Han [20] introduced the notion of 

certificateless threshold ring signature, and presented a 

concrete scheme. Wang [21] proposed a CLRS scheme 

from anonymous subsets. Deng [7] constructed a 

CLRS scheme, and prove it to be secure based on RSA 

problem and discrete logarithm (DL) problem. Zhang 

et al. [25] put forward a new CLRS scheme, and gave 

the proof of security based on computational Diffie-

Hellman problem and computational co-Diffie-

Hellman problem. 

1.2 Motivations and Contributions 

The computation cost of the pairing is higher than 

that of the scalar multiplication over the elliptic curve 

group. There is only one CLRS scheme [7] without 

using pairing, which used exponentiation operations in 

a RSA group. However, under the same safety 

requirements, the computation cost of the 

exponentiation in a RSA group is also higher than that 

of the scalar multiplication over the elliptic curve 

group (see Table 2). So it is attractive to construct a 

CLRS scheme with only using scalar multiplication 

over the elliptic curve group. 

In this paper, a new CLRS scheme is proposed 

having the following features: 

‧ The scheme is secure under the strong security 

model. Namely, the Type І/II adversary can obtain 

the valid signatures for the replaced public key, 

without additional submission. 

‧ Most CLRS schemes currently known used pairings, 

our scheme does not use pairing and it is more 

efficient than previous ones. 

1.3 Roadmap 

The organization of the paper is sketched as follows: 

First, the preliminaries and the system models of CLRS 

scheme are introduced in Section 2 and Section 3, 

respectively. Second, the construction and the security 

proofs for a new CLRS scheme are given in Section 4 

and Section 5, respectively. Next, the performance 

comparisons on several schemes are presented in 

Section 6. Lastly, some conclusions are given in 

Section 7. 

2 Preliminaries 

In this section, we introduce two mathematical tools: 

elliptic curve group and discrete logarithm problem. 

They will be used in the construction of the schemes 

and the proofs of security 

2.1 Notation 

The notations used throughout the paper are listed in 

Table 1. 

2.2 Elliptic Curves Modulo a Prime 

Let 3p >  be prime. The elliptic curve E  over 
p

F  is 

the set of solutions ( , )
p p

x y F F∈ ×  to the congruence 

2 3 (mod )y x ax b p= + + , where ,
p

a b F∈  are constants 

such that, 3 24 27 0(mod )a b p+ ≠  together with a 

special point O  called the point at infinity. 

The addition operation on E  is defined as follows: 

(where all arithmetic operations are performed in 
p

F ). 

Suppose 
1 1 2 2

( , ), ( , )P x y Q x y= = ∈E . 

 
1 2 2 1

3 3

,

( , )

O if x x y y
P Q

R x y otherwise

= = −⎧
+ = ⎨

=⎩
  

 

2

3 1 2

3 1 3 1

2 1

1 3 1

1

2 1 2 1

( )

(3 )(2 )

( )( )

x x x

y x x y

x ax y if P Q
and

y y x x otherwise

λ

λ

λ

−

−

⎧ = − −⎪
⎨

= − −⎪⎩

⎧ + =⎪
= ⎨

− −⎪⎩

 

 

Define P O O P P+ = + =  

Definition 1. Discrete logarithm (DL) problem. Let 

( )G P= ≤G , P∈G  is a point with prime order q q . 

Given a point aP G∈ , compute *

q
a Z∈ . 

3 System Models 

In this section, we present the formal definition of 

certificateless ring signature and the security 

requirements. 
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Table 1. Notations 

p
F  A prime finite field 

E  An elliptic curve over 
p

F . 

G  An addition group consisting of the point on E  and an extra point O . 

q  A prime number, where / 2q = G . 

*

q
Z  A set consisting of positive integers less than q . 

G  An additive group with order q , where G ≤ G . 

P  A generator of the group G . 

pubP  The public key of system, where pubP xP= . 

1 3
~H H  Three secure hash functions. 

i
ID  The identity of th

i  user. 

i
D  The partial private key th

i  user, where ( , )
i i i

D R z= . 

i
t  The secret value th

i  user and 
i i
T t P= . 

i
PK  The public key of th

i  user, where ( , )
i i i

PK T R=  and 
i i

R r P= . 

W  A set consisting of n  users, where 
1

{ ,..., }
n

W ID ID= . 

U  A set consisting of the identities/public keys, where { : }
i i

U W PK ID W= ∪ ∈ . 

m  A message. 
σ  A ring signature. 

 

3.1 Formal Definition 

A CLRS scheme consists of the following seven 

algorithms: 

‧ Setup: Given a security parameter v , key generate 

center (KGC) generates the system parameters 

params  and the master secret key msk . 

‧ Partial-Private-Key-Extract: Given the identity of 

user *{0,1}
i

ID ∈ , KGC generates the partial private 

key 
i

D  

‧ Secret-Value-Set: The user
i

ID selects a secret value 

i
t . 

‧ Partial-Public-Key-Generate: The user 
i

ID  generates 

his partial public key 
i
T . 

‧ User-Public-Key-Set: The user 
i

ID  outputs his user 

public key 
i

PK . 

‧ Sign: Given a tuple ( , )m U , the real signer 
s

ID W∈  

generates a signature σ . 

‧ Verify: On receive the signature ( , , )m Uσ , the 

verifier outputs 1  or 0 , depending on whether σ  is 

a valid ring signature on the message m . 

3.2 Security Requirements 

The security requirements of a CLRS scheme are 

presented as follows.  

Definition 2. A CLRS scheme is unforgeable (UNF-

CLRS) if the advantage of any polynomially bounded 

adversary is negligible in the following two games 

against Type I/II adversaries. 

Game I. The first game was performed between a 

challenger C  and a Type I adversary 
1

A . 

Initialization. C  runs the setup algorithm to generate a 

master secret key msk  and the public system 

parameters params . C  keeps msk  secret and gives 

params  to 
1

A . 

Query. 
1

A  performs a polynomially bounded number 

of queries. Each query may depend on the answers to 

the previous queries. 

‧ Hash functions query: 
1

A  can query the values of 

the hash functions for any input. 

‧ User public key query: 
1

A  requests the user public 

key of a user 
i

ID , C  returns the corresponding 

public key 
i

PK . 

‧ Partial private key query: 
1

A  requests the partial 

private key of a user 
i

ID , C  responds with the 

partial private key 
i

D . 

‧ Partial public key replacement: 
1

A  supplies a new 

partial public key value 
i
T ′  with respect to a user 

i
ID .  

C  replaces the current partial public key with the value 

i
T ′ . 

‧ Secret value query: 
1

A  requests the secret value of 

a
i

ID , C  returns the secret value 
i
t . If the partial 

publickey of user has been replaced, 
1

A  can not 

request the corresponding secret value. 

‧ Signature query: 
1

A  submits a tuple ( , )m U , C  

outputs a signature. 
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Forge. 
1

A  outputs a new tuple ( , , ).m Uσ  The adversary 

wins if the following conditions hold. 

1. σ  is not obtained through a signature query. 

2. Verify ( , , ) 1m Uδ = . 

3. 
1

A  did not query the partial private of anyone in 

W . 

The advantage of 
1

A  is defined as: 

 
1

1
Pr[ ]

UNF CLRS
Adv wins

−

=
A

A .  

Game II. The second game was performed between a 

challenger C  and a Type II adversary 
2

A . 

Initialization. C  runs the setup algorithm to obtain a 

master secret key msk  and public system parameters 

msk .C  gives them to 
2

A . 

Query. 
2

A  makes a polynomially bounded number of 

queries as those in Game I. 

Forge. 
2

A  outputs a new tuple ( , , )m Uδ . The 

adversary wins if following conditions hold. 

1. δ  is not obtained through a signature query. 

2. Verify ( , , ) 1m Uδ = . 

3. 
2

A  did not query the partial private of anyone in 

W . 

4. 
2

A  did not replace the partial public key of 

anyone  in W . 

The advantage of 
2

A  is defined as: 

 
2

2
Pr[ ]

UNF CLRS
Adv wins

−

=
A

A  

Definition 3. A CLRS scheme is anonymous (ANO-

CLRS) if the advantage of any polynomially bounded 

adversary is negligible in the following game.  

Game III. A adversary A  plays the third game with a 

challenger C  as follows. 

Initialization. C  runs the setup algorithm to generate 

msk  and params , and sends them to A . 

Phase 1. A  makes a polynomially bounded number of 

queries as those in Game I.  

Challenge. A  submits a tuple 
0 1

( , , , )m U ID ID , where 

{ , }
i i

U W PK ID W= ∪ ∈  and 
0 1
,ID ID W∈ . C  selects 

at random a bit {0,1}µ∈  and provides A  with 

S ( , , , )ign m U z t
µ µ

δ = . 

Phase 2. A  makes queries as those in Phase 1. 

Response. A  returns a bit {0,1}µ′∈ . The adversary 

wins if µ µ′ = . 

The advantage of A  is defined as: 

 2Pr[ ] 1
ANO CLRS

Adv µ µ
−

′= = −
A

  

4 Our Scheme 

In this section, a new CLRS scheme is constructed 

as follows. 

‧ Setup: Given a security parameter v , KGC chooses 

an elliptic curve group G  of prime order 2
v

q > . 

KGC then chooses three cryptographic hash 

functions * *

1 2 3
, , :{0,1}

q
H H H Z→ . Finally, KGC 

picks a master secret key *

q
x Z∈  and sets the public 

key pubP xP= . The set of public parameters is: 

1 2 3
{ , , , , , , }pubparams G q P P H H H=  

‧ Partial-Private-Key-Extract: Given the identity of 

user *{0,1}
i

ID ∈ , KGC picks at random *

i q
r Z∈  and 

computes 
i i

R rP= , 
1
( , )

i i i
k H ID R= , 

i i i
z r k x= + , 

then sends ( , )
i i i

D R z=  to the user via a secure 

channel. 

‧ Secret-Value-Set: The user 
i

ID  randomly chooses 
*

i q
t Z∈ . 

‧ Partial-Public-Key-Generate: The user 
i

ID  computes 

i i
T t P= . 

‧ User-Public-Key-Set: The user 
i

ID  sets 
i

PK =  

( , )
i i
T R . 

‧ Sign: Given a tuple ( , ),m U  the actual signer 
s

ID W∈  

carries out the following steps. 

(1) Computes 
1
( , )

i i i
k H ID R=  for 

 1,2,..., 1, 1,...,i s s n= − + . 

(2) Randomly chooses *

,
i q

d c Z∈  and computes  

 
2
( , , , )

i i i i
l H m c ID PK=  for  

 1,2,..., 1. 1,...,i s s n= − + . 

(3) Computes. 

 
3 1,
( , , ( )).

n

i i i i i pubi i s
h H m U dP c l T R k P

= ≠

= + + +∑  

(4) Computes 
1,

n

s ii i s
c h c

= ≠

= −∑ . 

(5) Computes 
2
( , , , )

s s s s
l H m c ID PK=  and  

 ( )
s s s s

y d c l t z= − + . 

(6) Outputs 
1

( , ,..., )
n

y c cσ =  as the signature. 

‧ Verify: In order to verify a signature 

1
( , ( , ,..., ), ),

n
m y c c Uσ =  the verifier performs the 

following steps: 

(1) Computes 
1
( , )

i i i
k H ID R=  and 

 
2
( , , , )

i i i i
l H m c ID PK=  for 1,2,...,i n= . 

(2) Checks whether 

 
31 1
( , , ( ))

n n

i i i i i i pubi i
c H m U yP c l T R k P

= =

= + + +∑ ∑ .   

If the equality holds, outputs 1. Otherwise, outputs 0. 
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‧ On correctness 

 

3 1

3

1, 1

( , , ( ))

( , , ( ))

n

i i i i i pubi

n n

i i i i i pub i

i i s i

H m U yP c l T R k P

H m U dP c l T R k P h c

=

= ≠ =

+ + +

= + + + = =

∑

∑ ∑
  

5 Security of Scheme 

In this section, the proposed CLRS scheme is proved 

to be unforgeable and anonymous against adaptive 

chosen message attacks in the random oracle model. 

Theorem 1. In the random oracle model, if there is a 

Type I adversary 
1

A  that can win with advantage ε  

within time T  in the EUF-CLRS Game I, after making 

at most ( 1,2,3)
i

H i
q H i =  queries, 

U
q  user public key 

queries, 
D

q  partial private key queries, 
R

q  partial 

public key replacement requests, 
E

q  secret value 

queries, 
S

q
 signature queries, the DL problem can be 

solved with probability 

3

2
1

66
H

n

q U
C q

ε

 within time 

2 (2 (3 1) )
U D S s

T q q n q T+ + + + , where n  is the size of 

signer set and 
s

T  is the time for a scalar point 

multiplication in G . 

Proof. Suppose the challenger C  receives a random 

instance ( , )P aP  of the DL problem and has to 

compute a . C  will run 
1

A  as a subroutine and act as 

1
A ’s challenger in the Game I. 

Initialization. C  runs the setup algorithm with a 

parameter v , then gives 
1

A  the system parameters 

1 2 3
{ , , , , , , }pubparams G q P P xP H H H= = . 

Queries. 
1

A  will query user public key before an 

identity 
i

ID  is used in any other queries. C  sets 

several lists to store the queries and answers, all of the 

lists are initially empty. 

‧ User public key queries: C  maintains the list 
U
L  of 

tuple ( , , )
i i i

ID t r . When 
1

A  issues a user public key 

query for 
i

ID , C  responds as follows: 

At the thf  query, randomly picks *

,f qt Z∈  sets 

fID ID
◊

=  and ( , ).fPK t P aP
◊
=  For ,i f=  C  

randomly picks *

,
i i q
t r Z∈  and returns ( , )

i i i
PK t P rP= , 

then the query and the answer will be stored in the 

list 
U
L . 

‧ 
1

H
 queries: C  maintains the list 

1
L  of tuple ( , )

i i
kα . 

When 
1

A  issues a query 
1
( )

i
H α , C  randomly picks 

*

i q
k Z∈ , sets 

1
( )

i i
H kα =  and adds ( , )

i i
kα  to list 

1
L . 

‧ 
2

H  queries: C  maintains the list 
2

L  of tuple ( , )
i i
lβ . 

When 
1

A  issues a query 
2
( )

i
H β , C  randomly picks 

*

i q
l Z∈ , sets 

2
( )

i i
H lβ =  and adds ( , )

i i
lβ  to list 

2
L . 

‧

3
H  queries: C  maintains the list 

3
L  of tuple ( , )

i i
hγ . 

When 
1

A  issues a query 
3
( )

i
H γ , C  randomly picks 

*

i q
h Z∈ , sets 

3
( )

i i
H hγ =  and adds ( , )

i i
hγ  to list 

3
L . 

‧ Partial private key queries: C  maintains the list 
D

L  

of tuple ( , )
i i

ID D . When 
1

A  issues a partial private 

key query for identity 
i

ID . If 
i

ID ID
◊

= , C  fails and 

stops. Otherwise, C  finds the tuple ( , , )
i i i

ID t r  in list 

U
L , gives the 

i
D  by calling the partial private key 

extract algorithm and adds ( , )
i i

ID D  to list 
D

L . 

‧ Partial public key replacement requests: C  

maintains the list 
R

L  of tuple ( , , )
i i i

ID T T ′ . When 
1

A  

issues a partial public key replacement request for 

identity 
i

ID  with a new 
i
T ′ . C  replaces the current 

partial public key value 
i
T  with 

i
T ′  and adds 

( , , )
i i i

ID T T ′  to list 
R

L . 

‧ Secret value queries: When 
1

A  issues a secret value 

query for an identity 
i

ID , C  finds ( , , )
i i i

ID t r  in list 

U
L , responds with 

i
t  and adds ( , )

i i
ID t  to list 

E
L . 

‧ Signature queries: When 
1

A  submits a tuple ( , )m U , 

C  outputs a signature as follows: 

If there exists a user 
s

ID W∈  such that 
s

ID ID
◊

≠  

and 
s R

ID L∉ , C  gives a signature σ  by calling the 

signing algorithm, where 
s

ID  is the actual signer. 

Otherwise, C  does as follows: 

(1) Computes 
1
( , )

i i i
k H ID R=  for 1,2,...,i n= . 

(2) Randomly chooses *

,
i q

y c Z∈  for 1,2,...,i n= . 

(3) Computes 
2
( , , , )

i i i i
l H m c ID PK=  for 1,2,...,i n= . 

(4) Adds 
31 1
( , , ( ))

n n

i i i i i i pubi i
c H mU yP c l P R k P

= =

= + + +∑ ∑  

to list 
3
L . If collision occurs, repeats the steps 2-4. 

(5) outputs 
1

( , ,..., )
n

y c cσ =  as the signature. 

Forge. 
1

A  outputs a tuple * * *( , , )m Uσ , and fulfills the 

requirements as defined in the Game I. Where 
* * * *

1
( , ,..., )

n
y c cσ =  and * * * * *{ : }

i i
U W PK PK W= ∪ ∈ . 

Solve DL problem. By using forking lemma for ring 

signature scheme [9], after replays 
1

A  with the same 

random tape except the result returned by 
3

H  query, C  

gets two valid ring signatures with probability 

3

2

66
H

n

q
C

ε

: 

* * * *

1
( , ,..., )

n
y c cσ =  and * * * *

1
( , ,..., )

n
y c cσ ′ ′ ′ ′= . It follows 

that * *

s s
c c ′≠  and * *

i i
c c ′=  for i s≠ . If *

s
ID ID

◊
= , then 

* * * * * *( ),
s s s s

y d c l t a k x= − + +  * * * * * *( )
s s s s

y d c l t a k x′ ′ ′= − + + . 

C  finds * *( , , )
s s

ID t∗  and * * *( , , )
s s s

ID R k  in list 
U
L  and 

1
L , 
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respectively. Follow on, C  finds * * * * *( , , , , )
s s s s

m c ID PK l  

and * * * * *( , , , , )
s s s s

m c ID PK l′ ′  in list 
2

L , then solves DL 

problem by computing: 

 * * * * * * * * * 1 *[( ) ( ) ]( )
s s s s s s s s

a y y c l c l t c c k x−′ ′ ′ ′= − − − − − .  

Probability. We denote some events as follows: 
1

π  : 

the partial private key of ID◊  was not queried by 
1

A . 

2
π : ID W

◊
∈ . 

3
π : ID◊  is the actual signer. It is easy 

to get following results: 

1
Pr[ ] U D

U

q q

q
π

−

= , 
2 1

Pr[ ]
U D

n

q q
π π =

−

, 

3 1 2

1
Pr[ ]

n

π π π∧ = .  

1 2 3

1 2 1 3 1 2

Pr[ ] Pr[ ]

Pr[ ] Pr[ ]Pr[ ]

1 1
U D

U U D U

success

q q n

q q q n q

π π π

π π π π π π

= ∧ ∧

= ∧

−

= =

−

i

i i

C 

 

Therefore, if 
1

A  can win with advantage ε  within 

time T  in the Game I, then C  can solve the DL 

problem with the probability 

3

2
1

66
H

n

q U
C q

ε

 within 2T +  

(2 (3 1) )
U D S s
q q n q T+ + + , where n  is the size of signer 

set and 
s

T  is the time for a scalar point multiplication 

in G . 

Theorem 2. In the random oracle model, if there is a 

super Type II adversary 
2

A  that can win the EUF-

CLRS Game II with advantage ε  within time T , after 

making at most ( 1,2,3)
i

H i
q H i =  queries, 

U
q  user 

public key queries, 
D

q  partial private key queries, 
R

q  

partial public key replacement requests, 
E

q  secret 

value queries, 
S

q  signature queries, the DL problem 

can be solved with probability 

3

2
1

66
H

n

q U
C q

ε

 within time 

2 (2 (3 1) )
U D S s

T q q n q T+ + + + , where n  is the size of 

signer set and 
s

T  is the time for a scalar point 

multiplication in G . 

Proof. Suppose the challenger C  receives a random 

instance ( , )P aP  of the DL problem and has to 

compute a . C  will run 
2

A  as a subroutine and act as 

2
A ’s challenger in the Game II. 

Initialization. C  runs the setup algorithm with a 

parameter v , then gives 
2

A  the system parameters 

1 2 3
{ , , , , , , }pubparams G q P P xP H H H= =

 
and master 

master secret key { }msk x= . 

Queries. 
2

A  will query user public key before an 

identity 
i

ID  is used in any other queries. C  sets 

several lists to store the queries and answers, all of the 

lists are initially empty. 

‧ User public key queries: C  maintains the list 
U
L  of 

tuple ( , , )
i i i

ID t r . When 
2

A  issues a user public key 

query for 
i

ID , C  responds as follows: 

At the thf  query, randomly picks *

f qr Z∈ , sets 

fID ID
◊

=  and ( , )fPK aP r P
◊
= . For i f≠ , C  

randomly picks *

,
i i q
t r Z∈  and returns ( , )

i i i
PK t P rP= , 

then the query and the answer will be stored in the 

list 
U
L . 

‧ 
1 2 3
, ,H H H  queries: Same as that in the proof of 

Theorem 1. 

‧ Partial private key queries: C  maintains the list 
D

L  

of tuple ( , )
i i

ID D . When 
2

A  issues a partial private 

key query for identity 
i

ID . C  finds the tuple 

( , , )
i i i

ID t r  in list 
U
L , gives the 

i
D  by calling the 

partial private key extract algorithm and adds 

( , )
i i

ID D  to list 
D

L . 

‧ Partial public key replacement requests: Same as 

that in the proof of Theorem 1. 

‧ Secret value queries: When 
2

A  issues a secret value 

query for an identity 
i

ID . If 
i

ID ID
◊

= , C  fails and 

stops. Otherwise, C  finds ( , , )
i i i

ID t r  in list 
U
L , 

responds with 
i
t  and adds ( , )

i i
ID t  to list 

E
L . 

‧ Signature queries: Same as that in the proof of 

Theorem 1. 

Forge. 
2

A  outputs a tuple * * *( , , )m Uσ , and fulfills the 

requirements as defined in the Game II. Where 
* * * *

1
( , ,..., )

n
y c cσ =  and * * * * *{ : }

i i
U W PK PK W= ∪ ∈ . 

Solve DL problem. By using forking lemma for ring 

signature scheme [9], after replays 
2

A  with the same 

random tape except the result returned by 
3

H  query, C  

gets two valid ring signatures with probability 

3

2

66
H

n

q
C

ε

: 

* * * *

1
( , ,..., )

n
y c cσ =  and * * * *

1
( , ,..., )

n
y c cσ ′ ′ ′ ′= . It follows 

that * *

s s
c c ′≠  and * *

i i
c c ′=  for i s≠ . If *

s
ID ID

◊
= , then 

* * * * * *( )
s s s s

y d c l a r k x= − + + , * * * * * *( )
s s s s

y d c l a r k x′ ′ ′= − + + . 

C  finds * *( , , )
s s

ID r∗  and * * *( , , )
s s s

ID R k  in list 
U
L  and 

1
L , 

respectively. Follow on, C  finds * * * * *( , , , , )
s s s s

m c ID PK l  

and * * * * *( , , , , )
s s s s

m c ID PK l′ ′  in list 
2

L , then solves DL 

problem by computing: 

 * * * * * * * * * * 1[( ) ( )( )]( )
s s s sx s s s s

a y y c c r k c l c l −′ ′ ′ ′= − − − + − . 
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Probability. Without loss of generality, we may 

assume that 
E R

L L∩ =∅ , and denote some events as 

follows: 
1

π : the partial public key of ID◊  was not 

replaced and the secret value of ID◊  was not queried 

by 
2

A . 
2

π : *

ID W
◊
∈ . 

3
π : ID◊  is the actual signer. It 

is easy to get following results: 

1
Pr[ ] ,U R E

U

q q q

q
π

− −

=  
2 1

Pr[ ]
U R E

n

q q q
π π =

− −

,  

3 1 2

1
Pr[ ]

n

π π π∧ = . 

1 2 3

1 2 1 3 1 2

Pr[ ] Pr[ ]

Pr[ ] Pr[ ]Pr[ ]

1 1
U R E

U U R E U

success

q q q n

q q q q n q

π π π

π π π π π π

= ∧ ∧

= ∧

− −

= =

− −

i

i i

C 

 

Therefore, if 
2

A  can win with advantage ε  within 

time T  in the Game II, then C  can solve the DL 

problem with the probability 

3

2
1

66
H

n

q U
C q

ε

 

within 

2 (2 (3 1) )
U D S s

T q q n q T+ + + + , where n  is the size of 

signer set and 
s

T  is the time for a scalar point 

multiplication in G . 

Theorem 3. Our scheme is anonymous. 

Proof. C  runs the setup algorithm with a parameter v , 

and sends the 
1 2 3

{ , , , , , , }pubparams G q P P xP H H H= =

 
and { }msk x=  to the adversary A . 

First, A  makes queries as those in the proof of 

Theorem 1. 

Follow on, A  submits a tuple 
0 1

( , , , )m U ID ID , 

where { : }
i i

U W PK ID W= ∪ ∈  and 
0 1
,ID ID W∈ . C  

selects at random a bit {0,1}µ∈  and provides A  with 

Si ( , , , )gn m U z t
µ µ

σ = . 

Once again, A  makes queries as those in the proof 

of Theorem 1. 

In the end, A  returns a bit {0,1}µ′∈ . 

For a signature σ  generated by sign algorithm, if 

i
ID W∈  is not the actual signer, 

i
c  is chosen 

independently and distributed uniformly over *

q
Z . 

Since 
i
r  is chosen uniformly at random from *

q
Z , then 

i i
R rP=  is distributed uniformly over G . By 

i
k  and 

i
l  

are the outputs of hash functions, then 
i
k  and 

i
l  are 

distributed uniformly over *

q
Z . If 

s
ID  is the actual 

signer, then d  is chosen uniformly at random from *

q
Z . 

Since h  is an output of hash function, then 

1,

n

s ii i s
c h c

= ≠

= −∑  is distributed uniformly. Since 
s
l  is 

an output of hash function, it follows that 

( )
s s s s

y d c l t z= − +  is also distributed uniformly over 
*

q
Z . In conclusion, all the mentioned parameters are 

uniformly distributed. Therefore, 
1

Pr [ ]
2

µ µ′= = = . In 

other words, the advantage of A  is negligible in the 

Game III. 

6 Efficiency and Comparison 

In this section, we compared the performance of our 

scheme with several other schemes. Some notations are 

defined as follows: 

P : a pairing operation. 

P
M : a pairing-based scalar multiplication operation. 

E
M : an ECC-based scalar multiplication operation. 

N
M : a modular exponent operation in 

N
Z . 

H : a one-way hash operation. 

Table 2. Cryptographic operation time (in milliseconds) 

P  P
M  

E
M  

N
M  H  

20.04 6.38 2.21 5.31 0.01<  

 

For fairness and reasonableness, third-party data is 

used to analyze three CLRS schemes. Implementing 

the related operations on a personal computer (PIV 

3GHZ processor with 512MB memory and the 

Windows XP operation system). He et al. [10] obtained 

the running time on basic cryptographic operations. 

For the pairing-based scheme, to achieve 1024-bit RSA 

level security, a Tate pairing 
1 1 2

:e G G G× →  was used, 

where 
1

G  with the prime order q  is an additive group 

defined on the supersingular elliptic curve 2
/ :

p
E F y =  

3
x x+  with embedding degree 2, where the sizes of p  

and q  are 512 bits and 160 bits, respectively. For the 

ECC-based schemes, to achieve the same security level, 

they used the parameter secp160r1, recommended by 

the Certicom Corporation [26], where 160 31
2 2 1p = − − . 

The running times are listed in Table 2. 

We use a simple method to evaluate the computation 

cost. For example, Chang et al.’s [5] scheme requires 

3 3n +  pairing-based scalar multiplication operations, 

4 pairing operations and 2 hash function operations. So 

the resulting computation time is 6.38 (4 3)n× + +  

20.04 4 0.01 2 25.52 99.32n× + × = + ms. In order to 

facilitate the comparison, we let 10n = , then the 

computation time is 25.52 10 99.32 354.52× + = ms. 

The detailed comparison results of several different 

CLRS schemes are illustrated in Table 3 (Figure. 1). 
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Table 3. Comparison of several CLRS schemes 

Scheme Sign Verify Time ( 10n = ) 

Zhang [24] 2 (3 1)
P

P n M nH+ + +  3 2 ( 1)
P

P nM n H+ + +  425.79 

Chow [4] 2 ( 1)
P

P nM n H+ + +  ( 1)
P

nP n M H+ + +  418.34 

Chang [5] 2 (2 2)
P

P n M H+ + +  2 (2 1)
P

P n M H+ + +  354.52 

Zhang [25] (2 4) 2
P

n M nH+ +  3 2 2
P

P nM nH+ +  341.24 

Deng [7] ( 2) ( 1)
E N

nM n M n H+ + + +  ( 1)( )
E N

n M M H+ + +  168.76 

Our scheme (3 2) 2
E

n M nH− +  (3 1) 2
E

n M nH+ +  130.79 

 

 

Figure 1. Computation cost 

7 Conclusion 

Most CLRS schemes currently known use bilinear 

pairings. Scientific researchers get some good results 

in speeding up the computation of pairings in recent 

years. However, the computation cost of the pairings is 

much higher than that of the scalar multiplication over 

the elliptic curve group. Therefore, it is quite 

significant to construct efficient CLRS scheme without 

bilinear pairings. In this paper, we propose a new 

CLRS scheme and gave the proof of security in the 

random oracle model. Our scheme does not require 

pairing operation, the analysis on performance shows 

that it is more efficient than previous ones. 

Acknowledgments 

The authors are grateful to the anonymous referees 

for their helpful comments and insightful suggestions. 

This research is supported by the National Natural 

Science Foundation of China under Grants No. 

61962011, the Innovation Group Major Research 

Projects of Department of Education of Guizhou 

Province under Grant No. KY [2016] 026, the Guizhou 

Provincial Science and Technology Foundation under 

Grant No. [2019] 1434. 

 

 

References 

[1] S. S. Al-Riyami, K. G. Paterson, Certificateless Public Key 

Cryptography, Advances in Cryptology-Asiacrypt, LNCS, Vol. 

2894, Taipei, Taiwan, 2003, pp. 452-473. 

[2] A. Bender, J. Katz, R. Morselli, Ring Signatures: Stronger 

Definitions, and Constructions without Random Oracles, 

Journal of Cryptology, Vol. 22, No. 1, pp. 114-138, 

December, 2008. 

[3] S. S. M. Chow, S. M. Yiu, L. C. K. Hui, Efficient Identity 

Based Ring Signature, International Conference on Applied 

Cryptography and Network Security, LNCS, Vol. 3531, New 

York, USA, 2005, pp. 499-512.  

[4] S. S. M. Chow, W. S. Yap, Certificateless Ring Signature, 

Cryptology ePrint Archive, Report 2007/236, June, 2007.  

[5] S. Chang, D. S. Wong, Y. Mu, Z. F. Zhang, Certificateless 

Threshold Ring Signature, Information Sciences, Vol. 179, 

No. 20. pp. 3685-3696, September, 2009. 

[6] L. Deng, J. Zeng, Two New Identity-based Threshold Ring 

Signature Schemes, Theoretical Computer Science, Vol. 535, 

pp. 38-45, May, 2014. 

[7] L. Deng, Certificateless Ring Signature Based on RSA 

Problem and DL Problem, RAIRO-Theoretical Informations 

and Applications, Vol. 49, No. 4, pp. 307-318, October-

November, 2015. 

[8] J. Herranz, Identity-based Ring Signatures from RSA, 

Theoretical Computer Science, Vol. 389, No. 1-2, pp. 100-

117, December, 2007. 

[9] J. Herranz, G. Saez, Forking Lemmas for Ring Signature 



Certificateless Ring Signature Scheme from Elliptic Curve Group 731 

 

Schemes, International Conference on Cryptology in India, 

LNCS, Vol. 2904, New Delhi, India, 2003, pp. 266-279. 

[10] D. He, J. Chen, J. Hu, An ID-based Proxy Signature Schemes 

without Bilinear Pairings, Annals of Telecommunications, Vol. 

66, No. 11-12, pp. 657-662, December, 2011. 

[11] D. He, J. Chen, R. Zhang, An Efficient and Provably-Secure 

Certificateless Signature Scheme without Bilinear Pairings, 

International Journal of Communication Systems, Vol. 25, 

No. 11, pp. 1432-1442, November, 2012. 

[12] D. He, B. Huang, J. Chen, New Certificateless Short 

Signature Scheme, IET Information Security, Vol. 7, No. 2, 

pp. 113-117, June, 2013. 

[13] L. Nguyen, Accumulators from Bilinear Pairings and 

Applications, Cryptographers’ Track at the RSA Conference, 

LNCS, Vol. 3376, San Francisco, USA, 2005, pp. 275-292. 

[14] R. L. Rivest, A. Shamir, Y. Tauman, How to Leak a Secret, 

Advances in Cryptology-Asiacrypt, LNCS, Vol. 2248, Gold 

Coast, Australia, 2001, pp. 552-565. 

[15] A. Shamir, Identity-based Cryptosystems and Signature 

Schemes, Advances in Cryptology, LNCS, Vol. 196, Santa 

Barbara, California, USA, 1984, pp. 47-53. 

[16] K. Shim, Security Models for Certificateless Signature 

Schemes Revisited, Information Sciences, Vol. 296, pp. 315-

321, March, 2015. 

[17] J. Tsai, N. Lo, T. Wu, Weaknesses and Improvements of an 

Efficient Certificateless Signature Scheme without Using 

Bilinear Pairings, International Journal of Communication 

Systems, Vol. 27, No. 7, pp. 1083-1090, July, 2014. 

[18] J. Tsai, A New Efficient Certificateless Short Signature 

Scheme Using Bilinear Pairings, IEEE Systems Journal, Vol. 

11, No. 4, pp. 2395-2402, December, 2017. 

[19] L. Wang, K. Chen, Y. Long, H. Wang, An Efficient Pairing-

free Certificateless Signature Scheme for Resource-limited 

Systems, Science China Information Sciences, Vol. 60, No. 

11, pp. 119102: 1-119102: 3, November, 2017, 

[20] H. Wang, Certificateless Ring Signature Scheme from 

Anonymous Subsets, International Conference on Multimedia 

Information Networking and Security, Nanjing, China, 2010. 

pp. 413-417. 

[21] H. Wang, S. Han, A Provably Secure Threshold Ring 

Signature Scheme in Certificateless Cryptography, International 

Conference of Information Science and Management 

Engineering, Shanxi, China, 2010, pp. 105-108. 

[22] H. Xiong, Z. Guan, Z. Chen, F. Li, An Efficient 

Certificateless Aggregate Signature with Constant Pairing 

Computations, Information Sciences, Vol. 219, pp. 225-235, 

January, 2013. 

[23] T. Yuen, J. Liu, M. Au, W. Susilo, J. Zhou, Efficient Linkable 

and/or Threshold Ring Signature without Random Oracles, 

Computer Journal, Vol. 56, No. 4, pp. 407-421, April, 2013. 

[24] L. Zhang, F. Zhang, W. Wu, A Provably Secure Ring 

Signature Scheme in Certificateless Cryptography, 

International Conference on Provable Security, LNCS, Vol. 

4784, Wollongong, Australia, 2007, pp. 103-121. 

[25] Y. Zhang, J. Zeng, W. Li, H. Zhu, A Certificateless Ring 

Signature Scheme with High Efficiency in the Random 

Oracle Model, Mathematical Problems in Engineering, Vol. 

2017, Article ID 7696858, June, 2017. 

[26] The Certicom Corporation, SEC 2: Recommended Elliptic 

Curve Domain Parameters, www.secg.org/collateral/sec2final. 

pdf. 

Biographies 

Lunzhi Deng received his B.S. from 

Guizhou Normal University, Guiyang, 

PR China, in 2002; M.S. from 

Guizhou Normal University, Guiyang, 

PR China, in 2008; and Ph.D. from 

Xiamen University, Xiamen, PR 

China, in 2012. He is now a professor in the School of 

Mathematical Sciences, Guizhou Normal University, 

Guiyang, PR China. His recent research interests 

include cryptography and information safety. 

 

Siwei Li received his B.S. from 

Guizhou University, Guiyang, PR 

China, in 2009; M.S. from Guizhou 

University, Guiyang, PR China, in 

2012; She is now a lecturer in the 

Graduate School, Guizhou Normal 

University, Guiyang, PR China. His 

recent research interests include data management and 

security. 

 

Huawei Huang received his Ph.D. 

from Xidian University, Xi’an, PR 

China, in 2008. He is currently an 

associate professor in the School of 

Mathematical Sciences, Guizhou 

Normal University, Guiyang, PR 

China. His recent research interests 

include algebra and cryptograph. 

 

Yuhong Jiang received her B.S. from 

Yangtze Normal University, Chongqing, 

PR China, in 2017; She is now a 

graduate student in the School of 

Mathematical Sciences, Guizhou 

Normal University in China.. Her 

recent research interests include 

cryptography protocol and information safety. 

 

Bingqin Ning received her B.S. from 

Xiangnan University, Chenzhou, PR 

China, in 2017; She is now a graduate 

student in the School of Mathematical 

Sciences, Guizhou Normal University 

in China. Her recent research interests 

include cryptography protocol and 

information safety. 

 

 



732 Journal of Internet Technology Volume 21 (2020) No.3 

 

 

 

 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (Adobe RGB \0501998\051)
  /CalCMYKProfile (Japan Color 2001 Coated)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHT <FEFF005b683964da300c9ad86a94002851fa8840002b89d27dda0029300d005d0020005b683964da300c8f3851fa0033003000300064002851fa88400029300d005d00204f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks true
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        8.503940
        8.503940
        8.503940
        8.503940
      ]
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MarksOffset 9.354330
      /MarksWeight 0.141730
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PageMarksFile /RomanDefault
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed true
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


