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Abstract

The computing resources can be utilized and shared
with other VMs on the same physical machine, thus there
exists information security in cloud computing. Cloud
services such as laaS, PaaS and SaaS can employ the
multi-tenancy control to accomplish the applications
independence and data isolation for different tenants. The
SCA attacker can break into the shared computing
resources and steal stored data of other users on the
physical machine, which results in data leakage and theft.
Therefore, we examine and fix the security issues of
current CP-SCA to propose new CRDPS scheme for
enhancing defense capability of SCA.

The CRDPS can monitor the ICMP and TCP SYN
packets to determine whether the sender is a SCA
attacker. Then, we perform some simulations using UNB
CIC Dataset to analyze and compare the CRDPS and CP-
SCA schemes in terms of four KPIs. Finally, the
simulation results indicate that the CRDPS has a better
detection rate, higher accuracy ratio, and system
throughput than the CP-SCA about 8.51%, 41.36%, and
251 packets respectively, but there is a 4.28% overhead
in average processing time. Consequently, the proposed
CRDPS can accurately identify the attackers to harden
the security and enhance the total quality in cloud
services, especially in SaaS.

Keywords: Cloud computing, Side-Channel Attacks,
ICMP, TCP SYN, Co-Residency Detection

1 Introduction

Since the cloud computing technology is the virtual
machines (VMs) that to be formed through
virtualization based on the sharing of computer
resources [1], the information security concerns come
up. Cloud computing services can be divided into three
levels: laaS (Infrastructure as a Service), PaaS
(Platform as a Service), and SaaS (Software as a
Service). Cloud computing services can be used by
multi-tenancy control, for different tenant’s application
environment isolation such like application context
independence and data isolation. Hence, the multi-
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tenancy control is to ensure that the different tenants’
applications will not interfere with each other, while
the confidentiality of information is also strong enough.
An attacker can steal the computing resources on the
shared physical machine through the Side-Channel
Attack (SCA), who may even steal the data which
other users have saved or retrieved on the physical
machine. SCA obtains the targeted private information
through shared hardware resource analysis on the
attack target, while Co-Residency Detection (CRD)
should be performed before the SCA is launched. The
attacker will verify whether the attack target is on the
same physical machine, and the SCA can be launched
only after the confirmation. The three steps of
information security are Prevention, Detection, and
Action. Since that the prevention is better than
detection or action, the system can also support the
access control lists of user applications by utilizing the
RB-MTAC to prevent and avoid the occurrence of
SCA, when the CRD behavior is detected. The current
CP-SCA (Conventional Protection for Side-Channel
Attack) emphasizes making the CRD analysis prior to
the Side-Channel Attack, to monitor the ICMP packets
required for the CRD for traffic statistics, analyze the
transmission of its packets, and identify suspicious
attackers and victims in the cloud environment [2].
However, in addition to using ICMP packets for
confirming whether co-utilized physical machines are
used, the CRD can also carry out the confirmation
through TCP SYN packets. Therefore, this paper
proposes the CRDPS (Co-Residency Detection with
Packet Sniffer) scheme to improve the SCA issues of
current CP-SCA for monitoring the ICMP and TCP
SYN packets into consideration to upgrade the defense
capability.

With the vigorous development and popularization
of cloud computing technology, the problems
concerning information security in its applications
have gradually become a subject that deserves in-depth
investigations. In particular, cloud computing is mainly
to share computing resources, or even storage spaces
through virtualization. If the attackers have attacked
through SCA, the private messages that are stored in
the cloud could be stolen or misappropriated. The



714 Journal of Internet Technology Volume 21 (2020) No.3

primary requirement for SCA is that the cloud
environment of the attacker and what of the victim to
be attacked are both on the same physical machine. To
make sure both are on the same physical machine, the
attacker will first perform CRD to detect whether the
attack target is on the same physical machine, and
further attacks will be made after the confirmation. If
the attacker can be detected in the process of CRD, the
SCA can be prevented from occurring accordingly.
Therefore, the proposed CRDPS of this paper are to
continue the existing researches on SCA’s prevention
schemes, and consider further on the possibility of
monitoring through TCP SYN packets. Hence, the
main purposes of this paper are as follows:

* In the cloud computing environment, side-channel
attack is a newer security threat. This paper
continues using the CP-SCA, but it needs to fix its
drawback that it merely detects the ICMP by
designing a new CRDPS approach.

+ To achieve more accurate judgment results through
the detections of ICMP packets and the monitoring
on the TCP SYN packets.

+ The occurrences of side channel attack can be

alleviated through the proposed CRDPS scheme
under any cloud services.

According to the UNB CIC Dataset, we can set up a
simulation system to generate packets to emulate the
packets produced by CRDs for SCA attacker on the
cloud virtual machines.

+ We can perform some simulations using emulated

packets to be produced by UNB CIC Dataset to

analyze and compare the CRDPS and CP-SCA

methods in terms of four key performance indicators

(KPIs).

+ In summary, the proposed CRDPS can provide safer
and more secure quality of service than CP-SCA
under the cloud environment.

The remainder of this paper is organized as follows.
In Section 1, this paper introduces the research
backgrounds and purposes. In Section 2, we survey and
describe the reviews of related works and current
security issues under multi-tenant architecture. Also,
we illustrate identity management and access control
issues of Side-Channel Attacks in multi-tenancy
control. Section 3 examines operations of the CRDPS
scheme and designs its algorithm. Section 4 comprises
the set of simulation experiments for analyzing the
results in terms of four KPIs. Section 5 comprises the
set of simulation experiments and analyzes the final
simulation results. Then, we draw some conclusions
and indicate the future research directions in Section 6.

2 Related Works

2.1 Cloud Computing

There is an essential technology in Cloud computing,

that is hardware virtualization. The physical machine
can be virtualized to form some virtual machines via
the virtualization. In other words, there are many
virtual machines residing on a physical machine, and
therefore the virtual machines will share the computing
resource of the physical machine, such as CPU,
memory, and disk space. In the National Institute of
Standards and Technology (NIST), “cloud computing”
is a model that is convenient and able to tune and
access to a wide range of shared computing resources
such as servers, storage, network, applications, services,
etc. according to user on-demand [3]. Also, it can
simplify the management of the work and the
interaction with the cloud service providers to support
three kinds of services rapidly and elastically.

2.2 Multi-tenancy Control

Cloud computing services can be divided into three
levels: IaaS (Infrastructure as a Service), PaaS
(Platform as a Service) and SaaS (Software as a
Service). Then, laaS providers have recently been
building marketplaces of “cloud apps,” which are VMs
pre-installed with a variety of software stacks. This
allows clients to deploy services such as network
middle-boxes on their work VMs without the cloud
provider [4]. The security requirement is more relevant
in PaaS, The platform must ensure that no malicious or
faulty code from any tenant can interfere with the
normal execution of other users’ code or with the
platform itself [5]. Also, SaaS adoption presents
security risks. Moving a company’s sensitive data into
the cloud providers, which expand and complicate the
risk in organizational operations [6].

The cloud services can support for multiple users
under multi-tenant architecture, hence the multitenancy
control can make various users have designated roles,
and different roles have respective functions and
permissions in cloud services. In previous research, the
RB-MTAC is mainly to integrate the identity
management and role-based access control for different
tenant applications under the multi-tenant cloud
environment [7]. That is to ensure data isolation and
make different tenant’s applications not interfere with
each other, while the confidentiality of information is
also strong enough.

2.3 Side-Channel Attacks

A side channel attack is a non-intrusive attack. It
does not go through violent crack (password crack) or
utilize the vulnerabilities of algorithms. Instead, it is
undertaken by the way of observing the hardware
resources operation, analyzing, and then proceeding
with the side channel attacks [8].

Side channel attacks occur under the situation with a
shared CPU, shared cache, shared computing units and
other shared hardware resources. For attacks on shared
CPU resource, an attacker can find out the scheduling
vulnerability of the Amazon EC2, which can exploit
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CPU in computing resources originally owned by other
users [9]. For cache-sharing attack, an attacker can
observe the executions of different instructions or
actions to obtain the target caching resources [10-12].

Except above these two side-channel attack modes,
an attacker can acquire the related target information
by observing the execution time between instructions
in a system for the latency time attack [13-14]. There
would be a specific behavior before an attack is taking
place, and that is the Co-Residency Detection (CRD).
In other words, the attacker needs to perform CRD to
confirm whether the attack target is on the same
physical machine before proceeding with the attack on
the side channel. The side channel attacks can proceed
only after the confirmation is finished, the SCA
process is as shown in Figure 1. Therefore, we can
identify the occurrence of side channel attacks through
monitoring the CRD behaviors.

Yes

Conduct a SCA

Unable to attack

CRD

Figure 1. Side-Channel Attack flow

2.4. Co-Residency Detection

The Co-Residency Detection (CRD) is used for
confirming whether two virtual machines are on the
same physical machine. The CRD can be performed
via sending ICMP and TCP SYN packets for
Traceroute, and then the IP address of the Dom0
virtual machine can be obtained. If the two Dom0 IP
addresses are the same, and then it indicates that the
two virtual machines share the same physical machine.
Then, we can monitor ICMP and TCP SYN packets to
identify the occurrence of CRD behaviors and can tell
whether a SCA would be happen after the statistical
analysis. In summary, the Traceroute functions of
ICMP and TCP SYN control packets are as follows.

2.4.1 ICMP Traceroute

The program sends out a UDP packet with TTL = 1.
The first router subtracts the TTL by 1 to get to 0, and
then no longer continues to forward this packet. Instead,
it returns with an ICMP timeout packet [15]. The
retrieving side thus may obtain the address of the first
gateway, which the timeout packet has gone through.
Then a TTL = 2 packet is sent out again to obtain the
2nd gateway address, thus all the addresses on the

gateway may be obtained by serially by increasing the
TTL. Not all the gateways return the timeout packets,
which is what actually happens, for security reasons.
Most firewalls or firewall-activated routers have been
configured as not to respond to all kinds of ICMP
packets, therefore the Traceroute procedure does not
necessarily get all the router gateway addresses along
the way.

2.4.2 TCP Traceroute

The traditional Traceroute uses ICMP packets to get
the destination path. Nowadays firewalls have been
commonly used in networks that many packets sent by
Traceroute are filtered out so that they cannot track all
the way to the destination. However, in many cases
these firewalls allow certain TCP port packets to enter
the back-end hosts. By sending TCP SYN packets
instead of ICMP packets, the TCP SYN Traceroute is
able to pass the filtering criteria of most of the
firewalls [16].

Cloud computing technology forms multiple virtual
machines through virtualization based on shared
computing resources. Most cloud services are set up on
Multi-Tenant  Architecture (MTA), which allows
modeling and exploiting efficiently huge amounts of
computing resources. Hence, computing resources to
be used may share the same physical machine with
other virtual machines, which can be supervised by
multi-tenancy control to conduct the application
independence as well as the isolation of data among
different tenants. However, the data or application on
the computing resources can break into another virtual
machine by SCA. Before performing SCA, determine
whether the target of an attack is on the same physical
machine first, therefore, the detection of CRD is
required to be conducted via Traceroute. After
confirming the attack target is on the same physical
machine, an SCA attacker will launch the attacks.

3 Operations and Dessign Issues of Crdps

This paper proposes CRDPS and to integrate with
the SYN TCP packet detection mechanism based on
the current CP-SCA. Through the CRDPS scheme, the
ICMP and TCP SYN packet flows can be both
identified to determine whether the packet sender is an
SCA attacker. It can enhance the defense of side-
channel attacks. The CRDPS scheme has the following
characteristics.

* To determine whether a virtual machine user is
conducting a side-channel attack, and if an attacker
is identified, put it into the illegal IP addresses list.

+ A proposed defense scheme in side channel attacks
can be applicable to different cloud service models.

« The defense capabilities of SCA can be enhanced
through comparing ICMP and TCP SYN packets.
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3.1 Operation Structure and Description

The attacker can trigger a CRD upon the target to
confirm whether it is on the same physical machine,
and the SCA can be performed after the confirmation.
The CRDPS figures out the illegal IP addresses list
through monitoring ICMP and TCP SYN packets.
Hence, the operations of the SCA process are as shown
in Figure 2.

Physical Machine

2.CRD

»  Tarzet

RS

Attacker
VM1

»

x

1. Control N
*. 3. Monitor

CRDPS

Attacker

Figure 2. SCA operations structure

This paper calculates the repeated thresholds of IP
addresses and finds out the illegal IP address through
the CRDPS scheme. The detection process is as shown
in Figure 3, and the operational flows are illustrated as
following.

(a) The CRD packet log files captured by Wireshark
can read into the CRDPS program.

(b) The ICMP and TCP SYN packets can be filtered
from the various types of packets through the CRDPS,
and then be stored into the data tables of the CRDPS.

(c) To count the number of source IP Addresses to
be filtered from the ICMP and TCP SYN packets.

(d) Calculating the threshold of repetition of the
source [P addresses.

(e) If the repetition of source IP Address is greater
than the threshold, put it into the list of illegal IP
Addresses. And if the repetition of source IP Address
is not greater than the threshold, put it into the list of
legal IP addresses.

(f) To identify the list of legal or illegal IP
Addresses through the CRDPS.

(g) To determine whether to continue retrieving any
packets or not.

v

Reading Packets (a)

L

Filtering ICMP / TCP SYN packets (b)

[CMP/ TCP SYN Ne
Packets?

Counting the number of source IP Addresses (C)

l

Calculating the threshold of repetition d
of the source [P addresses ( )

No (e)

The source IP address is
greater than the threshold?

Identifving as illegal
IP address

Identifving as legal
IP address (f)

Packets?

Figure 3. Detection Activities in CRDPS

3.2 Algorithm Design

Based on operations of Figure 3, the algorithm of
CDRPS can be designed as follow:

Algorithm CRDPS()

Input:

String[] CRDPS;

String[] Suspicious;

int[] IPSourceCount;

int Threshold Val;

bool ifPacketsInput = true;

bool ifAttacker

Output:

To complete CRDPS Method for resolving Cloud SCA
issues

Method:

1. BEGIN {

2 While(ifPacketsInput) {

3 Load CRDP(); //(a)
4. Packets_Filter(); //(b)
5. IP_Source Count(); //(c)
6 Threshold Cal(); //(d)
7 ifAttacker = Check CRDPS(); //(e)
8 if(ifAttacker == true){
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9. List Illegal IP(); e
10.  }else{

11. List Legal IP(); /(f)
12. }

13.  ifPacketsInput = Input Check(); //(g)
14. }

15.} END

16. Procedure Load CRDPS() {

17. String crdps = getCRDPS();

18. CRDPS = crdps.Split(“ *);

19. } END Load_CRDPS

20. Procedure Packets Filter() {

21. Suspicious = ifICMP_TCPSYN();

22. } END Packets_Filter

23. Procedure IP_Source Count() {

24. IPSourceCount++;

25.} END IP_Source_Count

26. Procedure Threshold Cal() {

27. Threshold Val = IPSourceCount.getAverage();
28. } END Threshold_Cal

29. Procedure Check CRDPS() {

30. If (IPSourceCount > Threshold Val){
31.  return true;

32, }else{
33.  return false;
34, }

35.} END Check_CRDPS
36. Procedure List_Illegal () {
37. addUserToBlacklisting();
38.} END List_ Illegal

39. Procedure List_Legal () {
40. addUserToWhitelisting();
41. } END List_Legal

42. Procedure Input_Check() {
43. if(ifAnylnput()){

44. return true;

45. telse{

46. return false;

47.}

48. } END Input Check

END CRDPS.

4 Simulations Environments and KPIs

In this paper, we conducted simulation experiments
to compare and analyze between CRDPS and CP-SCA
methods in terms of four key performance indicators
(KPIs) such as detection rate, accuracy ratio, system
throughput, and average processing time.

4.1 Experimental Environment Configuration

Initially, we set up an experimental environment to
simulate the behaviors of CRD and to generate
emulated packets. Our simulation operation

architecture is based on above Figure 2, that is the
attacker’s virtual machine (VMI1) and the target’s
virtual machine (VM2) are resided on the same
physical machine. Then, the legal or illegal IP address
can be identified by the CRDPS scheme as shown in
Figure 4. First, the CRD behaviors are simulated
through the built-in DOS commands of Windows to
create attacking packets based on the operations of the
UNB CIC Dataset [17]. These packets of CRD
behaviors can be fetched by Wireshark. We first
calculate the average number of packets produced by
one virtual machine and then simulate the packets
generated by multiple virtual machines. Next, the
ICMP and TCP SYN packets can be filtered by the
proposed CRDPS scheme in this paper to make a
statistics of the number of repeated IP addresses, and
the IP address over the threshold are identified as
illegal 1P address. The threshold value of this paper is
taken as the average of the number of packets from
repetitive [P addresses. The legal IP address may be
misjudged as illegal IP, if the threshold value is lower,
thus resulting in a rising in number of misjudged
packets; if the threshold value is higher, as a result, the
illegal IP addresses are skipped and the number of
missed leaking packets is too high. Therefore, the
averaging threshold value is used, but this threshold
value can be flexibly tuned according to the actual
needs in the cloud environment. Hence, the system
specifications for the implementations of simulation
environments are listed in Table 1 and Table 2.

Step 1 -
ICMP / TCP SYN A

k) L]

011011
10010

&
¥

CRD Target
Simulator * Fetch Packets Platform
Step 2

.
Step 3
Analyzing
Fetch
Packet CRDPS

Figure 4. Simulations environment

Table 1. Physical machine specifications

Software / Hardware Specification
Operation System Windows 10
CPU 4 Cores
Memory 16GB
Disk 256GB
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Table 2. Virtual machines specifications

Software / Hardware Specification
Operation System Windows 7
CPU 2 Cores
Memory 2GB
Disk 30GB

4.2 KPIs Definitions and Descriptions

For simulation experiments, there are four KPIs
including detection rate, accuracy ratio, system
throughput, and average processing time as shown in
Table 3. Also, all KPIs as shown in Table 3 are
computed as Formulas (1) to (4).

Table 3. The definitions of KPIs’ list

Key Performance Indicators (KPIs)
Purposes
Malicious  packets launched by
Detection Rate  attackers can be detected by CRDPS
(DR) and CP-SCA schemes to reduce the
probability of being attacked
The accuracy ratio is determined
Accuracy Ratio through the calculation to differentiate
(AR) the filtering correctness of CRDPS and
CP-SCA schemes.
The number of illegal packets that can

KPIs

System oy
actually be handled within a fixed
Throughput (ST) period of time (5 min).
Average The average processing time is to

Processing Time calculate the averaging of N operations
(APT) time of CRDPS and CP-SCA schemes.

_ Abnormal Packets
Total Packets

0y

AR = Total Illegal IP Address Packets @)
(The Actual Tllegal Packets + The Misjudged Packets)

T Total Illegal IP Address Packets 3)

Fixed Period of Time (5min)

Total Processing Time
N

APT = 4)

5 Simulations Results and Analysis

This paper refers to the UNB CIC Dataset how to
generate attacking packets [17]. The operational flow
of the UNB CIC Dataset to create attacking packets
includes complete network configuration, collecting
normal and abnormal packets. First, we built a virtual
machine to collect the packets under its normal
operation. Next, we performed simulations on the CRD
behaviors and collected the ICMP and TCP SYN

packets generated by an SCA attacker for CRD. These
packets recorded normal situations and the packets
were generated during the CRD every five minutes. A
total of ten simulations were logged and recorded by
the system. Finally, we calculated the normal situations
and the average number of packets produced via the
CRD every five minutes.

The number of packets generated by the CRD
performed by the attacker in the case of building
multiple virtual machines is simulated. According to
the proposed CRDPS and the CP-SCA methods, the
simulation experiments are conducted respectively,
although the CRDPS method obtains a 4.28% overhead
on average processing time to be compared with the
CP-SCA. In addition, the other KPIs are improved
significantly. The detection rate, accuracy ratio, system
throughput, and average processing time are illustrated
as below in detail.

5.1 Detection Rate

The ICMP and TCP SYN packets are filtered from
the collected packets to calculate the ratio of the
abnormal packets in the collected packets of CRDPS
and CP-SCA of this paper, respectively. The
simulation results of ten experiments are recorded to
indicate that the proposed CRDPS has a higher
detection rate than CP-SCA, as shown in Figure 5.

Detection Rate
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Figure 5. Comparisons in detection rate

5.2 Accuracy Ratio

The ICMP and TCP SYN packets were selected
from the collected packets to calculate the ratio of the
number of determined illegal IP addresses to account
for the total number of IP addresses of attackers
between CRDPS and CP-SCA schemes respectively.
The simulation results of ten experiments are recorded
to present that the proposed CRDPS has a higher
accuracy ratio than CP-SCA, as shown in Figure 6.
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Accuracy Ratio
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Figure 6. Comparisons in accuracy ratio

5.3 System Throughput

The number of illegal packets that can actually be
handled within a fixed period of time, and calculations
of the system throughput are made by using CRDPS
and CP-SCA schemes, respectively. The simulation
results of ten experiments are recorded to demonstrate
that the proposed CRDPS has a higher system
throughput than CP-SCA, as shown in Figure 7.
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Figure 7. Comparisons in system throughput

5.4 Average Processing Time

The processing time of CRDPS and CP-SCA
mentioned in this paper are calculated. The results of
ten experiments are recorded to show the average
processing time of CRDPS is more consuming 4.28%
on average than CP-SCA, as shown in Figure 8.
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Figure 8. Comparisons in average processing time

This paper summarizes the simulation results in KPI
values between CRDPS and CP-SCA schemes to be
running in ten experiments as shown in Table 4. In
terms of detection rate, the detection rate to be
obtained using CRDPS is higher than the CP-SCA,
increasing up to 8.51% on average. In terms of
accuracy ratio, the accuracy ratio of CRDPS is
maintained at 93.55% on average, compared to the CP-
SCA, the averaging growth rate is 41.36%. In terms of
system throughput, the system throughput with the
CRDPS is 497 packets, 251 more packets than the CP-
SCA. In terms of average processing time, the
proposed CRDPS may have more overhead than CP-
SCA about 4.28%. Since the filtering of TCP SYN
packets need to be considered, the average processing
time may be slightly higher than that of CP-SCA and
the usage of computing resources will also be
relatively consumed. With regard to reducing average
processing time, the computing resources of virtual
machines can be improved efficiently and effectively
by using Docker technology. The Docker is a new kind
of virtualization technology, it can package systems,
programs, and execution environments into Containers.
Hence, the Docker needs very low system resource
requirements and allows multiple systems or
applications to be run on the same host simultaneously,
thereby increases the utilizations of computing
resources.

Table 4. The summarized KPIs values

Experimental results

KPIs CRDPS Cp-sca Difference
value
Detection Rate 16.79% 8.28% 8.51%
Accuracy Ratio 93.55% 52.19% 41.36%
497 246 251
System Throughput Packets Packets Packets
Average Processing 30440 037805 -4.28%

Time
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6 Conclusion

Cloud computing technology forms multiple virtual
machines through virtualization based on shared
computing resources. The computing resources to be
used may share the same physical machine with other
virtual machines, which can be supervised by multi-
tenancy control to conduct the application independence
as well as data isolation among different tenants.
However, the data or application on the computing
resources can be broken into another virtual machine
by SCA. Hence, this paper proposes a new approach of
side-channel defense of CRDPS to fix the CP-SCA
drawbacks. The CP-SCA only considers attackers that
can conduct CRD via ICMP packets, but it does not
consider the TCP SYN packets. In addition to
monitoring ICMP packets and incorporating TCP SYN
packets into CRDPS scheme, the packets generated by
these two CRD behaviors are considered to improve
the detection rate, accuracy ratio and system
throughput for the side-channel defense mechanism.

According to experimental results, the proposed
CRDPS scheme has an additional 4.28% of average
processing time than CP-SCA, but a better detection
rate and higher accuracy ratio with 16.79%, 8.28%,
and 93.55%, 52.19%, respectively. Also, the system

throughput is 497 Packets and 246 Packets respectively.

Consequently, the final simulation results indicate that
the proposed CRDPS is better than CP-SCA in terms

of detection rate, accuracy ratio, and system throughput.

Thus, the CRDPS can enhance the security and
improve the total quality of cloud service models,
especially in SaaS. Because of more complexity in
CRDPS scheme, so it will consume more computing
resources to process the CRDPS. Although we can’t
tune that the processing time of CRDPS is better than
the CP-SCA, we can still shorten the total processing
time using the Docker. The future research direction
will further enhance the utilizations of computing
resources using any virtualization technologies.
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