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Abstract

Revocation functionality is essential for the practical
deployment of identity-based cryptosystems because a
user’s private key may be corrupted by hacking or the
period of a contract expires. Many researchers are
focusing on revocable identity-based encryption scheme,
while revocable identity-based signature scheme has
received limited concentration. Recently, several
revocable identity-based signature schemes have been
proposed. However, these schemes are not scalable and
are vulnerable to signing key exposure attack. In this
paper, we first refine the security model of revocable
identity-based signature scheme by considering the
signing key exposure attack. Then, we propose a pairing -
free revocable identity-based signature scheme with
signing key exposure resistance. The proposed scheme is
more efficient and practical than existing schemes in
terms of update cost, sign cost, verification cost and
scalability. Finally, we prove the proposed scheme is
existentially unforgeable against adaptively chosen
message and identity attacks under the standard discrete
logarithm assumption in the random oracle model.

Keywords: Revocable identity-based signature, KUNode
algorithm, Random oracle model

1 Introduction

The concept of identity-based cryptography was first
proposed by Shamir to simplify certificate management
in tradition public key infrastructure [1]. In an identity-
based cryptosystem, an entity’s public key can be
publicly computed from arbitrary strings that uniquely
identifies the entity, such as a complete name or an
email address. A trusted third party named as private
key generator (PKG) generates the private key for the
entity and sends it to the entity through a secure
channel. Since Boneh and Franklin proposed the first
practical and secure identity-based encryption (IBE)
scheme [2], various identity-based cryptosystems have
been proposed and widely applied [3].
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Key revocation mechanism is necessary for the
practical deployment of any public key cryptosystems.
For example, a user is no longer qualified for the
public key, or a user’s private key has been corrupted
by hacking. In these cases, it is crucial for the
cryptosystems to revoke the misbehaving or
compromised user. In the tradition certificate setting,
two popular solutions have been proposed, i.e.,
certificate revocation list and online certificate status
protocol [4]. In the identity-based setting, however,
key revocation is non-trivial because a user’s identity
is itself a public key, one cannot simply change his
public key, as this changes his identity as well.

Boneh and Franklin proposed a naive revocation
method for IBE scheme [2], which requires all users,
regardless of whether their private keys have been
exposed or not, have to regularly get in contact with
the PKG, prove their identities and get new private
keys. The PKG must be online for all such transactions,
and a secure channel must be established between the
PKG and each user to transmit the private key.
Obliviously, this will lead to huge computation and
communication overhead for the PKG that are linearly
increased in the number of non-revoked users. Tseng
and Tasi proposed an improved revocable IBE scheme
with a public channel [5], where each user’s decryption
key consists of a fixed initial private key and a time
update key, and the time update key is changed along
with time period. The PKG periodically generates new
time update keys and sends them to the non-revoked
users via a public channel.

Boldyreva et al. proposed the first selective-ID
secure, scalable revocable IBE scheme by combining
the complete subtree method with a fuzzy IBE scheme
[6], where the PKG is only required to perform
logarithmic work in the number of users and no secure
channel is required between users and the PKG. Then,
Libert and Vergnaud proposed the first adaptive-ID
secure, scalable revocable IBE scheme by combining
the complete subtree method with a black-box
accountable authority IBE scheme [7]. Later, Seo and
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Emura considered the decryption key exposure attack,
and proposed an adaptive-ID secure, scalable revocable
IBE scheme with decryption key exposure resistance
[8]. Recently, Wang et al. proposed an adaptive-ID
secure, scalable revocable IBE scheme with constant
size public system parameters and decryption key
exposure resilience [9].

Although revocable IBE scheme has attracted
researchers’ attention in recent years, revocable
identity-based signature (RIBS) scheme has received
limited concentration. There are only a few RIBS
schemes in the literature ([10-11]). In existing RIBS
schemes, each user’s signing key consists of a fixed
initial private key and a time update key, and the time
update key is changed along with time period. For non-
revoked users, the PKG periodically generates new
time update keys and sends them to the non-revoked
users via a public channel. Thus, they are not scalable
because the PKG has to generate time update key for
all non-revoked users in each time period. Furthermore,
exiting security model for RIBS scheme is a natural
extension of the security model for the ordinary IBS
scheme. It allows an adversary to obtain any private
keys of a chosen identity, the only one restriction is
that if the adversary obtains a private key of the
challenge identity ID*, then ID* should be revoked
before the challenge time T*. However, it does not
consider signing key exposure attack, wherein an
adversary may obtain a signer’s private key djp~ from a
compromised signing key skip- 1, thus the adversary
can forge signatures by combining it with subsequent
updated keys. It is important and challenging task to
construct a scalable RIBS scheme with signing key
exposure resistance.

In this paper, we first refine the security model of
RIBS scheme by considering the signing key exposure
attack. Then, we propose a scalable RIBS scheme with
signing key exposure resistance by combining the
complete subtree method with Galindo and Garcia’s
IBS scheme without pairings [12]. Finally, we proved
the proposed RIBS scheme is existentially unforgeable
against chosen message and identity attacks under the
standard discrete logarithm assumption in the random
oracle model.

2 Preliminaries

We denote by = &S the operation of picking an
element x uniformly at random from the set S.

2.1 DLP Assumption

Let G, be a prime p order group with a generator g.
The Discrete Logarithm Problem (DLP) in G, is
defined as: given ¢* € G, for unknown z & Z, to

compute z.
An adversary A has advantage ¢ in solving the DLP

in G, if Pr[A(g, g*) = 2] > &, where the probability is
over the random choice of z in Zy, and the random bits
consumed by A. The DLP assumption in G, holds if

all probabilistic polynomial time (PPT) adversaries
have at most a negligible advantage in solving the DLP.

2.2 KUNode Algorithm

Denote by Path(n) the set of nodes on the path from
a leaf node 7 to the root node of the binary tree T, by
¢r and (g the left and right child of a non-leaf node ¢,
respectively. The KUNode algorithm takes as input a
binary tree T, revocation list RL, and time period T, it
outputs a set of nodes. Each user is assigned to a leaf
node. If a user (assigned to n) is revoked on time
period T, then (1, T) € RL. The algorithm is described
as follows [9].
KUNode(T,RL, T)
XY «0
V(m, Ti) € RL,
If T, < T, then add Path(n;) to X
Ve e X
If xp ¢ X, then add zp to Y
If xgp € X, then add zr to Y
If Y =0, then add root to Y
Output Y

Upon registration, the PKG assigns a leaf node 7 of
T to the user, and provides the user with a set of
distinct private keys, wherein each private key is
associated with a node on Path(n). At time period T,
the PKG broadcasts key updates for a set Y C T of
nodes which contains no ancestors of revoked users
and precisely one ancestor of any non-revoked user.

3 Definitions of RIBS Scheme

We denote by I, T and M the identity space, the
time space and the message space, respectively.

3.1 Syntax Definition of RIBS Scheme

A RIBS scheme consists of the following seven
polynomial time algorithms:
Setup. The setup algorithm takes as input a security
parameter x and a maximal number of users N. It
outputs the public parameter mpk, the master secret
key msk, the initial revocation list RL = (), and an
1nitial state stg.
KeyGen. The key generation algorithm takes as input
the public parameter mpk, the master secret key msk,
an identity ID € I and a state st. It outputs a private key
dip of ID and an updated state st.
KeyUp. The key update algorithm takes as input the
public parameter mpk, the master secret key msk, the
key update time T € T, the current revocation list RL,
and state st. It outputs the update key kur.
SKG. The signing key generation algorithm takes as



Efficient Pairing-Free Provably Secure Scalable Revocable Identity-Based Signature Scheme 505

input the public parameter mpk, a user’s private key
dp and the update key kut. It outputs a signing key
skip,7 that is valid on time period T or a special symbol
1 indicating that ID was revoked.

Sign. The signing algorithm takes as input the public
parameter mpk, a message m, and the signer’s signing
key skip,t. It outputs the signature oip 7.

Verify. The verification algorithm takes as input the
public parameter mpk and a pair of message and
signature (m,opp ). It outputs 1 if op7 is valid
signature on m for identity ID signed on time period T.
Otherwise, it outputs 0.

Revoke. The key revocation algorithm takes as input
an identity ID to be revoked, a revocation time period T,
revocation list RL, and the state st. It outputs an
updated revocation list RL'.

The consistency condition requires that for a
message m € M and corresponding signature op T
which is signed by a non-revoked user with identity ID
on time period T, Verify(mpk, m, oip 1) must return 1.

3.2 Security Definition of RIBS Scheme

The existentially unforgeable against adaptively
chosen message and identity attacks (EUF-ID-CMA)
for RIBS scheme is defined via the following game
interacting between a forger 7 and a simulator 5.

The existentially unforgeable against adaptively
chosen message and identity attacks (EUF-ID-CMA)
for RIBS scheme is defined via the following game
interacting between a forger F and a simulator 5.
Setup. Bruns Setup(1©, N) — (msk, mpk), and sends
mpk to F, while keeps msk secret.

Queries. F is allowed to issue the following queries
adaptively.

« KeyGen Oracle: For an identity ID € I, B forwards
dp and st to Fby running KeyGen(rmpk, msk, D, st)
— (d|D, St).

* KeyUp Oracle: For a time period T € T, B runs
KeyUp(mpk, msk, T,RL,st) — kur and forwards the
update key kut to F.

* SKG Oracle: For any identity ID € T on any time
period Te T, and B forwards skpt to F by
sequentially running KeyGen(mpk, msk, ID,st) — d\p,
KeyUp(mpk, msk, T,RL,st) = kur and SKG(mpk, dip, kut)
— Sk|D’T.

« Sign Oracle: For any message m € M of any
identity ID € I on any time period T € T, and B
forwards opr to F by sequentially running
KeyGen(mpk, msk, D, st) — dip, KeyUp(mpk, msk,
T, RL,St) — kuT, SKG(mpk,d“), k:u-r) — S]C|D’T and
SigIl(T)’LplC7 m, Sk|D,T) — OID,T-

* Revoke Oracle: For the revocation of any identity
ID € Ton any time period T € T, BB forwards RL' to
F by running Revoke(mpk, D, T,RL, st) — RL'.

F is allowed to query above oracles with the following
restrictions:
« SKG Oracle cannot be queried on time period T
before KeyUp Oracle was queried.
« KeyUp Oracle and Revoke Oracle can be queried on
time period which is greater than or equal to the time
period of all previous queries.
* Revoke Oracle cannot be queried on time period T if
KeyUp Oracle was queried on T.
Note that F can access the signing key oracle in our
security model, which is not given in the existing
security model for RIBS schemes [10-11].
Forge. At the end of the game, F outputs a forgery of
a pair of message and signature (71, o, 1) on behalf of
IDon T.

We say that 7 wins the experiment provided that the
following conditions hold:

* Verify (mpk, |D,im,a,m) =1

« If KeyGen(ID) was queried, then Revoke(ID,T)
must be queried for T < T.

+ SKG Oracle cannot be queried with respect to (1D, T).

« Sign Oracle cannot be queried with respect to
(ID, T, ).

The forger’s advantage e in the above game is
defined by the probability that F outputs a valid
forgery. If there does not exist any PPT forger who has

non-negligible advantage in the above game, we say
that a RIBS scheme is EUF-ID-CMA secure.

4 The Proposed RIBS Scheme

The proposed RIBS scheme is described as follows.

Setup(1®,N) . The PKG first chooses a prime
p(2F < p < 2¢t1) order group G, with a generator g,
T1, %2, T3 & Z,, then computes h; = g**, hy = g*> and
hs = ¢g®3. The PKG also chooses three cryptographic
hash functions H, : G, xI—Z,, Hy: G, x T = Z,
and H; : M x G, x I x T — Z,. Finally, the PKG sets
mpk = (G, g,p, b1, ho, hg, Hy, Hy, Hy) ,  msk = (x1,x2,x3)
RL = (and st = BT, where BT is a binary tree with N
leaves.
KeyGen(mpk, msk,ID,st) . The PKG chooses an
unassigned leaf node n from BT at random, and stores
ID in the node n. For each node 6 € Path(n), the PKG
performs as follows.

(1) Recall ¢y if it was defined. Otherwise, choose
co & Z,, and store (cy, ¢y = w3 — ¢p) in the node 7.

(2) Choose r;g & Z,, compute R;y=g"° and
Y16 ="1,0+T1" Hl(RLg, |D) + cp, and set d|D,9 = (R179,y179).

(3) Finally, the PKG assigns the user with identity ID
the private key dip = {(0, dip,¢) }ocpath(n)-
KeyUp(mpk,msk, T,RL,st) . The PKG parses
st =BT and performs the following steps for each
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node 6 € KUNode(BT,RL, T).

(1) Retrieve ¢y (note that ¢y is always pre-defined in
the KeyGen algorithm).

(2) Choose 73 & Z,, compute Ry, = g"° and

Yo,0 =T2,0 + T2 - Ho(Ra g, T) + Cp, and set kur g = (Ra9,Y2,0)-

(3) Return kur = {(0, kut9)}.
SKG (mpk,dp, kut). The PKG checks whether the
intersection of two sets Path(n) and KUNode(BT,RL, T) is
an empty set or not. If it is an empty set, it returns L.
Otherwise, the PKG performs the following steps for
each node 6 € Path(n) N KUNode(BT,RL, T).

(1) Choose $r4 & Z, and compute h} = hi?, b} = hy?,

5 = hy', B} g = R{%, Ry g = Ry, Dp =ra(y1,0 +2,0).

(2) Return sk.D;as (hll, hIQ, hg, {Dg, RLg, R2107 ,1.’9, R’zﬁ})

Note: In both Wu et al.’s RIBS scheme [10] and Sun
et al.’s RIBS scheme [11], signer does not update
his/her signing private key skip v, and just adds long-
term private key component dip with update key
component kut corresponding to the current time
period T directly. Consequently, their scheme cannot
withstand signing key exposure. However, our scheme
re-randomizes the signing private key skipt in each
update process to conquer this kind of attack.
Sign(mpk, skip v, m). To sign a message m on the time
period T, the signer generates a signature op t on m
using his signing key skipt by performing the
following steps.

(1) Choose a il Z, and compute A = g°.

(2) For 0 € Path(n) N KUNode(BT,RL, T), compute
by = a+ Dy - Hy(m, A, 1D, T).

(3) For 6 € Path(n) N KUNode(BT,RL, T), return
oip,T as (A7 hllv /2’ g’ﬂ {be, Rlﬁv RQ,G’ R/1,97 RIQ,Q})'
Verify (mpk, op, 1, m). Upon receiving a signature ojp 1
on message m for ID on the time period T, a verifier
checks  the  equation g% = A(R} R} ,h; 7100 F16)
R, T2(TR2,0) 7y Ha(m. AT holds or not. If it holds, the

algorithm outputs 1; otherwise, the algorithm outputs 0.

Revoke(mpk,ID, T,RL,st). Let n be the leaf node
associated with ID. The PKG updates the revocation
list by RL' + RL U {(n, T)}.

5 Efficiency Analysis and Security Proof
of the Proposed RIBS Scheme

5.1 Efficiency Analysis

We denote by P a computation of the bilinear
pairing é(G1, G1) — Gr, by M a scalar multiplication
in Gy, by H a map-to-point hash function, by E an
exponentiation in G, by N the maximum number of
users in the system, and by r the number of revoked
users. Compared to scalar multiplication in G;, map-
to-point hash function, and exponentiation in G, ,

bilinear pairing is considered as the most expensive
computational operations. The relative computation
cost of a bilinear pairing is approximately twenty times
higher than that of the scalar multiplication over
elliptic curve group [13].

Table 1. Comparison of RIBS schemes

[7] [8] Ours
Scalability No No Yes
Update cost O(N —71) O(N —=r) O(rlog(N/r))
Sign cost 2M E E
Verify cost 2P+ M +2H 3E 4F

As shown in the Table 1, our RIBS scheme is more
efficient and practical than existing RIBS schemes
([10-11]) in terms of update cost, sign cost, verification
cost and scalability.

5.2 Security Proof of the Proposed RIBS
Scheme

Theorem 1. Let F be an (e qm,,qn,,qm,) -forger
against RIBS in the EUF-ID-CMA model, where ¢g,,
qm, and gy, are denoted by the upper bound of the
number of queries on H;-oracle, Hy-oracle and Hj-
oracle, respectively. If H;, Hs and H5 are modeled as
random oracles, we can construct either
+ Algorithm R which e -breaks the DLP, where
e > €/q*qu,.
* Algorithm R; which ¢, -breaks the DLP, where
e1 > € /q*(qu, + am.)? + € /¢* (qu, + qu,)®.
+ Algorithm R, which e5-breaks the DLP, where
g2 > /¢ (qu, + qm,)* + €/¢* (qu, + qm,)°
+ Algorithm Rz which e3 -breaks the DLP, where
e3 > 4€* /q* (qm, + qm, + qm,)? + 262 /q* (qms + qm, + qm,)°
Proof: Consider the following events in the case that a
forger F produces successfully a wvalid forgery

OA’l”D,-i— = (/i, {i)g, Rl,@, Rg,e}) on (|b, i—, m)fOI‘ 0c Path(n) n

KUNode(BT, RL, T).

« E: F makes at least one signature query on (1D, T),
and (R, 9, Ro 9) were returned by the simulator B as
part of the output to a signature query on (ID, T).

+ E;: F makes at least one signature query on
(ID,T), and Rw was returned by the simulator as part
of the output to a signature query on (ID, T).

* E,: F makes at least one signature query on (ID, T),
and Rs ¢ was returned by the simulator as part of the
output to a signature query on (ID, T).

« E3: Either 7 does not make any signature queries on
(ID,T) or both R, ¢ and R, 4 were never returned by
the simula‘EorAas part of the output to a signature
query on (ID, T).

To forge a signature &+ with a non-negligible
probability, F has to issue three random oracle queries:

Hi(R10,1D), Ha(Rgy,T) and Hs(m, A, 1D, T).
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According to the order in which the adversary issues
these queries, we further subdivide the event E; into the
following events:

* Ei (2,3): F issues the query on Hy (R, T) before the

query on Hs(m, A, 1D, T).

* Eq,(3,2): F issues the query on Hs(m

the query on Hy(Ry 9, T).

In the similar way, we can subdivide the event E,
into the following events E, (1 35y and E; (51), and
subdivide the event E; into the following events
Es(3,1,2) and

,A, 1D, T) before

Es123) > Esa32, Es 213, Es31),

Es,(3,2,1), Tespectively.

* Eo (1,3): F issues the query on Hi (R, 4,1D) before the
query on Hs(m, A, 1D, T).

* Es (3,1): F issues the query on Hs(m

the query on H; (R, g, ID).

E; (123) . F A issues the query on Hl(Rl 9,ID)

Hy(Rsp,T)and Hs(m, A, 1D, T) in order.

Es1,3 2) F issues the query on Hi(Ry4,1D) ,

Hs(m, A, 1D, T) and Hy(R, 9, T) in order.

Es (213 : F issues the query on Ha(Rog,T),

Hi (R, 4,1D)and Hs(m, A, 1D, T) in order.

,A,ID, T) before

Es(2,3,1): F issues the query on Hy(Rap, T)
Hs(m, A,1D, T) and H; (R, ¢,1D) in order.

* E3,(3,1,2): F issues the query on Hs(m, A, 1D, T) and
Hy (R, T) in order.

Es(3,2,1): F issues the query on Hsz(m
HZ(RZ 0 ) T)and $H1(R1 0, ID) in order.
In the case of the events E, Eq, E; and E3, we give the
reductions R, R1, Ro and R3 respectively.

For simplicity, we only give the reduction R and R;.
We deal with R using general forking lemma [14], and
we deal with R, adopting general forking lemma [14]
and multiple forking lemma [15]. R, and R3 can be
analogously constructed as R;.

To deal with the challenge identity, we adopt the
strategy which is utilized by Seo and Emura in [8]. Let
¢ be the maximum number of queries regarding H;-
oracle and Hj-oracle. Simulator B randomly guesses
i €[1,q] such that A’s i-th query is the first query
regarding ID on H,-oracle and Hs-oracle. We assume
B’s guess is right (It holds with probability 1/q). As
discussed in [7-8], time space T are widely considered
to be polynomial in x. B randomly guesses the
challenge time T € T, we also assume that B’s guess is
right (It holds with probability 1/|T|).

aAalbaT) s

5.2.1 Reduction R

LetHA‘

chooses 1,7y, x5 & Zx, computes hy = g**

(G,,,p,g g%) be the given DLP instance. B
, ho = g*2
and hs = g¥3, sets msk = (z1,22,73) and mpk =

(Gyp,p,g,h1,ha, hs), and sends mpk to 7. The hash
functions H;, H, and Hs are modelled as random
oracles. This is done with the aid of three tables Ly,
Ly, and Ly,. B simulates F’s environment as follows:

* Hy, Hy and Hj Oracle Query: B simulates those
oracles by keeping Ly,, Ly, and Ly, containing the
queried values together with the answers.

« KeyGen Oracle Query: F issues a private key query
on identity ID. If there is a tuple which is related to
ID in Lig,, then B return as the list. Otherwise, B
randomly choose a leaf node 7 in binary tree BT and
assign ID to n. For each node 6 € Path(n), B
performs the following steps.

(1) Recall ¢q4 & Z, and store(cy, ¢y = w3 — ¢p) In the
node 7.

(2) Choose r, & Z, and z 4 & Z, , compute
Rig=g™*and yi9 =110+ 21210 + Cp.

(3) Add ((ID,Ryy), 21,9) to the list Ly, to the list
LH1.

(4) Return dip = {6, R1,0, 91,0 }ocpath(n)

(5) Add (1D, dip) to the list Ly,g,.

« KeyUp Oracle Query: Fissues a key update query
on time T. If there is a tuple which is related to T in
Liw, , then B return as the list. Otherwise, B
performs the following steps for each node
6 € KUNode(BT,RL, T).

(1) Retrieve c,.

(2) Choose 149 & Z, and 2,9 & Z,.

(3) Compute Ry p = g"¢ and yo.9 = 9,9 + x222.9 + 0.
(4) Add ((T, Ra,9), 22,¢) to the list Ly,.

(5) Return kut = {19, Rz,g, y279}.

(6) Add (T, ku) to the list Ly,,.

Sign Oracle Query: When F makes a sign oracle
query on (ID,T,m) with ID#IDV T #T and ID is
not revoked on time T, B simply computes the
private key for ID and the update key on time period

T as described in the previous KeyGen Oracle
Query and KeyUp Oracle Query. Then B runs the
Sign algorithm and returns the produced signature to
F . In the case of ID=IDAT=T , for
6 € Path(n) N KUNode(BT,RL, T), B acts as follows.
(1) Choose 71 ¢ & Z, and compute g™¢ = g*/g"e.
(2) If no tuple in list Ly, related to (¢"*¢,ID), then B
chooses z; ¢ & Z, and adds it to list Ly,. If no tuple in
list Ly, related to (g’qz’@,f), then B chooses z; ¢ & Zy
and adds it to list Ly,

(3) Choose t & Zop, € & Z,, compute by = tg + (71,9

+ 21219 + To209 + 3)e, A=g'/(g*/g")¢, and add
((m, A,1D, T),e) to list Ly,.

(4) Return oy, = (A, {bg, g™, g™ }) to F.
The correctness of the forged signature can be
verified as follows.
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to+(71,0+x121,0+2T222,0+x3)e

g =g
=A. (ga/gﬁ,g)e . g(f1,9+m1Z1,9+I2z2,9+m3)e

—A- g(a+1’121,9+$222,9+w3)€

—A- (gﬁ,e X ng,e ,g$121,9+$2z2,9+$3)6

Algorithm R now uses the general forking algorithm
FSF to solve the DLP challenge [14]. It runs F<F on
the given DLP instance T1, with the Hs involved in the
replay attack. If FCF fails, R aborts. If FCF is
successful, R can get two wvalid forgeries
e = (4, {bé),R1 O,Rg »}i=0,1) With respect to

b7
(ID,T,m), where 6 € Path(n) N KUNode(BT,RL,T) .

Next, we compute the discrete logarithm « as follows.

by = a+ (a+ @210 + @222 + 3)e
=
b(el) =4+ (a+x1210 + T2229 + $3)e(1)
a= (bél) -

B /(e — e®) — (2121, + w2229 + T3)

To bound the success probability of R against the
DLP assumption, FSF is successful during running if
B’s guess for identity and time is right. We denote this
probability by acc, and apply the general forking
lemma [14] with |S|=p and y=qg, , wWe get
suc > acc(acc/qm, — 1/p) > €2/q*qy, . Thus R can
successfully solve DLP with advantage € > €2/q¢%qu.,.

This ends the proof.

5.2.2 Reduction R,

In this case, 7 makes at least one signature query on
(ID, T) and R, 4 was returned by B as part of the output
to a signature query on (ID,T), but R,y was not
returned.

A

LetII =

$
chooses 1, x3 < Z,

(Gyp,p,9,9%) be the given DLP instance. B
computes hy = ¢** and hs = g*3,
sets msk = (z1,x3) and mpk = (G, p, g, h1, g%, h3), and
sends mpk to F. In fact, B sets x5 = « implicitly.

B adopts the same mechanism to response F ’s
queries for both E; (5 3y and E; (3 9).

* Hy, Hy and H3 Oracle Query: B performs the same
steps as it did in 5.2.1.

« KeyGen Oracle Query: B performs the same steps as
itdid in 5.2.1.

« KeyUp Oracle Query: Fissues a key update query
on time T. If there is a tuple which is related to T in
Ly, , then B return as the list. Otherwise, B
performs the following steps for each node
0 € KUNode(BT,RL, T).

(1) Retrieve é.
(2) Choose ts ¢ & Z,and z ¢ & Z,.

(3) Compute Ry g = g*22(g™)~*2¢ and yo g = t2,9 + Co.

(4) Add ((T, R279), 22,9) to the list LH2.

(5) Return kut = {6, R2.9,y2,0}-

(6) Add (T, kur) to the list Ly.,.

« Sign Oracle Query: B performs the same steps as it
did in 5.2.1 when ID#IDVT#T and ID is not
revoked on time T . If ID=IDAT=T, for
6 € Path(n) N KUNode(BT,RL, T), BB acts as follows.
(1) Choose 71 ¢ & Z,and 759 & Z,.

(2) If no tuple in list Ly, related to (¢™*¢,ID), then B
chooses z; ¢ & Z, and adds it to list Ly,. If no tuple in
list Ly, related to (g™, T), then B chooses 234 & Zy
and adds it to list Ly,

(3) Choose ty & Z, and e & Z,, set A= gt /(g*)72e¢
and by = tg + (F.g + Fo0 + 21210 + 23)e, add ((m, 4,1D,T),e)
to list Ly,.

(4) Return oy, 1 = (A, {bg, g™, g™ }) to F.

The correctness of the forged signature can be
verified as follows.

gbe — gte-l—(fl,o+f2,9+w1z1,0+w3)6

to—aeza g | g(f1,9+f2,e+m1z1,e+0<Z2,o+:r3)e

=g
—A. (gﬁ,e X gfz,e .g$121,9+azz,e+w3)€

In the event E; (3 o), algorithm R, applies the general
forking algorithm FS¥ to solve the DLP challenge [14].

If FCF is successful, R; can get two valid forgeries
A|(|13 + = (4, {b(’),f%gft)()’ égfi,}i:o,l) with  respect to
(ID,T,m), where 6 € Path() N KUNode(BT,RL,T) .
Next, we compute the discrete logarithm o as follows.

b(eo) =a+ (F1,9 + 2,0 + T121,0 + ozzg)e) +x3)e

bgl) =a+ (f1,9 + 2,0 + T121,0 + ozzéwlg + xz3)e

1 0
o= () ()/( ))e

The advantage that R; can successfully solve the
DLPis ¢ > ¢*/q*(qm, + qn,)*.

In the event Ey (o3, algorithm R, applies the
multiple-forking algorithm FM¥ to solve the DLP
challenge [15]. If 7MF is successful, R, can get four
valid forgeries 6, A(’) = (A4, {Béi)7R§f)f)7R(Qfé}izo,l,g,g) with

respect to (1D, T, m). We have

b(U) 40 + (T’A1 o + T2 0+ Tiz10 + az + 1'3)6(0)
bél) &) + (F1,p + P + 2121, + a22 X ) +3)e)
b(92) a@ + (P +Fop+T1210 + az + 963)6(2)
b5 = a® + (Prp + Pap + 21210 + by + 23)e®)

where a0 = (1), 4(2) = 46), ;09) = ~§1(3 and Zé,?e) = zégg

Thus, we can compute the discrete logarithm o as
follows.

_ (052 —b§D) (€@ —e®)— (b —b{D) (e —e D)
(Z;?g <2>)(e<o> ) (e —e®)




Efficient Pairing-Free Provably Secure Scalable Revocable Identity-Based Signature Scheme 509

The advantage that R; can successfully solve the
DLPis ¢ > ¢%/q¢*(qu, + qm,)°
This ends the proof.

6 Conclusion

In this paper, we first refined the security model for
revocable identity-based signature scheme by
considering a realistic threat, called signing key
exposure. Then, we proposed the first scalable
revocable identity-based signature scheme without
bilinear pairings in the new security model by
combining the lightweight Galindo and Garcia’s
identity-based signature scheme with the complete tree
method. Finally, we proved our proposed revocable
identity-based signature scheme is existentially
unforgeable against adaptively chosen message and
identity attacks under the standard discrete logarithm
assumption in the random oracle model.
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