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Abstract

Multiple Secret Sharing (MSS) aims to secure the
image transmission by improving the ambiguity on image
contents. The former (n, n)-MSS scheme generates n
shared images from » secret images and reconstruct n
recovered secret images from » shared images. This
scheme hides the content of secret image by performing
the eXclusive-OR (XOR) with specific masking
coefficient. It exploits the Chinese Remainder Theorem
(CRT) approach for generating the masking coefficient.
However, the former scheme cannot work if # is odd. It
overcomes the aforementioned problem by incorporating
random image, transforming into nk encrypted secret
images, and employing double masking coefficients. The
presented MSS scheme utilizes an image encryption
technique with simple chaotic maps for increasing the
ambiguity of shared image content. The experimental
results reveal that the proposed MSS method solves the
problem on former MSS scheme and yields better
performances.

Keywords: CRT, Image encryption, Secret sharing,
Simple chaotic, XOR

1 Introduction

Nowadays, some confidential and secret information
become handily to be distributed and transmitted over
several parties via transmission channel. Some parties
need to transfer some secret information using the
transmission channel. Thus, image security technique
becomes a very urgent to maintain the image integrity
and information consistency. Many studies have been
proposed to hide and render secret information into
digital imaging media such as secret sharing [1-7],
image watermarking [8], reversible data hiding [9-11],
image encryption [12], etc. Among of them, the secret
sharing transfers several secret images by firstly
destroying the content of secret images. It has been
proved effectively to transmit several secret images
with the constraint of hiding the secret image content.

Several attempts have been devoted to propose a
new technique for Multiple Secret Sharing (MSS) task

such as [1-7]. Some of them have tried to improve the
performance of MSS scheme. For example, the former
schemes [1-2] extended the usability of MSS scheme
for grayscale image. It broads the usability and
performance of the other schemes [3-6] which are only
limited for the grayscale secret images. Whereas, the
former scheme [7] and proposed method develop the
MSS system for color images. The former schemes [3-
6] use (¢, n)-threshold scenario, whereas the other
methods are with (n, n+1) and (n, n)-threshold. The
former method [7] employs the (n, n)-threshold
scenario. This scheme offers a promising result if # is
even. However, this scheme less resists from the
incorrectness problem on facing # as odd number. The
proposed method simply overcomes this problem by
using three different approaches. In addition, it enjoys
the advantage of simple image encryption [12] for
improving security. The proposed method can be
effectively implemented in the cloud computing
environments under using the frameworks such as in
[14-16]. The proposed method can also be deployed
into another applications.

The rest of this paper is organized as follows.
Related work on former MSS scheme with its problem
on dealing odd number is provided in Section 2.
Section 3 proposes some approaches for overcoming
the problem of former scheme [7] by incorporating
random image, transforming into nk encrypted secret
images, and exploiting double masking coefficients.
Extensive experimental results on the proposed image
encryption and MSS system are detailed reported and
discussed in Section 4. The conclusions and future
works are finally delivered at the last part.

2 Related Work

This section reviews the former existing scheme on
MSS (n, n) and its slight limitation for color image.
The MSS scheme aims to pull » shared images out
from » secret images before sending it to the decoder
via communication channel. Figure 1 illustrates the
general framework of MSS (7, n) scheme. Herein, the
sender side produces n shared images. Whereas, the
receiver module performs reconstruction process to
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obtain »n recovered secret images. The MSS scheme
should maintain the reconstruction error as minimum
as possible. It also needs to satisfy the strong threshold
property in which the secret key in the reconstruction
process is infeasible to be derived. In addition, an
attacker cannot correctly obtain recovered secret
images if only partial shared images are available. This
section firstly discusses a slight limitation of former
scheme [7].

Sender Side

Perform Chaotic
Image Scrambling

§ ficien A Set of Shared Images
Encrypted Images.

Generate Shared
Images

(a) Sender

Receiver Side

A Set of Shared Ima

(b) Receiver sides

Figure 1. Illustration of MSS scheme while the secret
images are in color space

The former scheme [7] requires » secret images, i.e.
{1,,1,,....1 }. The sender side firstly generates a set
of shared images. The former scheme employs the
CRT and XOR processes on shared images generation
as well as in the reconstruction purpose. The former
scheme firstly computes the masking coefficient M as
follow:

M=C{,®L® &I}, 1))

where C{} denotes the CRT operator with specific
secret key. The symbol @ represents XOR operator on
bitwise level. Performing XOR between the i-th secret
image, /,, and M yields the shared image S, for
i=12,...,n as defined bellow:

S,=1,®M. )

It produces »n shared images {S,,S,,..., S } which

are ready to be sent to the decoder side. On the other
hand, the receiver collects these shared images from
transmission channel. To reconstruct the secret image,
the receiver needs to perform the reverse process of
sender module. The receiver firstly computes the

recovered masking coefficient M . This computation is
formally defined as follow:

M=C(S,®S,® @S} A3)

The CRT secret key for computing A/ should be
identically maintained as used in M for satisfying the
reversible process in both shared image generation and
secret image reconstruction. The i-th recovered secret

image, /,, is reconstructed by XOR-ing S, with

recovered masking coefficient M as:
I=S,®M, @)

for i=1,2,...,n. In[7], the former MSS scheme yields

correct result for n =4 . The former scheme works well
on the MSS task if # is even. However, it has problem
on dealing with odd number. This paper uses four
secret images [13] to experimentally validate the
performance in Figure 2. Figure 3 shows the result of
former scheme while the number of secret image is odd
number, i.e. n=3. A set of shared images are shown
in Figures 3(a) to Figures 3(c) with a set of secret
images from Figures 2(a) Figures 2(c). As it can be
seen from this figure, the former scheme produces a
good shared image as indicated with uniformly image
histogram depicted in the bottom-right side of each
image. While Figures 3(d) to Figures 3(f) shows the
recovered and original secret images which are totally
different. This experiment tells that the former scheme
cannot suffer from » odd number problem. The
following gives analysis of the former scheme
performance.
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Figure 2. Secret images used for experiment
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Figure 3. Results of [7] for n=3

Theorem 2.1: The former scheme satisfies the
symmetric property if n is even.

Proof: The value of M (if n is even) is defined as
M=C{S,®S,®--®S,}. From the fact that

S=1®M and MOMSD--O©M=MSM=0, the

n is even number

value of M is simply recomputed as:

M=C{L,OMOLOM® - &M}
C={[®L® - ®ILOMOMSD---® M)},

n is even number (5)
M=C{,®,®-®I ®0}=
C={,®L& &I}

In this case, the value M in (5) is the same to that
of the value of M in (1). If n is even number, the
former scheme satisfies the symmetric property on
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masking coefficient, i.e. M =M .

If n is odd, the value of M is defined as
M=C{S,®S,®--®S,}. . Since S=1®M and
MOM®D--OM=MOMSM=0®M=M, the value

nis even number

M is then given as:

M=C{[,OMOLOM® - ®I &M} =
C={[®L® - DILOMOMD---®M}, (6)

nis odd number

M=C{,®L® - ®I ®M).

In this case, the values of A in (6) and M in (1) are

not identical, i.e. MM . Thus, the former scheme
cannot satisfy the symmetric property on masking
coefficient in case the number of # is odd. It completes
the proof.

3 Proposed Method on Multiple Secret
Sharing

This section presents the proposed method on (%, n)-
MSS. It employs the CRT and XOR process to
generate shared images and to recover secret images.
Herein, three different techniques are proposed in this
paper. It solves the problem on [7] if # is odd. The first
approach utilizes random image to remove this
problem. The second method solves the former scheme
problem by transforming each secret image into even
number. The third technique employs double masking
coefficients to avoid the ambiguity if » is odd. The
image encryption with simple chaotic maps [12] is
injected into three methods to further improve the
security level.

3.1 Incorporating Random Image

This scheme solves the problem in [7] by
incorporating random image. This scenario is to
maintain symmetric property of masking coefficient in
the sender/encoder side and receiver/decoder side. Let
{4,.1,,....1 } be a set of secret image. The value of n
denotes the number of secret images which can be odd
or even. This proposed scheme firstly performs image
encryption [12] for each secret image using secret key
xfori=1,2,...,n as:

L =E; k) (M

where E {*;*} denotes the encryption operator. This

process produces a set of encrypted secret images
Uislyys--s 1, } . The proposed MSS method adds

random image before computing M. Suppose that
Ui Loy 1, > 1,,,} be secret images after adding

the random image. The value of M can be computed as:
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M=C{,6®I,,®--&I,0I,}, (®)

where /

n+l
the strict restriction should be taken into account for »
is odd/even. This restriction is to satisfy the symmetric
property of masking coefficient for good reversible
MSS scheme. For » is even, the additional random
image can be setas /., =0. If n is odd, the additional

is an additional random image. However,

random image can be selected as:
I,,, = A=ROUND{255*C,}, )

where 4 and C, denote the additional random image

and chaotic number generated using secret key & ,
respectively. Then, the value of M in (13) can be
simplified as follow:

C{l,,®1,, ® @I, ®4},if nisodd
C{l,®1,, ® @I, ®A4},if niseven

(10)

Several shared images can be trivially produced
after obtaining the masking coefficient M. This process
is defined as:

S,=1,®M, an

for i=1,2,...,n+1. The symbol S,, represents an

encrypted shared image with encryption secret key £.
This process produces encrypted shared images
{8145 8545 ++5 S, ) - To reconstruct the secret image, a

recovered masking coefficient should be firstly
computed by XOR-ed all shared image. This process is
simply defined as:

M=C{S,®S,, ®®S, .} 12)

where M denotes the recovered version of masking
coefficient. A recovered secret image is subsequently

obtained by XOR-ing S,, with M as follow:
I,=S,0M, (13)

for i=1,2,...,n. In this process, we simply consider

the recovery process for » shared images. The
computation for n+1 -th shared image is neglegted

since /,,, contains meaningless information, i.e.
]n+l =4 or ln+1 :0
respectively. An additional step should be taken for

if n is odd/even number,

I, since it is still in encrypted version as:

L=, k}, (14)

where D {*;*} denotes decrypted operator. To yield
correct result, the secret key for performing encryption
should be identical as used for decryption process.
Images {/,,1,,...,1,} are subsequently produced at the

receiver side. Thus, the proposed MSS scheme

overcomes the problem in [7] if » is odd. A new
approach with random image also increases the MSS
security level by incorporating the image encryption.
Theorem 3.1: The first method satisfies symmetric
property of masking coefficient.

Proof: Let {S,, ®S§,, ®---®S,,,,} be shared images

after adding a random image. The value of M can be
simply computed as M = C{S5,©5,,©-®S,,,} .
Since of §,, =1,, ® M, it simplifies computation as
M=C{,®M®,, ®M®- &I ®M}.

For n is odd, the computation of R can be
rearranged as M = ci,e1,,®--01,,,®
MO®M®---M} . As we know that I , =A and

n+l,k

n is odd number

MOM®PD-- DPM=MOMSM=M, the value of

n is odd number

M can be further obtained as:

M=C{,®,,® &I, dASM)® M}, 15)
M=C{,®I,, & &I, ® 4.

The values of M in (15) and M used in (10) are
now identical. Thus, this scheme satisfies the

symmetric property, i.e. M =M , for n is odd.
The value of M (for n is even) is simply calculated
as M:C{[I,k L, ®®,, OMOMD---OM}.

n is even number

Since /,,,, =4=0and MOMD--OM=MOM=0,

nis even number

the coefficient M is then given as follow:
M=C{,®I, ® &I, ®AD0},

- 16)
M=C{I,®1,,® 81,3}

It can be concluded that the values of M in (16) and
M in (10) are now identical. It indicates that this

scheme satisfies symmetric property, i.e. M =M , for
n 1s even. Yet, the first method is correct for » is
odd/even.

3.2 Converting into nk Secret Images

To yield correct MSS result, the masking coefficient
in encoder/sender side is maintained as identical to that
of used in decoder/receiver side. This scheme avoids
the former scheme problem by converting each secret
image into several encrypted images. By choosing & as
arbitrary even number, the proposed method
transforms » secret images into nk encrypted secret
images. The multiplication between » and k yields nk
as even number, since k£ and » are even and arbitrary
number, respectively. This conversion can be simply
performed by using the proposed image encryption
over several different chaotic keys.



Let {I,,1,,...,
method encrypts each secret image for i=1,2,...,n

I} be secret images. The proposed

and j=1,2,...,k using:
L, =FE{;:k,ky, ...k} a7

where k denotes the arbitrary even number. The
symbol [E {*;*} denotes the encryption operator. The

value of M is computed as:
M=C{,®®I,0I, ®-,, &®

(18)
]n,l @@[n,k}

The next step generates encrypted shared image S, ;

fori=1,2,...,n and j=1,2,..., k denoted as:
S, =1, ®M. (19)

It yields nk shared images.
At the receiver side, some shared images are
accumulated and utilized to obtain some recovered

secret images. The recovered masking coefficient M
needs to be calculated. This computation is formally
defined as:

M=C{5,® @S5, 0S5, &S, &0

(20)
Sn,l (_D @ Sn,k}‘

A recovered secret image I, for i=1,2,...,n and

j=12,...,k is subsequently reconstructed as:
I,=5,,6®M. 21

The image f,ﬂ ; 1s still in encryption version. Thus,

the decryption procedure should be performed on each
I ., - This process is given as follow:

L=D, ik ke k) (22)
where D {*;*} denotes the decryption operator.

Transforming k secret images into nk encrypted secret
images solves the problem in [7]. In addition, it avoids
the ambiguity while # is even/odd number.

Theorem 3.2: The second method satisfies symmetric
property of masking coefficient.

Proof: Let {S,,,.... 8,815 0sSpsseesSppsees S, it
be shared images after converting » secret images into
nk encrypted images. The value of M can be

computed as M=C{S,, ® @S, ®S, ®®F,,
®--®S, ®-®S,,} . The value of M can be
recomputed by knowing the fact that S, =1, ® M
as M=C{l, ®M®- & OMO, OMS---
®L,OM® @ OM® @, ®M}=C{],
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®--®/[,0, ®-0,,® - @D, ®
MOM®---® M} . The multiplication result of »nk is

n is even number

always even, if k is an arbitrary even number,
regardless the value of n. Yet, MOMD.---O M

n is even number

=M @ M =0. The coefficient M is then simplified as
follow:

M=C{,®&I,8I, ®-0,, & ®
]n,l @”'@[n,k}'

(23)

It clearly reveals that the values of M in (23) and M
used in (18) are identical. Thus, the proposed method
satisfies the symmetric property, i.e. M =M . This
finding proves the correctness for this proposed
method.

3.3 Utilizing Double Masking Coefficients

This subsection presents the proposed MSS method
using double masking coefficients. These two masking
coefficients are to solve problem in [7]. Let
{4,,1,,....,1 } be secret images. Inverse encryption
with specific key k is applied for each secret image
while i=1,2,...,n as:

Ly = E L5k} 24
Then, we obtain encrypted

> Logseon 1, 3. Two  different

employed to generate shared images by considering the
value of n. The proposed method generates shared
image §,, for i=1,2,...,n and n is even as follow:

secret  images
approaches are

S, =1, ®M. (25)

Then, one obtains encrypted shared image

845854558, 1. In this  work, the masking
coefficient M is derived from:
M=C{I,®1,,®--®I,,}. (26)

On opposite side, the reconstruction process of
secret images I~]’k for i=1,2,...,n is formulated by:

I,=S,®M. 27
The value of M is then calculated as:
M=C{S,®S,, ®®S,,}. (28)

The proposed method generates shared images in
different way if » is odd. This scheme employs double
or two masking coefficients to avoid the problem in [7].
A shared image S,, can be obtained by performing

XOR operation using two masking coefficient as
follow:
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Lk —

I, ®M,, fori=1,2,..n-1
’ , 29)

I, ®M,, fori=n

where M, and M, are two different masking
coefficients which can be simply computed as:
M =C{,®L,©®I,}, 30)
M,=C{l,,®1,,©-@I,_,} 31)

We further obtain shared image {S,,,S,,,....S,,}

To recover back the secret images, the proposed
method performs XOR between each shared image S, ,

with two different masking coefficients. Firstly, we
compute the n-th recovered secret image, i.e. INL,{ ,
using the following formula:

in,k = Sn,k ® Mz’ (32)

where M2 denotes the second recovered masking
coefficient which can be obtained as:

M,=C{S,,®S,, ®--®S, ,}. 33)

The other recovered secret images are trivially

obtained by XOR-ing S,, with M, for i=1,2,...,n~1
as:

[,=S,®M, (34)

Herein, the value of M, is:

M, =C{S,,®S,, ®®S,,,®I } (35

This step yields recovered images {f]‘k, I;k,..., fn,k} .

All recovered secret images need to be decrypted since
they are still in encrypted version. It is formally
defined for i=1,2,...,n as:

I =Dk}, (36)

where D {*;*} denotes the decryption operator. This
scheme offers a simple approach to remove the
problem in [7].

Theorem 3.3: The third method satisfies symmetric
property of masking coefficient.
Proof: Suppose {S,,,S,,,..

shared images. The coefficient M (for # is even) can
be obtained as M =C{$,®85,,®---®S,,}. Since

S =Ii,k(-BM and MOM®---M =0, the M can be

n is even number

S,,+ be generated

subsequently rewritten as:

M=C{,oM®I, M- &1, &M},
=C{{,®,® @] OMOM®---® M)} (37)

n is even number

—C{,®1,, @I}

From this result, the coefficient A in (37) is the
same as M in (26). It tells that the proposed method

satisfies the symmetric property, i.e. M =M .

For n is odd, the coefficient M, is given as
M,=C{S,,®S,, @ ®S, ,}. The value of n—1 is
even number if and only if » is odd. Since
S,=I1,®M, and M,®M, ®---M, =0, the M, is

n is even number

then given as
M,=C{I,, ®M,®1,, ®M, ®-- @I _,, ®M,},
=C{,,®L,® @I , ®MOM® - ®M} (38)

n is even number

= (C{]l,k ®12,k ®”'®In—1,k}‘

As it can be seen, the values of M, in (38) and M,
in (31) are identical. Thus, the proposed method
satisfies the symmetric property, i.e. M, = M, .

The value M, , (for n is odd) is given as:
M =C{s,, ®S,, @S, &I}
=C{[,®M ®L, OM ®--®I_ , OM @] ,}
=C{l,,®L,® &, & ®OMOMD-®M,)

nis even number

ZC{Il,k @IZ,k D-- '®In—1,k @in,k}‘

In a good MSS scheme, the recovered secret image
should be without distortion, i.e. fn,k =1, ,. Then, the

M, can be further obtained as:
M =C{,®,,® &I, &M} (39

The value of Ml in (39) is the same as the original

M, used in (30), i.e. Ml =M,. A new approach with

double masking coefficients satisfies the symmetric
property. It indicates that the proposed MSS scheme is
reversible. This gives complete proof.

4 Experimental Results

Three approaches for the proposed MSS scheme
include utilizing random image, converting »n secret
images into nk encrypted secret images, and exploiting
double masking coefficients. The comparison is
measured under four different test images as shown in
Figure 2. Several measurement metrics [1-7] are used
to objectively evaluate performances such as Unified
Averaged Changed Intensity (UACI), Number of Pixel
Changing Rate (NPCR), Mean Absolute Error (MAE),
Peak-Signal-to-Noise-Ratio (PSNR), Root Mean
Squared Error (RMSE), and correlation coefficient.
The value of correlation coefficient lies on range [-1,1]



indicating the similarity degree between two images.
The MSS is said to be successful when it produces the
correlation coefficient around 0 indicating that the
shared image is independent (or not similar) compared
to the original image. It delivers a good result while
RMSE, MAE, NPCR, and UACI are in high value
since the shared image and original image are different.
In contrast, the PSNR should be as lower as possible
for good MSS method.

4.1 Performance of Proposed MSS with
Random Image

The performance of a new approach with random
image is delivered in this subsection. It incorporates
random image A if n is odd. The chaotic secret keys for
generating this random image is x={x, =0.1236,
a=3.95>b=4,m=1000}. A set {3, 5, 17} are selected
as CRT secret keys. All secret images are firstly
encrypted with [12]. Presented idea with random image
produces shared images as shown in Figure 4(a) to
Figure 4(d) for n=4. The histogram of each shared
image cannot be easily distinguished to the other since
of its uniformity. It indicates the robustness of
proposed method against histogram attacks. Figures
4(e) to Figure 4(h) and Figure 4(i) to Figure 4(l) are
recovered images constructed with correct and
incorrect encryption keys, respectively. The proposed
method only produces correct recovered secret image
while correct secret key is utilized to perform the
image decryption. It also cannot yield correct
recovered images if all shared images are not available
in recovery process. Figure 5 depicts the results of new
approach with random image for »=3. It offers a
promising result for » is odd/even. In addition, the
presented approach with random image solves the
problem in [7] for # is odd.

4.2 Performance of Proposed MSS with nk
Encrypted Images

The performances of proposed method by
converting »n secret images into nk encrypted images
are discussed in this subsection. The method in [12]
encrypts all shared images. Herein, the CRT secret

keys are chosen as {3, 5, 17} yielding M and M lie on

[0, 255]. We set the number of image encryption k as 2.

Herein, k=1 and k=2 denote the diffusion process
with arithmetic addition and substraction operator,
respectively, on image encryption [12]. Figure 6 shows
the results obtained from the proposed method for
n=4 , while (a)-(d) are several generated shared
images. The proposed yields correct results as shown
in Figure 6(e) to Figure 6(h) while it utilizes correct
encrypted keys. Figure 6(i) to Figure 6(l) are
meaningless recovered secret images if we use
incorrect chaotic keys. Figure 6(m) to Figure 6(p) are
incorrect recovered secret images obtained if not all
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shared images are available. It also produces similar
results for » is odd number. Figure 7 supports the
similar finding for »=3. From these experiments, the
presented new approach is workable for # is even/odd.
An attacker obtains nothing if all shared images are not
fully collected for the secret image recovery.

4.3 Performance of Proposed MSS with
Double Masking Coefficients

A new approach with double masking coefficients is
reported in this subsection. Firstly, all secret images
are processed with image encryption technique [12].
The CRT secret keys are set as {3, 5, 17} for

computing M and M. Thus, the values of M,, M,,
M, ,
experimental results of new approach with double
masking coefficients for n =4 are shown in Figure 8,
while Figure 8(a) to Figure 8(d) are shared images. The
proposed method produces randomize shared images
with uniformly histogram making it very hard to be
distinguished with the others. Figure 8(e) to Figure 8(h)
and Figure 8(i) to Figure 8(1) are the recovered images
obtained using correct and incorrect secret Kkeys,
respectively. The proposed method correctly produces
the recovered secret images while it employs the
correct secret key. If only partial or several shared
image are available in the receiver side, the proposed
method produces recovered secret images as Figure
8(m) to Figure 8(p). It can be seen that the recovered
secret images cannot be correctly obtained using partial
shared images. Proposed method also yields similar
results while n=3 . Figure 9 gives the proposed
method results for »=3. It concludes that the new
approach with double masking coefficients performs
well for n is even or odd number.

and 1\;12 lies on interval [0, 255]. Some

4.4 Performance Comparisons
Former Existing Schemes

Against

Some comparisons between the proposed method
and others [1-7] are reported in this subsection. The
comparison is examined in terms of objective
measurements. Herein, two criterions are investigated,
i.e. the differential attacks and image similarity degree.
For fair comparison, the experiments were conducted
and examined under four secret images in Figure 2 as
formerly used in [1-7] under an identical experimental
setting. The performances are compared under the
correlation coefficient, RMSE, PSNR, MAE, NPCR,
and UACI, for all aforementioned methods. Firstly, the
similarity between the secret images and recovered
versions are compared in Table 1. From this table, the
quality of secret images and its recovered version is
totally identical indicated with high correlation (i.e. 1),
low RMSE, MAE, NPCR, UACI (i.e. 1), and very high
PSNR values. The proposed method produces the
recovered secret images perfectly.
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Figure 5. Proposed method with random image, for n=3: (a)-(c) {S,,S,,S;}. (d)-(f) {/,,1,,;} reconstructed
with correct chaotic keys. (g)-(i) {/,, [,, I,} reconstructed with incorrect chaotic keys. (j)-(k) {/,, /,} reconstructed

from n-1 shared images. (1) fl reconstructed from »-2 shared images.



332 Journal of Internet Technology Volume 21 (2020) No.2

100 200

100 200 300
Pixel Intensit

Pixel Intensit

°

x
@
3

0.015
—Red

Histogram Value
E
8 F
Histogram Value

A

100 200
Pixel Intensit;

—Gireen
L —Blue
0.005
0

0 100 200 300
Pixel Intensit;

]

Figure 6. Proposed method which transform secret images into nk shared images, for » = 4 and k = 2: (a)-(d)
{811,812, 8,1, 8,,1 - (e)-(h) {i1,19i1,2’i2,1’i2,2} recovered with correct chaotic keys. (i)-(1) {flﬂl,fhz,fz,l,fz,z}

recovered with incorrect chaotic keys. (m)-(n) {fl’l,fu} recovered from nk-1 shared images. (0)-(p) {fl,l,fu}

recovered from nk-2 shared images.
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Figure 7. Proposed method which transforms secret images into nk shared images, for » = 3 and & = 2: (a)-(c)
{811,851, 85,1 - (d)-(D) {fl,l,fzjl,im} reconstructed with correct chaotic keys. (g)-(i) {I~1,1,1~271,1~3,l} reconstructed

with incorrect chaotic keys. (j)-(1) fl’l reconstructed from nk-1, nk-2, and nk-3 shared images, respectively.
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Figure 8. Proposed method with double masking coefficients, for » = 4: (a)-(d) {S,,S,,S;,S,}. (e)-(h)
{fl s fz, f3 v .+ recovered with correct chaotic keys. (i)-(1) {il s fz, f3 v .+ recovered with incorrect chaotic keys. (m)-

(n) {fl, fz} recovered from #n-1 shared images. (0)-(p) il recovered from »-2 and »-3 shared images, respectively.
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reconstructed with correct chaotic keys. (g)-(i) {fl, fz, 1~3} reconstructed with incorrect chaotic keys. (j)-(k) {fl, I~2}

reconstructed from -1 shared images. (1) fl reconstructed with #-2 shared images.
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Table 1. Similarity comparisons over secret and
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Table 2 compares the differential attacks between
the secret and shared images. Herein, the measurements
are conducted in terms of MAE, NPCR, and UACI
scores that show the superiority of proposed method
against the other schemes. It indicates that the
proposed method gives better randomize results on
shared images in comparison with [7].

Table 2. Comparisons of differential attacks between secret and shared images

MAE
Secret and Shared Images [7] Proposed 1 Proposed 2 Proposed 3
1, S 27.66 76.350 76.380 76.350
I, S, 28.05 76.267 76.384 76.267
I, S, 28.09 76.298 76.404 76.298
I, S, 27.87 76.374 76.370 76.374
I, S, 33.01 82.173 82.151 82.173
1, S, 33.26 82.149 82.142 82.149
1, S, 33.34 82.206 82.139 82.206
I, S, 33.20 82.099 82.162 82.099
I, S 23.77 82.146 82.303 82.146
I, S, 23.96 82.205 82.184 82.205
I, S, 24.49 82.308 82.187 82.308
I, S, 24.01 82.169 82.179 82.169
1,, S 19.99 75.941 75.937 75.941
1,, S, 20.43 75.987 75.903 75.987
1,, S, 20.63 76.027 75.902 76.027
1,, S, 20.36 76.024 75.970 76.024
Average 26.383 79.170 79.169 79.170
NPCR
Secret and Shared Images [7] Proposed 1 Proposed 2 Proposed 3
I, S 99.41 99.614 99.610 99.614
I, S, 99.41 99.624 99.614 99.624
I, S, 99.43 99.615 99.610 99.615
I, S, 99.44 99.607 99.612 99.607
I, S, 99.56 99.603 99.613 99.603
1, S, 99.54 99.604 99.605 99.604
1, S, 99.57 99.602 99.614 99.602
1, S, 99.57 99.601 99.615 99.601
VA 99.57 99.601 99.603 99.601
I, S, 99.47 99.604 99.605 99.604
I, S, 99.49 99.622 99.609 99.622
I, S, 99.46 99.604 99.613 99.604
1,, S, 99.46 99.612 99.612 99.612
1,, S, 99.46 99.605 99.606 99.605
1,, S, 99.48 99.618 99.610 99.618
1,, S, 99.47 99.621 99.609 99.621
Average 99.49 99.610 99.610 99.610
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UACI
Secret and Shared Images [7] Proposed 1 Proposed 2 Proposed 3
1, S, 20.88 33.464 33.464 33.464
1, S, 21.18 33.464 33.464 33.464
1, S, 21.22 33.464 33.464 33.464
1, S, 21.02 33.464 33.464 33.464
1, S, 26.79 33.464 33.464 33.464
1, S, 26.99 33.464 33.464 33.464
1,, S, 27.05 33.464 33.464 33.464
L, S, 26.92 33.464 33.464 33.464
L, S 23.28 33.464 33.464 33.464
L, S, 23.42 33.464 33.464 33.464
I, S, 23.85 33.464 33.464 33.464
L, S, 23.44 33.464 33.464 33.464
1,, S, 22.21 33.464 33.464 33.464
1,, S, 22.55 33.464 33.464 33.464
1,, S, 22.71 33.464 33.464 33.464
1,, S, 22.48 33.464 33.464 33.464
Average 23.499 33.464 33.464 33.464

Other comparisons, i.e. correlation coefficient,
RMSE, and PSNR values, measure similarity degree
between the secret and shared images. These
comparisons are conducted for the proposed method
against the others [1-3, 7] in Table 3. The proposed
method gives the lowest averaged correlation
coefficient (around 0), highest average RMSE, and the

lowest PSNR values. Table 4 gives comparisons over
shared images under correlation coefficient, RMSE,
and PSNR scores. The proposed method yields the
highest RMSE and lowest PSNR values compared to
the other schemes. However, it is slightly inferior
under correlation coefficient. But, the proposed method
still offers benefit in terms of shared images similarity.

Table 3. Similarity comparisons over secret and shared images

Correlation
Secreitrir;(;esshared [1] [2] [3] [7] Proposed 1 Proposed 2 Proposed 3
1, S 0.00 —0.0162 0.03 —0.0023 0.000 0.000 0.000
I, S, 0.02 0.01 —-0.0258 —-0.0039 0.002 -0.002 0.002
1, S, -0.0169 —0.0027 0.07 0.00 0.002 -0.002 0.002
1,5, —0.0130 0.11 —-0.1301 0.00 -0.001 0.000 -0.001
1, S 0.00 0.01 —-0.0057 0.00 0.001 0.001 0.001
1,5, —0.0224 0.02 0.03 —-0.0014 0.000 0.000 0.000
1, S; 0.10 0.01 0.00 0.00 -0.001 0.000 -0.001
1,, S, -0.0518 0.01 0.05 —-0.0023 0.002 0.000 0.002
I, S 0.00 —0.0025 0.08 0.00 0.001 -0.001 0.001
I, S, 0.02 -0.0032  —0.0085 0.00 0.001 0.001 0.001
I, S, 0.07 —0.0079 0.04 —-0.0017 -0.001 0.001 -0.001
I, S, 0.17 0.01 0.03 0.00 0.001 0.002 0.001
1, S -0.0015 —0.0081  —0.0955 0.00 0.001 0.001 0.001
1,, S, 0.01 0.01 0.03 —0.0037 0.000 0.000 0.000
1,, S; —0.0409 0.11 0.05 0.00 -0.001 0.001 -0.001
1,, S, 0.05 —0.0043 0.04 —0.0004 -0.002 0.000 -0.002
Average 0.05 0.03 0.04 0.00 0.000 0.000 0.000
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Table 3. (continued)

RMSE

Secre;niggesshared [1] [2] [3] [7] Proposed 1 Proposed 2 Proposed 3
1, S, 10.92 10.68 10.53 10.77 92.806 92.790 92.806
I, S, 11.47 10.83 10.94 10.81 92.686 92.820 92.686
1, S, 10.52 10.88 10.81 10.79 92.704 92.825 92.704
I, S, 11.16 10.11 10.93 10.78 92.828 92.797 92.828
1, S 10.73 10.58 10.53 10.62 100.037 100.030 100.037
1,5, 10.86 10.64 10.80 10.58 100.042 100.022 100.042
I, S, 10.47 10.75 10.61 10.58 100.076 100.001 100.076
I, S, 10.68 10.68 10.68 10.61 99.967 100.023 99.967
1, S 10.26 9.88 9.92 10.11 100.296 100.410 100.296
I, S, 10.40 10.03 10.05 9.97 100.328 100.304 100.328
I, S; 9.87 10.06 10.27 9.95 100.404 100.292 100.404
I, S, 10.66 9.94 10.30 10.15 100.292 100.280 100.292
1,, S 10.03 9.39 9.74 9.53 92.244 92.243 92.244
1,, S, 10.38 9.50 9.92 9.52 92.313 92.225 92.313
1,, S, 9.66 8.81 9.88 9.56 92.337 92.211 92.337
1,, S, 10.29 9.44 9.97 9.45 92.362 92.289 92.362

Average 10.52 10.14 10.37 10.24 96.358 96.348 96.358
PSNR(dB)

Secreitrir;gesshared [1] [2] [3] [7] Proposed 1 Proposed 2 Proposed 3
I, S 27.40 27.59 27.71 27.52 8.786 8.788 8.786
I, S, 26.97 27.47 27.38 27.49 8.798 8.785 8.798
1, S 27.73 27.43 27.49 27.51 8.796 8.785 8.796
1,5, 27.21 28.07 27.39 27.51 8.785 8.787 8.785
1, S 27.56 27.67 27.72 27.64 8.176 8.178 8.176
I, S, 27.45 27.63 27.50 27.68 8.176 8.178 8.176
1, S; 27.77 27.54 27.65 27.67 8.172 8.180 8.172
1,, S, 27.60 27.60 27.60 27.65 8.181 8.177 8.181
I, § 27.94 28.27 28.24 28.07 8.130 8.123 8.130
I, S, 27.82 28.14 28.12 28.19 8.129 8.131 8.129
I, S, 28.28 28.11 27.93 28.20 8.122 8.133 8.122
I, S, 27.61 28.22 27.91 28.04 8.131 8.133 8.131
1, S 28.18 28.71 28.40 28.59 8.835 8.836 8.835
1,, S, 27.84 28.61 28.23 28.60 8.829 8.837 8.829
1,, S; 28.47 29.27 28.27 28.55 8.827 8.839 8.827
1,, S, 27.91 28.67 28.19 28.66 8.824 8.831 8.824

Average 27.73 28.06 27.86 27.97 8.481 8.483 8.481




Table 4. Similarity comparisons over shared images
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Correlation
Shared Images [1] [2] [3] [7] Proposed 1 Proposed 2 Proposed 3
S, S, —0.0002 0.03 0.04 0.03 0.050 0.025 0.050
S, S, —0.0038 —0.1014 0.04 0.04 0.044 0.022 0.044
S, S, 0.00 0.02 0.00 0.01 0.076 0.036 0.076
S,, S, 0.05 0.04 —0.0816 —0.0123 0.043 0.021 0.043
S,, S, 0.01 0.00 0.06 0.16 0.047 0.024 0.047
S,, S, 0.00 0.02 0.01 0.04 0.075 0.037 0.075
Average 0.02 0.02 0.03 0.06 0.056 0.028 0.056
RMSE
Shared Images [1] [2] [3] [7] Proposed 1 Proposed 2 Proposed 3
S, S, 10.92 10.76 11.01 10.61 101.900 103.227 101.900
S, S, 10.47 10.96 10.80 10.60 102.223 103.349 102.223
S, S, 10.88 10.85 10.91 10.54 100.542 102.610 100.542
S,. S, 10.05 10.71 10.75 10.71 102.237 103.362 102.237
S,, S, 10.78 10.75 10.89 10.49 102.090 103.269 102.090
S,, S, 11.00 10.87 10.82 10.65 100.551 102.527 100.551
Average 10.68 10.82 10.86 10.60 101.591 103.057 101.591
PSNR (dB)
Shared Images [1] [2] [3] [7] Proposed 1 Proposed 2 Proposed 3
S, S, 27.40 27.53 27.33 27.65 7.967 7.856 7.967
S, S, 27.76 27.37 27.50 27.66 7.940 7.845 7.940
S, S, 27.43 27.46 27.41 27.71 8.084 7.909 8.084
S,, S, 28.12 27.57 27.53 27.57 7.939 7.844 7.939
S,, S, 27.57 27.53 27.42 27.75 7.951 7.852 7.951
S,, S, 27.34 27.48 27.48 27.61 8.083 7.916 8.083
Average 27.60 27.49 27.45 27.66 7.994 7.870 7.994

Table 5 compares the methodology and algorithm
aspect between the proposed method and the others [1-

7]. The proposed method achieves the

highest

image encryption before performing the shared images
generation. For implementing the secure MSS system,
it can be highly considered compared to the other

randomness level. It is caused by incorporating the schemes.
Table 5. Comparisons in terms of algorithm aspects
Parameters Proposed [7] [6] [5] [4] [3] [2] [1]
Image Type Color Color Binary Binary Binary Binary  Grayscale Grayscale
(n, n) with n (n, n)while n
Secret Sharing Scheme is even/odd is even (t, n) (t, n) (¢, n) (t, n) (n, n) (n, nt1)
number number
Multi-Threshold No No Yes Yes Yes Yes No No
Pixel Expansion No No No No No No No No
Information Reveal No No Partial Partial Partial Partial Partial Partial
Combination of Secrets Yes Yes No No No No No No
Randomness Very High High Average  Average  Average Average  Average Low
Recovery Strategy CRT CRT Lagranges CRT Boolean  Boolean XOR XOR
Sharing Capacity nin n/n 1/n 1/n 1/n 1/n n/n n/(+1)
Recovery of Secrets Lossless Lossless Lossless  Lossless  Lossless  Lossless  Lossless  Lossless

4.5 Overlying Two Shared Images

This experiment validates the benefit of proposed
method in terms of information visibility. It

investigates the effect of image encryption in the
secure MSS system. Herein, two shared images are
overlaid together to obtain the visual recognition of
image content. The former scheme [7] and proposed
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method generate four shared images {S,,S,,S;,S,},

while all images in Figure 2 are turned as secret images.

Figure 10(a) to Figure 10(b) are the overlaid results of
two shared images S, ® S, and S, @S, , respectively,
while {S,,S,,8,} are from [7].
operation with XOR operator indicates S, @S, =
OMS{UL,O®M}=1,®1,. As shown in these
figures, the visual content of overlaid images becomes
very hard to be perceived and recognized as Baboon
and Peppers images. It causes unpleasant condition
since a malicious attacker can recognize the
meaningful image content. However, the proposed

method can suffer the aforementioned problem. Figure
10(c) to Figure 10(d) are overlaid results of S, ® S,

and S, @S, , respectively, while {S,,S,,S;} are from

This overlying

the proposed method. Again, one cannot easily
recognize the visual content of overlaid images. The
image encryption gives high impact on improving
security level of MSS as indicated with good
performance of proposed method.

100 200 3 | BT C 100 200 3
Pixel Intensit : Pixel Intensit

100 200

Pixel Intensity

Figure 10. The results of (a, ¢) S, @S, and (b, d)
S, @S, . Images in (a)-(b) and (c)-(d) are from [7] and
the proposed method with double masking coefficients,
respectively.

5 Conclusions

This paper presents some techniques for solving the
problem on former MSS scheme while » is odd. We
introduce the usage of random image, converting »

secret images into nk encrypted secret images, and
utilizing double masking coefficients. The fusion of
encryption and MSS increase the stability and security
required for good MSS design. The proposed MSS
method can be effectively implemented for achieving
the correctness issue and high randomness of shared
images.

References

[1] T.-H. Chen, C.-S. Wu, Efficient Multi-secret Image Sharing
Based On Boolean Operations, Signal Processing, Vol. 91,
No. 1, pp. 90-97, January, 2011.

[2] C.-C. Chen, W.-J. Wu, A Secure Boolean-based Multi-secret
Image Sharing Scheme, Journal of System and Software, Vol.
92, pp. 107-114, June, 2014.

[3] C.-N. Yang, C.-H. Chen, S.-R. Cai, Enhanced Boolean-based
Multi Secret Image Sharing Scheme, Journal of System and
Software, Vol. 116, pp. 22-34, June, 2016.

[4] J.-B. Feng, H.-C. Wu, C.-S. Tsai, Y.-P. Chu, A New Multi-
secret Images Sharing Scheme
Interpolation, Journal of System and Software, Vol. 76, No. 3,
pp- 327-339, June, 2005.

[5] C. Guo, C.-C. Chang, C. Qin, A Multi-threshold Secret Image
Sharing Scheme Based on MSP, Pattern Recognition Letters,
Vol. 33, No. 12, pp. 1594-1600, September, 2012.

[6] C. Guo, H. Zhang, Q. Song, M. Li, A Multi-threshold Secret
Image Sharing Scheme Based on the Generalized Chinese

Using Lagrange’s

Reminder Theorem, Multimedia Tools and Applications, Vol.
75, No. 18, pp. 11577-11594, September, 2016.

[7T M. Deshmukh, N. Nain, M. Ahmed, A Novel Approach for
Sharing Multiple Color Images by Employing Chinese
Remainder Theorem, Journal of Visual Communication and
Image Representation, Vol. 49, pp. 291-302, November, 2017.

[8] J.-M. Guo, H. Prasetyo, False-positive-free SVD-based Image
Watermarking, Journal of Visual Communication and Image
Representation, Vol. 25, No. 5, pp. 1149-1163, July, 2014.

[9T X. Wu, J. Weng, W. Yan, Adopting Secret Sharing for
Reversible Data Hiding in Encrypted Images, Signal
Processing, Vol. 143, pp. 269-281, February, 2018.

[10] Z. L. Liu, C. M. Pun, Reversible Data-hiding in Encrypted
Images by Redundant Space Transfer, Information Sciences,
Vol. 433-434, pp. 188-203, April, 2018.

[11] F. Khelifi, On the Security of a Stream Cipher in Reversible
Data Hiding Schemes Operating in the Encrypted Domain,
Signal Processing, Vol. 143, pp. 336-345, February, 2018.

[12] H. Prasetyo, A New Image Encryption Technique Using
Simple Chaotic Maps, International Symposium on
Electronics and Smart Devices 2018 (ISESD 2018), Bandung,
Indonesia, 2018, pp. 1-4.

[13] Image Database, http://sipi.usc.edu/database.

[14] J.-C. Liu, C.-H. Lin, K.-Y. Lee, Cloud-based Personal Data
Protection System and Its Performance Evaluation, Journal of
Internet Technology, Vol. 20, No. 6, pp. 1721-1727,
November, 2019.

[15] Q. Wang, D. Gao, W. Zhu, Cloud-enabled Software-defined



Vehicular Networks:  Architecture,
Challenges, Journal of Internet Technology, Vol. 20, No. 6,
pp- 1819-1828, November, 2019.

[16] X. Sun, Y. Liu, W. Wei, W. Jing, C. Zhao, Based on QoS and

Energy Efficiency Virtual

Applications, and

Machines  Consolidation
Techniques in Cloud, Journal of Internet Technology, Vol. 20,

No. 6, pp. 1849-1859, November, 2019.

Biographies

Heri Prasetyo received the bachelor
degree from Department of Informatics
Engineering,  Institut ~ Teknologi
Sepuluh Nopember (ITS), Indonesia
in 2006. He received master and
doctoral degrees from Department of
Computer Science and Information Engineering, and
Department of Electrical Engineering, respectively,
both from National Taiwan University of Science and
Technology (NTUST), Taiwan, in 2009 and 2015. He
received the Best Dissertation Award from the Taiwan
Association for Consumer Electronics (TACE) in 2015,
the Best Paper Awards from the International
Symposium on Electronics and Smart Devices 2017
(ISESD 2017), ISESD 2019, International Conference
on Science in Information Technology (ICSITech
2019), and the Outstanding Faculty Award 2019 from
his current affiliation. His research interest includes
multimedia  signal  processing,  computational
intelligence, pattern recognition, and machine learning.

Chih-Hsien Hsia was born in Taipei
city, Taiwan, in 1979. He received the
Ph.D. degree from Tamkang
University, Taiwan, in 2010. In 2007,
he was a Visiting Scholar with lowa

. State University, Ames, [A, USA.
From 2010 to 2013, he was a Postdoctoral Research
Fellow with the Department of Electrical Engineering,
National Taiwan University of Science and
Technology, Taipei, Taiwan. From 2013 to 2015, he
was an Assistant Professor with the Department of
Electrical Engineering at Chinese Culture University,
Taiwan. He was an Associate Professor with the
Department of Electrical Engineering, Chinese Culture
University, Taiwan, from 2015 to 2017. He currently is
an Associate Professor with the Department of
Computer Science and Information Engineering,
National Ilan University, Taiwan. His research
interests include DSP IC Design, Multimedia Signal
Processing, and Cognitive Learning.He has served as a
Guest Editor of three special issues of the Journal of
Imaging Science and Technology, the Sensors and
Materials, the Journal of Internet Technology, the
Journal of Applied Science and Engineering and the
Journal of Computers. He has serves on Associate
Editor of the Journal of Imaging Science and

Multiple Secret Sharing with Simple Image Encryption 341

Technology and the Journal of Computers.

Jing-Yi Deng was born in Taoyuan,
Taiwan, in 1996. He received the
Computer Science and Information
Engineering, National Ilan University
in 2018. Currently, he is a master’s
student of Computer Science and
Information Engineering, National
Ilan University, Taiwan. His research interests include
Image Processing and Virtual Reality.







<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (Adobe RGB \0501998\051)
  /CalCMYKProfile (Japan Color 2001 Coated)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHT <FEFF005b683964da300c9ad86a94002851fa8840002b89d27dda0029300d005d0020005b683964da300c8f3851fa0033003000300064002851fa88400029300d005d00204f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks true
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        8.503940
        8.503940
        8.503940
        8.503940
      ]
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MarksOffset 9.354330
      /MarksWeight 0.141730
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PageMarksFile /RomanDefault
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed true
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


