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Abstract 

With the advancement of Internet of Thing, the 

telecare medicine information system provides efficient 

and convenient healthcare services for patients. However, 

it has also spawned many privacy and security issues. 

Recently, Amin and Biswas pointed out that the scheme 

proposed by Giri et al. is vulnerable to offline password-

guessing attacks and insider attacks and fails to protect 

user anonymity, and they proposed an improved scheme. 

Arshad and Rasoolzadegan pointed out that the scheme 

proposed by Amin and Biswas cannot withstand offline 

password-guessing attacks and replay attacks and cannot 

provide perfect forward secrecy. This article shows that 

the scheme proposed by Arshad and Rasoolzadegan does 

not allow changing one’s own password offline. 

Therefore, we propose a new scheme to solve this 

problem and improve efficiency and security. 

Keywords: IoT, TMIS, Elliptic curve cryptography, 

Authentication 

1 Introduction 

Due to the popularity of the Internet of Things, it has 

improved the convenience of life, especially for health 

care. Many instant physiological information is 

available through a variety of sensing devices. In 

addition, the pattern of the world’s medical industry 

has undergone many changes from the original clinical 

medical services to home and preventive care. Medical 

services can now be provided remotely by measuring 

patients’ physiological information at any place and 

time and transmitting it back to the hospital via devices 

to allow doctors to determine the disease conditions. 

Therefore, measurement of physiological information 

by patients at home is gradually becoming a trend. The 

Telecare Medicine Information System (TMIS) can 

also allow patients with chronic illness to prevent 

disease symptoms more effectively. 

However, while these advancements have brought 

about convenient applications, they have also led to 

security problems, especially in the TMIS system, 

where the patients’ right to privacy requires more 

attention. Generally, the public channel through which 

users access medical services is considered insecure. 

Therefore, remote users and servers must use an 

account and password to authenticate each other, an 

encryption/decryption mechanism must be used to 

ensure transmission security of the public channel, and 

a key exchange mechanism must be applied for 

obtaining the session key. From 2010 to 2012, many 

proposed improved schemes with dual-factor 

authentication via an account and password plus a 

smartcard [6, 14, 17-18, 20]. However, most of these 

schemes did not achieve user anonymity, and user 

identity may be known through eavesdropping or 

attacks. Therefore, from 2012 to 2018, many proposed 

improved schemes for identity authentication with 

enhanced anonymity [1-5, 7, 9-13, 15, 18-19]. 

To reduce the threat from attackers and improve the 

effectiveness of the scheme, in 2015, Mishra et al. 

developed a good authentication mechanism to satisfy 

the following requirements: (1) Quick detection of 

errors at the login phase, (2) Enabling change of one’s 

password offline, (3) Improved user anonymity, (4) 

Providing a session key agreement and mutual 

authentication function, (5) Lower communication 

costs and computing costs, and (6) Meeting all security 

requirements [16]. 

We found that the scheme proposed by Arshad and 

Rasoolzadegan for TMIS only allows changing one’s 

own password online [2]. Therefore, to achieve the 

above mentioned requirements of a good 

authentication mechanism, we proposed an improved 

authentication scheme. 

The remaining sections of this article are organized 

as follows. Section 2 mainly reviews literature related 

to TMIS encryption and authentication technology. 

Section 3 briefly reviews the scheme proposed by 

Arshad and Rasoolzadegan. We propose our 

authentication scheme in Section 4 and discuss its 

security in Section 5. In Section 6, we discuss the costs 

of our scheme and other related schemes. Section 7 is 

the conclusion. 
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2 Literature Review 

In recent years, the encryption and authentication 

technology for TMIS has become increasingly 

sophisticated. Wu et al. proposed an authentication 

scheme in 2010, adding a pre-computing step and 

noted that the computing cost of his own design 

scheme was lower than previous proposals [19]. 

However, He et al. found that Wu et al.’s scheme was 

prone to insider and impersonation attacks, so they 

proposed a more secure authentication scheme to 

overcome these shortcomings [6]. Nevertheless, in 

2012, Wei et al. noted deficiencies in the schemes 

proposed by Wu et al. and He et al., because these two 

password-based authentication schemes did not 

perform well and did not satisfy the two-factor 

authentication. Therefore, Wei et al. proposed a more 

efficient two-factor authentication scheme [17]. Later, 

Zhu noted that Wei et al.’s scheme could not resist 

offline password-guessing attacks. They proposed an 

improved scheme to overcome these shortcomings [21]. 

The above works proposed authentication schemes 

for TMIS to solve the problem of dual-factor 

authentication, but none of them achieved protection of 

user anonymity. User anonymity means that users’ data 

cannot be known to people on the network. If an 

attacker retrieves a message from the message channel, 

the user’s data will not be disclosed through decryption. 

An authentication scheme must ensure user anonymity 

and prevent misuse by attackers. To achieve user 

anonymity in identity authentication, Chen et al. 

proposed a TMIS scheme based on identity 

authentication in 2012, which can protect users’ 

sensitive information and requires less computing cost 

[5]. However, Zhai and Cao showed that Chen et al.’s 

scheme is vulnerable to online and offline password-

guessing attacks. Therefore, they proposed an 

improved authentication scheme to resist guessing 

attacks [3]. Xie et al. also showed that Chen et al.’s 

scheme is vulnerable to impersonation attacks and 

offline password-guessing attacks, so they proposed a 

new TMIS scheme to address these weaknesses [20]. 

Lin also demonstrated that, if Chen et al.’s scheme 

encounters dictionary attacks, the passwords can be 

cracked, and proposed a new password-based 

anonymous authentication scheme [13]. However, 

Mishra noted that, although these schemes are effective 

in protecting user anonymity and resisting password-

guessing attacks, they do not provide a highly efficient 

login phase and a friendly password-changing phase. 

The above schemes cannot judge the correctness of 

input during the registration and login verification 

phases, which may lead to denial-of-service attacks 

[15]. 

Giri et al. proposed an improved authentication 

scheme in 2015 to resist various attacks [7]. However, 

Amin and Biswas noted that Giri et al.’s scheme is 

vulnerable to offline password guessing and insider 

attacks and fails to protect user anonymity, so they 

proposed an improved scheme [1]. However, Arshad 

and Rasoolzadegan noted that Amin and Biswas’s 

scheme is vulnerable to offline password-guessing and 

replay attacks and cannot provide perfect forward 

secrecy. They also noted that Giri et al.’s scheme not 

only has the weaknesses noted by Arshad and 

Rasoolzadegan but also is vulnerable to replay attacks 

and does not provide perfect forward secrecy [2]. 

3 Scheme Proposed by Arshad and 

Rasoolzadegan 

Generally, among all the TMIS schemes we 

searched, we found that the scheme proposed by 

Arshad and Rasoolzadegan to be superior. In this 

Section, we elaborate on their scheme. 

3.1 Definitions of Symbols 

The notations of the symbols used in this article are 

summarized in Table 1. Ui is a user or patient, and S is 

a server or hospital. At the beginning, we selected an 

elliptic curve 
p
( , )E a b , a point on the elliptic curve P, 

and two collision-free one-way hash functions 
1
( )h ⋅  

and 
2
( )h ⋅  and the Bio-hash function H( )⋅ . 

Table 1. Notations of symbols 

Symbol Description 

IDi Identity of User i 

CIDi Dynamic identity of User i 

PWi Password of User i 

bi Random number generation by User i 

( )h ⋅  Collision-free one-way hash function 

�  Concatenation operator 

⊕  XOR operator 

P A point on elliptic curve 
p
( , )E a b  

T Timestamp 

s Private key of Server 

Es( )/Ds( ) Symmetric encryption/decryption 

SK Shared session key between user and server 

 

3.2 Registration Phase 

This phase is mainly to provide the detailed steps for 

registering and obtaining a smartcard (see Figure 1): 

(1) The user enters his/her identity IDi and password 

PWi and generates a random number bi. Then, 

( )
i i i

PWb h PW b= �  is calculated, and [ , ]
i i

ID PWb  is 

sent to the server through the secure channel. 

(2) The server receives the message [ , ]
i i

ID PWb  and 

checks whether the database  IDi exists. If it exists, the 

user will be requested to select another IDi; if not, the 
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server generates a random number r; calculates 

( ),
i i
R h ID s= � ( ),

i i i i
A R h ID PWb= ⊕ � and ( ),

i s i
CID E ID r= �  

respectively; saves IDi in the database; saves 

{ , , , , ( )}
i i

A CID E P h  in the memory of the smartcard; 

and gives the smartcard to the user through the secure 

channel. 

(3) When the user receives the smartcard, he/she 

stores the random number bi in the smartcard memory. 

 

Figure 1. Registration phase of the scheme proposed by Arshad and Rasoolzadegan 

3.3 Login and Verification Phase 

This phase mainly involves steps for user login and 

verification (see Figure 2). 

(1) The user inserts his/her smartcard into the card 

reader and enters his/her IDi and PWi. Then, a random 

number k1 is selected, and 
1 1

,K k P=  
i

R =  

( ( ))
i i i i

A h ID h PW b⊕ � �  and 
1 1 1

( )
i i

V h ID K R T= � � �  

are calculated. Then, the login message 

{ }1 1
, , ,
i i

CID K V T  is transmitted to the server through 

the public channel, where T1 is the current timestamp. 

2) When the server receives the message 

{ }1 1
, , ,
i i

CID K R T , it will first check the validity of the 

timestamp T1. If it is within the validity, it will 

calculate Ds (CIDi) to obtain ( )
i

ID r�  and verify 

whether 
1

( ( ) )
i i i

h ID K h ID s T� � � �  equals Vi; if not, 

the session will be terminated; if so, it will obtain the 

random numbers k2, and r
new and calculate 

( )new new

i s i
CID E ID r= � , K2 = k2P, K = k2K1, 

i
ECID = ( ) ,new

i
h K CID⊕  and 

2 1
( ( )

i
V h K h ID s= � � �  

2
)new

i
K CID K� � . After the calculation, the message 

{ }2 2
, ,

i
K ECID V  is sent to the user through the public 

channel. 

(3) When the user receives the message 

{ }2 2
, ,

i
K ECID V , K = k1K2 and ( )new

i
CID h K= ⊕  

i
ECID  are calculated, and whether 

1 2
(

i
h K R K� � �  

)new

i
CID K�  equals V2 is checked; if not, the session 

will be terminated; if so, 
3 2

( )
i

V h R V K= � �  is 

calculated, and CIDi in the smartcard is replaced with 

.

new

i
CID  Then, { }3V  is transmitted to the server 

through the public channel, and the session key is 

finally calculated as 
1 2

( )
i

h ID K K K� � � . 

(4) When the server receives the message 

{ }2 2
, , ,

i
K ECID V  it checks whether ( ( )

i
h h ID s�  

2
)V K� �  equals V3; if not, the server rejects this 

message; if so, the server approves the user’s login 

authentication and calculates the session key 

1 2
( )

i
h ID K K K� � � . 

3.4 Password Changing Phase 

If the user wants to change the password, he/she 

should input his/her account IDi, the old password PWi,, 

and the new password new

i
PW  to the system. The 

detailed steps are as follows. 

(1) The same as in the step 1 of login and 

verification phase 

(2) The same as in the step 2 of login and 

verification phase 

(3) When the user receives the message 

2
{ , ,

i
K ECID  

2
}V , K = k1K2 and ( )new

i i
CID h K ECID= ⊕  are 

calculated, and whether 
1 2

( )new

i i
h K R K CID K� � � �  

equals V2 is checked; if not, the attempt is rejected; if 

so, ( ( )) ( (new new

i i i i i i i
A A h ID h PW b h ID h PW= ⊕ ⊕� � � �  

))
i
b  is calculated, and CIDi and Ai in the smartcard are 

replaced with new

i
CID  and new

i
A . 
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Figure 2. Login and verification phase of the scheme proposed by Arshad and Rasoolzadegan 

4 Proposed Scheme 

We found that the Arshad-Rasoolzadegan scheme 

does not allow changing one’s own password offline so 

their scheme will increase the cost of communication. 

Therefore, we proposed an improved scheme. The 

scheme is still divided into three phases: registration, 

login and verification, and password change. At the 

registration phase, the user registers with the server. At 

the login and verification phase, the user transmits a 

login request to the server, and the identity is verified. 

The password-changing phase is used when the user 

requirements to change the password. 

4.1 Registration Phase 

In the proposed scheme, this phase mainly involves 

providing detailed steps for registration and obtaining a 

smartcard (see Figure 3). 

 

Figure 3. Registration phase of the proposed scheme 

(1) The user enters his/her identity IDi and password 

PWi and generates a random number bi Then, 

( )
i i i

pb h PW b= �  is calculated, and { , }
i i

ID Pb  is sent 

to the server through the secure channel. 

(2) The server receives the message { , }
i i

ID Pb . The 

server checks whether the database IDi exists. If it 
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exists, the user will be asked to select another IDi. If it 

does not, the server will generate a random number r 

and calculate ( )
i i i

V h ID Pb= � , ( )
i i i

A Pb h ID s= ⊕ �  

and 
2
( )

i i i
B A E ID r= ⊕ � , save IDi in the database, 

save { , , , , , ( )}
i i i

V A B E P h  in the memory of the 

smartcard, and give the smartcard to the user through 

the secure channel, such as face to face delivery. 

(3) When the user receives the smartcard, the 

random number bi is stored in its memory. 

4.2 Login and Verification Phase 

In the proposed scheme, this phase mainly involves 

user login and verification steps (see Figure 4). 

 

Figure 4. Login and verification phase of the proposed scheme 

(1) The user inserts his/her smartcard into the card 

reader and enters his/her IDi and PWi. Then, a random 

number du is selected, and the reader system first 

verifies whether ( ( ))
i i i

h ID h PW b� �  equals Vi on the 

card; if not, the session terminated; if so, 

1
( )

i i i
R A h PW b= ⊕ � , 

i i i
CID A B= ⊕ , 

u u
SK d P= , 

and 
1 1 1

( )
i u

V h ID SK R T= � � �  are calculated. Then, the 

login message 
1

{ , , , }
i u i

CID SK V T  is transmitted to the 

server through the public channel, where T1 is the 

current timestamp. 

(2) When the server receives the message 

1
{ , , , }

i u i
CID SK V T , it first checks the validity of the 

timestamp T1. If it is within the validity, it calculates 

( ) ( )
s i i

D CID ID r= �  and verifies whether (
i

h ID �  

1
( ) )

u i
SK h ID s T� � �  equals Vi; if not, the session 

terminated; if so, it generates the random numbers ds 

and r
new and calculates new

i
CID = ( )new

s i
E ID r� , 

,
s s

SK d P=  
us s u

SK d SK= =
s u

d d P , and 
2 2

(V h SK= �  

2
)new

us i
SK CID T� � . After the calculation, the message 

2 2
{ , , , }new

i s
CID SK V T  is sent to the user through the 

public channel, and T2 is the current timestamp. 

(3) When the user receives the message 

2 2
{ , , , }new

i s
CID SK V T , the server first checks the 
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validity of T2. If it is within the validity, the server 

calculates 
2u s u

SK d SK d d P= =  and uses it to verify 

whether 
2

( )new

s i
h SK SK CID T� � �  equals V2; if not, the 

session terminated; if so, new new

i i i
B A CID= ⊕  and 

3 2
( )new

i
V h SK CID T= � �  are calculated, and Bi in the 

smartcard is replaced with new

i
B ; then, 

3 3
{V , }T  is 

transmitted to the server through the public channel.  

(4) After the server receives the message 
3 3

{V , }T , 

the server first checks the validity of T3. If it is within 

the validity, the server verifies whether 

3
( )new

i
h SK CID T� �  equals V3; if not, the session 

terminated; if so, the session key SK is accepted. 

4.3 Password-changing Phase 

If the user requirements to change the password, 

he/she should enter his/her account IDi, the old 

password PWi, and the new password new

i
PW . The 

steps at the user terminated are shown in Figure 5. 

 

Figure 5. Password-changing phase of the proposed scheme 

(1) Verify whether ( ( ))
i i i

h ID h PW b� �  is the same 

as Vi; if so, choose a random number new

i
b , and 

calculate ( )new new new

i i i
Pb h PW b= � , (new

i i
V h ID= �  

)new

i
Pb , ( )new new

i i i i i
A Pb A h PW b= ⊕ ⊕ �  and new

i
B =  

new

i i i
A B A⊕ ⊕ . After the calculation, Vi, Ai, Bi, and bi 

in the smartcard are replaced with new

i
V , new

i
A , new

i
B  

and new

i
b  

5 Security Analysis 

This section explains that the proposed scheme can 

withstand insider, replay, offline password-guessing, 

and impersonation attacks and provides three features: 

perfect forward secrecy, user anonymity, and know-

key security. 

5.1 Insider Attacks 

An insider attack means that, if there is an 

unscrupulous administrator, he/she can obtain member 

accounts and passwords. 

At the login phase, the user transfers 

( )
i i i

Pb h PW b= �  to the server. Because the Hash 

function is unidirectional and bi is a random number, 

an administrator cannot have password information 

from the hash values. Therefore, the proposed scheme 

can withstand Insider attacks. 

5.2 Replay Attacks 

Replay attack refers to an attacker using 

eavesdropping to record a previously transmitted 

authentication message, retransmitting it to the server, 

and logging in to the server by faking a legal user. 

When the attacker resends the previous login 

message 
1 1

{ , , , }
i u

CID SK V T  to the server, the server 

can check whether the T1 timestamp is within the 

validity to judge whether it is a maliciously resent 

packet and can check if the message has been changed 

through the equation 
1

? ( ( ) )
i i u i

V h ID SK h ID s T= � � � � . 

The attacker may also resend the server’s return 

message 
2 2

{ , , , }new

i s
CID SK V T  to the user. The user 

can check whether the T2 timestamp is within the 

validity to judge whether it is a resent packet and 

whether 
2 2
? ( )new

s us i
V h SK SK CID T= � � �  to see 

whether the message has been changed.  

Therefore, the proposed scheme can resist replay 

attacks. 

5.3 Offline Password-guessing Attacks 

An offline password-guessing attack is guessing the 

correctness of a password using a stolen smartcard or a 

previously intercepted message. 

Assuming that the attacker has stolen the user’s 

smartcard { , , , , , , , ( )}
i i i i

V A B b E P n h  and extracted 

Ai and Bi, as he/she does not know the key of the server 

s, he/she surely cannot extract the correct identity IDi 
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and password PWi from Ai and Bi. Therefore, the 

attacker cannot guess the password from the stolen 

smartcard message. 

Because the password cannot be obtained from 

the smartcard, the attacker can only guess the 

password from the messages 
1 1

{ , , , }
i u

CID SK V T  and 

2 2
{ , , , }.new

i s
CID SK V T  In such messages, the 

information du contained in SKu, ds contained in SKs, 

and the timestamps T1 and T2 are newly generated 

values, and CIDi is changed after each successful login. 

Therefore, all values are different for each message 

sent, and the attacker cannot distinguish which 

message is transmitted by which identity IDi. 

5.4 Impersonation Attacks 

In impersonation attack, an attacker uses a user or 

server’s authentication message and tries to 

impersonate one of them to defraud the other’s 

information. 

In the proposed scheme, an attacker only can extract 

the Ai and Bi from the smartcard and to calculate the 

i i i
CID A B= ⊕ . Without the server private key s, the 

attacker cannot decrypt CIDi to obtain the user’s real 

identity IDi. Therefore, the verification message 

1 1 1
( )

i u
V h ID SK R T= � � �  cannot be generated, so it is 

impossible to impersonate the user. 

The attacker also cannot generate the server’s return 

message 
2 2

{ , , , }new

i s
CID SK V T , because he/she does 

not know the server’s private key s. Therefore, 

( )new new

i s i
CID E ID r= �  and 

2
( new

s i
V h SK SK CID= � � �  

2
)T  cannot be generated, so it is impossible to 

impersonate the server. 

5.5 User Anonymity 

User anonymity includes untraceability and 

protection of the user’s real identity. In our scheme, the 

real identity IDi is not transmitted via the public 

channel. When the attacker obtains the login request 

message 
1 1

{ , , , }
i u

CID SK V T , the user’s real identity IDi 

still cannot be known, because ( )
i s i

CID E ID r= �  is 

encrypted using the server’s key s, while the attacker 

does not know the server’s key s. Therefore, an 

attacker cannot obtain a real identity through a login 

request message. In addition, the new random number 

r
new and the new ( )new new

i s i
CID E ID r= �  are calculated 

each time the login information is verified, and, thus, 

the corresponding identity cannot be known from CIDi. 

5.6 Perfect Forward Secrecy 

Perfect forward secrecy refers to not knowing the 

previous message because the current message is 

cracked. In the proposed scheme, the session key 

calculated from the user and server is SK = du ds P 

where du and ds are random numbers. If the attacker 

knows the server’s secret key s or the user’s identity 

IDi and password PWi, it cannot help the attacker to 

calculate the previous session key, because these 

messages are not used to calculate the session key. 

Even if the attacker obtains SK based on the difficulty 

of solving the elliptic curve discrete logarithm problem, 

neither duP nor dsP can be derived based on the related 

information. Therefore, the proposed scheme provides 

perfect forward secrecy 

5.7 Known-key Security 

Known-key security means that the current session 

key will not be known because other session keys have 

been decrypted. 

In the proposed scheme, if the attacker has stolen the 

session key SK = du ds P because du and ds are random 

numbers, it is impossible to calculate other session 

keys from the current session key. Therefore, the 

proposed scheme provides know-key security. 

6 Performance Analysis 

We compared the proposed proposed scheme with 

those of Giri et al., Amin and Biswas, and Arshad and 

Rasoolzadegan. The results are shown in Table 3. To 

facilitate the evaluation of relevant computing costs, 

relevant symbols are defined in Table 2. 

According to Jiang et al.’s scheme [8], the 

computing durations of exponential operation, elliptic 

curve point multiplication, symmetric encryption/ 

decryption, and hash function are 0.522s, 0.063075s, 

0.0087s, and 0.0005s, respectively, and the computing 

duration of XOR can be ignored. 

Table 2. Notations of symbols in performance analysis 

Symbol Description 

TE Execute time of exponent operation 

TPM 
Execute time of elliptic curve point 

multiplication 

TSED 
Execute time of symmetric 

encryption/decryption 

TH Execute time of hash function 

TX Execute time of exclusive OR (XOR) 

 

In the proposed scheme, the computing cost at the 

registration phase is 1 3 2
SED H X

T T T+ + , which is 

equivalent to 10.2 milliseconds. The computing cost at 

the login and verification phase is 2 4
SED PM

T T+ +  

10 3
H X

T T+ , which is equivalent to 274.7 milliseconds. 

The computing cost at the password-changing phase is 

4 3
H X

T T+ , which is equivalent to 2.5 milliseconds. 
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Compared with other schemes, at the registration 

phase, the cost of the proposed scheme is higher than 

that of Amin and Biswas [1] and Wu et al. [18], 

roughly equal to that of Arshad and Rasoolzadegan [2], 

and lower than that of Giri et al. [7]. At the login and 

verification phase, the cost of the proposed scheme is 

lower than other most schemes except Wu et al.’s 

scheme. At the password-changing phase, the cost of 

the proposed scheme is the lowest one. 

7 Conclusion 

In this article, we found that Arshad-Rasoolzadegan’s 

authentication scheme does not allow changing one’s 

own password offline. To solve the problem and 

improve the efficiency, we proposed a new TMIS 

authentication scheme. Security analysis showed that 

we can resist all kinds of attacks and allow changing 

one’s own password offline. According to the 

performance analysis, the proposed scheme has better 

performance than the previous schemes. Therefore, the 

authentication scheme we proposed is more suitable for 

TMIS. 
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