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Abstract

E-commerce has developed rapidly in recent years and
online transactions and digital services have become
popular. However, existing trading systems such as
ATMs, credit cards, Paypal, and prepaid systems are
potentially unsecure and users’ privacy is not sufficiently
protected. Because user information can be easily
associated with consumption history in the aforementioned
trading systems, consumers’ spending habits and interests
are retrieved and analyzed by individuals or businesses or
people whose intentions may be suspect and without the
consent of the consumers themselves. Therefore, the
development of e-cash is critical for future e-commerce.
In an e-cash system, blind signatures ensure consumer
anonymity and prevent e-cash from being linked to its
user. However, the anonymous nature of e-cash makes
tracing criminal behavior difficult, so e-cash systems with
anonymity revocability have been proposed. To thus
expand the applicability of e-cash systems, alternatives
have become the goal of subsequent studies (e.g., offline
transactions, transferability, and divisible e-cash).

This study proposed an e-cash system with multiple
denominations that enables e-merchants to give
customers change when in an offline environment. The
proposed system results in convenient transactions
regardless of transaction amount and reduces the amount
of e-cash users need to deposit in advance.
Keywords: Anonymity, Blind  signature,  e-cash,
Electronic payment, Transferability

1 Introduction

Electronic cash (e-cash) protects the privacy of
online transactions through anonymity. Consequently,
neither banks nor merchants can analyze consumer
behaviors through their e-cash transactions. Such
transactions provide security and anonymity guarantees
to all parties involved in a transaction [1-3].

Although e-cash transactions are similarly
convenient and private to cash transactions, their
anonymous nature complicates e-cash management

from the issuer’s perspective. Chang and Lai [4] and
Fan et al. [5] proposed date-attachment e-cash schemes
that allowed for expiration and deposit dates, enabling
banks to manage their database growth by forcing
users to renew their expired e-cash at banks. Fan et al.
[6] proposed a recoverable e-cash scheme with
revocation features to solve problems caused by lost or
damaged e-cash devices, thereby increasing the
number of channels for e-cash acceptance during
online transactions and extending the life cycle of e-
cash devices.

Offline transactions are necessary in mobile trading
environments wherein the Internet is difficult to reach,
such as on buses, trains, and airplanes [7]. However,
such e-cash transactions are traceable because offline
e-cash schemes [6-9] cannot guarantee anonymity and
are vulnerable to double spending. In addition, Internet
unavailability prevents merchants from immediately
connecting to banks and ensuring whether a customer’s
e-cash has been revoked or double-spent. When
problems such as double spending occur, e-cash
anonymity makes tracing a specific double-spending
user difficult. To prevent loss due to malicious offline
transactions such as double spending, e-cash
anonymity can be implemented through a trusted third
party (TTP) [10-12]. For example, Fan and Huang [11]
traced fraudulent consumers by retrieving user IDs in
double-spending transactions through devices in banks
placed by a TTP. Eslami and Talebi [13] and Baseri et
al. [14] further proposed methods to identify fraudulent
e-cash users without TTP assistance using traceable
verification messages generated by secret parameters
during transactions. Consequently, investigators only
needed to identify the verification messages generated
by any previous two transactions to obtain the user ID
of a fraudulent e-cash user.

In reality, it is difficult for users to predict the
amount of currency required for future transactions and
buy the corresponding amount of e-cash in advance.
Additionally, a user’s real-time balance cannot be
identified in an offline environment. Therefore, Sarkar
proposed a transferable e-cash scheme [15] that
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extends online transferable e-cash into offline
environments, transferring the balance in offline
transactions to consumers. However, to ensure future
traceability of offline double-spending e-cash users,
Sarkar’s method requires the encryption of the
transferring party’s ID using its own public key that
must be attached to the transaction record, resulting in
the continuous growth of the e-cash database. In
addition, because transferees cannot immediately
confirm the transferor’s data accuracy when offline,
forged transfer data will make any double spending
prior to the current transaction untraceable. Fuchsbauer
et al. [16] recorded the e-cash transfer process using a
group signature to solve merchants’ verification
problems. The transferor joined a group to obtain its
private key and signed receipts containing the recipient
ID. These group signatures enabled transferees to
verify whether a receipt was group-signed while
ensuring the signee’s anonymity. When double
spending occurred, the transferee identified the user
IDs of all suspicious receipts through a group server
and searched for the user ID of the previous user
throughout the receipts stored in the database. Then,
the suspicious transaction’s e-cash flow was
reconstructed to identify the consumer responsible for
the double spending. Although enabling e-cash users to
personally store partial receipts alleviated the storage
problem caused by multiple transfer records, the lost
user records led to the untraceability of malicious
consumer behaviors.

To reduce the number of e-cash deposits and
simplify transaction processes involving various
transaction amounts, Okamoto [17] proposed an offline
divisible e-cash scheme that expresses all possible
combinations of e-cash withdrawals in binary trees.
Variable payment amounts were achieved by
arbitrarily dividing the denomination into subsets of
any size. However, this method required substantial
exponentiation and communication during e-cash
transactions, and damaged consumer privacy because a
consumer’s prior transactions were linkable. Canard
and Gouget [18] proposed an offline divisible e-cash
scheme that did not exhibit linkability. Au et al. [19]
used bounded accumulators to increase the binary-tree
computation representing various e-cash combinations
during e-cash withdrawal and reduce the required
computational power and data transfer during
transactions; however, this method resulted in
counterfeit e-cash problems. Therefore, Canard and
Gouget [20] further proposed a novel binary-tree
approach to prevent counterfeiting while maintaining a
similar computational complexity as the method of Au
et al. [19]. Batten and Yi proposed a scheme providing
can solve the change-giving problem [21].

None of these methods, however, are suitable for
mobile devices with limited storage space because of

the size of banks’ complicated binary-tree verifications.

This study proposed an e-cash scheme with multiple

denominations and applicable to both online and
offline transactions. Compared with existing offline
divisible e-cash schemes, the proposed scheme requires
less data storage and has lower computation
complexity during transactions. Banks generate
balance of online transactions to reduce the data stored
on users’ e-cash devices, whereas merchants are
responsible for the change given to consumers (i.e., e-
cash balance) during offline transactions, which is
provided through offline transfer. The e-cash
transaction protocol proposed in this study satisfies the
following  offline e-cash transaction security
requirements:

« Anonymity: The wuser’s
protected by the untraceability of e-cash usage even
in the occurrence of collusion between the bank and
merchant.

Unlinkability: The proposed e-cash scheme ensures
users’ anonymity and transaction unlinkability by
disallowing the identification of any similarity
between e-cash users.

Unforgeability: Valid e-cash cannot be created from
known e-cash or from anywhere other than the bank
itself.

Double spending detection: The bank can detect

double spending regardless of whether transactions
occur online or offline.

Anonymity revocability: When double spending
occurs, the bank can revoke user anonymity using
the double-spending detector provided by the TTP.
Traceability: When double spending occurs, user
anonymity revocation reveals the user’s spending
history through the device provided by the TTP.

The remainder of this paper is organized as follows:
Section 2 introduces the research framework and the
four e-cash transaction steps: system initialization, e-
cash withdrawal, online or offline transaction, and
redemption; Section 3 analyzes the security of the
protocol and compares with that of other offline
divisible e-cash protocols; Section 4 discusses the
computational performance of the proposed e-cash
scheme and compares with that obtained in related
studies; Section 5 verifies the proposed protocol using
Gong-Needham-Yahalom logic; and Section 6
concludes.

spending records are

2 Multiple Denominations in E-cash with
Transferability

In this section, an e-cash scheme with multiple
denominations is proposed to reduce the amount of e-
cash required in offline transactions. The parties
involved in the proposed scheme comprise the e-cash-
issuing bank, the merchant (who is not anonymous),
and e-cash users.

Figure 1 illustrates the four steps of the proposed e-
cash scheme from issuance to write-off: registration,
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withdrawal, online or offline transaction, and
redemption. When a consumer wishes to use the e-cash
scheme, they must register with the bank and complete
a user ID application using their mobile device. The
user can withdraw e-cash multiples upon the
completion of registration, and the bank issues e-cash
through TTP verification, storing the user’s balance on
their mobile device. The online transaction protocol is
implemented when users make a purchase at merchants
with Internet access, wherein the purchase amount is
immediately converted from e-cash to cash and
transferred to the merchant’s account. In the offline
transaction protocol, the merchant redeems the

purchase amount via the Internet at a later point in time.

User Merchant Bank
Online
4 L transaction |
’Registration ’Withdrawl | Redemption
Offline | .-~
L_transaction |

Figure 1. Flowchart of system framework

2.1 Registration

When a consumer wishes to use the e-cash scheme,
they must register with the bank and complete a user
ID application using their mobile device. Table 1
defines the notation used throughout this study.

Table 1. Notation used

H,H,, H, Three hash functions

Symmetric-key function, where x is the
cryptographic key

E D Cryptographic functions for public key
P> sk framework, where (pk,sk) is the key pair

E.D.

(pk,, sk,) Public-private key pair for authentication

ID.. User ID of User C

Secret parameters of the system, used to
L, o
indicate the length of random numbers

l

ko

Assume that the TTP provides the bank with a safe
and reliable tamper-resistant authentication device,
called as “validator”. The capabilities and parameters
of the validator are as follows:

+ Random number generator;
+ Symmetric-key cryptography;
« Asymmetric-key cryptography;
+ Public-private key pair;
+ Bank’s public key;
+ One-way hash functions H1, H2, and H3;
+ Verification of business credentials.
During the initial system implementation, the bank

selects large prime numbers p, and ¢, and Rivest-
Shamir-Adleman (RSA) parameters n, = p,g, and
e,d, =1(mod ¢(n,)) to generate the bank’s RSA key
pairs (n,e,) and (n,d,),, and it publishes the public
keys as open information. Subsequently, the bank
selects another two large prime numbers p and g,
where ¢|(p—1) and the element g e Z; with ¢ levels.

The bank makes the following parameters public:
(n,,e,,p,q.2,H,H,,H,, pk,,E, D, E, 5), where pk,
is the public key for authentication. Merchants register
with the certificate authority in advance for
authentication and select their own key pairs. The users
register and select their own user ID with the bank, and
save their public keys issued by the -certificate
authority on their mobile device for use in offline
transactions.

2.2 E-cash Withdrawal

The user’s credit, approved by the bank, is used to
generate e-cash of corresponding value through TTP
authentication and is stored on the user’s mobile device,
as shown in Figure 2.

I 1 I
| 1 1
I 1 I
i User | Bank i Validator
| | |
| i |
| ide,my,ep,pkypq8 | idg, ey, dp,mp | pky, sk,
! ] I
€r Zy, k €g (0,1}
7' €, {0,1,...,q — 1}
= g* modp,w = g" mod p
= By (kllid,||d)
=ylw
= a® H,;(m) mod n,
1.(a, &,d)
u=id,d =d
2.(e,u,d)
((k, id,, d) = Dy, (€)
erify u =?id. andd' =?d
b € Zyy, 7 €5 {0,13"
o = Epi, (ulIr)
IB = b Hy(o||d) mod ny
output (B, Ey (b, a,7))
3.8, Ex(b,0,7))
receive (B, Ei (b, 0, r))
it = (aB)* mod n,
4.(t.E.(b.o.1))

lencrypt E;. (b, 0, 7) to get (b, a,7)

ls = (ab)~'t mod n,
erify s® =? H;(m)H,(o||d)mod n,
erify o =7 By, (id,||r)

iconfigure f =0

store (f,s,0,d,y,w,x,7")

Figure 2. E-cash withdrawal procedure
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User — bank. The user selects four random variables
a,k,x, and r', where ae Z:h ,x, ' e{0,1,...qg-1} and

ke, {0,1}".
a=a"H(m)modn,, y=g modp,and w=g" mod p,

Subsequently, the scheme calculates

where m=y||w;d is the withdrawn value; ID, is the

user ID of User C; y and w are parameters for zero-
knowledge proof; k is the communication key between
validator and user; and a is the ambiguous value of
the information H,(m) subject to a signature with the

blinding factor a added. Finally, e= E ok, (k|| ID, || d) is

calculated before (a, €) is submitted to the bank.
Bank — validator. The bank sets the variables d'=d
and u=ID,. Subsequently, the bank sends (e, u,d")

to the validator for data authentication.
Validator — bank. The validator decrypts = using the
private key and confirms whether =D, and d'=d

to verify that the approved value and user ID are
consistent. If the authentication fails, an error message
is sent to the bank to terminate the protocol; if the
authentication succeeds, the validator selects a random

number b €, Z:h and a random text string r €, {0, l}lr-" .
Subsequently, the validator calculates o = E ok, (ullr)

and B=[b"H,(c|d)'Imodn,, where b is the
blinding factor for blind signature to prevent the bank’s
access and r is a nonce attached to the end of the user
ID to ensure unlinkability by generating different
values of o . Finally, the validator -calculates

Ek (b,o,r) using k for symmetric-key encryption
before sending both E .(b,o,r) and S to the bank.
Bank — user. The bank issues a blind signature upon
receiving (S, E, (b, 0, r;)) and combines the two data
segments to calculate 7 = ()" modn, before sending
(¢, E,(b,0,1,)) to the user.

Unblinding. After the user receives (7, E, (b, 0,1,)) ,
the communication key k& can be used to decrypt
(b,o,7). The calculation of s=(ab)'tmodn,
removes the blinding factors ab and verifies the
validity of the signature s =?H, (m)H,(c | d)(modn,).
Subsequently, the wuser ID is verified using
oc=E ok, (ID,||r;). After the verification process is
complete, a set of e-cash f = 0, (f,s,m,0,d) is
configured, wherein fis the identification tag and x and
r' are stored by the user for future transactions.

2.3 E-cash Transactions

E-cash transactions comprise online and offline
transactions, discussed separately in the following two
subsections.

2.3.1 Offline Transactions

Figure 3 and Figure 4 illustrate how an offline
transaction proceeds in the proposed e-cash scheme.
The user first places an order with a merchant. After
receiving the order, the merchant sends the user an
invoice containing product information, consumption
amount, and consumption date and including a
signature using the merchant’s private key. The user
confirms the invoice and transfers the corresponding e-
cash amount to the merchant. The merchant calculates
the change owed to the user and pays the change with
e-cash withdrawn in advance or e-cash obtained from
prior transactions. The merchant encrypts the amount
due using an attached random number o (which
identifies the e-cash user) and the public key issued by
the validator before signing the proof of e-cash transfer
using the merchant’s private key. The e-cash change
and first part of the challenge message 7’ are

simultaneously transferred to the consumer. The user
verifies the legitimacy of the e-cash after receiving the
change, generates the final part of the challenge
message 7, , and calculates the response c before

sending both 7, and c¢ back to the merchant. The

merchant sends the certificate of transfer s’ to the user
after verifying the validity of the challenge message.
During the e-cash transfer, the merchant directly
signs the e-cash with the certificate of transfer and
achieves an offline transaction. The transferred e-cash
must be used in online transactions to verify the
merchant’s signature and the correct e-cash holder.
During double spending investigations, the parameters
in the first e-cash transaction are subject to zero-
knowledge proof, and the o containing user ID
information is added to a new set of random numbers
before being attached to the certificate of transfer.
Because the merchant uses its own signature as the
proof of transfer, all consumption and transfer history
is traceable.
User — merchant. The user chooses an item and
sends an order to the merchant.
Merchant — user. After the merchant receives the
order from the user, Ol =(OA4, date, OD) is generated,

where OA is the purchase amount, date is the time and
date the order was made, and OD is the product name
and product description. Subsequently, the merchant
signs with its own private key to generate Sig (OI)

and sends the signature back to the user.
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2.0ffline e-cash transacti onm——m

User Merchant
=3 offline transfer of chan gem—

Figure 3. System framework of e-cash issuance and
offline transactions
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5.(fw, )
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|verify s’ =285(50, Yrs Wr s 0, Ay Cr T Ty, 0 ) ‘

Figure 4. Flowchart of offline e-cash payment

User — merchant. Upon receiving OI, the user
confirms the correctness of the OD content and date
before selecting the e-cash balance due (s, y, w, o, d)

and sending it to the merchant.
Merchant — user. After verifying the legitimacy of
the e-cash, the merchant selects two random numbers

r. and r,, where r.,r, €, {0, 1}1’.. Subsequently, the
merchant calculates »' = (ID, ||r.) as the first part of
the challenge message and retrieves o from the

received e-cash for authentication. The merchant signs
both the received e-cash and the calculated
o=E, (o|r,) attached to the certificate of transfer.

Finally, the merchant calculates the change owed to the
user s'=8ig.(s,,y.,w,0,,d.,c.,r ,r,c') and

sends the e-cash change along with »’ and r,, to the

user.
User — merchant. Upon receiving the e-cash change,
r! and r,,, the user verifies the change amount and its

c

legitimacy and the correctness of the ID containing o’ .
The user then selects 7, €{0,1} and calculates
u=H,(r,) to complete the challenge message. The

user employs their secret x to calculate the collision
c¢=(r—ux)modq before sending (r,,c) back to the

merchant for authentication.
Merchant — user. Upon receiving the collision ¢, the

merchant calculates whether w= y"") g¢ (mod q). If

so, the zero-knowledge proof is authenticated. The
merchant then sends the certificate of transfer s’ to the
user and stores the received e-cash for future customer
change or redeems it with the bank once they have
Internet access.

User. The offline transaction is complete once the user
confirms the correctness of the certificate of transfer
and stores it with their e-cash.

2.3.2 Online Transactions

Figure 5 and Figure 6 illustrate the procedure for
online transactions in the proposed e-cash scheme. The
user first places an order with the merchant. After
receiving the order, the merchant sends the user an
invoice  containing the product information,
consumption amount, and consumption date and
including a signature using the merchant’s private key.
The user confirms the invoice and selects an amount of
e-cash that corresponds to the amount due, after which
a message containing the user’s e-cash status is sent to
the merchant. The merchant sends the message
received from the user and the OI to the bank. The
bank compares the OI from both the user and merchant
and authenticates the user’s e-cash status. If the
authentication is passed, the bank checks the database
to confirm whether double spending is occurring. The
bank then generates new e-cash for customer change
and sends it with a blind signature and message of
successful transaction back to the merchant before
adding the transaction amount to the merchant’s
account. Upon receiving the change from the bank, the
merchant transfers the e-cash change to the user. The
online transaction is complete once the user unblinds
the change and verifies the amount of e-cash change
received.
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Figure 5. System framework of e-cash issuance and
online transactions
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Figure 6. Message flows of online e-cash payment

User — merchant. The user chooses an item and
sends an order to the merchant.

Merchant — user. Upon receiving the Ol from the
user, the merchant calculates Sig (OI), where Ol is
the same as that defined for offline transactions. The
merchant then sends OI back to the user.

User — merchant. Upon receiving the Ol from the
merchant, the user sets the variable OI'=0I and
selects e-cash for this transaction before assigning four
random variables a,k,x and 7' , where an:b,
x, 7' €{0,1,..,qg—1}, and ke, {0,1}*. The user then
calculatess = a“H,(m)modn,, y=g " modp and
w=g" mod p, where m = y||w. Finally, the user sets
t=E, (k||ID,|O!l'||@) before sending both the e-

cash and 7 to the merchant.

Merchant — bank. Upon receiving the e-cash
payment from the wuser, the merchant verifies
whether s = ?H,(m)H,(c|/d)(modn,). If so, the
merchant performs the following verification according
to £ If f=0, verify y=?g"(mod p); if f =1, verify
s'S =(s,m,0,d,r,r',c") and w=?y"""g" (mod p).
If all the aforementioned verifications are passed, the
merchant sends both the received e-cash and OI to the
bank.

Bank — authentication device. Upon receiving the e-
cash from the merchant, the bank uses its database to
verify whether double spending is occurring. If double
spending is not occurring, the bank sends (coin, OI) to

the authentication device.

Authentication device — bank. The authentication
device decrypts 7 and verifies whether OI'=0OI , and
then decrypts either o or o to obtain /D! according

to f. Subsequently, the wuser verifies whether
ID, =?ID! to determine the legitimacy of the e-cash

holder (i.e., whether the transferor and holder are the
same user). Next, the authentication device calculates
d, =d—0A4 to obtain the amount of customer change.

Finally, the device generates the corresponding e-cash
similarly to how it generates e-cash for user

withdrawal and sends the generated (8, E (b,o., 1))
to the bank.
Bank — merchant. Upon receiving (S, Ek (b,o,,1)),

the bank creates a blind signature for the e-cash change
similarly to that created in the e-cash withdrawal
process. The bank then deposits the corresponding
transaction amount in the merchant’s account and
archives the transaction in the database before updating

the transaction state and sending (state, ¢, Ek (b,o.,r))

to the merchant.

Merchant — user. The merchant verifies the
transaction state sent by the bank. If the transaction is
successful, the merchant sends the e-cash change to the
user.

User — merchant. Upon receiving the e-cash change
from the merchant, the user unblinds and verifies the
change similarly to how withdrawals are verified, with
the e-cash change stored for future use.

2.4 E-cash Redemption

The merchant sends the e-cash and all attached
parameters to the bank for redemption. Upon receiving
the e-cash from the merchant, the bank verifies the
legitimacy of the e-cash and whether double spending
has occurred using its database before signing and
verifying the zero-knowledge proof. If all verifications
pass, the bank deposits the corresponding e-cash value
in the merchant’s account and archives it in the
database.
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Merchant—bank:
The merchant sends its e-cash proceeds from offline
transactions to the bank for redemption. The bank

verifies the e-cash signature s% =?H, (y|w)
H,(o||d)(modn,) and the zero-knowledge proof
w=2y"U o (mod p) using its database. If no

duplicate data exists, the bank deposits the
corresponding cash into the merchant’s account and
archives the transaction for auditing purposes.

2.5 Double Spending Confirmation and
Anonymous Control

Figure 7 illustrates the life cycle of e-cash in which
double spending occurs.

Alice 3} Merchant | —> Bob —> Merchant 2 —> Bank

Figure 7. E-cash life cycle

User 1’s double spending. When User 1 makes an e-
cash  payment, the  zero-knowledge  proofs
corresponding to merchant-generated challenges are
required to verify the legitimacy of the e-cash
ownership. Because each challenge value is generated
by the merchant and the user collectively, the user is
unable to duplicate the challenge value. Therefore, if
User 1 makes purchases at two merchants, the bank
receives two values (s,y,w,0,d,c,r.,r,) and

User 1’s

identity can be decrypted using the following equation:

c=r—ux(modq)
u'x'(mod q)

(s, y,w,o,d,c',r.,r). Subsequently,

cfzr!_

where u=H,(r.||r,) and u'= H,(r'||7]).
The obtained (x,r")
authentication device along with (s, y, w, o) to reveal

can be sent to the

User 1’s identity.

Merchant 1’s double spending. Merchant 1 is
required to sign the certificate of transfer every time it
gives a user e-cash change. Therefore, the bank can use
Merchant 1’s signature to verify whether Merchant 1 is
responsible for double spending when the same e-cash
change is given to different users.

User 2’s double spending. Because User 2 is required
to make an e-cash payment online, the bank
immediately detects double spending when it occurs. If
Merchant 1 is the victim of double spending, it can
appeal to the bank for an investigation.

Merchant 2 double spending. Because Merchant 2 is
required to redeem its e-cash proceeds with the bank
through the Internet, the bank immediately detects
double spending if Merchant 2 duplicates its
redemption.

3 Security Analysis

3.1 Anonymity

When e-cash is generated, the user’s ID is attached
to random numbers and is encrypted to o = E ok, (ul|lr)

using an validator. The user does not have access to the
original content of the blind signature ¢=(cf)" modn,
attached by the bank. Therefore, the e-cash unblinded
by the user cannot be associated with the identity of
whoever withdraws the e-cash. In addition, because
merchants only challenge the user through the zero-
knowledge proof when the user makes a purchase, only
those who have access to secret value x are capable of
calculating the corresponding challenge response.
Therefore, the bank uses the validator only to decrypt
the user ID of suspected double spenders through the
(x,7") calculated by the challenge response of

duplicate spending records.
3.2 Unlinkability

Because of the anonymous nature of e-cash, any two
transactions are unlinkable except when anonymity is
revoked by the validator.

3.3 Unforgeability

The bank’s blind
(af)" modn, is converted into the signature s=

signature = message =

(ab) ' modn, after the user unblinds it. Ballare et al.
confirmed that this RSA-based blind signature
mechanism exhibits unforgeability. The bank’s RSA-
based blind signature cannot be forged. In addition,
any modification of the parameters of issued e-cash is
immediately identified when a signature is made for
authentication.

3.4 Double Spending Detection

The bank is capable of detecting double spending in
both online and offline transactions. Online double
spending is immediately detected, whereas its own
database can be used to detect offline double spending.
In addition, the bank can use double spending
transaction data to calculate a user’s secret (x, ') and
revoke the user’s anonymity through the validator for
further investigation.

3.5 Anonymity Revocability

When double spending occurs, the bank uses the
double spending transaction data to calculate the user’s
secret (x, ") and revoke the user’s anonymity through
the validator. The bank is entitled to determine the
user’s secret (x,7") only if double spending occurs.
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3.6 Traceability

Because the e-cash scheme proposed in this study
allows only one offline transfer at a time, the
merchant’s signature as the proof of transfer exhibits
adequate traceability while preventing storage
problems caused by multiple transfers. When double
spending occurs, the validator can reveal both the
user’s and merchant’s identities.

4 Performance Comparison

This section analyzes the data storage of the
proposed e-cash scheme and the computational
complexity required of the bank and user during
various stages of the e-cash life cycle. RSA 1024-bit
keys were selected for the encryption algorithm.
Multiple denominations decreased the data storage
required when a large amount was paid using a single
denomination. However, because the data storage
required in the proposed scheme varies depending on
the e-cash denomination, this study compared the
scheme’s e-cash data storage requirements with those
of schemes proposed in previous studies. Figure 8
illustrates the data storage required by the e-cash
schemes in Conrad and Gouget [20], Fan and Huang
[11] and this study, wherein the denomination and data
storage required (in bits) are the x- and y-axes,
respectively.

| ~-Our Study
~Canard2010
| Fan2010

=7 . - - A AN\ )\

) { A AN AV Vgl Vo \L//, N

0

1 u 2 n n 51 o
denomination

Figure 8. Comparison of e-cash data storage

In the proposed e-cash scheme, the merchant
withdraws e-cash in minimum denominations in
advance for offline customer change. The divisible e-
cash scheme proposed by Canard and Gouget [20] has
massive binary nodes that require substantial data
storage, and because e-cash is withdrawn in a modular
exponentiation, the line graph in Figure 8 has a stepped
shape. The data storage required by the single-
denomination e-cash scheme proposed by Fan and

Huang [11] was linearly related to the purchase amount.

By contrast, the data storage required by the proposed
e-cash scheme exhibits a zigzag pattern as the e-cash
amount is increased. The proposed scheme includes a
variety of predefined denominations, resulting in only
a slight increase in stored data as the denomination is
increased. For online transactions, the bank directly

generates customer’s e-cash change. The denomination
of customers’ change is thus singular for online
transactions and the required storage on users’ mobile
devices is substantially lower than in the other schemes.

Table 2. Comparison of e-cash computational
complexity
Scheme Fan et al. Canard and Gouget This study
nt3 | An
. % (2"7+2"+2-5) exp
Withdrawal  12exp*x (112 Sign.., 12exp
Online dexpy (Bexpt2Sign.+ (16 or 18)
transactions P 2paring)tlexp exp*x
Offline % (Bexpt2Sign,+ %
transactions Sexp*x 2paring)tlexp 12exp™y
Redemption (2~3)exp*x 2" exp (2~4) exp*y
Table 2 presents a comparison of e-cash

computation complexity in the three aforementioned e-
cash schemes, wherein x=2" is the e-cash
denomination, y is the number of e-cash notes, and
sign, indicates the signature created using the

extended special signature. This symbol exp and
pairing represents an exponential operation and pairing
operation, respectively. The computational complexity
of the Canard and Gouget scheme [20] for online and
offline transactions is equal. The scheme proposed in
the present study has multiple denominations and
offline transfer for merchants, so every transaction
consists of n e-cash notes plus the additional
computation of the customer’s change. Therefore, the
proposed scheme has greater computational complexity
than the scheme of Fan et al. [11] per transaction, but
less total computational complexity. In addition, the
number of e-cash notes required for most online
transactions is kept at one in the proposed e-cash
scheme. The computational complexity of the scheme
only increases during occasional offline transactions.
Moreover, the computational complexity of the
proposed scheme is fixed during e-cash withdrawal,
similar to that identified in Fan and Huang [11] but
requires less computational time than that the scheme
presented in that study. Compared with the large-scale
exponential computation required by the scheme of
Canard and Gouget [20], the proposed scheme is
substantially more efficient. Finally, the computational
complexity of the scheme during e-cash redemption
depends on the number of e-cash notes to be redeemed.
Similar to the computational complexity during e-cash
transactions, » is maintained as 1 on most occasions.
Although the proposed scheme’s computational
complexity is slightly greater than that of Fan and
Huang [11] per e-cash note, the total computation in
the proposed scheme is less than that needed in Fan
and Huang [11] during redemption. When large
denominations are redeemed, the proposed scheme has
similar data storage requirements to the scheme of
Canard and Gouget [20], but is substantially more
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efficient in terms of computational complexity.
5 Gong-Needham-Yahalom Logic Proof

In this section we use the Gong-Needham-Yahalom
logic to proof the correctness of our works. The

notations of the proof are listed in Table 3.

Table 3. Notations of the proof

V Validator
B Bank
M Merchant
U User

-1 Uses the symmetric key K to encrypt/
X} AX
A X decrypt the message X .
Uses the asymmetric key K to encrypt/
X X
A (X0« decrypt the message X .
Message X is protected by a one way hash

H(X) function H(X).
P<aX P is told message X .
PeX P possesses message X .

X is generated by others;
*X P <*X means P is told for X which he
did not convey previously.
P believes X is fresh. X has not been
used at any time in the prior protocol, or

Pl=(X
=) sent by an attacker. For example, a andom
number or a counter.
P|=(X) P believes X is recognizable.
P|=PSQ P believes S issharedby P and Q.
Pl=P+KO P believes Q owns the private key —K

correspondent to the public key +X .
P|=Q|~X P believes O sent X .

5.1 Initial Assumption

* Validator
Ve pk,
V e sk,
V|sV<«™>B
VsV« M
VsV« sU
*+ Bank
B e pk,
B e sk,
B|=B« sy
Bl=B<« s M
B|=B« U
B|=B« U
+ Merchant
M € pk,
M € sk,

M|=B sy

’ !
Mels ,y.,w,o..d,c.,r  r}

7 r>r2 e

M|=M sy
M|=M<2+ 5B

+ User
Ueid,
U € pk,
U € pk,
Me{f,s,y,wd,cr,r,cs'}

Ul=U«“>B
5.2 Goal

Withdrawal. The user believes the e-cash is issued by
the bank.

—(Goal1.1),U |=B|~#{s, 0}

—(Goal1.2),U |=B|~ ¢{s, o}

Offline transaction.

—(Goal 2.1),U |= M |~ #{OI'}

—(Goal 2.2), M | = ¢(s)

—(Goal 2.3), M |=#(c)

—(Goal 2.4), M | = ¢(c)

—(Goal 2.5),U |= M |~ #(s)

—(Goal 2.6),U |= M |~ ¢(s")

The merchant believes that the e-cash sent by the

user is legal. The user believes that the merchant
transfers the change and transfers the -certificate.
Finally, they believe that all the messages are fresh and
are recognizable.
Online transaction. The user believes the order from
the merchant. The merchant believes that the e-cash
sent by the user is legal. The validator trusts the order
and the user identity. The merchant believes the results
of the transactions. The user believes that the merchant
transfers the change. Finally, two parties believe all the
messages are fresh and are recognizable.

—(Goal 3.1),U |= M |~ #{OI}

—(Goal 3.2), M | = ¢(s)

—(Goal 3.3), M | = ¢(x)

—(Goal 3.4), M | = ¢(s)

—(Goal 3.5), M |=¢(r!|| 7))

—(Goal 3.6), M |= B | #(state)

—(Goal3.7),U |=B|~#{s,,0,}

—(Goal 3.8),U |=B|~¢{s.,0,}

5.3 Proof

Withdrawl.
(Message 1.1) The bank knows the identity of the
user from pre-existing authentication procedure.
=U|=#k,x, 1)
-B<*{a,{k,id,,d}, , ,d}
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-B<a,tk,id,,d}, , ,d}

-B|=U|~{a,{k,id . d}, , .d}

—B|=#(u,d")

—Bl=¢(u,d")

(Message 1.2) The validator compares the

information from the bank and the user, and the
validator believes (k, idc, d).

—V <*{{k,id,, d}, , , pu,d'}
—V a{{k,id,.d}, , ,ud'
—V <k, id.,d}
—Vi=¢ik.d,id,}

—V |=#(b,r)

—V|=#(o)

—VI=#(B)

(Message 1.3) The bank believes the messages are
passed by the validator, and the bank and the validator
have a secure channel.

-B< *{ﬂa {b, o, r}k}

-B < {ﬁ’ {ba o, r}k}

—B|=V|~#{f,{b,0,r}}

—B|=#(1)

(Message 1.4) The user can recognizes (s, 6) and
believes that the message is sent from the bank and is
fresh.

-U <*{t,{b,0,r},}

-U <a{t,{b,0,r},}

-U<«(b,o,r)

-U|=¢(s,or)

-U|=B|~#{s,0}(Goal1.1)

-U |=B|¢#{s,0}(Goal1.2)

Offline transaction.

(Message 2.1) The user can identify the order
information OI that is signed by the merchant and
believes Ol is fresh.

-U <*(0I)

-U < (0I)

-U|=M|~#{0, I}(Goal 2.1)

“Ul=M|~¢{0,1}

(Message 2.2) The merchant can verify the signature

-M <*{s,y,0,0,d}
-M<is,y,w,0,d}
—M |=¢(s)(Goal 2.2)

_M|—#( Vi ()
—M |=#(c")
—M | =#(s")

(Message 2.3) The user can identify the signature s
of the change, and the zero knowledge proof cr and the

!
token o .

—UQ*{ d’ l’yl’ r’ dr’ r’c’lr’o-}

U <{r,ry.s,.5,,w,,0,,d,,¢.,1.,1,,0'}
—Ul=¢(s,)
~Ul=¢(c,)
-Ul=¢(c")
—U|=#(r,)
—U|=#Hu)
_U|=#c)

(Message 2.4) The merchant can recognize the zero
knowledge proof message c.

U <*{r,,c}

-U <« {VC > C}

-U |=#(c)(Goal 2.3)

-U | = ¢(c)(Goal 2.4)

(Message 2.5) The user believes the message s’ is
fresh and is recognizable.

-U <*{s"}

-U <{s}

-U |= M|~ #{s'}(Goal 2.5)

U |= M |~ ¢{s'}(Goal 2.6)

Online transaction.

(Message 3.1) The wuser believes
information Ol is fresh and is recognizable.

-Uek,x.,x

-U <*{OI}

-U <{0I}

-U |= M |~ #(OI')(Goal 3.1)

-U|=M|~¢(OI)

—U|=#a)

U |=#{{k,id,, Ol a},, }

(Message 3.2.1) The merchant carries out different
steps based on the messages sent from the user, and the
merchant recognizes s and Xx.

M <*{f,s,y,w,x,0,d{k,id,, Ol a}wkv}

M <{f,s,y,w,x,0,d{k,id, Ol a}wk"}

—M | = ¢(s)(Goal 3.2)

—M | = ¢(x)(Goal 3.3)

(Message 3.2.2) The merchant carries out different
steps based on the messages sent from the user, and the
merchant recognizes s, s’ and (r.” |r,” ).

{f,s,y,w,x,0,d,c

-M <«

{f,s,v,w,x,0,d,c,r,

the order

r,o' sk, id,

acvua

O[', a}#—pk‘, }

O' S {k ldc’ O[', a}+pk,,}

—M | = ¢(s")(Goal 3.4)

—M |=¢(r!|| 7/ (Goal 3.5)

(Message 3.3) The symbol coin refers to the e-cash
received by the merchant in the messages 3.2.1 and

3.2.2. The bank receives the e-cash and believes this is
fresh.
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(Message 3.4)
The validator can recognize OI, k, and id...
—V <*{coin, {k,id,,Ol', a}, , ,OI}

-V <{coin, {k,id_, Ol', at, Ol

-V <ik,id,, Ol a}
—V'|=¢(0I)

V= gk, id,)

-V |=#(d,)

=V |=#(b,r)

-V |=#0)

-V |=#p)

(Message 3.5) The bank believes that the message
passed by the validator, and the bank and the validator
has a secure channel.

-B < *{ﬂa {ba o, r}k}

—B<1{ﬂ, {b’ o, r}k}

—B|=#(1)

—B | = #(state)(Goal 3.6)

(Message 3.6) The merchant can verify the
transaction state state of the bank

—M <*{8, (state, OI), 1,{b, o, r}, }

~M < {8, (state, OI), 1, {b, o, r},}

—M | =#(state)

—M | = ¢(state)

(Message 3.7) The user can identify (sr, or ) and
believes that this message is passed by the bank and it
is fresh.

U <*{t,{b,0,,1},}

U <i{t,{b,0,.,r},}

-U<{b,o0,.,r}

“Ul=4¢(s,.0,)
-U |=B|~#(s,,o,)(Goal 3.7)
-U|=B|~¢(s,,o0,.)(Goal 3.8)

6 Conclusion

This study proposed an e-cash scheme suitable for
both online and offline transactions. The proposed
scheme requires less data storage and involves lower
computational complexity than other divisible e-cash
schemes because it enables merchants to transfer e-
cash offline using signatures and gives customer e-cash
change also offline due to its multiple-denomination
design. The reduced data storage and computational
complexity make it suitable and convenient for e-cash
usage with mobile devices. The proposed scheme has
various security measures: unlinkability, verifiability,
unforgeability, double spending detection, tamper
resistance, and nonrepudiation. When double spending
occurs, the bank is entitled to trace fraudulent users
and revoke their anonymity using an authentication

device without compromising the anonymity of
nonfraudulent users.
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