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Abstract 

With the rapid development of cloud storage 

technology, more and more hospitals and research 

institutions would like to upload the patient’s electronic 

medical record (EMR) to the cloud. However, the 

problems of privacy protection maybe occur if the 

patient’s private data be obtained by a malicious user. To 

solve this problem, a fine-grained and efficient access 

control protocol in the e-health environment is proposed. 

For one thing, ciphertext-policy attribute-based 

encryption (CP-ABE) strategy are utilized to conduct 

fine-grained access control, which guarantees the private 

data only can be accessed by legal users. For another 

thing, an optimized access control structure is designed 

for the reduction of computing and communication 

overhead. Note that unlike traditional access control 

protocols. Moreover, counter and the decryption test are 

employed in this paper to limit the access times and help 

cloud justify whether the data requester has permission to 

decrypt the requested data, which contribute to resisting 

denial of service attacks (DoS). Analysis result 

demonstrates that the proposed protocol performs well in 

terms of security and efficiency. 

Keywords: Access control, Privacy protection, CP-ABE, 

E-health environment 

1 Introduction 

In recent years, with the increasing improvement of 

living standards and quality, people’s awareness of 

safety and health has been continuously enhanced. As a 

result, more and more medical data is introduced and 

traditional medical models have been unable to meet 

people’s requirements, and then e-health has come into 

being [1]. In e-health environment, patient’s medical 

data (such as EMR) is uploaded to the cloud, and users 

(such as doctors, research institutions as well as family 

members of patients) can access the patient’s data for 

further treatment. However, there are not always legal 

users who want to access patients’ private data. 

Malicious adversaries may also hope to gain other’s 

private message actuated by ulterior motives, which 

brings bad influence on the data owners [2]. Therefore, 

a fine-grained access control protocol is necessary for 

avoiding user privacy being obtained by malicious 

attackers. 

Attribute-based Encryption (ABE) technologies are 

the natural choice as the solution of the above 

problems, which executes the access policy defined on 

the attribute during the encryption process, and give 

the data consumer access right to the corresponding 

data according to the attributes of the recipient. In 2005, 

the concept of ABE [3] is first formally proposed by 

Sahai and Water based on the concept of Identity-

based Encryption (IBE) [4]. However, the ABE 

proposed in [3] requires a fixed threshold and cannot 

accommodate complex access strategies. Later, 

ciphertext-policy attribute-based encryption (CP-ABE) 

and key-policy attribute-based encryption (KP-ABE) 

are proposed by Goyal et al. [5]. In the KP-ABE, the 

ciphertext is associated with the attribute, and the key 

is associated with the access policy [6-9]. In the CP-

ABE, the ciphertext is associated with the cipher-

defined access policy, and the key is associated with 

the attribute [10-13]. Since CP-ABE allow encryptors 

to freely choose the attribute set for a certain data, CP-

ABE is more suitable than KP-ABE for scenarios with 

high access control requirements in the e-health 

environment. 

However, current access control protocols [14-22] 

not always simultaneously meet the requirements of 

efficiency and security. On the one hand, the resources 

of users in e-health environment are limited, and the 

process of encryption and decryption may bring heavy 

burden to the data owner and the data consumer 

respectively. On the other hand, the malicious 

adversary may cheat the cloud to get patient’s private 

data without the permission of the data owner, or even 
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continuously sends duplicate request information to the 

cloud server, maliciously encroaching on the resources 

of the cloud server and interfering with the normal 

operations of legitimate users. 

To solve the problems of the above problems, a fine-

grained and efficient access control protocol in the e-

health environment is proposed, and the main 

contributions of the proposed protocol are listed as 

follows: 

(1) An access structure with attribute ranking is 

proposed. Note that the relationship between attribute 

and ciphertext is often not one-to-one. The overhead of 

computation and communication increases with the 

increasing of the complexity of the access structure. In 

this paper, a simplified access structure with attribute 

ranking is designed to simplify the access structure and 

further reduce user’s overhead. 

(2) Decryption test is supported to authenticate the 

legitimacy of users. Few of current access control 

protocols al-low the cloud to justify the validity of the 

data consumer, which increases the risk that user 

privacy message will be compromised. To avoid this 

problem, the decryption test is employed to prevent 

malicious users from accessing the medical data of the 

patient. 

(3) Denial of service attack resistance is supported. 

In reality, a malicious user can send thousands of 

request message to launch denial of service attack, and 

further interfere with the normal behaviors of valid 

users. Therefore, the access times in this paper is 

limited to resist the DoS attacks. 

The remainder of this paper is organized as follows: 

In Section 2, some preliminaries for this paper are 

briefly introduced. In Section 3, the system model and 

our scheme are defined. In Section 4, the optimized 

access control structure and our scheme are described 

in detail. In Section 5, the security and performance 

analyses are presented. Finally, the conclusion of this 

paper is covered in Section 6. 

2 Preliminaries 

To help readers have a better understanding of this 

paper, preliminary knowledge is introduced in this 

chapter, including bilinear pairing, access structure and 

linear secret sharing schemes. 

2.1 Bilinear Pairing 

Given two cyclic multiplicative groups G1 and GT 

with large prime order q. Let g∈G1 be the generator 

of group . A weil pairing is a valid map ˆ :e  G1×G1→  

GT if it satisfies the four properties as follows: 

(1) Bilinearity: For any g and h∈G1, a and *

,
q

b∈�  

ˆ ˆ( , ) ( , )a b abe g h e g h=  holds. 

 

(2) Non-degeneracy: If g is a generator of group G1, 

ˆ( , ) 1e g g ≠  holds. 

(3) Computability: For any g and h∈G1, there is 

always an efficient polynomial-time algorithm can 

compute ˆ( , )e g h . 

2.2 Access Structure [23] 

Let 
1 2

{ , , , }
n

U U U U= …  denote a set of parties. A 

collection A 2
U

∈  is monotone if for any B∈A and 

C 2
U

∈ : if B C∈  then C∈ A. An access structure 

(respectively, monotone access structure) is a 

collection A  of nonempty subsets of U, ie. A 2 \{0}u . 

Then, the sets in A are called authorized sets; 

Otherwise, called unauthorized sets. 

2.3 Linear Secret Sharing Schemes (LSSS) [24] 

Let U denote the attribute universe. An LSSS 

includes (M, ρ ), where M is a l n×  matrix over *

q
� , 

and ρ  maps a row of M  to an attribute in U. An LSSS 

is composed of two steps as follows: 

(1) Share(M, ρ ) is used to share the secret value s. 

Given a random vector
2 3

{ , , , , }
n

v s y y y= … , where 
*

2 3
, , ,

n q
y y y ∈… � , compute 

x
λ = Mx v⋅  as a share of 

the secret s. 

(2) Reconstruction (
1 2
, , , ,

l
yλ λ …  (M, ρ )) is used 

to recover the secret value s Let S be the authorized set, 

then there are constants { }
i i S

w
∈

 such that 
i

i S

ω

∈

∑ Mi (1, 

0, …, 0), then we have .

i i

i S

sω λ

∈

=∑  

We say that {1, 2, , }S l∈ …  satisfies the access 

structure (M, ρ ) if there exits { }
i i S

w
∈

 such that 
i

i S

ω

∈

∑  

Mi = (1, 0, …, 0); Otherwise, {1, 2, , }S l∈ …  is an 

unauthorized set. 

3 Definitions 

In this section, definitions of the system model and 

our schemes are given as follows: 

3.1 Definition of System Model 

The system model of our access control scheme is 

given as in Figure 1. The system is comprised of four 

entities: the attribute authority, the cloud, the data 

owners (DO) and the user.  
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Figure 1. The system model 

The attribute authority is a fully trust party, which is 

employed for managing all attributes and generating 

the public key and the secret key for each user.  

The cloud is honest but curious, which is employed for 

storing data owner’s data. 

The data owner defines the access policies and 

outsource data in ciphertext format to the cloud. 

The users request the data from the cloud, and they 

can decrypt the data if and only if their attribute set 

satisfies the access policy. 

3.2 Definition of Our Scheme 

The proposed scheme is composed of the following 

four algorithms: 

(1) (1 ) ( , ) :SetUp PK MSK
λ

→ Given a security 

parameter λ as input, output the public key PK and the 

master secret key MSK. 

(2) ( , , ) ( , , )
C C

KeyGen PK MSK S PU PR SK→  can 

be further divided into two steps: 

(a) () ( , ) :
C C

KeyGen PU PR→  Given some random 

elements as input, output the key pair { , }
C C

PU PR . 

(b) ( , , ) ( ) :KeyGen PK MSK S SK→  Given the  PK , 

the MSK and a set of attribute S as input, output the 

corresponding secret key SK. 

(3) ( ,Enc PK (M, ρ), max, m, r) ( , , ) :
Max

CT CT CT→  

Given the PK, the access policy (M, ρ), the maximum 

access times max, the data m and a random element r 

as input, output the corresponding ciphertext 

( , , ).
Max

CT CT CT  

(4) ( , , ,
Max

Dec CT CT CT M, , ) ( ) :PK SK m→ can be 

further divided into two steps: 

(a) ( ,DecTest CT M, *, ) ( ) :PK SK r→ Given the CT , 

M, PK and SK as input, output the value r*. 

(b) ( ,DecData CT M, , ) ( ) :PK SK m→ Given the CT, 

M, PK and SK as input, output the data m. 

4 The Proposed Scheme 

In this section, the access structure with attribute 

ranking employed is first introduced, and then the 

design details of the proposed scheme are given. 

4.1 The Access Structure with Attribute 

Ranking 

Here, the access structure with attribute ranking is 

described in detail, which simplifies the conditional 

access structure. To understand this section well, an 

example of the access structure with attribute ranking 

is given as Figure 2. 

 

(a) The traditional access 

structure (left) 

(b) The access structure with 

attribute ranking (right) 

Figure 2. The access structure 

Note that the left figure of Figure 2 can be seen as a 

traditional access structure, while the right figure of 

Figure 2 can be seen as the access structure with 

attribute ranking. And the access policy of Figure 2(a) 

is {Cardiology} and {HospitalA} and {{Specialist} or 

{Physician} or {Nurse}}} which is very complex. To 

simplify the access policy, we set the relationship of 

Specialist, Physician, Nurse as Specialist > Physician 

> Nurse. In this case, Specialist attribute includes all 

privileges of Physician attribute and Nurse attribute, 

Physician attribute includes all privileges of Nurse 

attribute. Hence, the access structure can be reduced as 

{Cardiology} and {{HospitalA} and {Nurse}}, which 

is much easier to manage than the access policy of the 

traditional structure. Note that we assume that the 

result of attribute ranking is known by all participants 

in this system. 

4.2 Design Details of Our Scheme 

Let *| |
q

U U= ∈�  be the size of attribute universe, ˆ :e  

G1×G1→  GT be a bilinear map, and g be a generator 

of G1, where G1 and GT are two cyclic multiplicative 

groups of prime order q. Then, based on the description 

of definition in Section 3.2, the design details of our 

scheme are given as follows: 

(1) (1 ) ( , ) :SetUp PK MSK
λ

→ This algorithm is 

executed by the attribute authority to generate the 

public key PK and the master secret key MSK. In this 

algorithm, the attribute authority takes the security 



2172 Journal of Internet Technology Volume 20 (2019) No.7 

 

parameter λas input, selects random elements 
*

0 1
, , , , , ...,

q U
a a x u h h∈ ∈�  G1, and outputs the PK as 

Eq. (1) as well as the MSK as Eq. (2).  

 
1 0

ˆ{ , , , ( , ) , , ..., , }a a

U
PK U g g e g g h h S=  (1) 

 
a

MSK g=  (2) 

Note that in Eq. (1), we compute 
0

S  as 
0

0

x

u

S g
−

= . 

(2) ( , , ) ( , , ) :
c c

KeyGen PK MSK S PU PR SK→  This 

algorithm is executed by the cloud to generate its key 

pair ( , ),
c c

PU PR  and the attribute authority to generate 

users’ secret key SK. It includes the following two 

steps: 

(a) ( , ) :
c c

KeyGenC PU PR→  The cloud randomly 

selects two primes *

, ,
q

c f ∈�  and calculates ,c fη = ×  

( ) ( 1)( 1).c fφ η = − −  Then, a large integer e is selected 

and d is calculated. Note that gcd( ( ), ) 1,eφ η =  

1 ( )e φ η< <  and 1mod ( ).d e φ η−

≡  Finally, the cloud 

publics { , }
c

PU e η=  and keeps { , }
c

PRC d η=  secret. 

(b) ( , , ) ( ) :KeyGen PK MSK S SK→  The attribute 

authority takes the public key PK, the master key MSK 

and users attribute set 2
U

S ⊆  as input, and computes 

 
0

, ,

x xiat t u u t

i i x
K g g K g K S hα −

′= = =  (3) 

where *, { }
i i s q

t x
∈
∈�  are random elements, 

0i
x x<  and 

xiu

i
S g= . Then, the secret key SK is set as Eq. (4):  

 { , , { } }
i i S

SK K K K
∈

′=  (4) 

(3) ( ,Enc PK (M, ρ ), max, , ) ( , , ) :
Max

m r CT CT CT→  

This algorithm is executed by the data owner to 

generate the ciphertext. In this algorithm, the data 

owner takes the public key PK the access structure 

(M, ρ ), the maximum access times max, the data m 

and the random element for decryption test r as input. 

Note that M denotes a l n×  access matrix, and ρ  

represents the mapping relationships between the row 

of  M  and the attribute.  

(a) The data owner first encrypts the maximum 

access times as Eq. (5): 

 
max

max mod
e

C η=  (5) 

(b) The data owner then encrypts the data m and 

the element r for decryption test. Firstly, it randomly 

selects two vector 
2 3

( , , , ..., )
n

v s y y y=  and v =  

2 3
( , , , ..., ),

n
s y y y  where *

2 3
, , ...,

n q
y y y ∈�   are used to 

share the encryption secret *

q
s∈�  and *

2 3
, , ...,

n q
y y y ∈�  

are used to share the encryption secret *

q
s ∈� . Then, 

for 1, 2, ..., ,i l=  the data owner computes 
i

λ = Mi v⋅  

and, where Mi represents the i-th row of the access 

matrix M. Finally, the data owner computes CT as Eq. 

( )
ˆ{ ( , ) , , },i

aas s s

i i
CT C m e g g C g C g h CT

λ

ρ

−

′= = ⋅ = =  as 

Eq. (7), and sends 
max

{ , , }CT CT C  to the cloud. 

 
( )

ˆ{ ( , ) , , }i
aas s s

i i
CT C m e g g C g C g h

λ

ρ

−

′= = ⋅ = =  (6) 

 
( )

ˆ{ ( , ) , , }ias s a s

i i
CT C r e g g C g C g hλ

ρ

−

′= = ⋅ = =  (7) 

(4) 
ax

{ , ,
M

Dec CT CT C M , ) ( ) :PK SK m→  This 

algorithm is executed by the cloud to limit the access 

times of the data m, and the users to access the content 

of m. For the cloud, it first decrypts the maximum 

access times max as Eq. (8)  

 
max

max mod
d

C η=  (8) 

Then, it initializes a counter 0,count =  whose value 

denotes the times that the data m has been accessed. 

Finally, it computes 1count count= +  when a user is 

verified to be a valid user. For the users, they first find 

coefficients { | }
i
i Sω ∈  such that 

i

i s

ω

∈

∑ Mi (1, 0, ..., 0),=  

and then do the following two steps:  

(a) ( ,DecTest CT M, *, ) ( ) :PK SK r→  This step is 

used for decryption test. It takes CT , M, PK, SK as 

input, finds valid coefficients { | },
i
i Sω ∈  and then 

returns *

/r C E= , where 

 

( ) 0

ˆ( , )

ˆ ˆ( , ) ( , ( ) )
i

i

i i

i s i s

e C K
E

e C K e C K S
ω

ω

ρ

∈ ∈

′

=

′∏ ∏

 (9) 

If *

r r=  and count < max, the users are authorized 

to access the data m and go to the following step. 

(b) ( ,DecData CT M, , ) ( ) :PK SK m→  After receiving 

the ciphertext CT, the users take the CT, M, PK and 

SK as input, compute 

 

( ) 0

ˆ( , )

ˆ ˆ( , ) ( , ( ) )i i

i i

i s i s

e C K
E

e C K e C K S
ω ω

ρ

∈ ∈

′

=

′∏ ∏

 (10) 

and recover the data as /m C E=  

5 Evaluation 

In this section, the security and the performance of 

the proposed scheme are discussed in detail. Moreover, 

the proposed scheme is compared with related schemes, 

and the results of comparison demonstrate the 

superiority of our scheme. 
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5.1 Security Analysis 

Here, the security analysis is given in terms of 

correctness, confidentiality and DoS resistance. 

Theorem 1: The proposed scheme is correct. 

Proof: The correctness of our scheme means the data 

m can be accessed by all valid users, which requires 

that 
max

max mod ,
d

C η=  /r C E=  and / .m C E=  Then, 

the above three equations are proved as follows: 

Firstly, the prove of 
max

max mod
d

C η=  is given as 

Eq. (11) 

 

max
mod

(max mod ) mod

max mod

max

d

e d

ed

C η

η η

η

=

=

=

 (11) 

From Eq. (11), we can see that any user has the 

opportunity to access the data m  if it has not been 

accessed max times. 

Secondly, the prove of /r C E=  is presented as Eq. 

(12), Eq. (13) and Eq. (14) 

( ) 0

( ) 0

( ) 0

( )

ˆ( , )

ˆ ˆ( , ) ( ( ) )

ˆ( , , )

ˆ ˆ( ( ) , ) ( , ( ) )

ˆ ˆ( , ) ( , )

ˆ ˆ ˆ( , ) ( , ) ( , ( ) )

ˆ( , )

ˆ(

i
i

i i i

i i

i i

i s i s

s a at

a s t s t

i i x

i s i s

s a s at

sas t t s t

i i x

i s i s i s

s a

i

e C K
E

e C K e K S

e g g g

e g h g e g S h S

e g g e g g

e g g e h g e g S h S

e g g

e h

ω ω

ρ

λ ω ω

ρ

ω ω

ρ

ρ

∈ ∈

−

∈ ∈

−

∈ ∈ ∈

−

′

=

=

=

=

∏ ∏

∏ ∏

∏ ∏ ∏

( ) 0

0

ˆ ˆ, ) ( , ) ( , ( ) )

ˆ( , )

( ) )

i i i

i

s tt s s

i i

i s i s

s a

i

i s

g e g e g S S

e g g

S S

ω ω ω

ρ

ω

∈ ∈

∈

=

∏ ∏ ∏

∏

 (12) 

Furthermore, 

 
0 0 01

0
( ) ( )

x x xxi xi xi
u u u u u u

i
S g g S

− − −

= = =  (13) 

Hence, ˆ( , )s a

E e g g= , and then  

 
ˆ( , )

ˆ( , )

as

s a

C r e g g
r r

E e g g

⋅

= = =  (14) 

From Eq. (12), Eq. (13) and Eq. (14), we can see 

that any valid user can pass the decryption test, and get 

the cipertext of the data m. 

Finally, the proof of /m C E= , which is similar to 

that of /r C E= , is given as Eq. (15) and Eq. (16) 

( ) 0

( ) 0

( ) 0

ˆ( , )

ˆ ˆ( , ) ( ( ) )

ˆ( , , )

ˆ ˆ( ( ) , ) ( , ( ) )

ˆ ˆ( , ) ( , )

ˆ ˆ ˆ( , ) ( , ) ( , ( ) )

ˆ( , )

i i

i i i

i i

i i

i s i s

s a at

a s t s t

i i x

i s i s

s a s at

sas t t s t

i i x

i s i s i s

s a

e C K
E

e C K e K S

e g g g

e g h g e g S h S

e g g e g g

e g g e h g e g S h S

e g g

ω ω

ρ

λ ω ω

ρ

ω ω

ρ

∈ ∈

−

∈ ∈

−

∈ ∈ ∈

′

=

=

=

=

∏ ∏

∏ ∏

∏ ∏ ∏

 (15) 

and  

 
ˆ( , )

ˆ( , )

as

s a

C m e g g
m m

E e g g

⋅

= = =  (16) 

Therefore, any valid user can access to the data m, 

and further, the correctness of the proposed scheme is 

proved. 

Theorem 2: The proposed scheme can prevent data 

from being accessed by unauthorized users. 

Proof: The confidentiality of the proposed scheme 

requires that the data m will not be accessed by illegal 

users. To satisfy the requirement of confidentiality, we 

do the following two things: 

For one thing, the data m is outsourced to the cloud 

in the form of ciphertext ˆ{ ( , ) ,as

CT C m e g g= = ⋅  

( ), },i
as s

i i
C g C g h

λ

ρ

−

′ = =  and only those users whose 

attribute set 2
U

S∈  satisfy the access policy are 

qualified to decrypt the data  m  by computing Eq. (17). 

( ) 0
ˆ ˆ ˆ( , ) ( , ) ( , ( ) )

ˆ( , , )

i i
as

i i

i s i s

s a t

m e g g e C K e C K S

m
e g g g

ω ω

ρ

∈ ∈

′ ′⋅

=

∏ ∏
 (17) 

In Eq. (17), the S of i

i

i S

C
ω

∈

∏  denotes the access 

policy of the data m, while the S of ( ) 0( ) i

i

i S

K S
ω

ρ

∈

∏  

denotes the attribute set of the user. Not that if and 

only if the above two S are equal, the Eq. (17) holds. 

Therefore, any user whose attribute set dose not satisfy 

the access policy, could not access the data m. 

For another, to further improve the confidentiality of 

the proposed scheme, the decryption test is employed 

to prevent unauthorized users from getting the data m 

and help the cloud to decide which user is malicious. 

Most of the current related schemes directly deliver the 

ciphertext of data m to the users without verifying 

whether they are valid or not, which bring potential 

hazards to users privacy. To resolve the problem, we 

encrypt a random number r as ˆ{ ( , ) ,as

CT C r e g g= = ⋅  
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( ), }.i
as s

i i
C g C g h

λ

ρ

−

′ = =  Only valid users who could 

correctly decrypt the r by computing Eq. (18) can get the 

cipertext ( )
ˆ{ ( , ) , , }.i

aas s s

i i
CT C m e g g C g C g h

λ

ρ

−

′= = ⋅ = =  

from the cloud, and further compute data m. 

( ) 0
ˆ ˆ ˆ( , ) ( , ) ( , ( ) )

ˆ( , , )

i
i

as

i i

i s i s

s a t

r e g g e C K e C K S

r
e g g g

ω
ω

ρ

∈ ∈

′⋅

=

∏ ∏
 (18) 

Theorem 3: The proposed scheme can resists the 

DoS attack. 

Proof: DoS attack refers to attackers maliciously send 

the cloud extensive data and requests message to 

occupy the resources of the cloud. As a result, the 

cloud can not respond to requests from valid users in 

time. To solve the problem, we assume max to be the 

maximum access times, and count to be the number 

that the data m has been accessed. If a user wants to get 

m, the cloud should first check whether count < max. If 

yes, set count = count + 1 and continue the scheme; 

Otherwise, abort the it. Hence, the proposed access 

scheme can resist the DoS attack. 

5.2 Performance Comparison 

In this section, our scheme is compared with the 

related works in terms of security and performance. To 

show the results of comparison clearly, the 

comprehensive comparison according to important 

features, such as privacy protection, DoS resistance, 

decryption test, attribute ranking and expressiveness is 

presented in Table 1. From the Table 1, we can 

conclude that: (1) All schemes in Table 1 can support 

privacy protection; (2) Only the scheme in [26], the 

scheme in [28] and our scheme are able to support the 

attribute ranking, which reduces the complexity of the 

access policy; (3) LSSS access policies are supported 

in [28-29] and our scheme, but only AND access 

policies are realized in the other three related schemes; 

(4) Only the scheme in [29] and our scheme support 

decryption test while the former can not resist the DoS 

attacker. 

Table 1. Comparisons of CP-ABE Schemes 

Schemes Privacy protection Dos Resistance Decryption Test Attribute Ranking Expressiveness 
[25] √ × × × AND 
[26] √ × × √ AND 
[27] √ × × × AND 
[28] √ × × √ LSSS 
[29] √ × √ × LSSS 

Our Scheme √ √ √ √ LSSS 
 

Then, we further compare the proposed scheme with 

the related scheme in [29] and the results of the 

comparison are given in Table 2. Here, Pair, Exp, | |I  

and | |S  are used to denote a bilinear pairing option, an 

exponentiation operation, the size of minimum 

authorized set in traditional access structure, and the 

size of minimum authorized set in the proposed access 

structure with attribute ranking, respectively. Note that 

the size of minimum authorized set is determined by 

the complexity of access structure and | | | |S I≤ . From 

the Table 2, we can know that: (1) In encryption, 

7 | | 4I + exponentiation operations are needed in the 

scheme in [29], which is near to 2 times more that of 

our scheme; (2) In decryption test and decryption 

phase, | | 2I +  bilinear pairing operations and 2 | |I  

exponentiation operations are required in the scheme in 

[29], while only constant bilinear pairing operations 

and 2 | |I  exponentiation operations are required in our 

scheme. Therefore, from the above analysis, we can 

conclude that the proposed scheme has a better 

performance than the related schemes. 

Table 2. Performance comparisons between CP-ABE schemes supporting decryption test 

Encryption Cost Decryption test cost Decryption phase cost Schemes 
Exp Pair Exp Pair Exp 

[29] 7 | | 4I +  | | 2I +  2 | |I  | | 2I +  2 | |I  

Our Scheme 4 | | 5S +  3 2 | |S  3 2 | |S  

 

6 Conclusion 

In this paper, a fine-grained and efficient access 

control in e-health environment is proposed. In the 

proposed scheme, we first employ the decryption test 

to decide the validity of the users and stipulate only 

those users who pass the decryption test are qualified 

to access the data m, which prevents the data from 

malicious users. Then, the maximum access times and 

counter are employed to limit the access times, which 

can resists the DoS attack. Moreover, to reduce the 
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complexity of access policy, an access structure with 

attribute ranking is designed, which makes it easy for 

the data owner to manage the access policy. Finally, 

the security analysis and the performance comparison 

also demonstrate that the proposed scheme performs 

better in terms of security and the performance. 
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