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Abstract

Recently, to design dynamic networks without existing
infrastructure, wireless ad hoc networks have been
proposed to establish self-organizing networks. In this
type of network, to resolve the primary research
challenge of establishing a stable path between source
and destination, several metrics or utility values have
been proposed to meet the specific objectives, as well as
improve packet delivery ratio when developing
communication protocols or addressing technical issues.
Notably, most existing studies use the Multi Attribute
Decision Making (MADM) algorithm to balance weights
between relevant metrics to realize the above objective.
However, despite their significant efforts, a comprehensive
survey paper analyzing them together has not been
published. Thus, in this paper, we describe the recent
research and development efforts to employ MADM in
ad hoc networks. First, we provide an overview of
MADM and explain the well-known algorithms. After
categorizing the current work according to the algorithms,
the existing schemes are further divided by the type of
networks. Based on this classification, we then detail the
procedures with their research objectives. Furthermore,
we present other research challenges and apparent
problems in this research area.

Keywords: Ad hoc networks, Multi Attribute Decision
Making, Communication protocol

1 Introduction

As opposed to conventional wired and wireless
networks, which depend on pre-existing infrastructure,
ad hoc networks have been recently proposed in
situations where infrastructure is unavailable, such as
in cases of infrastructure being damaged due to a
disaster. Another good use case for an ad hoc network
is establishing a temporary military communications
network without relying on existing infrastructure.
However, there are significant research challenges in
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building self-organizing networks with a communication
protocol to establish and maintain a path between a
source and a destination. Additionally, several other
research studies have been conducted to implement this
type of network in real time by solving the deployment
issue. Nonetheless, challenges persist in the use of ad
hoc networks.

Ad hoc networks are classified into several different
forms based on the node type such as Mobile Ad hoc
Networks (MANET) [1], Vehicular Ad hoc Networks
(VANET) [2], Wireless Sensor Networks (WSN) [3],
Opportunistic Networks (ON) [4], Delay Tolerant
Networks (DTN) [5], and Space Information Networks
(SIN) [6]. While these are all based on ad hoc networks,
they exhibit different properties and network
environments. This implies that different metrics and
utility values are employed in each network to develop
communication protocols and solve technical issues.
Moreover, this feature is the major difference from
typical networks, where one or few discrete metrics are
usually considered.

Significant research studies have focused on MADM
in ad hoc networks to account for the unique
characteristics of various metrics and network
environments. MADM is a feasible solution in
operations research to explicitly evaluate multiple
conflicting criteria in decision making. Similarly,
MADM is regarded as a feasible approach in ad hoc
networks because a single metric approach would be
insufficient to meet the various requirements, as there
may be varied conflicting criteria such as mobility,
energy, and stability of the link.

However, a comprehensive survey paper is yet to be
published examining the use of MADM algorithm in
ad hoc networks. To overcome this shortage, we
present recent research and deployment efforts using
MADM in ad hoc networks. Firstly, as there are many
well-known MADM approaches, it is essential to
recognize and distinguish their prominent features.
Among the many MADM approaches, we select



1576 Journal of Internet Technology Volume 20 (2019) No.5

several based on the frequency of usage in existing
research papers. They include Analytic Hierarchy
Process (AHP) [7], Technique for Order of Preference
by Similarity to Ideal Solution (TOPSIS) [8], Grey
Relational Analysis (GRA) [9], and Simple Additive
Weighting (SAW) [10]. After categorizing the MADM
approaches according to the algorithms, the existing
schemes are further sub-categorized by the type of
network. Within each sub-category, we define the
collected and related research work according to the
research area or objective, such as communication
protocol, security, and deployment issue. Therefore,
Figure 1 shows the classification of MADM
approaches in ad hoc networks. Unlike other categories,
only research work for both MANET and VANET are
compiled in the SAW algorithm. Similarly, some
research has been conducted on employing AHP in

MADM
Method AHP | TOPSIS GRA SAW
" maNeT MANET o " maner o 7 maner
' —0 r ¥ VANET
Type of VANET VANET ] VANET *
Networks -
WSN WsN . WSN
r
DTN/ON ON ® ON

SIN

Figure 1. Classification of MADM algorithms in ad
hoc networks

2 MADM Algorithm in Ad Hoc Networks

2.1 Overview of MADM

Occasionally, Multi-Criteria Decision Making
(MCDM) and Multi Attribute Decision Making
(MADM) are transposed. However, there are distinct
differences between them. MCDM algorithm
comprises of two types: Multi-Objective Decision
Making (MODM) and Multi-Attribute Decision
Making (MADM). The MCDM algorithm depends on
several decision makers and criteria. While MODM
problems arise in the design, modeling, and planning
of many complex resource allocation systems, MADM
includes goal Programming, fuzzy Programming,
utility function method, global criterion method, and
lexicographic method. Further, MADM refers to a
process of making preferred decisions over the
available alternatives, which are characterized by
multiple (usually conflicting) attributes useful to
improved decision making. These are multi-attribute
utility theory, linear assignment method, AHP,

TOPSIS, SAW, and GRA. This implies that MADM is
a subset of MCDM solution.

2.2 MADM Algorithms

As mentioned, there are several existing methods to
solve MADM problems. In this section, we briefly
present their prominent features and the operation of
the algorithms.

AHP. AHP depends on the hierarchical analytic
computational model, which is based on the model of a
human brain. AHP reduces the complexity of the
decisions to a series of pairwise comparisons and then
syntheses the results. It reviews a set of evaluation
criteria and a set of alternative options, among which
the best decision is to be made. Then AHP generates a
weight for each evaluation criterion according to the
decision maker’s pairwise comparisons of the criteria.
Higher weightage is assigned to the corresponding
critical criterion. AHP can be implemented in eight
consecutive steps. These eight steps can be further
summarized into three stages: 1) Computing the vector
of criteria weights, 2) Computing the matrix of option
scores, and 3) Ranking the options.

TOPSIS. TOPSIS is used to rank and select several
possible alternatives by measuring the Euclidean
distances to the best and worst case. TOPSIS chooses
alternatives that have the shortest geometric distance
from the positive ideal solution and the longest
geometric distance from the negative ideal solution.
Like AHP, a set of alternatives are compared by the
weights assigned to each criterion, normalized score,
and the geometric distance between each alternative
and the ideal one.

GRA. GRA is one of the most widely used models of
Grey system theory, with specific focus on the use of
information. In this system, black is defined as no
information while white is perfect information.
However, these two cases rarely exist in the real world.
Thus, in this model, grey is the situation between the
two extreme cases. Based on this concept, GRA is
usually introduced for relational analysis of the
uncertainty of a system model and the incompleteness
of information. GRA is used to identify the similarity
or variance by computing the grey relational
coefficient (GRC), which is within the range of 0 to 1.
Subsequently, GRC is compared with the best case.
SAW. SAW utilizes a weighted linear combination or
scoring method by introducing the weighted average
using arithmetic mean. An evaluation score for each
alternative is computed as the product of the given
scaled value to the alternative of an attribute and the
weights of relative importance. As SAW is accepted as
a proportional linear transformation of the raw data, the
relative order of magnitude of the standardized scores
remains equal. The primary motive of the SAW
method is to obtain a weighted sum of performance
ratings for each alternative over all attributes.
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2.3 Types of Ad Hoc Networks

According to the node type in the network, different

types of ad hoc networks are developed. In this section,
we explain five well-known ad hoc networks.
MANET. Mobile Ad hoc Networks acquire nodes
such as laptops and smartphones carried by people. It
forms a temporary network without the aid of any
centralized administration or standard support services.
Topology control is dynamic as nodes join and leave.
Additionally, self-configuration or reconfiguration are
accomplished without a centralized control. In this
network, nodes must route packets for other nodes to
keep the network fully connected. Moreover, owing to
the frequent route changes because of node mobility,
routing problems must be addressed to retain a stable
path without regard to the network dynamics.
VANET. While MANET acquires nodes based on
human mobility, VANET utilizes automobiles. Though
VANET is a specific form of MANET, it has two
different types of communication: Vehicle-to-
Infrastructure (V2I) and Vehicle-to-Vehicle (V2V). In
addition, Road Side Units (RSU) work as base stations
for vehicles. As cars exit the signal range and drop out
of the network, other cars can join, connecting vehicles
to one another so that a VANET enabled Internet is
created. Thus VANET is expected to assist
communication between police and fire vehicles for
safety purposes. The architecture of a VANET is
illustrated in Figure 2, where additional communication
between RSUs is feasible by leveraging GPS.

WiMAX/3G J
Base Station -

Figure 2. Example of VANET Environment

WSN. In contrast to MANET and VANET which
adopt dynamic networks, static wireless sensor

networks (WSN) are a distinct type of ad hoc networks.

WSN consists of distributed sensor nodes to monitor
eternal environments and a sink node to gather
information from the sensor nodes. This collected
information is managed by an analysis software.
Enhanced sensor nodes, that are capable of computing
and communication, compose ad hoc networks to
perform a desired mission.

ON/DTN/SIN. Opportunistic Networks (ON) and
Delay Tolerant Networks (DTN) are based on a new

paradigm of store-and carry, rather than traditional
store-and-forward. Store-and carry chooses the node
closest to the target node to forward the data. Both ON
and DTN capitalize on the broadcast characteristics of
wireless medium. The basic function of ON/DTN is its
ability to monitor the transmitted packet and to
coordinate among relaying nodes. In ON and DTN, a
candidate set is a potential group of nodes that is
selected as the next-hop forwarders. Any candidate of a
node that receives the transmitted packet may forward
it. The decision of choosing the next forwarder is made
by coordination between candidates that have
successfully received the transmitted packet. In ON,
data delivery between partitioned networks is attained
by using a dynamic relay node to forward the packet.

As a special case, space information networks (SIN)
have been recently proposed to acquire continuous
information through satellites and high-altitude
platform stations. SIN extends detection and
transmission capabilities, rather than the current single
Earth observation satellite.

3 AHP in Ad Hoc Networks

3.1 AHP-MANET

AHP is used to evaluate the trust model for security,
improve the current protocol by choosing a better route,
and select a routing protocol according to the objective
and environment. Furthermore, because header
selection in MANET is not achieved by a single factor,
the cluster header selection problem in MADM
becomes pertinent.

3.1.1 Communication Protocol

Communication protocol to use AHP focuses on
improving routing performance and providing Quality
of Service (QoS) over MANET. Therefore, most
research work is related to route selection for QoS. In
addition, most methods are combined with other
algorithms, such as fuzzy logic, and then evaluated by
comparing performance.

The first routing protocol [11] is obtained by
improving the Ad Hoc On-Demand Distance Vector
(AODV) protocol through AHP and Evolutionary
algorithms (EA). In this protocol, an optimized path is
obtained by applying EA and AHP, respectively.
Subsequently, an optimized route is encrypted using
cryptographic techniques. AHP considers three
selection criteria: energy of the nodes, latency, and
bandwidth of the channel. Simulation results are
presented to prove that the proposed scheme based on
AHP demonstrates better performance than the original
AODV. To select the most reliable path, the authors in
[12] propose an evaluation model with AHP, fuzzy set,
and TOPSIS sequentially. Through the adoption of the
three different algorithms, the rank of the route is
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determined by prioritizing weight, describing
vagueness, and setting ranking of the routes. Another
routing protocol based on a hybrid model called Fuzzy
TOPSIS Rough Set Analytical Hierarchical Process
(FTR-AHP) was proposed in [13]. To identify the
reliable and optimal path against constraints in
MANET, multi-hop, battery power, signal strength,
mobility, and trustworthiness are chosen as selection
criteria in the AHP model. Among them, signal
strength contributes to ranking the routes based on
reliability. The evaluation model is layered in the order
of identification criteria, filtering of routes, calculating
criteria weight, and fuzzy TOPSIS. The simulation
results demonstrate that the performance of the
proposed technique surpasses that of the existing
approaches.

As the path selection is more accurate in QoS than in
non QoS routing, AHP is used to select a path in QoS
routing. First, on-demand source routing protocol with
six QoS attributes, throughput, delay, jitter, reliability,
load, and battery power are incorporated with AHP in
[14]. The proposed scheme to identify the best route is
composed of three blocks; flow classifier, Routing
Information Base (RIB) and AHP engine. Specifically,
AHP computes the weight of QoS parameters, where
the engine acquires the QoS value for different routes
from RIB. Second, Quality Aware routing algorithm
with the Ad hoc On-demand Multipath Distance
Vector routing protocol (QA-AOMDYV) [15] is
proposed to select a route through SAW and AHP. The
main contribution of QA is to identify a path with
adequate resources to meet QoS, by considering
application classes in the routing process. The path is
selected by employing SAW and AHP as decision
making and weighting method, respectively. For the
AHP process, delay, jitter, packet loss rate, and data
rate are defined as pair wise comparison matrices. The
simulation results demonstrate that the performance of
QA-AOMDYV surpasses the original AOMDV.

Instead of the choosing the best route, another
approach is to select the applicable routing protocol to
meet specific requirements by employing AHP. Best
Effort QoS support (BEQoS) [16] routing consists of
two algorithms, SAW-AHP and Fuzzy Preference
Programming (FPP) depending on the different
scenarios. SAW-AHP is applicable for uncertainty of

the factors while the latter is applicable for uncertainty
of the problems. To be more precise, the objective of
BEQOoS is to find the best routing protocol from among
several alternatives in a MANET, based on the
preference of various QoS metrics that are treated as
criteria. To identify the applicable protocol, five
criteria are considered, namely packet delivery ratio,
delay, jitter, throughput, and energy cost are chosen.
This scheme is executed by framework of the adaptive
scheme, which is composed of protocol section trigger,
decision, and execution procedures. Moreover, to
implement the well-known proactive Optimized Link
State Routing (OLSR) in MANET, it is essential to
select the OLSR software that was implemented by a
different institute and programming language. As there
are more than seven available working OLSR versions,
the authors propose an evaluation method of each
software by AHP [17]. The criterion for selection are
stability of software, maintainability by the developer,
usage, security, cross-platform, and other features. As a
result, OLSRd (by OLSR.org) is the most functional
implementation for use in MANET. Besides routing
protocol, various TCP versions over MANET were
analyzed by AHP in [18]. The authors utilize the
energy consumption of TCP SACK, Tahoe, Reno and
New Reno against mobility, channel error, and node
exhaustibility over MANET. The simulation results
prove that SACK is the most energy efficient version.
In parallel with the simulation study, AHP is
performed to find the most energy efficient version.
The objective, criteria, and alternative are illustrated in
Figure 3. Based on the comparison of the results, the
authors present that SACK is recommended as the
most energy efficient option. Furthermore, Table 1
summarizes the advantages and disadvantages of the
mentioned protocols for comparison.

Objective ‘ Look for the most energy efficient protocol ‘
| | |
Criteria Adaptability to Adaptability to Adaptability to
channel error mobility exhaustibility
Alternative | sack | [ Tahoe | Reno | [ Newkeno |

Figure 3. AHP hierarchy structure for energy efficient
protocol

Table 1. Protocol comparison of advantages and disadvantages for AHP-MANET

Method AHP Parameters Goal Advantage Disadvantage
(1] Energy of the nodes, latency, bandwidth of Optimal route Securlty through No c.o.ns1derat10n for
the channel encryption mobility

[12]  Number of hops, minimum signal strength High reliability

Extensible architecture No consideration for
for security mobility

Number of hops, battery power, signal

[13] strength, mobility, trustworthy

High reliability

. . No concrete calculation
Extensible architecture .
. of metric for each
for security

parameter
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Table 1. Protocol comparison of advantages and disadvantages for AHP-MANET (continue)

Method AHP Parameters

Goal Advantage

Disadvantage

[14] Throughput, delay, jitter, reliability, load,

QoS routing

Supporting multiple No consideration for

battery power paths channel status
[15] Delay, jitter, packet loss rate, data rate QoS routin Supporting multiple No consideration to
Y, Jitet, p ’ & paths channel status
Packet delivery ratio, delay, jitter, . Selecting route and No clear definition to
[16] throughput, energy cost QoS routing protocol switch mode

Stability of software, maintainability by

[17] developer, usage, security, cross-platform

Selecting the best
OLSR implementation selection method

No further newly
released OLSR
implementation.

Providing the version

[18] Mobility, channel error, node exhaustibility

Analysis of energy
consumption of TCP

Rare applications over

High energy efficiency TCP in MANET

3.1.2 Clustering

The second research area is clustering in MANET.
First, an enhancement to the existing Cluster based
Routing Protocol (CBRP) called Trust Energy
Availability based Cluster Based Routing Protocol
(TEA-CBRP) is proposed in [19]. The cluster head is
selected according to the key decision parameters Trust
Value (TV), Remaining Energy Level (REL), and
Time of Availability (ToA) to enhance cluster
stabilization. Additionally, a Secondary Cluster Head
(SCH) is elected to take the role of the Primary Cluster
Head (PCH) whenever the latter exits the cluster.
Furthermore, TV, REL, and TOA are used as criterion
to select a cooperative CH in AHP. In parallel with the
simulation result, cluster head election in case of a
merge and split is described. Another study to use AHP
for selecting cluster head is presented in [20]. As
criteria, the authors select battery power, residence
time, and distance summative. Through simulation
results, they demonstrate that the proposed scheme
achieves more stable cluster rather than the existing
one, in the aspects of management overhead and load
balance. To manage node failure, Load Balancing
Factor (LBF) is introduced to increase throughput and
reduce delay in clustering. AHP-Entropy-TOPSIS
based Clustering Protocol (AETCP) [21] is proposed to
integrate AHP, Entropy, and TOPSIS. By allowing
only mobile nodes that satisfy the energy threshold join
in cluster head election, energy, and load balance are
achieved by the AETCP. The criteria used in head
selection in AHP for AETCP are mobility, residual
energy, node degree, and distance to neighbors.

3.1.3 Security-Trust Model

For the security issue, AHP is used to evaluate the
trust management model. First, the trust model is
studied in [22] to determine the trust value consisting
of security trust and quality trust in MANET. To
achieve this objective, AHP is used to consider the
classification of service and evaluate the multiple
decision factors. The criteria for AHP in a trust
management model include transmitting, energy, delay,

and delay jitter trust. Thus, the proposed scheme can
adapt to the transformation of services and obtain a
relatively reliable trust value irrespective of the service
change. Another trust evaluation model based on AHP
and fuzzy logic rule is proposed in [23]. In this model,
the authors propose a novel trusted routing algorithm
to obtain a reliable path by excluding untrustworthy
nodes. An extended dynamic source routing called
fuzzy trusted dynamic source routing (FTDSR) can
identify the malicious node and resist against attack.
The criteria for AHP are direct trust, recommendation
trust, incentive function, and active degree.
Additionally, trust derivation, attacks on trusted
routing protocols, and black list are suggested as open
issues that merit further discussion. Finally, Xia et al.
[24] presented another model called AFStruct, which is
based on AHP and the fuzzy logic rules prediction
method. Simulation results are provided to evaluate the
proposed scheme in the aspects of interaction quality,
trust  dynamic  adaptability, malicious node
identification, and attack enhancements of systemOS
security.

3.2 AHP-VANET

Similar to AHP in MANET, research in VANET for
AHP focuses on communication protocol, security and
deployment issue. Specifically, the deployment issue is
related to the placement of the RSU.

3.2.1 Communication Protocol

Regarding the communication protocol, the channel
allocation problem in the link layer is addressed in [25].
In this work, RSU coordinated multi-channel MAC
with a centralized multi-criteria service channel
allocation and a scheduling scheme are presented to
handle low spectrum efficiency in a dense environment.
AHP is introduced to solve the transmission
opportunity allocation problem under multiple criteria
and maintain a high throughput. The objective of AHP
is to identify the stream to be allocated based on the
following criteria: throughput, priority, backlog, and
remaining time. The detailed procedure consists of
preprocessing, first allocation using AHP, and
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adjusting the resource.

Moreover, Katsaros et al. [26] present the performance
of routing protocols in distributed vehicular networks
and propose a cross-layer, weighted, position-based
routing. To propose a routing protocol by combining
multiple decision criteria, AHP is utilized to make
forwarding decisions. Figure 4 shows the AHP
hierarchy for cross-layer, weighted, position-based
routing in their work. As shown in Figure 4, the
objective of their approach is to calculate the weight of
all individual nodes from the neighbors list and to
subsequently select the neighbor with the minimum
weight. The first level of hierarchy includes the high-
level decision criteria: mobility, link quality, and node
utilization. The second level further expands these
criteria into more detailed sub-criteria. Another routing
protocol in the matter of stability in VANET during the
routing process is proposed in [27]. An agent-based
routing protocol employs AHP to handle the problem
of stability by ensuring high throughput and packet
delivery ratio with short delay. In the proposed scheme,
the AHP hierarchy structure for QoS selection
comprises mobility, processing power, bandwidth,
memory availability, delay, battery power, and interest
level. The mobile agent based AHP protocol consists
of three phases: Initialization, route formation, and
route maintenance. Experimental results demonstrate a
superior network stability over existing schemes in a
VANET environment.

Objective [ Weight |
|

l I |

Criteria ‘ Mobility ‘ ‘ Utilization ‘ | Link ‘

Sub-
criteria | Dtance | [Fosmy | [ Road |

[ eammmm [ost ] [aiggiy | [ mac ]

Figure 4. AHP hierarchy structure for VANET

In addition to unicast routing, multi-hop
broadcasting to transmit time-sensitive safety warning
information to potentially affected vehicles was
discussed in [28]. To prevent a broadcast storm, the
technical issue for an optimal forwarder to minimize
the number of rebroadcasting nodes and guarantee fast
and efficient safety warning information dissemination
is discussed. The optimal forwarder selection is based
on AHP with the following criteria: longitudinal
distance, communication range, lateral distance, and
traffic density. Additionally, an alternative is set to
candidate forwarder vehicles within the communication
range of the previous forwarder vehicle. In the aspect
of application, the issue of seamless handover to meet
stringent time constraints related to safety applications
is discussed in [29]. Because handover is closely
related to network selection, MADM in conjunction
with AHP has been proposed. For example, AHP
criteria includes availability, latency, packet loss, and
monetary cost, where availability is represented by the
Received Signal Strength (RSS). However, as the
MADM algorithm has high time complexity, its
suitability must be empirically validated and feasibly
studied on embedded boxes in vehicles. The main
contribution of this work is to evaluate the
experimental results to verify whether MADM
algorithms are feasible in real life scenarios.
Consequently, due to the calculation delay, no suitable
algorithm for time-sensitive applications is available.
Rather, it is proven that the ID3-AHP decision tree
generates a decision up to four times faster than any
other techniques. Furthermore, Table 2 summarizes the
advantages and disadvantages of the mentioned
protocols for comparison.

Table 2. Comparison of advantages and disadvantages for clustering algorithms using AHP-VANET

Method AHP Parameters Goal Advantage Disadvantage
Throughput, priority, backlog and . RSU coordinated multi- No consideration for
23] remaining time High throughput channel MAC mobility
[26] Mobility, link quality, node utilization Selecting the next hop Position based routing I(;Ie(;ac;onmderatlon for

Mobility, processing power, bandwidth,
[27] memory availability, delay, battery power,
interest level

High throughput, high High stability with
packet delivery ratio

Too many parameters

respect to mobility and high complexity

Longitudinal distance, communication

Fast and efficient safety

Supporting real-time ~ No consideration for

28] range, lateral distance, traffic density warning 1nformat10n communications channel status
dissemination
Availability, latency, packet loss, monetary Realistic experimental Measur.l e avallabllllty
[29] Seamless handover depending on varying

cost

model RSS

3.2.2 Security

A novel VANET trust system called multi-level
Fuzzy Comprehensive Evaluation (FCE) model with

AHP is presented in [30]. This scheme evaluates the
trustworthiness and accuracy of information propagating
in VANET. FCE provides a scientific assessment
based on the fuzzy statistical method, while
considering all the influential factors. However, though
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FCE method consists of many parameter settings, it
requires that the subjective parameters are set in a more
reasonable fashion. AHP is used for this objective with
four criteria, group, speed, hop count, and direction.
The simulation results demonstrate that the proposed
scheme can efficiently prevent dissemination messages
from malicious vehicles. In addition, Saraswat et al.
[31] present a method to compute trust though AHP in
VANET. The proposed AHP based scheme has the
following three steps: (1) reputation-based trust
computation, (2) direct ranking trust computation, and
(3) indirect ranking. Reputation value is acquired from
trust value, which is dependent upon the previous
records of vehicle, while direct ranking value is
acquired from the trust value which is based on the
messages received from other vehicles. The last
indirect ranking is to evaluate the number of
authentication certificate exchanges at a certain time
for vehicles within the communication range. Another
reputation-based trust management system is proposed
by a similarity-based bootstrapping method using AHP
in [32]. The proposed scheme is based on user
behaviors as well as historic features. AHP considers
the following criteria: Experience in Driving,
Experience in Application (EiA), and Unreliable
Behavior (UB). The simulation results prove that the
proposed scheme is more stable against high density of
malicious nodes than a scheme without it.

3.2.3 Deployment Issue

The placement of the RSU can affect the
performance of VANETS significantly and is one of
the predominant deployment issues. Because a high
density of RSUs causes extra overhead, optimal
placement of RSUs has evolved into a major research
challenge. To identify the optimal placement of RSU,
Patra et al. [33] makes use of AHP to reduce the
overall cost. For the system model, one-dimensional
road with multiple land and intersection regions are
simulated. The vehicle population distribution has been
sampled from Pareto distribution for various densities
to match historical data while vehicle speeds follow a
truncated exponential distribution. AHP has the
following criteria: average vehicle density, vehicle
speed, and event generation rate. The simulation results
exhibit that the proposed scheme outperforms the
existing scheme with varying vehicle densities.

3.3 AHP-WSN
3.3.1 Communication Protocol

Due to severe constraints on energy consumption,
power aware routing becomes a major research
challenge in WSN. To address this issue, an Analytical
hierarchy process based Energy aware Geographical
Multipath Routing (AE-GMR) scheme for WSNs is
proposed in [34]. In this protocol, the most suitable

next hop is determined by AHP, which possesses the
following criteria: distance to the destination location,
remaining battery capacity, and queue size of candidate
sensor nodes in the local communication range. The
routing protocol consists of three steps: (1) collect
information and formulate as AHP, (2) determine the
rank, and (3) obtain the weight and identify the next
best hop with the largest weight. Extended lifetime,
reduced packet loss as well as reduced link failure rate
are observed through the analysis of the simulation
results.

3.3.2 Deployment Issue

To resolve deployment issues, a stochastic
deployment problem is addressed by Otero et al. [35].
The methodology uses simulation, statistical analysis,
and AHP correspondingly to determine the best
deployment strategies. AHP criteria consists of radio
range, connectivity, sensor range, coverage, and power.
By employing AHP in the decision process, it is
possible to expand the proposed model to compare
deployment strategies. On the other hand, due to
inheritance from ad hoc networks, WSNs operate in
self-organizing networks. Thus, the task of selecting
self-organizing algorithm in WSN according to
networks environment is pivotal. Bezruk et al. [36] use
AHP to rank the suitable self-organizing algorithms
among the nine relevant algorithms: (1) optics based
algorithm, (2) persistent algorithm, (3) payment
scheme algorithm, (4) rapid algorithm, (5) bio-Inspired
mechanisms based algorithm, (6) SIDA algorithm, (7)
UWB technology based algorithm, (8) expanding ring
algorithm, and (9) BOOTUP algorithm. Analysis of the
results demonstrate that the payment scheme algorithm
receives the highest weight by payment scheme using
transmission power as a mediator.

3.4 AHP-DTN/ON

Communication protocol. AHP is used to develop a
communication protocol for DTN and ON. First,
multicast and QoS routing strategies are analyzed
through AHP. Zhang and Zhou [37] propose a Rough
Ret Approach for Multicast Routing strategies
(RSAPEMR) for DTNs. A multi-layer evaluation index
system (EIS) based on AHP is proposed to classify the
current strategies into groups. EIS of DTN multicast
routing strategies comprising of four layers which are
objective layer (OL), standard layer (SL), metric layer
(ML), and reserve metric layer (RML). Moreover, SL
contains  three  primary evaluation indexes,
functionality, practicability, and applicability, whereas
the ML consists of fourteen secondary evaluation
indexes.

Another QoS routing protocol for DTN is proposed
in [38]. The protocol, which is dependent on
connectivity, is developed by AHP. This implies that
different criteria for AHP hierarchy is applied. First,
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QoS demand with delay and bandwidth, as well as link
stability with energy and hops, are used for connected
networks. On the other hand, for the interrupted
networks where buffer and connection time are critical
for the store and carry scheme, QoS demand consists
of delay, bandwidth, and communication time.
Moreover, instead of link stability, node performance
with energy and buffer are considered for criteria. By
means of AHP with the mentioned criteria, the
proposed scheme with QoS aware routing can
maximize the delivery ratio while minimizing delay.

3.5 AHP-SIN

Communication protocol. Because clustering in SIN
is quite different from common self-organizing
networks, different cluster head and cluster
maintenance algorithms are demanded. To make
decisions for cluster head, a decision model based on
AHP is proposed by Ye et al. [39]. To rank nodes for
cluster head, power level, relative velocity, node, and
surplus energy are considered as criteria. Additionally,
mobile agent technology to rotate cluster head is
accomplished in this work. With the help of the mobile
agent, it is possible to migrate cluster information
effectively.

4 TOPSIS in Ad Hoc Networks

Comparable to the AHP algorithm, most ad hoc
networks consider TOPSIS to solve MADM problems.
Moreover, because AHP reveals the rank reverse
problem and high computing complexity with many
alternatives, TOPSIS is a more suitable solution for the
above-mentioned situation.

4.1 TOPSIS-MANET

Antenna. First, Bandyopadhyay et al. [40] address the
use of directional antenna in MANET to improve
system performance. However, as it is not affected and
guaranteed by a single factor, the authors identify
several criteria and investigate their interrelationships.
Thus, to employ MADM in this research area, both
AHP and TOPSIS are utilized to identify relative
weights of the different criteria and identify the ideal
case. To model the directional antenna, the beam-angle
is varied from 30° to 360°. Both AHP and TOPSIS
consider longevity, medium utilization, cost of antenna,
and cost of overhead to rank the alternatives.

Handover. Handover and network selection process
over MANET need to be processed as rapidly as
possible. To defeat computation complexity of the
heavy network selection algorithm, Dynamic-TOPSIS
(D-TOPSIS) is defined by Bisio et al. [41]. The
attributes for the D-TOPSIS are, Received Signal
Strength Indicator (RSSI), Available Capacity (AC),
Monetary Cost (MC), and Power Consumption (PC).
The numerical results reveal the execution time

reduction through D-TOPSIS with respect to the
standard algorithm and current technique for handover.

4.2 TOPSIS-VANET

Handover. Comparable to MANET, handover issue is
also an important research challenge in VANET. Thus,
a new handover decision strategy is introduced with
vertical handover criterion through TOSPIS in [42]. To
build a decision matrix, bandwidth, delay, jitter, error,
and cost with four traffic patterns are employed. The
handover is performed in the order of rating attribute,
ranking networks, and handover execution.
Additionally, TOPSIS based analysis is compared with
other algorithms.

Real-time delivery. Further research required in
VANET is to assess the Quality of Experience (QoE)
levels and supporting on-road real-time video delivery.
Multi-flow-driven VIdeo DElivery (MVIDE) [43]
integrated with routing protocol is proposed to select
the best routes for live video sequences in VANETs.
Each route is characterized by multiple paths such as
vehicle mobility and application requirements and is
then ranked by TOPSIS. The five attributes in TOPSIS
include 1-hop distance, direction, speed, delay, and the
buffer level of its neighbors. For real-time video
delivery, forward decision and multi-flow handling
process are defined in MVIDE as shown in Figure 5.
Finally, MVIDE is integrated with Greedy Perimeter
Stateless Routing protocol with Movement Awareness
(GPSR-MA) protocol to deal with multi-flow and
improve the received video quality.

Source Node Intermediate Node Destination Node
;’[ﬁfge ——{ video Encoder | [ video encoder | [ video Decoder  |——— X:?;;(a:y

[ et atocaor ] [ mac alocaror | [

|

, Location,
” Multifiow } wability

Path Congestion Location, mability and | MVIDE
Ranking Probabilty QoS parameters

‘ Routing Protacal | ‘ Routing Protacol ‘ | Routing Protacol ‘

Figure 5. MVIDE architecture at each node

Communication protocol. The last protocol in
VANET is a bio-inspired unicast routing protocol
based on attractor selecting (URAS) [44]. TOPSIS is
employed to reduce the number of redundant
candidates for next-hop selection while enhancing the
performance of attractor selection mechanism. Their
major technical contribution is the process to identify a
better path adaptively, based on the performance of the
current path, as a way of self-evolution until the best
routing path is identified and established. The four
attributes included in TOPSIS are, the projection of the
relative speed between nodes, the projection of the
relative speed of the node and the destination node, the
distance between node and destination, and congestion
degree of data buffer of node. These parameters assist
in displaying the mobility pattern and congestion level.

4.3 TOPSIS-WSN

Clustering. Energy efficiency problem in collaborative
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wireless sensor networks (CWSN) is addressed by Li
et al. [45]. TOPSIS is used to build a metrics system by
including cost and benefit parameters to perform the
numerical analysis of energy efficiency of the
clustering protocol. Popular clustering protocols called
LEACH, LEACH-C, SEP, and HEED are compared in
this work. Cost parameters include the area of the
rectangular field, density of sensor nodes, number of
all nodes, sum of all the nodes’ initial energy, and
distance between the center of the area. Benefit
parameter includes the time when first invalid node
appears or time at which the first dead node appears,
time when all nodes run out of energy, the ratio of the
two mentioned parameters, total bits of effective data
received by the base station, standard deviation of the
round at which the first dead node appears and
computed values. Each protocol is evaluated under

different cost conditions and compared with each other.

The numerical results contribute to the selection of
collaborative protocols. Similarly, Hamzeloeia and
Dermany [46] address clustering architecture for
energy efficiency through clustering in WSN. To select
a cluster head and manage the entire networks, it is
essential to select the cluster head through MADM.
Accordingly, the four chosen parameters for TOPSIS
are, the residual energy, the number of neighbors, the
distance below the base station, and the transmission
range for each node. The proposed method contributes
to cluster head selection with a higher accuracy and an
extended network lifetime.

4.4 TOPSIS-DTN/ON

Communication protocol. ON with smartphone in
peer-to-peer manner was studied by Liyanage et al. in
[47]. The major objective of this work was to propose
an energy-aware forwarding protocol for large data
messages and implement it over the Wi-Fi. TOPSIS
with parameters, hop count, and the tightness values
for each path to the destination are utilized to rank the
weight and find the best route. Moreover, the proposed
routing scheme is implemented by contact history table
and the connection time between nodes.

5 GRA in Ad Hoc Networks

In contrast to AHP and TOPSIS, sparse research
work has been conducted into the use of GRA. GRA is
adapted for MANET, VANET, WSN, and DTN/ON
for communication protocol or network selection
problem.

5.1 GRA-MANET

Communication protocol. First, Chu et al. [48]
proposed a weighted ad-hoc routing protocol to
achieve low cost and high efficiency. The weight value
is computed through GRA with the factors hop count,
end-to-end delays, and node’s residual energy. Thus,

the proposed routing protocol can handle changed
network topology, energy consumption, and end-to-end
delay for QoS.

Handover. Handover problem is also solved and
analyzed through GRA in [49] by using FRA to decide
the optimal next handover node under cross layer
architecture. The evaluation factors considered in their
work were Received Signal Strength Indicator (RSSI),
payload, and the queue length in the buffer indicating a
node’s congestion level. The network layer handover
scheme is triggered according to the relative movement
tendency. In other words, a node measures the distance
to the corresponding node periodically and computes
the relative velocity. Subsequently, the network layer
handover is activated and performed for the most
suitable node computed by GRA.

5.2 GRA-VANET

Communication protocol. Network selection problem
for vehicle equipped with multiple network interfaces
is presented in [50]. The proposed scheme intends to
serve a best Concurrent Multipath Transfer (CMT)
service in VANET. To achieve this, Grey Relational
Analysis based Concurrent Multipath Transfer (GRA-
CMT) is extended for Stream Control Transport
Protocol (SCTP). While GRA-CMT aims at efficient
data scheduling algorithms, GRA-based CMT
Retransmission algorithm does efficient retransmission.
To calculate GRC, network parameters and quality of
path are determined by parameters such as delay,
packet loss rate, and bandwidth. Delay and packet loss
are required to be smaller. On the other hand, larger
bandwidth is regarded as optimal.

Security-Trust model. In VANET, as the trust
between nodes is continuously changed due to network
dynamics, a reputation-system plays a significant role
in detecting malicious and selfish nodes in VANET.
However, as it is not an easy task to obtain trust
experience between nodes, a simple approach cannot
adequately meet the trust evaluation requirements. To
resolve this problem, Hong et al. [51] propose a new
reputation method based on GRA in VANET by
presenting trust relationship between nodes.
Multimedia service. In VANET, due to its high
dynamic topology, packet loss, and delay are
frequently observed, resulting in researchers preferring
low video quality. To meet this interest, robust
Scalable Video Coding (SVC) based streaming over
VANET is proposed through path diversity and
network coding by Razzaq and Mehaoua in [52]. The
proposed scheme calculates the quality of all candidate
paths based on GRA and then assigns paths to different
layers according to their importance. Each path is
evaluated by GRA with delay, jitter, loss rate, and
throughput.

5.3 GRA-WSN

Communication protocol. Because energy-efficient
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routing protocols do not offer a complete framework
for service differentiation, a new routing approach
requires various cost metrics that can parametrize the
requirement. In this work, Azim et al. [53] propose an
application-aware routing protocol (AARP) that takes
into consideration the battery power, data transaction
reliability, and end-to-end delay for service
differentiation. To achieve this, AGP and GRA are
incorporated for node selection. The simulation results
prove that the proposed routing protocol can offer
service configurability across a wide range of
applications.

Deployment issue. Mobile Agent (MA) in WSN
performs the task of data processing and data
aggregation to eliminate the redundant network
overhead. A significant technical issue for MA is
planning an itinerary for MA traversal, as addressed in
[54]. To determine the itinerary of MA traversal, GRA
selects the next node in the itinerary considering the
factors, residual energy, migration cost, and
information gain. In addition, GRA contributes to
identifying the importance level through weight values
of each node.

5.4 GRA-DTN/ON

Security-trust model. Xu and Shou [55] propose a
Grey Relational Analysis Trust Model (GRATM) that
is based on GRA and cooperative computation for a
trust model in ON. GRATM presents a method to
calculate the trust value with recommendation from
other nodes. Trust information is sent to others by
exchanging regular packages and to determine
forwarding, the evaluated node is compared to the
threshold. GRA considers the following as factors:
contact intimacy, delivery reliability, and location
intimacy.

6 SAW in Ad Hoc Networks

Among the four algorithms, SAW has the least
amount of research to account for the MADM problem.
Moreover, most of the research work is involved in
MANET. There are no SAW studies yet for WSN and
DTN/ON.

6.1 SAW-MANET

Deployment issue-protocol selection. For the QoS in
MANET, routing protocol plays an important role. Due
to large number of attributes of QoS metrics, it is
imperative to balance the competing QoS metrics
through SAW-AHP. The proposed SAW-AHP model
in [56] primarily involves two steps, performance
evaluation and adaptive process. The former is to select
an optimal protocol and the latter is to switch dynamic
protocol. AHP considers packet delivery ratio, delay,
jitter, throughput, and energy cost. On the other hand,
dynamic protocol considers reactive DSR and

proactive DSDV.

Deployment issue-gateway selection. To address
security, secure gateway selection problem is a far-
reaching research challenge to prevent information
leak and data falsification. However, higher cost to
manage multiple gateways prevents an optimum
solution in selecting an appropriate gateway with
feasible metrics, specifically, remaining energy and
gateway load to connect MANET and infrastructure.
To achieve this, Patra and Mallick [57] propose SAW
method to calculate weights of gateway nodes and then
select the highest weighted node as the gateway. In
addition, Dynamic MANET On demand (DYMO)
routing protocol is proposed and implemented to take
the requirement of application into account. The
application is divided into special data and normal data.
A further similar work based on DYMO is proposed in
[58]. This approach also considers the mobility metrics,
namely inter and intra MANET traffic load and
residual energy, to evaluate weights of each gateway
node. In contrast, Setiawan et al. [59] follow the same
steps for gateway selection but apply different metrics
to SAW. The remaining energy metric is considered
positive criteria while negative criteria includes
number of hops and mobility metric. The last method
to employ SAW for gateway selection is mentioned in
[60]. The authors utilize three QoS metrics, traffic load
of gateway, path quality from MANET node to the
gateway, and hop count to the gateway. Simulation
results reveal that the proposed scheme improves
packet delivery ratio and reduces end to end delay.

6.2 SAW-VANET

Deployment issue-gateway selection. Gateway
selection problem is an essential research challenge in
VANET as well. However, due to a higher dynamic
topology, channel fading affects network efficiency
and stability of link. To select an efficient gateway in
[61], correctly decoded probability, network delay, and
relative velocity are used for metrics in SAW. Gateway
selection algorithm consists of initialization and a
mobile gateway selection phase. For the simulation,
actual VANET scenario, channel fading and shadow
factors are considered in modeling.

7 Open Issues

Varying parameters. Due to a dynamic network
topology, the values of several parameters in ad hoc
networks vary according to the nodes’ mobility.
Despite the considerable research work conducted to
establish a stable path, some criteria and metrics freely
change. However, as MADM schemes cannot reflect
these changes promptly, in most cases the established
path is not the optimal one. It is essential to determine
when the parameter is changed and how the parameter
is computed to reflect these changes appropriately.
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Integration into protocol. Even though MADM can
generate the optimal solution, it should be integrated
with the communications protocol. Without integration,
it is simply an ideal case and solution. To integrate it
with the protocol, it is required to define information
that will be exchanged and the type of actions to be
taken according to the message exchanged.
Additionally, as frequent triggering on the protocol is a
further overhead in the protocol, it is necessary to
decide how the protocol initializes and operates.
Besides, most MADM algorithms assume that all
pertinent information is known to each node prior to
computation, and hence its integration with the
communication protocol is another issue.

Integration into network simulator. Akin to the
rationale for varying parameters, MADM algorithms
should be evaluated and compared with other
algorithms. In ad hoc networks, simulation is the
popular and frequently used performance evaluation
tool. However, the current network simulator is not a
suitable environment to implement MADM algorithm
due to its event driven operation. Moreover, there is no
available open source for MADM to be integrated in
the network simulator yet. Hence, it is recommended to
implement an available MADM to a well-known
network simulator, such as NS-2 and NS-3.
Combination with other algorithms. Because each
MADM algorithm has unique characteristics, there are
both advantages and disadvantages. This implies that it
is possible to combine more than two schemes. For
example, SAW-AHP and AHP-GRA are used to
elaborate the MADM solution as we mentioned earlier.
However, because other combinations are available as
well, it is recommended to combine them to efficiently
solve the complex problem.

8 Conclusion

To illustrate decision making, MADM algorithms in
ad hoc networks have been detailed in this paper. We
explain the four well-known MADM algorithms, AHP,
TOPSIS, GRA, and SAW. Furthermore, each scheme
is further categorized based on the type of ad hoc
network: MANET, VANET, WSN, or DTN/ON. In
each categorization, the existing research work is
grouped based on the research objectives such as
communication protocol and deployment issue.
Notwithstanding the significant research work studied
and conducted in this area, some challenges persist that
need to be addressed to enable the effective utilization
of these solutions. Furthermore, our effort to discover
the related work on fuzzy logic based scheme is not
included in this paper and remains a topic to be
analyzed in a future study.
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