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Abstract

As an extension to conditional proxy re-encryption,
fuzzy conditional proxy re-encryption allows for a proxy
to re-encrypt a ciphertext only if it satisfies some z-out-
of-d threshold condition. Therefore, it is more desirable
in some applications where fine-grained control of the
decryption delegation is required. In this paper, we
construct the first lattice-based fuzzy conditional proxy
re-encryption scheme as a post-quantum alternative to
this primitive. In our construction, original ciphertexts
and re-encryption ciphertexts have the same form, thus
only one decryption algorithm is needed for both kinds of
ciphertexts. We formalize its security model and prove
that it is selective secure under the LWE assumption.

Keywords: Proxy re-encryption, Lattice-based cryptography,
Fine-grained control, Decryption delegation

1 Introduction

1.1 Motivation

Proxy re-encryption (PRE) [1] allows a proxy,
without performing decryption operation, to transform
a ciphertext under Alice’s public key into a ciphertext
of the same message under Bob’s public key. PRE
turns out to be a useful primitive for delegation of
decryption rights; however, it does not facilitate
flexible delegation since a proxy can transform al/ of
Alice’s ciphertexts, without any discrimination.

To address this issue, Weng et al. [2] introduced the
notion of conditional proxy re-encryption (CPRE),
such that only ciphertexts satisfying certain condition
can be transformed. Since the original CPRE in [2] can
only deal with simple keyword-matching conditions, it
is undesirable in some applications, such as cloud
computing [3], where fine-grained decryption
delegation is required. Therefore, some more
expressive CPRE schemes, such as fuzzy CPRE [4]
and attribute-based CPRE [5] are proposed to enable
more fine-grained conditions.

To resist against quantum attacks, a substantial
number of lattice-based PRE schemes (e.g., [6-8]) and
one lattice-based CPRE scheme [9] have been
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proposed in the literature. However, probably due to
the fact that lattices have far less algebraic structure,
construction of more expressive CPRE from lattices
remains an unsolved problem.

1.2 Contribution

In this paper, we take the first step in this direction
by constructing the first lattice-based fuzzy CPRE. Our
fuzzy CPRE uses f-out-of-d threshold conditions to
control the decryption delegation. More concretely,
each ciphertext in our fuzzy CPRE is labeled with a
keyword set W. To re-encrypt a ciphertext, a re-
encryption key is generated from another keyword set
S with d keywords in it. The ciphertext can be re-
encrypted only if W and S have at least # common
keywords. Furthermore, the threshold conditions in our
fuzzy CPRE are flexible, in the sense that a delegator
(Alice) can choose different 7 and d for each delegation.

Like the fuzzy CPRE of [4], our fuzzy CPRE is
single-hop unidirectional, in the sense that a ciphertext
can only be delegated once and a re-encryption key can
only work in one direction. However, our fuzzy CPRE
is more compact, since original ciphertexts and re-
encryption ciphertexts have the same form, and thus
only one algorithm is needed to decrypt both kinds of
ciphertexts.

We also strength the security model in [4] and prove
that our fuzzy CPRE is selectively CPA-secure under
the LWE assumption.

1.3 Technical Approach

We begin by recalling the basic idea in the fuzzy
IBE of [10], and then explain our approach to make
this idea work in our fuzzy CPRE.

In the fuzzy IBE of [10], each keyword w has a
uniform matrix E, as its public key and the
corresponding lattice short basis is included in the
master secret key. The master secret key is used to
generate users’ secret keys. To do so, the Shamir secret
sharing scheme is used to construct / shares (uy,..., u;)
of a public vector u, and then foreach w=1, ..., /, a
short vector e, is sampled such that E,e, = u,. Using
these short vectors as her secret key, a user can decrypt
a ciphertext if it has at least # same public key matrices
as in her secret key.
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In our fuzzy CPRE, a secret key is a lattice short
basis so that a set of short vectors are sampled as a re-
encryption key. The dual trapdoor technique from [11]
is used to reduce the secret key size. More concretely,
for each user i, a uniform matrix A; is generated and
the corresponding lattice short basis is her secret key.
The public key for each keyword w is the matrix [A;]
E, + B], where B is a public random matrix.
Accordingly, a ciphertext includes one A; component
and multiple [E, + B] components, so that the
combination of the A; component and any subset of
[E, + B] components is used to perfrom the re-
encryption operation.

The benefits of this approach are three-fold. First,
using the basis delegation technique [12], the user i can
obtain the trapdoor for the matrix [A;| E, + B], thus
she can generate re-encryption keys for any keyword
sets. Second, secret keys are constant size, while the
master secret key in [10] is linear in the size of
keyword universe. Third, since a ciphertext is split into
A; component and [E, + B] components, the
combination of different users and different keyword
sets need not to be considered, thus the ciphertext size
does not increase.

To show the efficiency of our fuzzy CPRE, we
choose the fuzzy IBE of [10] as a benchmark and make
a comparison in Table 1, where » is the main security
parameter, / is the size of keyword universe and || </
is the size of keywords set attached to a ciphertext. The
sizes for the public parameters, a secret key (or the
master secret key in [10]) and a ciphertext are denoted
by #PP, #SK and #CT.

Table 1. Comparison with the fuzzy IBE scheme of
[10]

Schemes #PP #SK  #CT m q
fuzzy IBEof [11]  O() O() O() Snlogg m?-logm-25
Our fuzzy CPRE  O())  O(1) O(|W]) Snlogg m> -log?m-25

Our fuzzy CPRE has shorter secret key size and
ciphertext size, but slightly larger parameter ¢ to allow
the growth of noise during the re-encryption operation.
Since the fuzzy CPRE is a more sophisticated primitive
than the fuzzy IBE, this increase of parameter g seems
unavoidable.

1.4 Related Work in Lattice World

After Xagawa [6] constructed the first PRE under
lattice assumptions, a substantial number of lattice-
based PRE schemes have been proposed in the
lierature. A main line of these research is trying to
strengthen the security of PRE. For example,
Kirshanova [7] presented a CCA-1 secure PRE in the
selective model under the LWE assumption. Fan and
Liu [8] constructed a tag-based CCA secure PRE.
Aono et al. [13] presented a key-private PRE to gain
anonymity. Singh et al. [14] constructed a master

secret key secure PRE to prevent coalition.

Some efforts have also been made to to add new
features to PRE, or find new approaches to construct
PRE. For example, Chandran et al. [15] construct a
secure obfuscator for the PRE primitive under LWE
assumption, and Ma et al. [9] constructed the first
CPRE under lattice assumptions.

2 Preliminaries

Notation. We use Da s to denote the discrete Gaussian

distribution over the lattice A with parameter o. We
also use [m] as the abbreviation of the integer set {1,...,
m}. We denote vectors and matrices by bold lowercase
and uppercase letters, and denote by GS(A) the Gram-
Schmidt orthogonalization of a matrix A. Finally, we
use ||| to denote the Euclidean norm of a vector or a
matrix, and |S| to denote the size of a set S.

2.1 Integer Lattices and Trapdoors

We consider integer lattices defined by Ajtai [16],
and the trapdoor generation algorithm proposed by
Alwen and Peikert [17].

Definition 2.1 (g-ary Lattices). Given a matrix A
€ Zpm for some integers n, m, ¢ and any u € Z7 ,

define two m-dimensional full-rank lattices as:
AF(A)={yeZm: Ay =0modq }
A(A)={yeZm: Ay=umodq }

Lemma 2.2 [17]. There is a PPT algorithm TrapGen

(n, g, m) that, on input some integers » = n(A), ¢ > 2
and m > 5Snlogg, outputs a matrix Ae Z2*" and a basis

Ta for AZ(A) such that:

— A is statistically close to uniform.

— With overwhelming probability, [|GS(T,)|| <
O(y/nlogq).
2.2 Discrete Gaussians and  Sampling

Algorithms

Lemma 2.3. Let T, be any basis of Aj(A) for some
Ae Zp™ whose columns generate Z? . Then for any
vector ue Z7 and o>||GS(Ta) || w(\/@) .

— Pr[e< Dasayo: |le]| >+/mo ] < negl(n) [18].

— For e < Dz, the marginal distribution of u = Ae
eZ7 is uniform (up to negl(n) statistical distance),
and the conditional distribution of e given u is
Dayaye [19].

— There is a PPT algorithm SamplePre (A, Ty, u, 0)
that outputs e A%(A) distributed statistically close
to Das(a)e [19].

Lemma 2.4 [11]. Let ¢ > 2 and m > 2nlogg. There

exists a PPT algorithm SampleLeft (A, B, Ty, u, o)



that, on input a full rank matrix Ae€Z?", a matrix
BeZypm, a basis T of A7(A), a vector ueZ? and a

parameter o >||GS(Ta) || w(y/log2m), outputs a sample
ec AU(F) distributed statistically close to Dasr)e
where F; =[A | B].

Lemma 2.5 [11]. Let ¢ > 2 and m > n. There exists a
PPT algorithm SampleRight (A, AR + B, Ty, u, 0)
that, on input two matrices A, B € Z7 , a uniform

random matrix Re{-1, 1}""", a basis Ty of A;(B), a
vector u € Z7 and a parameter o> GS(Ts) || -x/;z-w(logm) ,
outputs a sample e Al(F,) distributed statistically
close to Dayr)s where F, =[A | AR+ B].

2.3 Learning with Errors

Regev [20] introduced the Learning With Errors
(LWE) problem, and showed it is as hard as the worst-
case SIVP and GapSVP under a quantum reduction.
Applebaum et al. [21] further showed that the LWE
problem remains equivalently hard even if the secret
vector is sampled from the noise distribution.
Definition 2.6 (LWE). For any real o € (0, 1), ¢
>2Jn/a,let T=R/Z be the group of reals [0, 1) with
addition modulo 1, and let w. be the distribution over
T of a normal variable with mean 0 and standard
deviation «/~27 . Define @, as the discrete

distribution of the random variable [ ¢X | mod ¢, where
the random variable X € T has the distribution g .

Let n, m > 1. Given a secret vector seZ7, let 4y,
be a pseudo-random distribution obtained by uniformly
random sampling acZ , sampling x<« . and
outputting (a, a's + x) €ZixZ, . The (Z,, n, Vo )-
LWE problem asks to distinguish m samples chosen
according to 4 and m samples from the uniform
distribution over Z2 xZ, .

Lemma 2.7 [21]. Let g = p° be a prime power. There is
a deterministic polynomial time transformation that,

for arbitrary s eZ? and noise distribution y, maps 4,
to A4z, where X<« y7 , and maps the uniform
distribution over Z7 xZ, to itself.

To prove the security of our construction, we also
need two lemmas presented by Agrawal et al. [11].
Lemma 2.8 [11]. Let ecZ» and x <« % . Then the

quanity |e"x] treated as an integer in [0, g — 1] satisfies
le'x| <[]l gaw(logm)+]| e[| m /2

with all but negligible probability in m.
Lemma 2.9 [11]. Let g be prime and m > (n + 1) logg
+w(logn). Matrices A, B, R are randomly chosen from

zym .,z oand {-1, 1}™". Then for all vectors
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uecZy, the distribution (A, AR, RTu) is statistically
close to the distribution (A, B, R™u).

3 Definitions

3.1 Fuzzy CPRE

Definition 3.1 A (single-hop) fuzzy conditional proxy
re-encryption over a keyword universe U consists of
the following six algorithms.

— Setup(A, /). On input a security parameter A and the
size of keyword universe /, outputs some public
parameters PP.

— KeyGen(i). On input an user index i, outputs a
public/secret key pair (pk;, sk;).

— Enc(pk;, W, m). On input a public key pk, a
keyword set W < U and a message me{0, 1},
outputs an original ciphertext CT}, .

— ReKeyGen(pk;, sk;, pk;, S, f). On input a delegator’s
public/secret key pair (pk;, sk;), a delegatee’s public
key pk;, a keyword set Sc U and a threshold ¢ such
that # < |S] </, outputs a re-encryption key rk;,;s.

— ReEnc¢( CT}}, , rki,;5). On input an original ciphertext
CTj, and a re-encryption key rk;,;s, outputs a re-
encryption ciphertext C7;} under the public key pk;

if |WNS| > ¢, or L otherwise.
— Dec(sk;, CTj, ). On input a secret key sk; and a

(original or re-encryption) ciphertext CTj, , outputs
either a plaintext m or L.

3.2 Security Model

In the fuzzy CPRE of [4], since the first encryption
algorithm and the re-encryption algorithm output
exactly same first level ciphertexts, one security game
is defined to consider these two kinds of ciphertexts,
where the challenge ciphertext is generated by the first
encryption algorithm. In our fuzzy CPRE, however, the
encryption algorithm and the re-encryption algorithm
output LWE-based ciphertexts which are different in
noise levels and distributions. If we directly follow this
security model, the indistinguishability of re-
encryption ciphertexts can not be guaranteed.
Therefore, we strength this security model by defining
two security games, namely sIND-OC-CPA and sIND-
RC-CPA (selective indistinguishability of original/re-
encryption ciphertexts under chosen-plaintext attacks),
to capture the respective indistinguishability of original
ciphertexts and re-encryption ciphertexts, where the
challenge ciphertext in the second game is generated
by the re-encryption algorithm.

Both games are selective secure in the sense that the
challenge user index and the challenge keyword set
should be declared at the beginning of the games.
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SIND-OC-CPA Game. Consider the following game
between a challenger C and an adversary A.
— Init. A declares an user index i* and a keyword set

W to be challenged upon.

— Setup. C generates PP < Setup(), /) and returns

them to A.

— Query. A makes the following types of queries:

(1) Corrupted key query on i # i". C generates (pk;,
sk;) < KeyGen(i) and returns (pk;, sk;) to A.

(2) Uncorrupted key query on i. C generates (pk;, sk;)
« KeyGen(i) and returns pk; to A.

(3) Re-encryption key query on (i, j, S). C ignores
the request if i = ;" and | W' NS| > «. If C responds with a
re-encryption key to this query, A could change the
challenge public key pk; to pk;, which is inconsistent
with our selective security model. Otherwise, C
generates  the re-encryption key ki, <«
ReKeyGen(pk;, sk;, pk;, S, t) and returns it to A.

— Challenge. A outputs (my, m;). C tosses a coin b €

{0, 1} and returns CT;i\, <— Enc( pky, W', my) to A.
— Guess. A outputs a guess b’ of b.

SIND-RC-CPA Game. Same as the sIND-OC-CPA game
except the Challenge phase.

— Challenge. A outputs (mo, m, pk;, sk;, S, f) such that
IW'NS| > t. C tosses a coin b € {0, 1}, computes
CTy}« < Enc(pk;, W, my), rkii+s < ReKeyGen(pkj,
skj, pki, S, t) and returns CT}, < ReEnc( CTVIJ}* ,

rkiix5) to A.
Definition 3.2 (sSIND-CPA) A fuzzy CPRE scheme is
selective secure against chosen plaintext attack if the
advantages of any PPT adversary in above two games
are both negligible in A, where the advantage is defined
as Pr[p' =b] - 1/2.

4 Our Construction

4.1 Construction

— Setup(X, /). The algorithm first set the parameters 7,
m, q, o, a as specified in Section 4.2. Then it
chooses (/ + 1) uniformly random matrices B, Eq,...,
E; e Zy™ and outputs PP := (B, E,,..., E)).

— KeyGen(i). This algorithm runs (A; e Z™, Ta, ) <
TrapGen (7, g, m). It also picks a random vector u;
€ Z} and outputs pk; := (A;, w;), sk; :==Ta, .

— Enc( pk;, W, m). Given pk; := (A,, w,), this algorithm
does following steps:

(1) Choose a uniformly random vector s < 7% .

(2) For each keyword w € W, choose a uniformly
random matrix R,, € {-1, 1}"".
(3) Sample x <« 7w, x« %, define D := (I!)* and

compute:
o= A,«Ts + Dx.
¢.=(E,+B)'s+DR,'x, w € W.
Ca=uTs+Dx+m|q/2].

(4) Output CTV;, = (C(), {cl,w}we W Cz).

— ReKeyGen ((pk;, sk, pk;, S, t). Let pk; = (A;, w,), sk;
=Ta , pk; = (A, w;) and |S| = d > ¢. This algorithm
does following steps:

(1) Sample two noisy matrices Y < w4, Z <« wg",

a noisy vector z < %, and compute A; = YA, + Z,
uj=Yu +z

(2) For each column ax of A;, k € [m], construct d
shares. That is, choose » uniformly random degree ¢ —
1 polynomials py1,..., pr, € Zy[x] such that (py(0),...,
PiA(0))" =2k, and compute a share a;,,= (pr(W),...,
Pra(w)) for each w € S.

(3) For each k € [m] and w € S, sample a vector e,
€ Z>m < SamplelLeft(A;, E, + B, Ta,, a;,,, 0) such
that [A; |E,, + Bley,, =a;.,, .

(4) Construct d shares of u; — u; by choose n
uniformly random degree ¢ — 1 polynomials gi,..., g,
€ Z,[x] such that (gi(0),..., g(0))" = — u, and
compute a share a,,= (gi(w),..., g.w)) for each w € S.

(5) Sample a vector v,, € Z2m <~ SampleLeft(A;, E,,
+ B, Ta , a,, o) such that [A; |E,,+ B]v,, =1,,.

(6) Output rk;y; 5 := ({€w}k e ), we s> {Vifwes)-

— ReEnc( CT}j, , rki;s). If [WNS| > ¢, this algorithm
does following steps:

(1) Choose a subset S" = WNS such that |S'| = 7.

(2) Compute ¢, = [ ¢y |...| €o,n ]'s Where ¢y =
Y. Loel,[e]e,] and L, = [eswewmmy -

(3) Compute ¢5 =Y, L, vi[c,| e, ]+¢,.

(4) Output CTy}, := (5, {€1}bwem ).

— Dec(sk;, CT;, ). Given sk; =Ta, , this algorithm does

following steps:

(1) Sample a vector e; € Zm <— SamplePre(A;, Ta. ,
u;, o) such that Ae; = u,.

(2) Compute = ¢, — ;' ¢omod g.

(3) Output 0 if | » | < g/4 or 1 otherwise.

4.2 Correctness and Parameters

Given an original ciphertext CTj} := (o, {€1w}wems
), the algorithm ReEnc first computes:
¢k =X, LueL.([A, |E, +B]'s + Dy, )
=(@)s+2,.DLei.y,



where y,, = (x; RWTX)T. Then it generates the re-
encryption ciphertext as CTjj, := (¢h, {Ciwlwem ¢ ),
where:

= [corl-..leom] = A (Y'S) + Z's + (i5..0m)
and y, =Y, DL.el,y, for k € [m], and

¢=Y,.+L.Vi([A |E,+B]'s+Dy,) + ¢
=(W—u)'s+3, . DLVIy,+ W 's+ Dx+m|q/2]
= ll_/-T(YTS) +z's + > wes' DLy, + Dx + m|_q / ZJ

weS

If we consider Y's as the secret vector, this
ciphertext has the same form as an original ciphertext,
and thus the decryption algorithm first samples a short
e; such that Ae; = u; and then computes:

r=c5)— ejT co
=2's+Y, DLV, + Dx — ¢ Z"s — & (yi;...;0m)"

w

+ m|_q/2J mod q. e))

If the noise term |sz +> DL, vT

weS' w

y,+t Dx — ejTZTs -
ejT(yl;...;ym)T| < g / 4 with overwhelming probability,

the decryption algorithm will output correct message m.

The above re-encryption ciphertext can not be
further re-encrypted since secret vectors (e.g., Y's or s)
in ¢, ¢ and ¢y, are different..

To ensure the correctness of our construction, we
should set parameters under following constraints.

— Constraints on m due to Lemma 2.2, 2.4, 2.5 and 2.9.
— Constraints on o due to Lemma 2.3, 2.4 and 2.5

— Constraints on ¢ due to Lemma 2.6 and 2.7.

— The noise term in Equation (1) has magnitude less

than ¢ /4.

We determine these parameters by first estimating
the magnitude of the noise term. Let ef, = (elT;ezT), and

thus e}y, = e’x + e,'R,x = (e1T + ezTRwT)x. Since
ledl], |lez]] <+/mo due to Lemma 2.3 and the facts of
IR,|| =v/m , DL,, < D*, by Lemma 2.8 we have [y;| =
| S, DLeLY, | < ID’mo (qaw(yflogm) ++m/2). By
further applying the Cauchy-Schwarz inequality, we
have [e (... '| < [le1(1:...: ¥l < motyl. Since
this is largest subterm in the noise term, we have

lz's +3,. L, viDy, + Dx — ejTZTs - ejT(yl;. vl

< 5le 5.3 ym)'

< 2%m*?(qaw(Jlogm)+m /2
where the last inequality follows from the fact that
5ID* <27,

Let dbe a real such that n'+¢ > (n + 1)logg +w(logn) .
To meet the above constrains, we takes:

n = poly(Lh), m =[5n+3 |, o= mw(logm)
q =2 mSw(log? m) , a =25 m*5w(logm))~!

and round up ¢ to the nearest larger integer such that ¢
= p° for some integer p and prime e.
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If we set / = n* for some real & € (0, 1/2), then the
noise parameter o = 1/(257 -poly(n)) . We get security

under the hardness of 20(») -approximating gapSVP or
SIVP on n-dimensional lattices.

4.3 Security Reduction

Lemma 4.1. If there exists a PPT adversary ‘A with
some advantage ¢ against the sSIND-OC-CPA security
game, then there exists a simulator B that can solve the
(Z4 , n, ya )-LWE problem with advantage &/ 2.

Proof. We construct the simulator B as follows.

— Init. A declares i* and .

— Setup. B requests (m + 1) LWE instances and
rearrange them as (Ax, V) €ZpmxZr , (ux, V)
€ Z xZ, . Then it sets pky := (Ax, u;+) and generates
public parameters as follows.

(1) Run (Bezpm, Tg) < TrapGen(n, g, m).
(2) For each keyword w € W', choose a uniformly

random matrix R}, €{-1, 1} and set E,, =AR%, — B.
(3) For each keyword w ¢ W', choose a uniformly

random matrix R}, € {-1, 1} and set E,, = AR, .

(4) Return the public parameters PP = (B, E,,..., E))

to A.

— Corrupted or uncorrupted Key query. For any i #
i", B generates (pk;, sk;) < KeyGen(i) and returns
(pki, sk;) or pk; to A.

— Re-encryption key query. We divide these queries
into following two cases:

(1)If i # i", B generates rk, ;s < ReKeyGen(pk;, sk

pk;, S, t) and returns it to A.

(@) If i =i and [W'NS| = 5 < t, B simulates the re-
encryption key as follows.
« Sample two noisy matrices Y « w4, Z<« ", a

noisy vector z <4, and compute A; = YA, + Z,
u=Yu +z

« For each column ax of A;, k € [m], B generates
{€w}w < s as follows. For each w € w'ns, B
samples e;,, < Dz, and computes a vector a;,, =
[A+|E, + Ble,. It also chooses (r — s — 1) random
vectors from Z7 . Using these (¢ — 1) vectors as
shares, B can determine n polynomials py1,..., Prx
€ Z4[x] of degree ¢ — 1, such that (p;(0),..., pr.(0))
=12y . Then, for each we §/ W*, B computes a share
A = (PriW),..., pr(w)) and samples e, <«
SampleRight(A, E, + B, Ty, a;,, o) such that
[Ai |E, + Ble, =ay,,.

« B also generates {v,}, < s in a very similar way.
That is, for each w € W*ﬂS, B samples vy < Dz o
and computes G, = [A;«|E, + B]v,. Then it chooses
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(t — s — 1) random vectors from Z? and thus can
determine » polynomials gi,..., g, € Z,[x] of degree

t — 1, such that (g1(0)...., 2,(0)) = u;, — u;~ Then, for

each w € S/W', B computes a share a,,= (g1(w),...,

2,(w)) and samples v,, < SampleRight(A+, E,, + B,
Tg, 4, o) such that [Ax |E,,+ B]v,, =1,,.

* Breturns rkiyy;s = ({€xw}ic pmwes> {Vujwes) to A

— Challenge. When receiving (mo, m;) from A, B

simulates the challenge ciphertext CTj. = (¢,

{€1.w}wem, C2) as follows.

co=Dv.
cl,w:D(RTv)TV , forw e W*.
czzDv+mqu/2J.

— Guess. When A outputs a guess b', B outputs
“pseudo-random” if &' = b, or outputs “random”
otherwise.

By Lemma 2.2 and the fact that A» and ux come
from the LWE instances, the distribution of (A, us, B)
is statistically close to the distribution in the real game.
By Lemma 2.9, all of E,, are statistical close to uniform.
Further by Lemma 2.5, the simulated re-encryption key
is statistically close to the output from the algorithm
ReKeyGen. Therefore, the simulator is statistically
indistinguishable from the challenger in the real game.

If the LWE problem instances are random, the
probability that the adversary guesses the right b is 1/2.
If the LWE problem instances are pseudo-random, the
challenge cipheretext has following form:

co=Dv=A:'Ds*+Dx, x 2
¢,=D(RW)Tv
=(E,+ B)'Ds*+ D(R%)Tx
02=Dv+mqu/2J
= u[*TDs*+Dx+mqu/2J , X Wa

When we regard the secret vector as s = Ds*, this is
a valid original cipheretext, and thus the simulator can
solve the LWE problem with the same advantage.
Lemma 4.2. Our fuzzy PRE is sIND-RC-CPA secure
provided that the (Z, , n, ¥« )-LWE assumption holds.

Proof. We prove this lemma via a hybrid argument

over a sequence of games as follows.

— Game 0: The real sSIND-RC-CPA game.

— Game 1: Same as Game 0 except that the challenge
re-encryption key is simulated by sampling ey, v,,
< Dzno fork € [m]and w € S.

— Game 2: Same as Game 0 except that ¢; and ¢; in
the challenge re-encryption ciphertext are uniformly
chosen from Z xZ, .

Since the adversary in Game 2 has advantage of
exact zero, we only need to show that the adversary
cannot distinguish between every two consecutive
games with non-negligible advantage.

Game 0 and 1. In Game 0, by Lemma 2.7, the
distributions of Ax= YA, + Z and ux= Yu; + z are
computationally indistinguishable from the uniform.
Thus the distributions of their shares a,, and 4, are
also computationally indistinguishable from the
uniform. Further by Lemma 2.4, e, and v, are
statistically close to Dy k), and Dayr)o , respectively,

where F = [A; |E,,+ B]. In Game 1, since both e, and
v, are sampled from Dz., , by Lemma 2.3 the

distributions of a,, = Fe;, and 4, = Fv, are

statistically close to the uniform, and the conditional
distribution of e, and v, given a,, and 1, are also

Dpinpys and Day(r)o , TESpPECtively.

Game 1 and 2. In Game 1, since e, and v, are
sampled from Dz, , by Lemma 2.3, both ¢y, =

s Loelule|e,] and ¢ = ¥ o Lvile e, ]+c are
also statistically close to the uniform.

5 Conclusion

In this paper, we construct the first lattice-based
fuzzy CPRE under the LWE assumption. Our fuzzy
CPRE is single-hop unidirectional, and allows to re-
encryption ciphertexts under some flexible 7-out-of-d
threshold conditions. In addition, original ciphertexts
and re-encryption ciphertexts in our construction have
the same form, thus only one algorithm is needed to
decrypt these two kinds of ciphertexts.

Since Boolean formulas are more flexible to express
re-encryption conditions, attribute-based CPRE under
lattice assumptions is more desirable in some
applications. We leave it as an interesting open
problem.
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