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Abstract

Circular economy is distinct from the linear economy
model in the past. Circular economy emphasizes
regeneration instead of possession of resource, and
proposes using shared resources to create new supply
chains and new economies. When practicing circular
economy, prior to collaboration, each economic entity
must learn of each other’s credit rating. This study
applies the blockchain technology to establish each
economic entity’s transaction details, and then employs
confidence level algorithms to calculate each entity’s
credit rating; the method utilizes the concept of
decentralization to reduce third party broker fees, which,
aside from decreasing transaction costs, provides
effective credit rating of public economic entities.
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1 Introduction

Blockchains can alter our future lifestyles. For the
Internet of Vehicles, vehicles will be able to utilize
blockchains to perform parking and toll payments
while also being able to directly pay and download
music or multimedia videos. For real estate
management, users will be able to use blockchains to
lease spare spaces and automatically calculate
payments. In the future, blockchains will not only
contribute to the Internet of Things or corporations, but
also towards food safety, e-voting, intellectual property,
and healthcare. Blockchains will completely alter past
business models. For financial institutes, consumers
will not longer need to conduct procedures such as
money transfer personally at the bank during business
hours; instead, they will be able to utilize the
blockchain technology to perform digital currency
transactions. Banks will save up on physical rent fees
and labor costs while consumers enjoy secure
transaction at any time, any place. The sharing

economy can also apply blockchains. Take the ride
sharing service platform Lazooz as an example; users
can use the app to search for nearby available vehicles
for ride sharing, all the while eliminating the need for
an intermediate. We can see from the above why
countries around the globe are devoting manpower to
researching and developing blockchains because the
blockchain technology will bring new economic drive.

Circular economy has risen to become the new
generation’s economic issue. Circular economy
involves leasing, instead of purchasing, idle properties
or reusing waste for resource recycling to achieve the
goal of sustainable resource management. There are
five key concepts to circular economy: (1) redesigning
product material: opting for non-disposable and
recyclable material for sustainable use of resources; (2)
employing  ownership  transferring  innovative
commercial models: changing past linear economy
models to substitute buying with leasing; (3) creating
higher values through the power of internal circulation:
maintaining a product’s maximized value by way of
circulation, such as utilizing repair, upgrade,
reproduction, remarketing to maintain a product’s
economic value; (4) turning waste into resource:
recycling discarded goods and returning them to
another product’s circulation; (5) establishing
industrial symbiosis: bringing different industries to
the same region so they may exchange resources, share
infrastructures, reduce disposable waste, and lower
production costs. This study proposes a trust
mechanism for the sharing economy. Many industries
currently hold idle machinery or idle space; through a
sharing economy, they can increase corporate profits
by substituting buying with leasing. However, mutual
trust is required in realizing sharing economy;
moreover, in order to enable enterprises to share
resources at any time and place, trust between
enterprises must be transparent and non-modifiable;
hence, this study proposes a trust verification
mechanism based on blockchain technology that can
help realize sharing economy.
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This study employs blockchains in establishing the
buyer’s and seller’s credit rating so that the two parties
may utilize credit ratings to select a trustworthy
business partner. This study utilizes public key
cryptography from blockchains to ensure a
transaction’s non-repudiation; each party to the
transaction can acquire their counterparty’s credit
ratings by means of verification. Our proposed rating
system holds different calculation methods for the
buyer and the seller: the seller’s involves calculation of
corporate capital, transaction amount, and completed
transaction progress while the buyer’s involves
calculation of corporate capital, transaction amount,
and payment status, and as for the rating part, the two
parties provide ratings for each other. The proposed
credit rating system aims to create a better transaction
environment for the sharing economy and enable the
buyer and seller to choose better business
counterparties through transparent credit ratings.

2 Related Work

Ever since Bitcoin’s development in 2009, many
businesses have dedicated themselves towards Bitcoin.
However, because Bitcoin has undergone serious
fluctuations in stock prices, some Bitcoin companies
experienced bubble burst. Reference [1] offers an
analysis model for Bitcoin price prediction to help
investors in their Bitcoin investments. Reference [2]
offers simulation of the Bitcoin system model; it also
simplifies blockchains and avoids double spending
risks. Reference [2] simulates blockchains’ execution
efficiency, and its experiment showed promising
results. Reference [3] discusses Bitcoin mining
efficacy in Bitcoin software and hardware. Bitcoin has
launched digital currency in many countries, and has
even established Bitcoin e-payment systems in
convenient stores. Reference [4] analyzes the
advantages of digital currency and takes a look at
Bitcoin’s  usage of  zk-SNARK  transaction
authentication system. Bitcoin has drastically matured
since its introduction in 2009, which has also served as
a motivation for blockchain development.

Reference [5] mentions using data
envelopment analysis to analyze and verify the effects
of circular economy. Reference [6] elaborates on the
definition of sharing economy and emergent
collectives, and provides case studies of sharing
economy. Reference [7] proposes a sharing economy
model for public enterprises and private companies that
allows resources to be adequately allocated by means
of accords and thus increases the scale of sharing
economy. Meanwhile, Reference [8] posits the
required conditions for a complete transaction and,
after analyzing them, concludes that trust is the
foremost condition among all. Reference [9] utilizes
location sharing to achieve privacy protection and trust,
and is mainly applied in social networking sites.

Reference [10] proposes a fully decentralized,
collaborative reputation based computational model
that conducts ratings based on two factors: first,
contract fulfillment situation, and, second, parties
involved in the process. This method reduces one sided
buyer/seller malicious ratings and enhances the
reputation system’s accuracy. In Reference [11], Web
service recommendation systems searches for
webpages suitable for the user from a myriad of
webpage services. This study uses bloom filtering to
enhance its recommendation performance. Reference
[12] suggests a dependable trust management scheme
— GroupTrust — to avoid dishonest or maliciously
fabricated ratings; it also calculates the truthful rating
from the fabricated ones. Meanwhile, Reference [13]
proposes VANET, which utilizes the Boneh-Boyen-
Shacham short group signature scheme to accomplish
message ratings; it also relies on signatures o ensure
the credibility of ratings. Reference [14] focuses on a
pragmatic rating system: for each rating, it provides
two to three genuine options and adds a few false ones,
a method that should identify truthful ratings from
fabricated ones. Reference [15] introduces privacy
preserving decentralized reputation systems that
employ privacy protection to prevent information leaks
and ensure personal reputation.

This study employs blockchains to store users’
(corporate) transaction conditions. It utilizes bilinear
pairing to verify the origin and integrity of transaction
details; any user can use the blockchains to collect
information on their transaction counterparty’s credit
condition. The reputation system relies mainly on
transaction conditions between sellers and buyers to
conduct rating. This reputation system can optimize the
search for business partners in a sharing economy.

3 Background

This chapter introduces the blockchain model’s
operation model and the encryption/decryption
methods. This study is based on bilinear pairing and
uses ID based cryptography to ensure authenticity of
the message’s origin and integrity.

3.1 Blockchain Model

The development of blockchains can be divided into
four phases: in 2009, Bitcoin started its operations;
Blockchains 1.0 emerged afterwards and was dubbed
“digital currency;” Blockchain 2.0 added smart
contracts that stored commercial contracts such as
stock transactions, securities registration, futures, and
loans; Blockchain 2.5 added distributed data, data layer
blockchains, artificial intelligence, and exchange less
international finance networks; Blockchain 3.0
employed even more complex smart contracts and was
applied to government affairs, medicine, science,
culture, and the justice system.
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BlockChain mainly employs a distributed
architecture. In the past, information used to be stored
in centralized management system; while such servers
possess the functions of adding new data or editing
existing data, centralized management systems are
susceptible to malicious attacks, such as distributed
denial of service attack (DDOS) [16]. Once a
centralized management system experiences a
meltdown, all its services come to a halt, and many
services are no longer available. Hence, the blockchain
technology employs distributed ledgers, and for its
security key management features, it calls for
distributed security key management. The blockchain
model is illustrated in Figure 1. Each user has their
public/private key; when User A and User B engage
and complete a transaction, User A will run the
transaction details through hash technology to confirm
the transaction details’ integrity and non-repudiation.
User A will then add TimeStamp to the transaction
details to verify its validity and sign it using their
private key. Following that, signed transaction details
are transmitted to each node on the Internet. Every
node can use User A’s public key for authentication;
every node can also help maintain the same ledgers
since ledgers are made public and subject to
authentication by everyone. Hence, when a certain
node is under malicious attacks, other nodes can still
carry on operation of ledgers. In sum, blockchains bear
the following advantages: (1) decentralization, with
data being stored in a distributed database; (2) joint
effort in maintaining the public ledger; (3) employment
of hash technology ensures the information’s non-
repudiation; (4) the hash block has a TimeStamp that
ensures the information’s validity.

User A User B User C
User A’ s UserB' s UserC' s
Private Key Private Key Private Key

Hash and Hash and Hash and
TimeStamp TimeStamp TimeStamp

User C' s
Transaction details

UserB™ s
Transaction details

User A” s
Transaction details

- /

The blockchain technology has been utilized in all
kinds of applications. For instance, it has been used in
IoT’s point to point data collection and network
security protection. The Internet of Vehicles has also
used the blockchain technology in parking fee payment

Figure 1. Blockchain model

using digital currency. Additionally, given our current
IoT and smart healthcare status, all information must
be stored and not deleted, medical information also
require permanent preservation; as a result, centralized
databases can no longer handle such rapid growth in
data volume. This is why we must turn to distribute
database for storage needs. Distributed database has
been in development for years (Reference [24]), and
we are now able to realize its algorithms and system
implementation. We have also advanced significantly
in peer to peer algorithm and techniques, including the
DHT algorithm and the content addressable network
(CAN). We have also witnessed the launch of
variegated related software.

3.2 Bilinear Pairing

This study uses bilinear pairing to authenticate
message origin, non-repudiation, and integrity. The use
of bilinear pairing’s encryption/decryption allows for
more flexibility. Suppose G, and G, are, respectively,
additive and multiplicative groups and apply the prime
order ¢; suppose P is G,’s generator, and the bilinear
mapping is e: G, xG, > G, . The features of bilinear
pairing are as follows:

L. Bilinear: e =(aP,bP) =e(P,P)",

e(a-P+b-P,Py=e(a-P,P)e(b-P,P), for all PeG,
and a,b e Z; .

II. Non-degeneracy: PG, such that e(P,P) =]1.

That is, the mapping does not send all pairs in G, x G,
to the identity in G.,.

III. Computable: There exists an efficient algorithm
to compute e(P,P) forall PeG,.

In this study, to realize bilinear map e, we have
applied pairing methods from Weil [17] and Tate [18]
pairings. The data amount of G and ¢q are respectively
161 bits and 160 bits.

3.3 ID Based Cryptography

This study utilizes ID based cryptography (IBC) [18]
for private communication. IBC’s advantage lies on the
premise that it does not require either party to provide
certificate for identity authentication. Suppose that the
private key generator (PKG) selects a random number
as its master key. Any user’s real ID is ID,, the user’s

public key is Pk, =ID, P and their private key is
PRMJ)H :S'P]Cmu

message communication, they can establish a common
session key using the following algorithm:

S’Cm&emm (PKiI]D) 97)7?11]%) (PICH» 8 PIC]I]D) )(1)

In Equation (1), the user on both sides can user their
own private key and their counterparty’s public key to

establish a common session key (SK,, ). Given that

. When User A and User B engage in
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PRy, is only known to oneself, while s is secret and

inaccessible, this ensures the security and origin of the
message.

4 The Proposed Scheme

4.1 System Model

This study proposes a blockchain based sharing
economy credit rating system. The blockchain
technology part focuses on utilizing bilinear pairing
public key cryptography to authenticate transaction
details. Suppose every user has a true ID (ID, ), a

public key (PKjy ), and a private key (PR ). As

shown in Figure 2, when Seller A sends out transaction
items to each user on the Internet, the user can choose
freely whether or not to engage in transaction. For
instance, if Buyer B and Buyer F are interested in a
certain transaction item and send out responses to
Seller A, then Seller A, upon receiving such responses,
will query the credit ratings of Buyer B and Buyer F.
Although each user maintains their ledger, in order to
confirm that the ledger is up to date, messages
requesting the credit ratings of Buyer B and Buyer F
will be issued. In order to confirm that the ledger is
authentic, origin authentication is performed,
additionally, to prevent malicious conspired attacks,
authenticity of credit ratings are only confirmed after
receiving ¢ sets of user information. When Seller A
decides to engage in transaction with Buyer B and
Buyer F, they will use smart contracts for their
transaction contract [20] because smart contracts are
not only legally binding but also public, which
ascertains fairness of transaction between both parties.
Table 1 illustrates the symbols used in this study.

Certification unit

response

response

payment terms response

Network

Credit rating

Seller A Buyer B

response response

Buyer F

Figure 2. System model

Table 1. Notation

Notation Description
P the generator of G;.
ID, the real ID of the user u.
G, the additive group.
G, the multiplicative group.
A random number s € Z, chosen as
s the master key where Z; is a finite
field of order q.
SK the common session key.
TM the total transaction amount between
D, Seller and the buyer
TRy the transaction result between
8 between Seller and the buyer
e the bilinear map.
H, H,:{0,1} > G,
H the hash function.
M the message or smart contract.

PRy, = H, (ID, -s- P) the private key of user u.
PKy, = H, (ID, - P) the public key of user u.

TAy the transaction amount between
” Seller and the buyer

4.2 Message Transmission and Authentication

Figure 2 is an illustration of when a seller posts a
transaction’s details to the Internet. Seller A (1D, ,)

uploads the transaction content to the Internet and
encrypts the message using PRy, ; other users receive
such message and user their public key to decipher the

message. When users Buyer B and Buyer F become
interested in the transaction, they will utilize IBC and

ID, , to conduct private communication, and notify
their transaction demands to ID, ,; ID, , will then
respond to Buyer B and Buyer F, a process of which is

shown in Figure 3.

D, » 1D, 1D, 5

5.4

ID, , + 101D, , | Hash{3) | Py, (M)

ID, ; »ID 1D, , | Hash(M) || Phip, (M)

I, D ;- Iy || HsH(M) || Koy, ,sm, . (M)

\ 4

Iy 5 —ID, - 1D, 5 | Hash(M) || Ky, e, (M)

<

D, >0 - W || HeshM) | Ky, - (M)

« ID, , > 1D, ; 10, , || Hash(M) | SK

10, 41T 5

(M)

Figure 3. Illustration of transaciton query process

When /D, , receives Buyer B and Buyer F intent of

transaction, /D, , will then issue messages to every
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user, inquiring the credit ratings of Buyer B and Buyer
F. When other users receive such request, they will
search for ledgers concerning information of Buyer

B and Buyer F, and use IBC and ID, , to

conduct private communication and message

transmission. The process is as follows:
After completing credit rating query, IID, , will use

the algorithm in Section 4.3 to compute credit rating.
Upon completing the computation, ID, , will then
select a business partner, and then employ BlockChain
4.0 technology’s smart contracts to establish a contract

and make the contract public so as to allow other users
to conduct authentication. Smart contracts are legally
binding; when the transaction is complete, 1D, , will
utilize the private key to encrypt the transaction details
and smart contracts, process the message using hash
functions and TimeStamp, and then disclose the
information on the Internet for authentication purposes.
The equation is as follows:

ID, , || Hash(M) || PRy, 117, @)

Buyer B and Buyer F will also encrypt the
transaction details and smart contracts using private
keys, process the messages using hash functions and
TimeStamp, and then make the information public on
the Internet for authentication to improve buyer credit
rating.

4.3 Credit Rating Computation

Each time a seller and buyer engage in a successful
transaction, the following in-formation ensues:

MHD;,A = ]I]D)A‘,A | ]HD)b,B I "Hmﬂmbﬂ I|.. A3)

MH]D)M :H]D)S,A I ]UD)b,B ||TMHDX’A HT‘A]I]D,,E I TRHD,LB “4)

Equation (3) concerns the transaction status between
the seller and the buyer; My — stands for the
information of Seller [, , ; stands for the true identity

of Seller ID , ; TMy

amount between Seller ID, , and the buyer ID, ; ;

is the total transaction

TAy, is the transaction amount between ID, , and
I 'Z’Rmhg is the transaction result between 1D, ;

and 1D, ,, which includes message transaction status,

payment time, and completion time. The seller and
buyer upload the transaction result to each node. The
algorithm is as follows:

ID, , || Hash(M) || PRy, T, o)

ID, 5 | Hash(M)|| PRy, , I, (6)

In Equation (5), IID , sends out transaction details

to every user on the Internet; upon receiving the
information, the user will compute 1D ,’s public key
(PKy, , = H,(ID,, - P)), and then use 1D , s public
key to decipher and conduct verification of the
message’s integrity and validity. In Equation (6),
ID, 5 sends out transaction details to every user on the
Internet after the transaction is completed; upon

receiving the information, the user will compute
D, ;s public key (PK,, = H, (ID,, - P)), and then
utilize 1D, ;s public key to proceed with deciphering
and verification.

When ID, , wishes to compute the credit ratings of
ID, , and ID, ., it will send out a credit rating query
in a process as illustrated in Figure 4. Following that,
when I, , receives the credit rating sent by the user,

it will verify the origin and integrity of each one of
them and avoid maliciously conspired, fabricated credit
ratings. When the received credit ratings have identical
content and exceed ¢ in number, it indicates that the
credit rating is genuine. The computation is as follows:

//determine whether the content of credit rating is
identical
For i=1~n
//determine whether the message is identical
If message; == message;.
Count=Count+1;
End
End
//determine whether it is higher than the threshold
If Count >t
//credit rating bears high credibility
Correct=True
Else
Correct=Flase
End

ID, , ID 4y

ID, , —»1ID gy :ID, , || Hash(M) || PRy, (M)

'

HHDAI? _>HHD5_A :H]DAU H HGS"’?(M) H %-s,wﬂl‘lm (m

Figure 4. Illustration of Credit Rating Query

When Correct is True, I, , can use relevant

information in credit ratings for computational
purposes, such as: When another user, ID, ,, wishes
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to join ID, , in a sharing economy transaction, ID, ,
can utilize ID , ’s true ID to calculate each
transaction amount’s credit rating; the calculation is as

follows:

ALy =

My
|t 5
P ¥ ®)
et TMHDJ . TMyp, 1
54 , 5,4 <=
C'AHDM CAy
CRH]D)M = Z&DM iln )
1

Equation (7) calculates single transaction ratings of
Seller ID, , and focuses on the completed transaction

of TRy, , . Hence, if TR, , is 0, then the

transaction rating is 0; if 7Ry, , is 1, then the
transaction completion time F;,  is used to calculate

whether it falls within the allotted transaction time;
adding the above to the calculation of whether
transaction amount 7M,, . falls within the capital

CAyp, , » we can obtain the seller’s rating R, fora

single transaction. Equation (9) calculates the seller’s
overall rating; Seller ID_ , can also use Equations

(7)~(9) to calculate Buyer ID, ,’s rating, so that the

two parties may understand each other’s past number
of transactions and their ratings to facilitate their
selection of optimal transaction counterparties.

5 Performance Analysis

This chapter proposes: 5.1.security analysis,
5.2.performance analysis, and 5.3.credit rating analysis
of differential comparison between our proposed
scheme and other literature.

5.1 Security Analysis

Given that our proposed scheme is based on
blockchain technology, when it comes to security
analysis, we must satisfy requirements of
authentication, integrity, non-repudiation, and message
time validity. The following is an analysis of our
proposed scheme:

I. Authentication: our proposed public key is
obtained via users’ real ID; if one can falsify a public
key, they cannot falsify the private key because the
master key s is kept secret and unattainable.

II. Integrity: this study applies hash technology to

ensure message integrity.

III. Non-repudiation: the public key used by users
are created through real IDs; private keys are created
using public keys and s. Hence, by using public/private
key for encryption/decryption, we can ensure the origin
of the message.

IV. Message time validity: each message bears a
TimeStamp that ensures its time validity.

5.2 Performance Analysis

This study provides a performance analysis of our
proposed system as well as References [13] and [15].
The analysis focuses on factors including
authentication, integrity, non-repudiation, and private
communication. In Table 2, we ilustrate the
encryption/decryption computation time based on the
encryption/decryption execution time of [21-23].
Following that, Table 3 conducts performance analysis
based on computation time obtained in Chart 2. Results
indicate that our proposed scheme requires less amount
of computation. Reference [15] uses share key, which
requires collecting 7 sets of keys before deciphering the
ciphertext. Hense, we presume that each key’s
computation calls for 2* TP for signing and verification.

Table 2. Execution time in milliseconds

Nottions Descriptions ET;CJE;OS];
7P Pairing operation ~4.5
™ Point Multiplication =~ 0.6
TE Field Exponentiation ~0.54
H HMAC 0.002
SE AES encryption <0.19
SD AES decryption <4.65
Table 3. Performance analysis
Method proposed
Property [13] [15] method
Signing: Signing: Signing:
Authentication 2 T.MH fTP p*TP. I*T.MH >.FTP
Verification: Verification: Verification:
2*TM+1*TP n*TP 1*TM+1*TP
Spending time 11.4 ms n*9 ms 10.2 ms
Signing: Signing: Signing:
Integrity . " . . i . . i .
Verification: Verification: Verification:
H H H
Spending time  0.002 ms 0.002 ms 0.002 ms
Signing:
3*TM+3*TP  Signing: Signing:
non-repudiation +.3 - TE. n* TP. I T.MH * ™
Verification: Verification: Verification:
3*TM+3*TP n*TP 1*TM+1*TP
+3*TE
Spending time  60.84 ms n*9 ms 10.2 ms
Signing:
Private N/A N/A SE
communication Verification:
SD
Spending time N/A N/A 4.84 ms
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5.3 Credit Rating Analysis

Our proposed credit rating system calls utilizes
blockchains to conduct distributed data storage of
transaction details and openly provides verification of
each user on the Internet, which helps elevate
information validity and credibility. Moreover, it
employs smart contracts to establish electronic
contracts. Smart contracts are currently widely used by
financial institutes for their client contracts, and they
are also legally binding. This study applies smart
contracts to ensure protection for both sides of a
transaction and, hence, enhances the credibility of our
system’s credit ratings. Our proposed credit rating
system focuses on the transaction amount between the
buyer/seller and whether the transaction was completed
within time frame; the transaction amount and contract
fulfillment situation can shed light on the credit
conditions of both the buyer and the seller. On a
sharing economy platform, credit rating is the best
condition to finding a trustworthy business partner.
This study’s proposed credit rating system is based on
blockchain technology, which facilitates information
verification and safety and benefits the promotion of
sharing economy.

6 Conclusion

This study has here proposed a blockchain based
circular economy credit rating system. In the future,
circular economy will be a key point in the
government’s  promotions;  however,  circular
economy’s sharing mechanism requires the addition of
a credit rating mechanism. In the past, enterprises had
to rely on credit checking to obtain information on the
other party’s credit status, yet this can be time
consuming and cost increasing for a transaction. This
study’s proposed credit rating system uses blockchains
to conduct network verification; the system’s
decentralization feature reduces costs of credit
investigation while also enabling two parties to a
transaction to conduct inquiries at any time and place
and facilitate their transaction.
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