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Abstract

To protect the patient’s privacy in cloud-assisted
wireless body area networks (CWBANS), this paper
proposes a secure and efficient health data aggregation
scheme with fine-grained access control and verifiability.
Our scheme can not only make patients get rid of worries
about the privacy for their health data, but also achieve
secure fine-grained access control by employing
ciphertext-policy attribute based encryption (CP-ABE).
To enable CP-ABE to be effectively used in CWBAN:S,
we outsource the burdensome computational task of CP-
ABE to cloud server, which results in a significant
reduction on computing overhead for the sensors or the
data sink. In our scheme, the huge amount of health data
collected by the sensors are efficiently aggregated with
confidentiality at the data sink, then forwarded to the
cloud server, which significantly reduces the transmission
cost from the data sink to the cloud server. Moreover, our
scheme allows the data sink and doctors to check whether
the transformation process is performed correctly. As a
result, the attacker’s malicious behaviors and incorrect
data in the transformation can be detected in our scheme.
The security analysis and performance evaluation show
our scheme is secure and efficient.

Keywords: WBANSs, Data aggregation, Confidentiality,
Fine-grained access control, Verifiability

1 ntroduction

In recent years, cloud-assisted wireless body area
networks (CWBANSs) are widely applied in healthcare
domains. Patients wear the portable sensors and
wearable devices to measure their physiology data,
such as temperature, blood pressure, electroc ardio
graph and so on. And later the sensor devices send the
health data to remote cloud servers for further
processing via a data sink (smartphone or other
terminals). However, data privacy and security
problems have become major concerns for individuals
and organizations using such service. Due to the health
information transmitted through an open channel, an
adversary can easily capture the health information to
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modify or reveal sensitive information. Failure to
obtain correct medical data will result in wrong
medical diagnosis and treatment. More importantly, if
the health’s data is illegally leaked, the privacy of the
patients is broken and even the health data can be
misused. Therefore, it is important to provide a secure
communication environment.

One method for alleviating the aforementioned
problems is to transmit and store data in encrypted
form. To protect the data privacy, all communications
between sensors and cloud server or cloud server and
doctors are encrypted. Generally, there are two types of
encryption technology: symmetric encryption and
asymmetric encryption. Considering the limited power
budget and communication ability of body sensors,
symmetric encryption can be regarded as a better
choice. However, the key-distribution process in
symmetric encryption is challenging, which brings
considerable storage and computational overhead on
body sensors and violates the principle of plugandplay
on resource-constrained WBANs [6]. What’s more,
symmetric encryption severely limits the ability of
users to selectively share their encrypted data at a fine-
grained level because it involves some challenging
issues, such as key-management and access control.
But in CWBANS, it is essential to provide a fine-
grained access control with confidentiality to ensure
the security and privacy of patients, since the patients’
health data should be accessed by medical
professionals from anywhere via Internet. Here we
consider a scenario: a particular patient wants to
distribute his sensitive data, such as his disease and
family history, to the authorized doctors, while other
information such as healthy diet and physical exercise
to some professional researchers. In this case, it is
imperative to provide a fine-grained access control
with confidentiality.

CP-ABE can provide a fine-grained access control
with confidentiality, and is widely used for access
control of encrypted data stored in cloud. However, it
is well known that there are high encryption/decryption
cost and relatively large ciphertext size in the existing
CP-ABE schemes. Obviously CP-ABE cannot be
directly and effectively used in CWBANSs since the
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energy, storage and computing power of sensors are
limited. Therefore, the computational cost and
communication cost are two important factors that
should be considered when developing CP-ABE
schemes in CWBANs. How to build an aggregated
mechanism with confidentiality and fine-grained
access control for the health data becomes a great
challenge.

Moreover, the system may occur malfunction or
send the data of incorrect form, thus the data sink and
the doctors may have received some wrong data as
well as the doctors may make a mistake treatment for
the patient based on the incorrect data. These issues
could be very serious or even catastrophic. Therefore,
we should consider a new requirement for the
aggregated scheme: verifiability. The verifiability can
guarantee the transformation to be done correctly.

To address the above described research challenges,
we present a secure and efficient health data
aggregation scheme with fine-grained access control
and verifiability for CWBANS. Our contribution can
be summarized as follows:

(1) Our scheme can not only make patients dispel
worries about the privacy of their health data, but also
achieve secure fine-grained access control by
employing CP-ABE. In our scheme, we shift the
burdensome computational task of CP-ABE from
sensors to cloud servers by outsourcing encryption
operations, which results in a significant reduction on
computing overhead for the sensor or data sink. This
enables CP-ABE to be effectively used in CWBANsS.

(2) In our scheme, the huge amount of health data
collected by the sensors are efficiently aggregated with
confidentiality at the data sink and then be sent to the
cloud server, which significantly reduces the

transmission cost from the data sink to the cloud server.

More importantly, the data aggregation is performed
directly on blinded data at the data sink without
eliminating blindness, thus ensuring the data security
on the data sink and minimizing the trust that is usually
put on the data sink.

(3) In order to guarantee the correction of the health
data transformation, our scheme can achieve
verifiability and allow the data sink and the doctors to
check whether the transformation is done correctly in
CWBANS. As a result, the attacker’s malicious
behaviors and incorrect data in the transformation can
be detected in our scheme.

(4) We analyze the security of our scheme, and
obtain the fact that our scheme is secure. Also we
evaluate the performance of our scheme and compare
our scheme with the previous schemes in terms of
encryption computational overhead at sensors, data
sink and cloud server. The performance analysis and
experiment results show our scheme has higher
efficiency.

The rest of the paper is organized as follows. Section
2 overviews the related work. We present preliminaries

and the system model in Section 3. Section 4 gives
detailed construction of our scheme. In Section 5, we
analyze the proposed scheme in terms of security. And
performance of our scheme is evaluated in Section 6.
Finally, we conclude this paper in Section 7.

2 Related Work

In the literature, lots of user authentication with
session key agreement schemes are widely used to
realize access control for WBANs [1-7]. In such
schemes, a session key is shared between the sensor
node and medical doctor, and personal health
information can easily be transmitted through open
channel by encrypting the message with the session
key. Fortino et al. [1-2] introduced SPINE2 for
developing WBANSs applications on heterogeneous
sensor nodes and further proposed BodyCloud for
integrating cloud computing into body sensor networks.
Wang and Zhang [3] proposed a secure authentication
scheme between patients and doctors using bilinear
pairing. Later, Jiang et al. [4] proposed an anonymous
authentication scheme based on bilinear pairing.
Subsequently, many authentication schemes are
formulated for WBANS to improve efficiency (e.g. the
schemes [5-10, 32]). However, these authentication
protocols can only prevent illegal users from accessing
system, while cannot achieve fine-grained access
control and data privacy. To protect the data privacy,
there also exist many efficient and robust researches
that are constructed by symmetric encryption (e.g. the
schemes [11-13]). However, these schemes cannot
realize the function of fine-grained access control.
Furthermore, symmetric encryption involves some
challenging issues, such as key-management.

To realize fine-grained access control, Bethencourt
et al. [14] introduced the concept of attribute-based
encryption (ABE) in public key cryptosystem. The
proposed ABE can support complex policies to specify
that delegated secret key can decrypt corresponding
ciphertext, thus providing a fine-grained access control
with confidentiality. Subsequently, there has been an
increasing interest in applying ABE to secure personal
WBANs (e.g. the schemes [15-19, 34-35]).
Nevertheless, most of the works have not considered
the computation cost on sensors and limited bandwidth
of data transmission from data sink to doctors. With
the development of cloud computing technology, cloud
servers are used to provide clients with more
convenient services because it has large computing and
storage capacity. By making use of cloud servers to
store large amounts of health data and process them for
doctor’s diagnosis, the schemes [20-23, 33] based on
cloud-assisted WBANs (CWBANs) can provide
various services for mobile users and patients.
However, security and privacy are becoming
significant issues. In order to protect data security and
privacy, Guan et al. [24] constructed a specific
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signature scheme and securely realized the outsourcing
operations for encryption and decryption. Although the
scheme can protect patient’s health data and reduce the
computational cost of encryption and decryption, their
scheme has not considered the overhead of
communication problems. To save communication
overhead, Han et al. [25] introduced a privacy-
preserving and multifunctional health data aggregation
(PPM-HDA) mechanism with fault tolerance for
CWBANSs, which realizes health data aggregation.
However, this scheme does not achieve fine-grained
access control. Hu et al. [26] proposed a data
communication protocol between sensors and the data
sink/data consumers (doctors or nurses) by employing
CP-ABE. In their scheme, a sensor encrypts its body
data using a random session key by AES and encrypts
the session key using CP-ABE, and then sends the
encrypted data to data sink at a regular interval.
However, it is well known that CP-ABE requires more
expensive computational cost since CP-ABE involves
expensive pairing operation and the number of such
operation grows with the complexity of the access
policy. Therefore, this method is not appropriate for
resource-constrained sensors with limited energy,
storage and computation power. In addition, their
scheme needs to send respectively each data collected
by each sensor implanted on a patient body to doctors
and other experts. This also results in higher
communication cost, and may cause unacceptable
communication overhead when the data is collected at
high frequency. Thus, this scheme is less suitable to
WBANs since the available bandwidth of data
transmission is absolute limited.

3 Preliminaries and System Model

In this section, we introduce some preliminary
knowledge regarding the cryptographic primitives used
in this paper, and formalize the system model.

3.1 Preliminaries

Bilinear Maps [14]: Let G, and G, be two bilinear
groups of prime order p, and g be a generator of G, a
bilinear map: e:G,xG, - G, with the following
properties.

(1) Bilinear: A map e:G,xG, — G, is bilinear if
and only if for all P,Qe G, and all a,be zZ,, we have
e(aP, bO)=e(P, 0)".

(2) Non-degeneracy: The generator g satisfies

e( g, g) #1.

(3) Computability: There is an efficient algorithm to
compute e(P, Q) for VP,Q G, .
Paillier Cryptosystem [27]: The Paillier cryptosystem
can achieve the homomorphic properties, which is
widely desirable in many privacy-preserving applications

[28-29]. Concretely, the Paillier cryptosystem is
comprised of three algorithms as follows.
(1) Key Generation: Given the security parameter «,,

two large prime numbers (p;, ¢;) are first chosen,
where | p, |=|¢q, |=«,. Then, the RSA modulus A=
lem(p, —1,q,—1) and n=pq, are computed. After
defining a function L(x)=(x—1)/n, and choosing a
generator g € Z:z, 1=(L(g" modn*)) " modn is further
calculated. Then the public key is pk=(n, g), and the
corresponding private key is sk = (4, i) .

(2) Encryption: Takes a message meZ, and a
random number 7 € Z, as inputs, the ciphertext can be
calculated as ¢ = E(m)=g” -r"modn’.

(3) Decryption: Given a ciphertext CEZ:2 , the

corresponding message can be recovered as m=
L(¢* modn®)- umodn .

Note that, the Paillier cryptosystem is provably
secure against chosen plaintext attack, and the
correctness and security can be referred to [27]. The
property of Paillier cryptosystem we are most
interested in the paper is its additive homomorphism.
Given C, and C, as the paillier ciphertexts for m,

and m,, the ciphertext for (m, + m,) can be generated
denoted as C

my+m,

by multiplying C, and C,
=C, -C,,
(m, +m,) .
Access Structure [14]: Let {Py, P,, ..., P,} be a set of
parties. A collection A < 2*%% is monotone for
VB,C, if Bc A and Bc C, then Cc A. An access
structure (respectively, monotone access structure) is a
collection (respectively, monotone collection) A of
nonempty subsets of {P;, P, .., P,}, ie, AcC
2R BRI (Y The sets in A are called the
authorized sets, and the sets not in A are called the
unauthorized sets.

In ABE schemes, the role of the parties is taken by
the attributes. Thus, the access structure A will
contain the authorized sets of attributes. Note that the

access structure used in our scheme is a monotone
access structure.

3.2 System Model

while decrypting C, ., ~can obtain

The system model is depicted in Figure 1. There are
five major entities in this system: trust authority (TA),
sensor, data sink, doctor, cloud server.

TA is fully trust and powerful entity located at
healthcare center, which is mainly responsible for the
management of the healthcare center, e.g., initializing
the system, equipping proper body sensor nodes,
updating attribute keys for users.
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Figure 1. Architecture of wireless body area networks

Sensor is implanted in the deep tissue of a patient
body, which periodically collect the patient’s health
data, and then the data are blinded and forwarded to the
data sink.

Data sink aggregates the blinded data received from
the sensors implanted in a patient body with
confidentiality and then sends the aggregated data to
cloud server.

Doctor, who wants to access a patient’s health data,
will download the patient’s data from the cloud server,
then decrypt and recover the patient’s health records by
his private key. To be specific, doctor role can be
classified as the professional doctor, nurse, pharmacist,
medical researcher and so on. Each role is delegated
with one attribute set, and only if his attribute set
satisfies the policy, he can decrypt and access the data.

Cloud server, defined as semi-trusted and always
online, has abundant storage capacity and computation
power.

Based on the system above, we provide an overview
of our scheme. Our scheme is comprised of seven
algorithms as follows.

(1) Setup(y,x,U,D,w)—> (PK,MK,SK,,K): Takes
as input the security parameters ( y,x ), an attribute

universe description U= {1, 2,..., [}, a constant w (the
maximum number of the sensors implanted in a patient
body is no more than w), and the data type D={D,,
D, ..., D, }, where ¢ is total types of health data to be

collected. It outputs the public parameters PK, a master
secret key MK and secret parameters (SK;, K) where
(=12,..0).

(2) KeyGen(MK,S,PK)— sk, : Takes as input the
public parameters PK, the master secret key MK and a
set of attributes S. It outputs a private key sks.

(3) Blind,, (PK,m ,SK,,y,,TS,) > (s,,0,,n,) : Takes
as input the public parameters PK, the secret key SK;, a
random number y, €Z ", the time stamp 7S, and a

n

health data m;. It outputs the blinded data s; and the

verification codes (o,,7,) .

(4) Aggregate(PK,K,s,,0,,n,)—> CT,;
input the public parameters PK, the secret key K, the
blinded data s; and the verification codes (o,,7,). It

: Takes as

outputs aggregated data CT,; with confidentiality.

(5) Encrypt ;. (PK,CT,;,T)— CT : Takes as input
the public parameters PK, the aggregated CT ¢, and an
access structure 7. It outputs a ciphertext CT.

(6) Decrypt . (PK,CT,sks) > CT
input the public parameters PK, the private key sks and
a ciphertext CT. It outputs a message CT 4.

(7) Recovered(CT,;,sky) —> (m,,m,,...,m,) : Takes
as input the private key sks and the ciphertext C7 . It
outputs the health data (m,, m, ..., m,).

Takes as

4 Proposed Scheme

In this section, we present the construction of our
scheme, which mainly consists of the following seven
parts: system initialization, key generation, data
blindness, data aggregation, data encryption, data
decryption and data recovery.

4.1 System Initialization
The system initialization is performed by TA. Given
the security parameters ( «,y ), TA first runs

Setup(y,x,U,D,w) to initiate the system, and then

generates and distributes the public parameters to all
the entities in the system. Assuming that the maximum
number of the sensors implanted in a patient body is no
more than a constant w, and there are total { types of

health data D,(i=1,2,...5 ) to be collected, where the
maximum value of each data type D, is less than a
constant 7.

Setup(y,x,U,D,w) — (PK,MK,SK,,K) : Takes as
input security parameters ( y,x ), an attribute universe
description U={1, 2, ..., [}, a constant w and the data
type D={Dx, D,,...., D, }.

It first chooses two large prime numbers (p;, ¢,) with
lpi| =lg\|=x , n= p,q,, and a super-increasing sequence

a= (a=1, ay, ..., a,), where (a, ..., a,) are large

primes such that the length |a, |> x , Z:Ia/.wr<a,.

(i=2,..., ¢ ), and Z,: awr <n. It defines a function
L(x)=(x-1)/n, and chooses a generator gez; .
Then it generates the public key PKpc= {n, g } and
private key MK ,. =(a, A, u), where A=Ilem(p,—1,q,—1)
and x=(L(g* mod n*))' modn. Next, it chooses a
bilinear map e: G, x G, =G, of prime order p with the
generator g, and a secure hash function # :{0,1}" —G,.

After choosing two random numbers «, f € Z;, it has
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PK 43 :{g,Go,thﬂ,e(g,g)a,H} as the public key
and MK ,,. ={f,g”} as the master secret key. Finally,

it outputs the system public parameters as
PK ={PK,.,PK ,,.} and the corresponding secret key

MK ={MK,.,MK ,,.). A random number K is chosen

and pre-embedded in a data sink. In the same way, the
secret parameters SK, ={a,,K}(i=1,2,... ) should be

pre-embedded in a sensor as the share key.
4.2 Key Generation

KeyGen(MK,S,PK) — sk : The key generation is

performed by TA. When a medical doctor registers to

TA, the doctor obtains his secret key sks such as
sks = (A, .V =g, )
VieS:v, =g -H())",v,=g"}

where S is a set of attributes possessed by the doctor,

r,r; € Z, are randomly chosen for each attribute jeS§.

4.3 Data Blindness

Each sensor implanted in a patient body collects and
blinds the patient’s health data, then transmits the
blinded data to the data sink held by the patient.

Blind, (PK,m,,SK,,y,,TS,) > (s,,0,,17,) The
algorithm is performed by the sensor. It chooses a
random number y, € Z,, and blinds the health data m;

using secret parameters SK=(a;, K) pre-embedded in
the sensor, and computes the blinded data s; and the
verification codes ( o,,7,) such as

§; =a,m, +yn ()
o,=H(s, [|[K|TS,) 3)
n; :H(mi ||ai) 4)

where TS; is a time stamp, which can resist the
potential replay attack, and transmits (o, || s, |7, || TS,)

to the data sink.
4.4 Data Aggregation

The data sink aggregates the blinded data received
from all sensors implanted in the patient body with
confidentiality, and forwards the aggregated data to the
cloud server.

Aggregate(PK,K,s,,0,,1,) > CT,. : The algorithm
is performed by the data sink. After receiving all
(o, lls, In ||TS,) for i=1, 2, ..., w, it first checks the
validity of the time stamp TS, and verifies if o, =0/,
where o/ = H(s, || K || TS,). If it does hold, the message

s; 1s accepted. It aggregates s; with confidentiality such
as.

C =g =g"-g" modn’ ®)

Tl =[[C =g" 7" modn’ (6)
i=1

n=H@|ml,-ln,) @)

where M=ia,~m,-, 7/=(H§7')- Let CT,; =CTi; 177,
i=1 i=1

and the data sink sends CT, to the cloud server.

4.5 Data Encryption

The cloud server encrypts the aggregated data
received from the data sink using CP-ABE [14].
Encrypt ;. (PK,CT,;,T) — CT : The algorithm is

performed by the cloud server. The aggregated data
CT,c1s encrypted with an access tree 7 specified by the
patient. It first chooses a polynomial g, for each node
x in the tree 7. These polynomials are chosen as the
following way in a top down manner. For each node x
in the tree, set the degree d, of the polynomial ¢, to be
one less than the threshold value k_ of that node, that
is, di=k,-1.

Starting with the root node R, the algorithm chooses
a random se Z; and sets ggr(0)=s, and dz random

points from Z; to completely define gz. For any other

node x in 7, it sets qr(0)=¢paren(x(index(x)) and chooses
d, points randomly to completely define g.. Where
index(x) denotes a number associated with the node x,
parent(x) denotes the parent of the node x in the tree.

Let Y be the set of leaf nodes in 7. The ciphertext CT
is then generated by giving the tree access structure T
as follows:

CT = {T,(_j: CAG _e(g’g)as,czhs,

®
VyeY:C,=g"",C, = H(an(y)""}

where the function af#(y) is defined only if y is a leaf
node and denotes the attribute associated with the leaf
node x in 7.

4.6 Data Decryption

The doctor downloads the encrypted data from the
cloud server and uses the secret keys corresponding to
the matched attributes to recursively decrypt the
ciphertext CT to obtain the aggregated ciphertext C7 4.
The specific processes are as follows.

Decrypt 5. (PK,CT,sky) — CT,; : The doctor obtains

the encrypted data CT from the cloud server and runs
this algorithm to get the aggregated message CT ;. The
decryption algorithm is similar to the originally
proposed by CP-ABE [14].
We first define a recursive algorithm as following:
Let a node x from 7, and a private key sks, which is
associated with a set S of attributes.
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If the node x is a leaf node, let i=att(x), and if
ieS,then

DecryptNode(CT ,skg,x) = M
e(v,Cy)
e(g"-HGiY .g"")
g H)
= e(.9)""”
Otherwise DecryptNode(CT ,skg,x) =1 .

If the node x is not a leaf node, then for each child
node z ofthe node x, let

F, = DecryptNode(CT ,skg,z) (10)

®)

and let S, be an arbitrary k,-sized set of child node z
such that F, #¢. If no such set exists then the node

was not satisfied and the algorithm returns L .
Otherwise, computes

_ Aisi(0)
F=]]F""

zeS,
=TT (etg.e) "y
zeS§,
=[](e(g ) e (e (11)

zeS§,

gy (A5 0y _ rq,
=[Te(e.e)™""™ =e(g,g)"

zeS,

Where i=index(z) and S' ={index(z):z€ S}, and

A is Lagrange coefficient. Finally, the recursive

i,8,(0)
algorithm returns A=e(g,g)" .
the doctor

Following obtains

message:

the aggregated

C
CcT,,=—— 12
(R VY| (12)

4.7 Data Recovery

When the doctor gets the C7,; and performs the
data recovery algorithm to the health data (m,, m, ...,
m,,) by the following steps.

Recovered(CT ,,sky) —> (m,,m,,....,m,) : When the
doctor obtains CT,, =CT,;||n, he gets (CT,;,, 1)
and then the corresponding message M can be
recovered as

M =D(CT,,)=L(CT,,” modn’)umodn  (13)

Subsequently the doctor can recover the health data (m,,
my, ..., m,) by the following steps.
Let X,=M, i.e.
X, =am +a,m,+---+am 14)

w ' w

Since any type of the sensor data m; is less than a

constant 7 and & is a super-increasing sequence, we
have

am, +a,m,+---+a, m,  <ar+--+a, v<a, (15)

w—1

Therefore,
X,,=X,moda, =am +a,m,+---+a, m, , (16)
X —-X am.
W w—1 — ww :mw (17)
a a.,

With the similar procedure, we can also recover each
(mla ny, ..., mw)-

In order to verify the correctness of the data (m;,
my, ..., my,), the doctor computes

n'=H(H(m||a) || H(m, | a),...|| H(m,|a,)) (18)

and verifies whether 77 =#'". If it holds, then (m,, m,, ...,

m,) is the correctness data collected by sensors.
Otherwise (my, my, ..., m,,) is invalid.

S Security Analysis

Security is an important aspect in any network.
Specifically in the applications of CWBANS, it is
critical to maintain the confidentiality and privacy of
sensitive medical data. Malicious capture of the private
data affects its genuineness and may cause harm to the
patient. Our scheme guarantees the following security
properties.

(1) Fine-grained access control: Our scheme can
realize the fine-grained access control for patients’
health data by employing CP-ABE. In our scheme, the
data owner can define an access policy according to
flexible association of attributes. With the access
policy embedded in the ciphertext, a doctor can decrypt
the ciphertext to access the data only if his attribute set
satisfies the policy. Since CP-ABE is provably secure
against the adaptive chosen plaintext attacks (IND-
CPA) based on the generic bilinear group model, the
correctness and security can be referred to [14].
Therefore, even though adversaries eavesdrop the
encrypted data, they still cannot access and read the
corresponding contents.

(2) Collusion attack resistance: In our scheme, each
doctor’s attribute-associated private key sk is blinded
by the secret numbers (.7, eZ;), which is

implemented to resist the collusion attack. An
adversary cannot combine different sksto forge a new
private key associated with a larger set of attributes.
For instance, assume a doctor with attribute set S; has
been delegated a secret key sk; and a nurse with
attribute set S; has been delegated a secret key sk;.
According to the KeyGen algorithm in our scheme, The
doctor and the nurse are unable to utilize sk; and sk; to
obtain another secret key for the combined attribute set
of S;and §;. Therefore, our scheme can defend against
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collusion attacks.

(3) Data confidentiality: To protect the patient’s
privacy, the data should be transmitted securely. In our
scheme, the patient’s health data collected by sensors
are blinded and sent to the data sink. Thus the data sink
or attacker has no access to the data even if the data
sink is compromised physically or virtually since they
do not know the blinded keys (7;, a;). It eliminates the
trust that is usually put on the data sink. Meanwhile,
the blinded data are aggregated by using Paillier
cryptosystem and transmitted to the cloud server. Note
that, Paillier cryptosystem is provably secure against
chosen plaintext attack, and the correctness and
security can be referred to [27]. Thus, our proposed
scheme can ensure data confidentiality thus protect
patients’ privacy.

(4) Data verifiability: In order to guarantee the
correction of the health data transformation, our
scheme allows the data sink and the doctor to check
whether the transformation is done correctly. To be
specific, it contains two phases. Firstly, before the data
is aggregated at the data sink, the authentication and
validity of the data are checked by verifying whether
the formula o, =0/ ( o/ =H(s, ||K||TS,|p,) ) is
satisfied. Because the secret key K is only shared
between the sensors and the data sink, only legal
sensor can generate a valid authenticated code o, ,

while any attacker cannot generate a valid
authenticated code o, without the secret key K.

Secondly, the data received by the doctor has to be
checked by verifying whether the formula 7n =7’

(7' =H@ Im, |-d1m,) . m=H(m,|la)) is satisfied.
Since the secret key a, is only shared between the

sensor and the doctor, the doctor can verify the
correctness of the data transformation and whether the
data comes from the sensor. As a result, our proposed
scheme can realize verifiablity for the received data by
data sink and doctors, and any attacker’s malicious
behaviors and incorrect data in transformation can be
detected in our scheme.

Based on the analysis above, our proposed scheme is
secure in terms of fine-grained access control,
collusion attack resistance, data confidentiality and
data verifiability.

6 Performance Evaluation

In this section, we evaluate the performance of our
scheme in terms of computational cost and
communication cost at the sensor, the data sink and the
cloud server.

6.1 Computational cost

In our scheme, a sensor is needed to do two
multiplication operation and one addition operation in

Z as well as two hash operations to generate a

blinded health data s; and the verification codes (o,

1

n,). As the computational cost of addition operation

and hash operation is negligible, the computational
cost of the sensor is relatively lower in our scheme.
Notably, lower computational cost is important for the
sensor with limited computational power. After
receiving the blinded data from w sensors, the data sink
first verifies the received data by performing
verification algorithm, and then aggregates the blinded
data from different sensors, which includes w

. . . . *
exponentiation operations 1n group an and w

multiplication operations in group Z, .

As for the cloud server, it encrypts the aggregated
data using CP-ABE, if ¢ is the number of attributes
appeared in 7, it includes one pairing operation and
one multiplication operation in group Gr, (2¢+2)
exponentiation operations in group G.

We compare our scheme with schemes [26, 30] in
terms of computational cost. The comparison results
are shown in Table 1. Denote the computation cost of a
multiplication operation in group Z, by C,, an
exponentiation operation in group Z:z by C., an

exponentiation operation in group Cr by C, a
multiplication operation in group Gr by C,, an
exponentiation operation in group G by C,., and a
pairing operation by C, respectively.

Table 1. Comparison of computational cost

Scheme [26] Scheme [30] Our Scheme
Cmn + C@t + Cmr C@t + Cmt + Cp 2 C
Sensor +C, +(21+2)-C, -C S
Data
Sink \ \ W (CL’VI + C”T)’I)
Cloud \ \ Cel + le + Cp
Server +(2t+1)-C,

Table 1 illustrates that our scheme is lower than
schemes [26, 30] in terms of the computational cost at
the sensor. The reason that our scheme requires a lower
computational cost for the sensor is that we shift the
burdensome computational task of CP-ABE from the
sensor to cloud server by outsourcing encryption
operations. Of course, this also results in a higher
computational cost at the cloud server in our scheme.
However, this computational cost is reasonable for the
cloud server side with certain computing power. As our
scheme needs to aggregate the blinded data received
from the sensors implanted in a patient body at the data
sink, our scheme is higher than schemes [26, 30] in
terms of the computational cost at the data sink.
Furthermore, we conduct the experiments with JPBC
libraries [31] running on a 2.4 GHz Intel Core i5
processor running Windows10 OS with 8GB of RAM.
The experiment results are shown in Figure 2 and
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Figure 3.
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Figure 3. Computational time on data sink

As we analyze, our scheme incurs lower
computational cost than [26] at the sensor. However,
our scheme needs some computational cost at the data
sink, which is reasonable for the data sink with a
certain computational power.

6.2 Communication Cost

We first consider from the sensor to the data sink
(SN-to-DS) communication, where the sensors
generate their health data and deliver these data to the
local data sink. If we choose 80-bit security level and
let |71=32, then |G, | =512, |G,|=160. In [26], each

is S

SN-DS
ST+ o] +|Cl+|Cl+|C, | +|C,[=32+160+512+16

0+2x160x¢ (¢ is the number of attributes appeared in 7),
which is impractical for resource-constrained sensors
with limited energy, storage and computation power.
Notably, the communication cost of [26] is increasing
linear to the size of the attribute universe and the size
of sensors. However, in our scheme, each data is
transmitted in the form of o, || s, ||, || 7S, and its size

sensor has to generate the data size

should be Sgyv.ps= 160+160+160+32 if we choose 16-
bit Z,, 160-bit n, 160-bit hash value, 160-bit G, and

32-bit timestamp. Therefore, the communication cost
of SN-to-DS is constant in our scheme.

Next, we consider the communication cost between
the data sink and the doctor (DS-to-DC). In [26], the
data sink passes the encrypted data generated by each
sensor to the doctor respectively, so its size is also Spg.

pe= [T+ | o] +|C| +HCHC | C! | =32+160+512+160+

2x160x%¢ (¢ is the number of attributes appeared in 7T)
and increases linear to the size of the attribute universe
and the size of sensors. In our scheme, the data sink
aggregates the health data and transmits the aggregated
data in the form of CT,. =CT,. ||n . Therefore, the

communication cost between the data sink and the
cloud server is Sps.cs=320+ 160(|n2|=320), which is
constant. And the communication cost between the
cloud server and the doctor is similar to [26]. But this
communication cost is reasonable for the cloud server
with certain energy power. In Figure 4, we further plot
the communication overhead in terms of sensor
numbers and attribute number ¢. It is shown that our
scheme significantly reduces the communication
overhead of SN-to-DS.

3000
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o
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—
w
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Figure 4. Communication cost of SN-to-DS

From the above analysis, our scheme is indeed
efficient in terms of computational and communication
cost, which is suitable for the real-time high-frequency
data collection in wireless body area networks.

7 Conclusion

In this paper, we consider the problem of medical
sensor data transmission in CWBANs. To meet the
security requirements of resource-constrained wireless
sensor nodes, we propose a secure and efficient health
data aggregate scheme with fine-grained access control
and verifiability. Our scheme can significantly reduce
the computational cost and improve the communication
efficiency, satisfying the real-time high- frequency data
collection requirements in CWBANs. We have also
provided the security analysis to demonstrate our
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scheme’s  privacy-preserving ability. With a
lightweight communication and computational cost on
both sensors and data sink, our scheme can well suit
the practical medical data access control in CWBANS.
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