BCDP: A Blockchain-based Credible Data Publishing System 323

BCDP: A Blockchain-based Credible Data Publishing System

Fei-Qiang Liao!, Jian-Feng Wang!, Jian Shen?
! State Key Laboratory of Integrated Service Networks (ISN), Xidian University, China
2School of Computer and Software, Nanjing University of Information Science and Technology, China
fqliao@yeah.net, jfwang@xidian.edu.cn, s_shenjian@126.com

Abstract

With the advent of the era of big data, how to publish
electronic data in a manner of credible become a
challenge. Traditional data publishing schemes either
require a trusted third party (TTP) that is responsible to
collect and publish data, or cannot support similar data
duplicate detection. The result is that they are vulnerable
to distributed denial of service (DDoS) attacks and suffer
from an unnecessary waste of storage space. To address
the above issue, in this paper, we propose a blockchain-
based credible data publishing model (BCDP), which
enjoys the properties of decentralized, tamper resistant
and anti-DDoS attacks. Then, we construct a two-layer
near duplicate detection algorithm with counting bloom
filter (CBF) that can detect near duplicate data based on
BCDP. In addition, we exploit an academic publishing
system based on BCDP, which introduces an academic
scoring mechanism to achieve reward and punishment for
academic publishing.

Keywords: Data publishing, Blockchain, Near duplicate
detection, Counting bloom filter

1 Introduction

Data publishing is an important part of medical,
academic and commercial applications [1-3]. For
example, in California, licensed hospitals are required
to publish their patient records on the online system for
general medical research [4]. The model of traditional
data publishing system [5] is illustrated in Figure 1. In
the data collection stage, the data publisher collects
data from the data owner, such as Alice and Bob. And
in the data publishing stage, the data publisher
publishes the collected data to the public or to data
miners, referred to the data recipient, who can utilize
the published data. For example, a journal collects
research data from authors and publishes the research
data to online systems to serve researchers. In this
example, the journal is the data publisher, the author is
the data owner and the researcher is the data recipient.
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Figure 1. The model of traditional data publishing
system

Despite the fact that there are a lot of data publishing
online systems, most of them demand a TTP and
control over published data [6]. There are some issues
need to be discussed. First of all, published data in
centralized online systems is costly to maintain,
especially when large capital expended in hardware
and software deployment. Besides, a single point
failure and DDoS attacks occur inevitably. Second,
administrators will be given privileges to have
complete control over published data that may be
corrupted and lost intentionally or unintentionally. At
last but not least, near duplicate detection prior to data
publishing needs to be considered, such as academic
publishing needing to deal with the issue of duplicate
publication.

With the understanding of Bitcoin, blockchain has
gradually aroused people’s attention. Blockchain
serves as an innovative technology with the properties
of decentralized and tamper resistant, which can
provide a new solution to reconstruct the data
publishing system. In this paper, the main contributions
can be summarized as three folds:
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+ We propose a new blockchain-based credible data
publishing scheme, which has the properties of
decentralized, tamper resistant and anti-DDoS
attacks.

In order to save storage overhead and avoid near
duplicate data being stored multiple times, we
construct a two-layer near duplicate detection
algorithm with counting bloom filter. Finally, we
provide simulation tests to prove that the algorithm
has high efficiency and stability.

To present a specific BCDP-based Dapp, we

construct and exploit an academic publishing system.

Furthermore, we propose an academic scoring
mechanism to achieve reward and punishment for
academic publishing.

1.1 Related Work

Data publishing goes back to the early days of the
public network and has been well studied ever since.
Publius [7] is a web-based publishing system which
provides methods for updating or deleting the
published data. In Publius, an automatic tamper
checking mechanism is implemented, but a static list of
documents on available servers and the index is not
protected. Moreover, many servers need to be
maintained since its way of development is centralized.
Free Haven [8] is a publishing system that provides a
dynamic network and ensures the availability of each
document for a publisher-specified lifetime. Because of
inefficient broadcasts for communication inherently
implemented, it is unsuitable for wide deployment.
Freenet [9] is used to solve survivable issues and
information privacy problem. However, Freenet need
to provide search mechanisms and develop more
protection against DDoS attacks. Another approach
used anonymity tunnels for each different user in
RTAP [10]. The system provides anonymity to all
participants which is defined in RTAP. Recently, a
prediction-based scheme for data stream with time
constraint over Internet of Things (IoT) was proposed
[11], which presented a new methodology for
deploying real-time data stream based on prediction
mechanism in loT environments.

However, the issues of near duplicate detection have
received no attention in these systems. On the other
side, there are some algorithms proposed for near
duplicate detection. A shingling algorithm was firstly
proposed to measure the similarity between two web
pages by a sequence of fingerprints, namely, shingles
[12]. The works [13-14] presented the use of sentence
level features in near duplicate detection. Mitzenmacher
et al. [15] proposed an odd Sketches which is a
compact binary sketch to estimate Jaccard similarity to
provide a highly space-efficient estimator for sets of
high similarity. Varol and Hari [16] proposed a hybrid
approach to embed Jaro distance and statistical results
of word usage frequency for near duplicate detection.

Recently, Liu et al. [17] proposed a data deduplication
scheme, which measured data similarity by taking
advantage of counting bloom filter. In our scheme, we
utilize the advanced technology to construct our two-
layer near duplicate detection algorithm.

1.2 Organization

The rest of this paper is organized as follows. We
present some preliminaries in Section 2. We propose
the detailed description on BCDP in Section 3. The
concrete academic publishing system based on BCDP
is given in Section 4. We provide security and
efficiency analysis in Section 5. Finally, a brief
conclusion is given in Section 6.

2 Preliminaries

2.1 Blockchain

Blockchain is a decentralized public ledger and
consists of block that is made of block header and a
long list of transactions. The block header contains
version, timestamp, nonce, difficulty, previous block
hash (Prehash) and the root hash of Merkle tree which
is computed by all transaction records stored in the
block. One block is mined by miners who fiercely
compete on the peer to peer network to solve hard
problems in the most efficient way, then the new block
will be concatenated to blockchain by a Prehash [18],
as illustrated in Figure 2. When global network mining
power increases, so does the difficulty for mining a
new block. Therefore, blockchain as a secure public
ledger is maintained by all participants through the
distributed network without a TTP, such as a central
bank or a financial institution.
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Figure 2. Blockchain structure

Ethereum is a blockchain-based decentralized
platform which runs smart contracts in a decentralized
virtual machine known as Ethereum Virtual Machine
(EVM). Smart contracts are written in EVM bytecode
that is a Turing-complete bytecode language rather
than a simple scripting language implemented in
Bitcoin [19], which extends the capabilities of
blockchain to support developers to  build
Decentralized Applications (DApps) beyond financial
applications.



2.2 Partition Technology

Partition technology can be categorized into two
types: Fixed-Sized Partition technology and Variable-
Sized Partition technology. Zhang et al. [20] proposed
Asymmetric Extremum Content-Defined Chunking
(AE-CDC), which belongs to Variable-Sized Partition
technology and is known as the state-of-the-art
partition technology. In AE-CDC scheme, chunk
boundaries are determined only based on local content
and bytes are regarded as numbers. The properties of
AE-CDC can be summarized as follows:

(1) AE-CDC can reduce chunk-size variance and
eliminate low-entropy strings.

(2) Fewer operations are performed on AE-CDC
scheme, which reduce computational overhead
compared with previous CDC schemes [21-22].

2.3 Bloom Filter

Bloom 0 proposed a kind of data structure, namely,
bloom filter (BF), which has already been widely used
to check whether an element is in a set or not. A bloom
filter is initialized by setting all bits in a bit array of m
to 0 and k independent hash functions #, :{0,1}"
—[1,m], where i €[l,k], as is shown in the left part of
Figure 3. To insert an element into the bloom filter,
feed it to all of the £ independent hash functions to
obtain k array positions. Then, all these positions will
be set to 1. We note that some positions have been set
to 1 over one time. Given any element x, checking
whether it belongs to the set, when bits in all positions
of h(x) are 1, we can determine that x is an element

in the set with a false positive. Otherwise, x is not an
element of the set. As given in 0, the false positive of
bloom filter is P,(1—e™'")*, where k is the number

of hash functions, m is the length of the bloom filter
and # is the number of elements.

Figure 3. Traditional bloom filter and counting bloom
filter

However, an obvious drawback of traditional bloom
filter is that an element cannot be deleted from bloom
filter. Fan et al. [25] proposed a counting bloom filter
(CBF) to solve this problem. In the proposed scheme, a
counter is introduced to support the element deletion
operation, which indicates the number of times that a
position is set to 1. The operation of checking whether
an element belongs to the set in the counting bloom
filter is very similar to that in the traditional bloom
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filter, as is illustrated in the right part of Figure 3.
3 Problem Formulation

3.1 System Model

The proposed BCDP consists of three actors: the
data owner, the data publisher, and the data recipient.
The model of BCDP is shown in the Figure 4.
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Figure 4. The model of BCDP
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Data owner. The data owner is an actor who wants his
data to be published. He cannot be deemed completely
trusted. In order to gain some benefits, he may engage
in publishing their duplicate data.

Data publisher. The data publisher is responsible for
publishing data. In BCDP, the data publisher is the
blockchain-based data publishing platform which
consists of blockchain network and cloud service
network. Data will be stored in cloud service network
and its associated metadata will be stored in blockchain
network.

Data recipient. The data recipient refers to the actor
who can query metadata from blockchain network and
download data from cloud service network.

3.2 The Main Idea of BCDP

The high description for BCDP can be formulated as
follows: The data owner provides his data along with
associated metadata to the data publisher. The data
publisher will carry out near duplicate detection. If the
detection is not passed, data will be rejected. Otherwise,
the metadata will be published in blockchain network,
whilst the data will be published in cloud service
network. In this paper, our main idea is that we take
advantage of the above technologies of blockchain and
Ethereum to provide a global decentralized and
permanent ledger. In order to reduce the burden of data
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storage for blockchain, we solve this challenge by only
publishing a small amount of metadata about data in
blockchain network and data will be published in cloud
service network. This is done by sending a light
transaction, including metadata information. The
content of metadata depends on specific applications,
for example, data title, data tag, data link, and
timestamp. Therefore, the data recipient can obtain
data from cloud service network by querying
blockchain transaction including data link.

4 The Proposed Blockchain-based Academic
Publishing System

In this section, we firstly present a data duplicate
detection method used in the proposed construction.
Then, we present the proposed academic publishing
system based on BCDP.

4.1 Two-layer Near Detection

Algorithm with CBF

Duplicate

We construct a two-layer near duplicate detection
algorithm with CBF to detect near duplicate data.
Consider that the metadata is published in blockchain
network and data content is published in cloud service
network, our data detection algorithm is designed with
two layers structure as follows:

Metadata detection. In order to reduce computation
overhead, data title will be detected firstly by
blockchain network.

Data detection. Data detection serves as the second
layer of the algorithm, which mainly detects data tag
and data similarity by cloud service network.

The concrete construction of detection algorithm
involves the following steps:

TitleTest (7iT ). The data owner inputs the data title
TiT , whether there is a duplicate data on the
blockchain network will be detected by comparing data
title. If there is 7iT' =TiT , the output of the algorithm
is True. Otherwise, the output of the algorithm is False.
TagGen (m, ). The data owner divides data M into

blocks {m,}’, by AE-CDC algorithm. Then each block
tag 7. =H(m,) will be computed, where H is a
cryptographic hash function. Finally, the data owner
utilizes each 7, as the input of a CBF, then the CBF
serves as the data tag 7 . As is shown in Algorithm 1.

SimTest ((7,{7/}’_,,d). While receiving the data tag

=1
T from the data owner, the cloud server firstly detects
whether there is the same data on cloud by comparing
data tag. If there is not 7/ =T, the cloud server will

compute the data tag similarity D, =sim(T],T) (We

will analyze concrete similarity algorithms sim in
Section 5). Then the cloud server compares D, with a

Algorithm 1. The work of the data owner

Input: Data M

Output: the data block {m,}’ , the data tag T
1. {m}’, < AE—-CDC(M)
2 fori=1to n do

3 T« Hm)

4  end for

5 T« CBF({T))

6

return {m,} _ , T

Algorithm 2. The work of the cloud server

m

Input: data tag T, existing data tags {7/}"_, , preset

trapdoor s
Output: the outcome of near duplicate detection
if 7 in {T}’_, then
reject to the data owner

else
for j=1 to m do

1
2
3
4
5 if SimTest(T,T/,d)= True then
6
7
8

reject to the data owner

else

requests for uploading data M
9 if ConTest(T,M)= True then
10 return data link L to the data owner
11 else
12 reject to the data owner
13 end if
14 end if
15 end for
16 end if

preset trapdoor d . If D, >d , the output of algorithm

is True. Otherwise, the output of algorithm is False. As
is shown in Algorithm 2.
ConTest (T,M). If SimTest(T,T].’,d) = False, the data

owner will be requested for uploading data M to
check consistency. The cloud server reconstructions
{T}", based on M, then puts {7;}, into a CBF to get

data tag 7'. Only if 7' =T, the output of the algorithm
is True. Otherwise, the output of the algorithm is False.
If the output is True, the cloud server will return a data
link L which is used to retrieve the data. Otherwise,
the data owner will be rejected.

4.2 The Concrete Construction

In this section, we present an academic publishing
system based on BCDP. The goal of the system is to
provide a decentralized, credible and global academic
publishing service. The architecture of the system is
shown in the Figure 5. There are three different entities
involved in the system: the authors, the reviewers, and
the researchers.



BCDP

Lz
Researcher A

&7

Researcher B

Figure 5. Architecture of academic publishing system

Author. The author will serve as the data owner, who
expects his paper to be published and cannot be
deemed completely trusted. In order to increase the
number of papers or gain economic benefits, he may
engage in duplicate publication or academic fraud.
Reviewer. The reviewer who belongs to some specific
journals as part of the data publisher. He is responsible
for reviewing papers. If a paper is passed in reviews, it
will be delivered to the system for publishing.
Researcher. The researcher belongs to the data
recipient. He can obtain papers by querying from the
system.

In order to deal with the issue of duplicate
publication, we propose an academic scoring
mechanism. We mainly introduce academic scores for
the author, which can evaluate one author’s academic
level. The higher academic score you get, the greater
academic contribution you made.

The system settings are as follows: s denotes the
author’s academic scores, k; denotes academic scores

for publishing one paper, k, denotes academic scores
for duplicate publication and k; denotes academic
scores for academic fraud. The value of k,, k, and £,
depend on the level of journal. In addition, %,, &, and
k, should be satisfied:

ky <k; <k, @

The procedure of academic scoring mechanism as
follows:

(1) Initialize: let s =0.

(2) If academic scores less than zero, the author will
be banned from publishing.

(3) If a paper is successful published, then
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s=s+k.

(4) If duplicate publication is detected, then
s=s5—k,.

(5) If academic fraud is confirmed, then s =5 —k;.

The details construction of academic publishing
system are given as follows.
System setup. The necessary parameters are initialized
in system setup phase. The author gets author,
author,.,., academic scores s (initialized to 0),
authorysswora  and  the reviewer gets revieweri,
revieWerpaseword, and other system parameters are built
in.
Publishing phase. In the system, the metadata about
paper will be stored in blockchain network and the full
text will be stored in cloud service network. The
metadata contains paper title i7", paper tag T , paper
link L, author id €,,, journal name N and timestamp

t. When a paper is to be published, whether the author
has permission to publish papers will be detected
firstly. That is, at least one author’s academic scores
s <0, then the paper will be rejected. Otherwise,
duplicate publication detection will be performed on
the paper. The duplicate publication detection is based
on two-layer near duplicate detection algorithm.
According to the following three conditions:

TiT' =TiT
T'=T Q)
SimTest(T,T;,d) =True

If any of the three conditions are satisfied, the paper
will be identified as duplicate publication.
Querying phase. The author can query their published
papers and academic scores. The researcher can query
published papers and download relevant full text from
cloud service network by 7iT or N . If academic fraud
behavior is found by the researcher, the published
paper will be revoked and its associated authors’
academic scores s =5 —k;.

5 Security and Efficiency Analysis

5.1 Security Analysis

In this section, we present security analysis of
academic publishing system based on BCDP.
Theorem 1. The academic publishing system satisfies
the security requirement of fairness.
Proof. The system is based on blockchain technology.
Therefore, a global decentralized academic dataset can
be provided to support for duplicate publication
detection. When academic fraud is found, the author
will be uniformly punished with academic scoring
mechanism, which provides an open and transparent
way to deal with academic misconduct.
Theorem 2. The academic publishing system satisfies
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the security requirement of tamper resistant.

Proof. Tampering with the data stored in blockchain
network requires significant proportion of the
computation power (typically 51%), which is almost
impossible to do [26]. Hence, the metadata cannot be
corrupted or lost. We note that the full text stored in
cloud service network. Assume that cloud servers
tamper or delete the full text, while the paper tag stored
in blockchain remains unchanged. As a result, the
malicious behavior will be found by the comparison of
paper tag.

Theorem 3. The academic publishing system satisfies
the security requirement of Anti-DDoS attacks.

Proof. The execution of smart contracts is restricted to
execution fees, which can reward miners for
maintaining the Ethereum network and protect against
DDoS attacks [27]. Meanwhile, cloud service network
could be resistant to DDoS attacks by some defense
solutions [28]. Hence, our system can achieve the
corresponding security for publishing data.

5.2 Comparison

In this section, we compare the proposed BCDP
with Publius [7] and RTAP [10]. Table 1 presents
comparison of the three data publishing systems.

Table 1. Comparison of three data publishing systems

Publius [7] RTAP [10] BCDP

Decentralized No Yes Yes
Near duplicate detection No No Yes
Tamper resistant Yes No Yes
Anti-DDoS attacks No Yes Yes

Firstly, all of the three systems can provide the
function of data publishing. Secondly, our proposed
BCDP is based on blockchain that is a decentralized
network without a TTP, and tamper resistant is built-in.
However, all the other ones can only obtain one the
property for decentralized or tamper resistant. Besides,
Publius and RTAP cannot provide the mechanism of
near duplicate detection. At last, BCDP also has the
ability of anti-DDoS attacks.

5.3 Performance Evaluation

We provide an experimental evaluation for the
academic publishing system. The configuration of
software and hardware environment are shown in the
Table 2.

We implement the system as a Dapp running on the
blockchain-based Ethereum testnet. Ethereum client is
EthereumJS TestRPC and Ethereum development
framework is Truffle. The front-end programming
language is HTML, CSS, JavaScript and the back-end
programming language is Solidity that is used to write
smart contracts. In addition, cloud service is simulated
with Python and MongoDB.

Table 2. Configuration of software and hardware
environment

Category Configuration
Intel (R) Core (TM) CPU i3-3240 @3.4 0GHz,
CPU
4 core
(ON Linux (x86 64, kernel version: 4.4.0-31-generic)
RAM 4GB
HDD TOSHIBA DT01ACA050
TestRPC v3.0.3, Truffle v2.2.1, Python3.4,
MongoDB2.4.9

Software

In order to provide the entrance of user interaction
with the smart contract, we have exploited a web
interface for the Dapp. Users need establish an
Ethereum node in their computer to access it. The web
interface uses JavaScript functions to interact with the
user’s local node, which stores the blockchain with a
record of all transactions and contracts. In the Dapp,
the full text will be uploaded to cloud service network
and metadata will be recorded in blockchain network.
We provide an academic scoring mechanism for
dealing with duplicate publication. Each journal can
deal with the relevant papers published when any
academic fraud is found.

In the system, the metadata information takes up
about 360 bytes, we get about 1 KB per transaction by
adding some extra data. In that case, we could store
one thousand papers when the metadata information
reached 1 MB in size, as illustrated in Figure 6.
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Figure 6. Metadata information stored vs blockchain
sizes

As we mentioned in Section 4, similarity estimation
is another kernel in our two-layer near duplicate
detection algorithm. There are several similarity
algorithms to estimate similarity between two vectors,
such as Vectorial Angle Cosine (VAC), Pearson
Correlation Coefficient (PCC), Euclidean Distance
(ED) and Normalized Euclidian Distance (NED). We
first evaluate the time overhead of these four similarity
algorithms. In our experiments, we can randomly
generate vectors of length 5000 to 100000 and each
dimension of 0 to 1 by vector generation function of
Python, then run these four similarity algorithms



multiple times to get the average run time for each
algorithm, as indicated in Figure 7. It is obvious that
the time overhead of VAC is faster than that of NED
by two orders of magnitude. Meanwhile, VAC is much
less than PCC in time overhead. We also note that ED
has the least time overhead in these similarity
algorithms. However, it is very hard to estimate the
similarity by ED with data in different size, since the
output of ED is greatly influenced by the data size in
lack of normalization. As a result, VAC is used as
similarity estimation algorithm in our two-layer near
duplicate detection algorithm.
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Figure 7. Time overhead for four similarity algorithms
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Next, we do simulations to evaluate the effect of
number of chunks » and false positive P, on the tag

generation algorithm. The result is illustrated in Figure
8. We can notice that time and space overhead will
increase along with the increase of », while increases
with the decrease of P, . The reason is that the lower

false positive leads to the larger CBF. As a result, we
should choose a suitable value for P, to get the

balance between overhead and accuracy according to
our needs.

B Faise Positive 10°
| I False Positive 10™ |
| False Positive 10° K

Time Overhead of one time Tag Test (s)

4 5 6 7
Number of Chunk (10°%

(a) Time overhead for Tag Generation Algorithm

n
o

-
©
1

| —=—False Positive 10° A
| —e—False Positive 10 /

—A— False Positive 10°

\\
A

@

//“ A
P L

0 T T
0 2 4 6 8 10
Number of Chunk (10%)

LS

Space Overhead of one time Tag Test (MB)
@ B~
1 1

(b) Space overhead for tag generation algorithm

Figure 8. Time and space overhead for tag generation
algorithm

Finally, we also adopt a realistic dataset Fslhomes
[29] that has been widely used for other near duplicate
data deletion studies. We compare the value of
similarity for different window size in AE-CDC and
false positive in CBF, as is shown in Figure 9. It is
important to note that the similarity value fluctuates
around 30% according to window size and false
positive. Hence, our near duplicate algorithm satisfies
high efficiency and stability.
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Figure 9. Comparison of the value of similarity for
different window size and false positive

6 Conclusion

In this paper, we propose a blockchain-based
credible data publishing scheme. Specifically, we
adopt blockchain network and cloud service network as
the data publishing platform, while a two layer near
duplicate data detection algorithm is constructed. Then,
we construct an academic publishing system on BCDP
with a academic scoring mechanism, which can
achieve reward and punishment for academic
publishing. Finally, the academic publishing system is
implemented on the blockchain-based Ethereum testnet.
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